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	VHA Policy
	For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


Security Architecture Framework XE "Security Architecture Framework" 
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tc "SECURITY ARCHITECTURE FRAMEWORK" \f C \l 1The VHA Security Architecture Framework (SAF) is not a new framework.  It rests upon and extends the framework already set in place by the VHA Enterprise Architecture (EA).  Security permeates all levels of the VHA EA.  The VHA SAF consolidates the security pieces of the VHA EA into a single, comprehensive view to promote better understanding of security requirements.  The VHA SAF builds upon general-purpose architectural frameworks to describe a health care specific security architecture framework.  The VHA SAF develops the following three pillars supporting the VHA information security infrastructure:

	Information Security Architecture Model XE "Information Security Architecture Model" 
	Information Security Principles XE "Information Security Principles" 
	Information Security Standards XE "Information Security Standards" 

	The SAF provides a security model, derived from the Department of Defense Goal Security Architecture (DGSA) consisting of an organized structure of components, methods, boundaries and rules for creating VHA technical security architectures harmonized with the VHA EA and the Clinger-Cohen Act.
	The SAF describes security-related principles necessary to provide confidentiality, integrity and availability for health care information.  The SAF does not provide a specification for any particular information system or component.  Rather, it specifies security principles and target security capabilities that will guide system security architects, designers and developers in creating health care specific security architectures consistent with the VHA EA.
	The SAF describes security standards needed to support an interoperable environment.  This includes recommended specifications or products.


Goal


The goal of the SAF XE "SAF"  is to present a framework for the development of a comprehensive, measurable, cost-effective IT security architecture XE "IT security architecture"  that supports the missions of the VHA, preserves patient privacy, and protects VHA information and system assets providing confidentiality, integrity and availability.

The value of the SAF is in providing a structured approach that systematically addresses stated requirements of policy and legislation, meeting threats and risks to VHA’s clinical, administrative, and financial information technology infrastructure.  Accordingly, by applying the principles of the SAF, the security architect will be able to create a security view of the EA focused upon presenting all relevant security architectural concepts in a single place.  This makes the overall security function easier to understand and integrate into the general architecture.

Scope

Security by its nature is a pervasive function, permeating nearly every architectural element.  Security is an attribute of the system rather than a technological achievement because:

· Security is only as good as its weakest link.  Since every element of the general architecture represents a potential security weakness, then every aspect of the architecture must be considered.

· Security can be costly.  Considering security implications up front improves cost management. 

· Security can be difficult to implement.  Including security in the overall architectural approach greatly improves chances for correct implementation.

· Security management cannot exist separate from overall system management.  Security management is both local and global.

· Security services must support conflicting and cross-domain interoperability requirements.  VHA security must be interoperable with other domains including those both inside and outside of the VHA.

· Security provides significant enabling technology supporting the goals of the general architecture.

· Security is not optional.  It is required by law, regulation and by the public.

Other Related Documents

The following documents provide information that is either complementary to or supplements the SAF XE "SAF" :

· EA Monographs:

· VHA Security Architecture Framework, EA2001 Version

· VHA Security Operational Architecture, Clinical Information Domain: VISTA (CPRS) GCPR Segments, EA2001 Version

· EA Reports:

· Security Services and Safeguards in the VHA Environment

· Towards Secure E-mail Gateways

· Towards Secure VA Gateways

· EA Process:

· Security Operational Architecture Development XE "Security Operational Architecture Development"  Process
These supplemental documents will be published on the Enterprise Architecture Office XE "IT Architecture Office"  web site.
The VHA Security Reference Architecture XE "Security Reference Architecture" 

Overview

This section of the SAF XE "SAF"  describes the EA reference architecture with respect to security.  It describes the role of the reference architecture, how the security architecture framework is to be used in conjunction with the reference architecture and how the security services map to the levels of the reference architecture.

The VHA Reference Architecture Model XE "Reference Architecture Model"  (which is fully described earlier in this section) provides a general technical framework that is useful in organizing future planning and implementation efforts and is a valuable aid in understanding both how current systems operate and how evolution of systems can and should proceed.  The representation of the model is reproduced below in Figure III-11.
Figure III-1: EA Reference Architecture

The top face of this reference architecture model is a class of rules, including security rules that drill down through each level of the cube.  Three rule classes are defined: policies, standards and security.  The boundaries are more fuzzy than sharp between these rule classes as the rule classes overlap.  Some policies are security policies and some standards are security standards.

Specificity increases and scope narrows traversing the levels from top to bottom.  Security policies and standards become increasingly specific and detailed at each lower level, being the most specific at the infrastructure level.  For example, the business level contains broad security policies providing general umbrella guidance.  Infrastructure policies deal with secure configuration of end systems, routers, etc.

The EA reference architecture conceptually breaks the complexity of security into smaller more manageable chunks.  A complete description of the VHA security architecture framework includes an examination of each of the individual levels of the EA reference architecture.  EA Security Reference Architecture XE "EA Security Reference Architecture"  can be derived from the EA reference architecture by encapsulating all appropriate rules instantiated at each level.

The EA reference architecture complies with the architecture requirements of the Clinger-Cohen Act of 1996 XE "Clinger-Cohen Act of 1996" .  A security architecture framework based upon this reference architecture also complies with this act.

DoD Goal Security Architecture XE "DoD Goal Security Architecture" 
The Department of Defense (DoD) Technical Architecture Framework for Information Management (TAFIM) XE "Department of Defense (DoD) Technical Architecture Framework for Information Management (TAFIM)"  was developed through a co-operative effort of the Defense Information Systems Agency (DISA) XE "Defense Information Systems Agency (DISA)"  and the National Security Agency (NSA). XE "National Security Agency (NSA)."   The original TAFIM work was completed in 1993.  Subsequently, the document was revised and is now published as version 3.0 dated April 30, 1996.  Volume 6: Department of Defense Goal Security Architecture (DGSA) assists security architects in developing standardized and verifiable security architectures.

The TAFIM has received acceptance as an architectural framework outside of DoD such as The Open Group.  The Open Group's membership and staff developed their own architectural framework called “The Open Group Architectural Framework XE "Open Group Architectural Framework" ” (TOGAF) XE "(TOGAF"  based upon concepts of the DoD TAFIM.

The basic concepts and architecture contained in the VHA TRM XE "TRM"  are adapted from several documents; one of which is the DoD TAFIM.  The DGSA is similarly adapted as the basis for the VHA SAF XE "SAF" .

DGSA Architectural Components XE "DGSA Architectural Components" 
Figure III-12, DoD Goal Security Architecture View XE "DoD Goal Security Architecture View"  describes the components and component relationships of the DoD Goal Security Architecture view.  The goal view provides a set of fundamental architectural functional elements used to develop security models.  The view is general enough so that it can be applied to a wide variety of problems.

Figure III-2: DoD Goal Security Architecture View
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The DGSA view contains local subscriber environments (LSE) end systems, local communication systems (LCS) XE "local communication systems (LCS)" , relay systems, (RS XE "relay systems (RS" ) and communication networks (CN) XE "communication networks (CN)" .  The principal distinction between end systems and relay systems is that end systems (as described in ISO 7498-1) support users with direct human interfaces and personal or general applications, while relay systems are only indirectly accessible by users and the functionality is limited to information transfer relay functions. 

Security Service Allocations XE "Security Service Allocations" 
The DGSA view includes four components to which security service allocations are made:

· End systems (e.g., workstations, servers, telephones, radios, mainframes) and relay systems (e.g., multiplexers XE "multiplexers" , routers XE "routers" , switches XE "switches" , cellular nodes XE "cellular nodes" , message transfer agents XE "message transfer agents" ).

· Security management XE "Security management" -security related activities of information system management

· Transfer system-local communications system XE "Transfer system-local communications system"  (e.g., rings, buses, wire lines) and communication network elements and communication protocols used by them and by end systems and relay systems.

· Physical and administrative environment-security related to environmental (physical) elements and personnel.

Definitions

The DGSA XE "DGSA"  defines a set of security concepts integral to its understanding:

· Information domain XE "Information domain" .  An information domain consists of a set of data, users and an information security policy linking the two.  Each defined information domain has a unique identification.  Within an information domain, all information objects exist at the same level of sensitivity.  Members of a domain may have different security attributes, such as read, write or execute permissions on information objects.  Systems or networks of systems do not bound information domains.  An information domain’s objects may reside in multiple systems.

· Security policy XE "Security policy" .  A security policy is the statement of criteria for membership in an information domain.  It expresses the required protections for information objects and expresses the transfer policy for data exchange between different security contexts.

· Security context XE "Security context" . A security context encompasses all end system resources and security mechanisms (including physical and administrative) that support the activity of a user operating in an information domain. The environment protects the hardware and the hardware protects the information.

· Security association XE "Security association" .  A security association consists of all communication and security functions that securely bind together security contexts in different end systems or relay systems supporting the same information domain.  This includes communication protocols, security protocols, security mechanisms and functions.

· Multi domain information objects XE "Multi domain information objects" .  In any organization members will likely operate in more than one information domain.  The DGSA emphasizes that information domains must be strictly separated.  Users may perceive a collection of objects from different information domains as a single object.  This compound object is referred to as a multi domain information object.  Multi domain information objects must be subject to some security policy.  The security policy must state the privileges that a user must have to view, print, create, delete or transfer multi domain information objects between information systems.

Relation of the VHA EA Reference Architecture to the DGSA Model

Figure III-13, Mapping of VHA EA Reference Architecture to the DGSA Model is a mapping of the VHA EA reference architecture to the DGSA model.  It shows how the VHA EA reference architecture levels can be mapped to the DGSA levels. This mapping is important since it is necessary to relate the DGSA concepts to VHA’s unique missions, data, and infrastructure.  As the VHA EA reference architecture is not defined as a security architecture, the mapping will establish a common security context for the VHA EA reference architecture XE "EA reference architecture" .

Figure III-3: Mapping of VHA EA Reference Architecture to the DGSA Model

	VHA EA Reference Architecture Layer
	VHA Layer Description
	DGSA Equivalent Layer
	DGSA Layer Description

	Business
	Policies and procedures that identify the business aspects of the architecture.  It also refers to the strategic objectives of the organization and the architectures’ ability to align with and support those objectives.
	Mission
	The organizational mission.  A grouping of organizational activities that focus on some subset of the organization’s objectives.

	Information
	Information flow throughout the organization.  It defines what, when, where, & how information is captured from or presented to the user.  VHA information in transit in communication systems of any type.  Data in motion between end systems of the VA & its business partners.
	Data (In transit)
	Information carried on local communication systems, relay systems, & communications networks.  The functions binding security contexts in different end systems supporting the same information domain (security associations).  In the DGSA, a security association extends the protections am information domain security policy requires within an end system to data in transit between two end systems.

	Applications
	Responsibilities & functions of the organization's applications.  The applications level helps ensure application functionality aligns with & supports the information flow & business strategies & objectives.  End system software components acting on VHA data include clinical, administrative, financial, & infrastructure applications.
	Applications
	Software programs that process data stored in organizational mission end systems, operating systems, utilities, & management software.

	Data
	Standard methods of data storage & use that supports the accuracy, interoperability, & processing of data throughout the organization.  It defines the data type & authoritative source.
	Data (in storage)
	Basic information elements specific to an organization’s information domains.  Data stored in end systems.

	Infrastructure
	The policies, procedures, & standards governing the organization's infrastructure framework.  Describes, including graphics, the system & interconnections providing for or supporting data, applications, information & business functions.
	Security Context
	The DGSA security context encompasses all end system resources & security mechanisms, including physical & administrative, that support a user's activity operating in an information domain.  Includes local subscriber environments, end systems, local communication elements, communication networks, & relay systems.  The administrative & physical security environment supporting the end systems & networks.


VHA Information Domains XE "Information Domains" 
VHA information systems are large, complex, and nationally distributed.  There are over 400 medical centers and clinics whose point-of-care services are supported by hundreds of databases and applications.  This section of the SAF defines VHA information domains, provides an approach that addresses/reconciles DGSA XE "DGSA"  information domains to VHA scale, and describes applications as multi domain information objects.

Defining VHA Information Domains

The SAF defines the following VHA information domains:

· VHA Administrative Domain XE "VHA Administrative Domain" : patient demographic information and information required for the administration of the VHA itself, including planning, engineering, police and security, and quality management.

· Financial Domain XE "Financial Domain" : information required for billing and accounting purposes.

· Clinical Domain XE "Clinical Domain" : patient health care information.

· Infrastructure Domain XE "Infrastructure Domain" : information required to manage VHA IT systems and IT infrastructure.

Characterizing VHA Information Domains

As noted in the DGSA, real world systems are most likely composed of multi domain information objects. VHA-managed applications represent multi domain information objects that cut across the VHA clinical, administrative, financial, and infrastructure contexts.  VHA-managed health care applications, operating within each operational architecture, have users, data and an associated security policy enforced by the applications’ security functions and procedures…fundamental features of any information domain.  The SAF describes VHA information domains on the basis of VHA operational architectures and VHA-managed applications used to store, process and disseminate VHA mission data.

VHA will use operational architectures and applications to perform the following:

· Identify information domain users XE "information domain users" : information domain users are application users.

· Identify information domain data XE "information domain data" : information domain data is used by the business context application.  There is no information domain data outside the collection of all business context applications.

· Identify security management data XE "security management data" : security management data is used to manage security within each application’s operational architecture.

· Identify information domain policies XE "information domain policies" : operational architecture and application policies determine information domain policies.

· Identify inter-domain transfer policies XE "inter-domain transfer policies" : operational architecture and application policies determine inter-domain transfer policies.

Technical Reference Model and Standards


VHA has adopted a standards based approach to expressing its enterprise architecture.  The basic concepts and architecture contained in the VHA TRM are primarily adapted from and based upon IEEE standards:

· IEEE Guide to the POSIX Open System Environment (OSE) XE "IEEE Guide to the POSIX Open System Environment (OSE)" 
 

It is common practice for reference models to be constructed by adapting an existing reference model whenever it seems to closely fit one's domain and purposes.  The basic concepts and architecture contained in the VHA TRM are primarily adapted from and based upon the IEEE Guide to the POSIX Open System Environment (OSE).  To foster consistency within the federal government, VHA has adopted a similar taxonomy and graphical representation as the DoD TRM. XE "DoD TRM" 
The VHA SAF further extends the VHA TRM through use of the DOD TRM, which enhances the IEEE Open Systems Environment model to specifically include security services and security management. Figure III-14, DoD Technical Reference Model, XE "DoD Technical Reference Model,"  shows how security services are implemented in the application platform.  Although not shown in the figure, security services in this model are pervasive across each of the three layers.  Information system security services are considered cross-area services because the mechanisms implemented to provide them may be part of multiple platform service areas.  The DGSA XE "DGSA"  currently identifies implementations of security service protection mechanisms in the platform as part of the network and operating system service areas.  The DGSA identifies authentication, access control, integrity, confidentiality, non-repudiation, availability, and system management among the security services that may need to be provided through specific implementations in information system components. [DGSA]

Figure III-4: DoD Technical Reference Model
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Information Security Strategy XE "Information Security Strategy" 
The VHA SAF strategy is to enable migration from platform-focused to distributed open systems.  The approach to doing this is to develop a security framework that provides security services that are themselves distributed and to provide security APIs that are independent of the underlying security mechanisms.  The strategy will provide security services that allow for sharing of security information bases and “decouple” security mechanisms that are tightly integrated with specific applications.

The SAF strategy XE "SAF strategy"  will evolve to create a standards-based SAF promoting the interoperability and openness needs of VHA and a strong migration path to future HIS technologies. XE "HIS technologies."   The Open VISTA Strategic Plan XE "Open VISTA Strategic Plan"  for information sharing describes these needs as the linkage problem, meaning the need to link separate data from various health services sites, including hospitals, practitioner offices and clinics, nursing facilities and home health agencies.  New projects require VISTA XE "VISTA"  applications to share information between different systems, such as integrating non-M-based, stand-alone COTS XE "COTS"  health care applications, and exchanging patient information between VISTA systems at the facility.  Without a distributed SAF strategy, ensuring security in such a distributed environment adds yet another layer of complexity.

Figure III-15, SAF Strategy is adapted from The Open Group’s Security Framework Strategy [TOG96 XE "Open Group’s Security Framework Strategy. [TOG96" ].  The figure illustrates a layered approach to achieving a scaleable distributed open architecture.  The SAF strategy is to migrate security functionality from centralized tightly coupled systems with serial terminals to a distributed, open, networked (LAN/WAN) XE "networked (LAN/WAN)"  based system.  The figure contains three independent (loosely coupled) sections:

· Clients of Security Services XE "Clients of Security Services" : the first section consists of clients of security services.  These clients are applications and middleware platform services XE "middleware platform services"  such as communication, database or transaction processing services.  Security aware applications can use the distributed security services directly.  Security unaware clients may use middleware platform services to access the basic security services provided within the distributed environment.

· Basic Security Services: XE "Basic Security Services\:"  the second section consists of the security services.  The goal of security services in a distributed environment is to provide a generic interface to a client that is independent of any particular method or mechanism.  The primary objective of having a generic interface section is to insulate users of the services from specific technologies that may change.

· Safeguards: XE "Safeguards\:"  the third section consists of specific technologies and safeguards used to implement the individual security service.  Each security service may have multiple safeguards to implement its internal functionality.  Specific safeguards are chosen depending upon the security policy to be enforced, the level of assurance required, and the OSI layer in which the safeguards are to be implemented.  To achieve the level of assurance required of the security safeguards, the SAF XE "SAF"  supports implementation as low in the OSI XE "OSI"  layer as possible.

Figure III-5: SAF Strategy
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The benefits of distributed open security architecture XE "distributed open security architecture"  include:

· The ability to securely and transparently integrate diverse COTS XE "COTS" , GOTS XE "GOTS"  and developed/proprietary health care systems.

· Providing VHA-external partners secure, controlled access to some of VHA's administrative, financial and clinical information.

· Providing a single consistent security infrastructure that is as transparent to users as possible.

The following is the SAF’s guiding principle (within the context of distributed open systems):

To achieve this general principle, the SAF XE "SAF"  supports the following major subordinate security strategies:

· VISN-level security policies XE "VISN-level security policies" , implementation, control and security management XE "security management" 
· Strong authentication for all users and systems

· End-to-end confidentiality for all communications containing patient identifiable health care information

· Fewer-logons with a goal of achieving single sign-on to all VHA applications

· Automatic secure messaging without the need for user intervention

· Integrity and accountability (digital signature) for all user generated email

· Signing (digital signature) for designated applications and users

· Automatic anti-virus scanning XE "Automatic anti-virus scanning" 
· Automatic intrusion detection XE "Automatic intrusion detection"  and logging

· Security protections at lower, rather than higher, protocol layers wherever possible

Security Services XE "Security Services" 
This section briefly defines and describes each of the security services of the SAF.  See the Enterprise Architecture Office Report XE "Enterprise Architecture Office Report" :  “VHA Security Services” on the Enterprise Architecture Office XE "Enterprise Architecture Office"  web site for a more detailed description of each VHA supported security service and suggested implementation safeguards.  [ITA99-1]

Fundamental technical security services implemented in the layers of communicating open systems ensure adequate security of the systems and data transfers. [Ford]  The security services of ISO 7498-2 XE "ISO 7498-2"  (authentication, access control, data confidentiality, data integrity, and non-repudiation) are extended in their definitions for use in the VHA SAF XE "SAF"  beyond communications to include end systems as well.  The VHA SAF also includes availability and accountability among its fundamental security services.  Security management is described in relation to the proper configuration and technical management of each of the security services.  The following technical and administrative security services, along with each associated security management service, forms the basis for implementing the VHA Security Architecture Reference Model: XE "VHA Security Architecture Reference Model\:" 
· Identification and Authentication XE "Identification and Authentication" 
· Access Control and Authorization XE "Access Control and Authorization" 
· Data Confidentiality XE "Data Confidentiality" 
· Data Integrity XE "Data Integrity" 
· Non-repudiation XE "Non-repudiation" 
· Availability XE "Availability" 
· Accountability XE "Accountability" 
· Security Management XE "Data Confidentiality" 
Placement of Security Services in OSI Model XE "OSI Model" 
Figure III-16, Placement of OSI Security Services, illustrates the comparative placement of security services in the OSI and TCP/IP layer models.


Figure III-6: Placement of OSI Security Services XE "OSI Security Services"  
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Services that are integrated low in the architecture are less vulnerable to misbehaving or malicious users or applications seeking to by pass or interfere with their operations.  However, if the service needs to be applied at the individual user level, then the individual user must be visible to the service.  From the security point of view, a misbehaving user application is not unlikely to interfere with the operations of a network router; nor can a normal, unprivileged user bypass its operations since router services are placed low in the model, out of reach of users/applications.  However, meeting the requirement for authenticating each patient record through a provider’s digital signature can only be met at the application layer.

The user experience should be operationally focused, yet security-aware.  As the authorized user’s agent, the SAF XE "SAF"  protects VHA, caregiver and patient information.  The SAF accomplishes this protection without unduly intruding upon users primary activities or requiring specific user intervention, except where absolutely necessary.

Placing security services low in the layer model provides greater assurance that safeguards operate correctly.  Low placement ensures easier enforcement of organizational-level polices.

Placing security services higher in the layers requires greater user/management involvement.  Higher placement of these services implies interacting with application layer security services, which increases the complexity of providing a distributed open architecture.  A lower layer security protocol may distinctively contribute to the communications security between open systems.  One of the benefits of providing protection at a lower layer is that all application layer protocols can make use of the available services.  That is, rather than incorporate security features into each application protocol, a common set of services offered through a lower layer security protocol can be managed and used in a consistent fashion.  [NIST] XE "NIST]" 
Identification and Authentication

Identification and authentication XE "Identification and authentication"  are closely linked, yet separate services.  Identification XE "Identification"  is simply a subject’s claim of who it is (which may or may not be true).  When we log on to a system, we type in our user identifier to “identify” ourselves.  Authentication XE "Authentication"  is proof that the subject is who it claims to be.  Once we identify ourselves, the system asks us to input some form of proof, such as a password, a number generated on a hand-held token device, or our fingerprint.  Authentication, when used in conjunction with the user’s account name, provides that user access to the protected resource.

Figure III-7: Most Security Services are Dependent Upon Authentication
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Authenticated subjects XE "Authenticated subjects"  include people and processes, and accessed entities include physical facilities (buildings, rooms), networks, computers, and applications.  This section addresses authentication for both human and electronic subjects.  However, although many of the mechanisms discussed are equally applicable to physical protection, the focus is on access and authorization for information-system objects.

As illustrated in Figure III-17, authentication is the foundation for most security services including access control, auditing, digital signatures, non-repudiation, and single sign-on.  Therefore, it is arguably the single most important security service.  To be effective, an authentication mechanism must uniquely identify a subject, and it must be resistant to forgery.

Access Control XE "Access Control"  and Authorization

Access control and authorization services assure that people, computer systems, and software applications can use only those resources (e.g., files, directories, computers, networks) that they are authorized to use and then only for the purposes for which they are authorized.  Access controls protect against unauthorized use, disclosure, modification, and destruction of resources and unauthorized issuing of system commands.  Authorization control is that portion of access control specifically involved with the granting of rights.  Access control and authorization mechanisms can be identity-based, label-based, or role-based (implemented as a combination of the above, plus system privileges).  Access control and authorization middleware XE "middleware"  is useful for distributed system environments.
Data Confidentiality XE "Data Confidentiality" 
Confidentiality security services protect against the disclosure of private or sensitive information to entities (i.e., people or organizations) not authorized to have that information.

Data Integrity XE "Data Integrity"
The data integrity service protects data from corruption by unauthorized modification or addition of records.  Data integrity services do not protect against deletion of data or copying of data, as these events are very hard to detect.  Data integrity is an attribute of an information system, and may be achieved by a combination of technical, physical, and administrative controls.  For example, backup protects data integrity by ensuring that a copy of data is available in the event that restoration of system files and data is required.  Physical controls insure data integrity by preventing unauthorized access to systems, functions, and data.

There are two basic approaches to providing data integrity:

· Access control approach. XE "Access control approach."   If intruders cannot get to the data, they cannot tamper with it.

· Corruption-detection approach XE "Corruption-detection approach" .  In this approach it is assumed that data may be corrupted.  The service is intended to help ensure that corruption is detected and either corrected or set forth as an alarm.

Non-repudiation XE "Non-repudiation" 
Non-repudiation services include open systems non-repudiation, electronic signature, and electronic hashing.  Non-repudiation services ensure that senders and recipients cannot deny the origin or delivery of data.  Non-repudiation mechanisms can be used to validate the source of software packages or to verify that hardware is unchanged from its manufactured state.

Availability XE "Availability" 
The availability service ensures that timely and regular communications services are available.  These services are intended to minimize delay or non-delivery of data passed on communications networks.  These services include protecting communications networks from accidental or intentional damage and ensuring graceful degradation in communications service.

Accountability XE "Accountability" 
Accountability is the concept that individual persons or entities can be held responsible for specified actions, such as obtaining informed consent or breaching confidentiality. [National Research Council, XE "[National Research Council,"  1991]  Accountability is achieved through the implementation of a pervasive technical audit service.  Audit provides a record of potential insecurities irrefutably traceable back to the originator of the action.  Security audit provides not only accountability but also a means to assess damage done to a system by malicious action or accident.  Security audit generated by the actions of other security services provides a check on their proper operation.  In a distributed system, centralized audit collection and processing also provides a method to obtain near-real-time misuse detection and alerts.  To be effective, security audit must be activated.

Security Management XE "Security Management" 
Security management services provide secure system set-up and initialization, control of security policy parameters, management of user registration data and system resources and restrictions on the use of administrative functions.  Security management involves:

· Relation of security management to architectural elements and concepts

· Application of ISO 7498-2 XE "ISO 7498-2"  to security management

· Tools required by system administrators

· Standards needed to support VHA security management

Security management describes the management of security aspects of the overall environment.  The following list is typical of the activities that fall into the category of security management:

· Overall security policy management, including updates and maintenance of consistency

· Interaction with other management functions

· Interaction with security service management and security mechanism management

· Event handling management XE "Event handling management" 
· Security audit management XE "Security audit management" 
· Security recovery management XE "Security recovery management" 
Security mechanism management is required for VHA for the following adopted mechanisms:

· Key management XE "Key management" 
· Encipherment management XE "Encipherment management" 
· Digital signature management XE "Digital signature management" 
· Access control management XE "Access control management" 
· Data integrity management XE "Data integrity management" 
· Authentication management XE "Authentication management" 
· Traffic padding management XE "Traffic padding management" 
· Routing control management XE "Routing control management" 
· Notarization management XE "Notarization management" 
· Availability management XE "Availability management" 
Security Infrastructure XE "Security Infrastructure" 
Real-world systems are seldom composed of simple security service objects.  Instead they are complex structures of technical security services, together with associated laws, policies, standards and business practices, bound together to support an application, or a set of distributed applications, systems and networks.  Infrastructures supported in the organizations operational hierarchy provide broad-based support and consistent management for service availability, assurance of security function, and interoperability among business units.

Consistent management of department-wide infrastructures can be costly and duplicative when implemented single-handedly by a facility or by a VISN XE "VISN" , nor would a facility have the scale to meet the needs of the entire Department.  Security infrastructures provide delivery of distributed security services to facilities and VISNs as a utility.  As a shared infrastructure, the cost of ownership and management of the underlying services can be spread across the entire Department.  Department-wide security infrastructures relieve facilities and VISNs from the need to continuously re-develop security services for each new application.  The following security infrastructures are planned for use within the VA/VHA
:

· PKI/Digital Signature XE "PKI/Digital Signature" *

· Encryption*(VPN IPSec & SSL) XE "Encryption*(VPN IPSec & SSL)" 
· Security Gateways/IDS XE "Security Gateways/IDS" 
· Authentication mechanisms*/SSO XE "Authentication mechanisms*/SSO" 
· Access controls*/Authorization XE "Access controls*/Authorization" 
· Secure e-mail XE "Secure e-mail" 
· Backup and recovery* XE "Backup and recovery*" 
· Anti-virus XE "Anti-virus" *

· Security Audit XE "Security Audit" *

· Security Management XE "Security Management" *

PKI/Digital Signature Infrastructure

The VA Public Key Infrastructure (PKI) XE "Public Key Infrastructure (PKI)"  will support the secure use of information resources and establish the facilities, specifications, and policies needed by the Department to use public key-based certificates for the following:

· Information system security XE "Information system security" 
· Electronic commerce XE "Electronic commerce" 
· Secure communications XE "Secure communications" , including e-mail

The VA PKI will support secure communications and commerce between Federal agencies as well as with entities of other branches of the Federal Government, state, and local governments, business and the public.  The VA PKI will facilitate secure communications and information processing for unclassified but sensitive (UBS) applications by supplying user identity certificates for:

· Digital signatures XE "Digital signatures" 
· Authentication XE "Authentication" 
· Integrity XE "Integrity" 
· Non-repudiation XE "Non-repudiation" 
· Exchange of symmetric keys XE "symmetric keys"  for UBS-level confidentiality XE "UBS-level confidentiality"  for transactional and store and forward systems for:

· Secure communications sessions (VPN) XE "Secure communications sessions (VPN)" 
· E-mail messages

The VA PKI will support the following classes of secure applications:

· Secure Web Access: XE "Secure Web Access\:"  Web sessions will be encrypted using SSL.  VA PKI-issued certificates will be used for authentication and digital signatures during SSL handshaking.

· VPN Access XE "VPN Access" : PKI-enabled Virtual Private Networks (VPNs) XE "PKI-enabled Virtual Private Networks (VPNs)"  will be used to establish secure connectivity to resources on VA’s internal network.  VA PKI-issued certificates will be the primary authentication mechanism for accessing backend applications via the VPN.  VPN certificates will support both individual user and end-point (source) authentication.

· S/MIME XE "S/MIME"  Secure Email: The VA PKI will enable secure S/MIME mail exchanges between internal and external subscribers.

· Network Sign-On XE "Network Sign-On" : The VA PKI will support ubiquitous, local or remote, sign on over the VA’s (Microsoft NT) network, using certificate-based credentials.  Support for this capability is expected in the Microsoft 2000 line of products.

· Digital Signature: XE "Digital Signature\:"   The VA PKI will support the digital signing of healthcare transactions in VistA , including radiographs, MRI, CAT scans and other healthcare objects requiring either the equivalent of a handwritten signature, non-repudiation, or verified integrity of data.  As required by federal standards and interoperability with other healthcare organizations external to VA, digital signatures will replace VistA ’s current electronic signature. 

· GCPR Access. XE "GCPR Access."   Access to the Government Computerized Patient Record System (GCPR) will require that users present a valid identity certificate for authentication by the GCPR Framework.

· Enterprise Single Sign-on (ESSO XE "Enterprise Single Sign-on (ESSO" ).  Access to VHA systems using a single sign-on will be facilitated by user identity certificates provided by the VA PKI.

· LDAP Role Servers. XE "LDAP Role Servers."   Access to VHA systems will be facilitated by a central role server providing user role (permission) data to information systems (including VistA).  This may evolve to a certificate-based system supported by the VA PKI (user attribute certificates) as standards evolve.

Virtual Private Network (VPN) Infrastructure

Encryption provides for access control, integrity and confidentiality of information.  Through profiles, encryption services from any information store to any end-device can be based upon information, user and location.  Encryption will be implemented at the network and transport layers using VPN based upon Internet Protocol Security (IPSec) XE "Internet Protocol Security (IPSec)"  and Secure Socket Layer Protocol (SSL) XE "Secure Socket Layer Protocol (SSL)"  to provide a common object independent infrastructure.  The encryption services supporting the VA/VHA requirements, policies and business context is collectively defined as the "VHA VPN infrastructure."

A VPN is essentially an encrypted tunnel between two endpoints that share connectivity and bandwidth with other users.  The VPN is created within an existing public channel by using cryptographic techniques to encrypt all data between specific entities sharing the channel, thereby creating a “virtual” private wire.  VPNs implemented at lower levels of the OSI model are independent of individual application and can enforce VA-wide policies.  VPNs XE "VPNs"  are an essential component of VA’s enterprise IT security infrastructure.

Confidentiality controls are allocated to both application (host) and network control mechanisms.  Network confidentiality controls prevent unauthorized access and viewing of sensitive patient healthcare information.  When using encryption to enforce confidentiality, VA networks must comply with federal guidelines and standards specifying the types and strengths of algorithms to be used.  SSL/TLS (SSL is a transport layer client/server protocol) and IPSec (IP layer protocol) XE "IPSec (IP layer protocol)"  are architecture supported encryption protocol standards.  Supported algorithms include 3DES XE "3DES" , RSA XE "RSA" , and RC 4.  Replaceable algorithms allow for reestablishing encryption capabilities upon algorithm compromise and update as new algorithms such as elliptic curve and NIST XE "NIST" 's new Advanced Encryption Algorithms XE "Advanced Encryption Algorithms"  become available.

Confidentiality security services can be integrated into the VHA system in a number of ways.  For example, confidentiality can be provided by the following:

· Providing encryption of the information at the application level, for information at rest and in motion (End-To-End Encryption XE "End-To-End Encryption" )

· Providing encryption at the Transport or Network level, for information in motion

· Discretionary file access XE "Discretionary file access"  through user rights, for information at rest, at the application or operating system level

Three VPN infrastructure nodes used alone or in combination will support all required confidentiality features of the end-to-end security architecture.  Figure III-18 VA VPN Nodes, illustrates these nodes and links supporting the VPN infrastructure:

Figure III-8: VPN Nodes XE "VPN Nodes" 
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· Gateway-to-Gateway. (GW-GW). XE "Gateway-to-Gateway. (GW-GW)."   VPN XE "VPN" s established between VPN-enabled gateways

· Host-to-Gateway (H-GW XE "Host-to-Gateway (H-GW" ).  VPNs established between VPN-enabled hosts and gateways (hosts are end systems including servers and user workstations’, Gateways are relay systems)

· Host-to-Host (H-H). XE "Host-to-Host (H-H)."   VPNs established between VPN-enabled hosts and other hosts (e.g., client-server or other N-Tier architecture combinations)

Security Gateways XE "Security Gateways" 
VHA’s increasing reliance on IT XE "IT"  systems and electronic patient records means that loss of system availability to denial of service attacks becomes an unacceptable and potentially life threatening event for patients.  Patient care suffers when critical healthcare information becomes unavailable, when patient records are lost or destroyed, or when patient private information is maliciously exposed.

VA’s security architecture must deal with these concerns as well as significant threats to VHA/VBA XE "VBA"  and national resources.  Security gateways provide safeguards and allow development of network security strategies that protect vital corporate information from attack providing confidentiality, integrity and availability.  Automatic notification to appropriate authority is provided when a suspected attack has occurred.

Firewalls

Firewalls XE "Firewalls"  shield an organization's network from exposure when connecting to the Internet or another, "untrusted" network.  They also prevent hackers and others from gaining authorized access to internal data, and computing resources.

A firewall can greatly improve network security and reduce risks to hosts on the subnet by filtering inherently insecure services.  As a result, the subnet network environment is exposed to fewer risks, since only selected protocols will be able to pass through the firewall. For example, a firewall could prohibit certain vulnerable services such as NFS from entering or leaving a protected subnet.  This provides the benefit of preventing the services from being exploited by outside attackers, but at the same time permits the use of these services with greatly reduced risk to exploitation.  Services such as NIS or NFS that are particularly useful on a local area network basis can thus be enjoyed and used to reduce the host management burden.  Firewalls can also provide protection from routing-based attacks, such as source routing and attempts to redirect routing paths to compromised sites via ICMP redirects.  A firewall could reject all source-routed packets and ICMP redirects and then inform administrators of the incidents.

Intranet Firewalls XE "Intranet Firewalls" 
Although firewalls are usually placed between a network and the outside-untrusted network, in large companies or organizations firewalls are often used to create different subnets of the network, often called Intranets.  Intranet firewalls are intended to isolate a particular subnet from the overall corporate network.

The decision to use an Intranet firewall is generally based on the need to make certain information available to some but not all internal users, or to provide a high degree of accountability for the access and use of confidential or sensitive information.  According to NIST Internet Security Policy 800-xx Draft, the following security policy applies to information carried on a company Intranet:

“For any systems hosting organizational critical applications, or providing access to sensitive or confidential information, internal firewalls or filtering routers should be used to provide strong access control and support for auditing and logging.  These controls should be used to segment the internal organization network to support the access policies developed by the designated owners of information.” [NIST]

Network Security XE "Network Security" 
“While the VA WAN is not as open as the Internet, its large size makes it extremely vulnerable to insider/outsider penetration of poorly protected internal/border network devices, servers, and contract or partner healthcare facilities.”  [OpenVistA].

Firewalls and other standing or readily implemented security safeguards characterize this basic security strategy.  Firewalls are installed protecting the entry and exit points to the VA WAN and to each VISN.  VISN/VAMC firewalls XE "VISN/VAMC firewalls"  enforce VHA/VISN-level security policies XE "VHA/VISN-level security policies"  preventing external access to sensitive information systems and services.

As a security safeguard, firewalls are implemented to provide protections (mitigation), within an acceptable level of risk, to threats and vulnerabilities to VA systems and data.  The VISN firewall functions to protect VHA mission-critical information from a variety of possible attacks while supporting controlled access to essential (protected) services behind the firewall.  Importantly, the VISN firewall provides the VAMC and VISN direct access and control over essential security tools for self-management of VISN resources.

By decentralizing firewall security services, each VISN and VAMC becomes, in effect, a bastion in the overall VA protection scheme.  Significantly, this single measure improves the security of the total VA network by preventing many of the possible attacks against individual VA systems, “backdoors,” and server hopping attacks demonstrated in previous penetration studies.

The VISN firewall filters network traffic based upon source and destination addresses.  The firewall prevents unauthorized external entities from accessing potentially vulnerable services on the VISN internal LAN XE "LAN" .

VISN firewalls also act as central security appliances hosting a variety of security services essential to local security management.  For example, firewalls provide centralized management and support to security safeguards such as authentication, alarm, audit trail, event reporting and data confidentiality requirements.  These requirements are specified by the HHS Security and Electronic Signature Standards; XE "HHS Security and Electronic Signature Standards\;"  Proposed Rule.

The VISN firewall XE "VISN firewall"  serves to control all accesses to the VAMC LAN XE "VAMC LAN" .  Properly configured, the firewall will alert system administrators to potential insecurities by real-time forwarding of e-mail, voicemail or pager warnings.  The local administrator can then take timely, effective action to protect VAMC resources under his/her control.  In addition, the firewall provides the capability to take selected automatic defensive actions by implementing misuse detection and intrusion detection safeguards to lock out potential intruders.  Firewall-level audit features allow administrators to reconstruct attacks, assist in damage assessment, and potentially save many man-hours in determining the extent/cause/source of the insecurity.

Authentication Mechanisms XE "Authentication Mechanisms" /SSO Infrastructure XE "SSO Infrastructure" 
Authentication is the verification that the person or source is who they claim to be.  A PKI infrastructure will be the core foundation for providing security services in the application environment.  PKI will be used to support single sign-on and role based access, and to provide for authentication of the user and authorization of that user to perform tasks.  Identification and authentication controls are placed to provide assured identity of users and is therefore one of the most important security features upon which all other security safeguards rely.

Currently, entity authentication is achieved by NT domain XE "NT domain"  passwords and VistA access and verify codes.  The security architecture (to-be) includes public key infrastructure X. 509 certificates as an authentication credential.  The use of biometrics as a means to provide user authentication for emergency access or as a more general authentication function is not excluded.  A token system such as a smart card is envisioned as a necessary component of a PKI in order to store certificates and private keys.

Access controls XE "Access controls" /Authorization Infrastructure XE "Authorization Infrastructure" 
Each allocated component provides an access control mechanism based upon privilege (role), context or user information mapped to the user identity.  Privileges are administered by trusted users based upon need to-know verification and request from the user’s manager.  This requirement applies to all employees and business partners that have access to VISTA XE "VISTA"  data.  A PKI infrastructure will be the core foundation for providing security services in the application environment.  PKI will be used to support single sign-on and role based access, and to provide for authentication of the user and authorization of that user to perform tasks.  

Distributed role-based capabilities will be provided based upon the CORBA Resource Access Decision (RAD) XE "CORBA Resource Access Decision (RAD)"  facility.  This requirement applies to all employees and business partners that have access to VISTA data.

A PKI infrastructure XE "PKI infrastructure"  will be the core foundation for providing security services in the application environment.  PKI will be used to support single sign-on and role-based access, and to provide for authentication of the user and authorization of that user to perform tasks.

Routine access XE "Routine access" . Healthcare information is stored on facility, VISN, and national level systems.  Access controls restrict access to these resources and to the networks (VA LAN, XE "LAN,"  WAN XE "WAN" , and extranets) XE "extranets)"  that carry healthcare information to employee and user systems.

Local privilege management (local account). XE "Local privilege management (local account)."   Traditionally, users have been required to have individual accounts for each system for which access is authorized.  Associated privilege information determines what systems, functions and information, including application screens and menus may be accessed.  Privileges are grouped into roles for ease of administration.  Privileges are approved by employee supervisors on the basis of job function (need to know) and implemented in healthcare systems by properly authorized system administrators.  Privilege management involves adding, suspending or deleting permissions.  Access control involves granting access to data based upon possessing the appropriate privileges, and denying access to those without appropriate permissions.

Privilege management infrastructure (PMI). XE "Privilege management infrastructure (PMI)."   The architecture goal of supporting distributed information systems is to create security services that are distributed.  By distributing privilege management functions users do not need to have an account on each end system for which access is requested.  The privilege management infrastructure provides single-sign on services and scaleable remote access for users external to the facility.  This access is accomplished without the need to instantiate individual user accounts on each system.  Users requiring fine grained/application level access privileges may still require local accounts.

Users obtain authorization credentials from a network security server.  This credential provides verified user identity and role information that can be mapped to a standard set of roles known to VistA XE "VistA"  or other supported system.  Authorization decisions are made by healthcare application or by an access server on behalf of the application based upon the information (identify and role) contained in the authorization credential.

Secure business-to-business access to healthcare information will be provided to authorized healthcare professionals (contract, DoD, XE "DoD,"  IHS XE "IHS"  healthcare providers) and systems (GCPR XE "GCPR" ).  In this case, attempting to manage individual accounts for external persons not known to VA does not provide a scaleable solution for secure information access.  VA’s public key infrastructure (PKI) and distributed privilege management infrastructure provides the means to identify, determine, and verify role information for these users through trusted third parties.  User roles are mapped to corresponding VA healthcare system roles through VA’s ESSO/IORBAC systems that bridge user access to VA heritage and PKI XE "PKI"  enabled systems and security servers.

Presentation of content will be user, content, and location dependent.  Through profiles, applications will be responsible for lexical mediation XE "lexical mediation"  of content into appropriate terminology for display to stakeholder users.  In other words, standards at local points of care, taken in conjunction with user preferences, will drive the display of the information itself.

The CORBA RAD XE "CORBA RAD"  service will be used to support role-based access.  The RAD facility was developed to support granular, context-sensitive authorization requirements.  The primary implication of RAD is that it provides a mechanism where business logic that had been hard-coded into application logic can be separately enforced and maintained across applications.  For new systems development, off-the-shelf RAD products will be leveraged.  Reengineering efforts will migrate towards RAD as soon as possible.  Legacy and/or heritage systems already performing and/or supporting access and authentication calls will be modified to support RAD interfaces/calls.

Emergency Access XE "Emergency Access" .  Emergency access is to be used only in case of a medical emergency.  In some circumstances, security controls may interfere with the provision of needed healthcare services such as in emergency or life-threatening conditions.  The user may be unable to use the system because of a locked account, forgotten userID, password, lost token, an expired account, or insufficient privilege.  Very tight security constraints may also lead to ineffective use of healthcare information systems.  In such contexts, bypass or “break-glass” access will be available.  Under no conditions will the rigid enforcement of security constraints risk patient health, treatment or safety.  During these conditions, emphasis will be placed on auditing "who accesses what type of information at what time," instead of trying to enforce very tight security constraints.

Secure Email Infrastructure XE "Secure Email Infrastructure" 
The Microsoft Exchange Key Management Server (KMS) XE "Microsoft Exchange Key Management Server (KMS)"  provides the capability for generating Public Private Key XE "Public Private Key"  pairs for the conduct of secure email.

Confidentiality for sensitive data carried in electronic mail is provided by user initiated encryption of selected messages and attachments using a VA provided (escrowed) PKI key pair.  Initially, encryption of electronic mail is expected to be provided by a mail application under direct user control.  To provide for both encryption and digital signatures, VA must 1) choose e-mail applications that support dual key architectures or 2) choose e-mail applications supporting a single (digital signature XE "digital signature" ) key architecture and a separate security mail server architecture for (escrowed) encryption.

Secure e-mail messages are protected through encrypting the message using a secret key exchanged between the communicating parties.  The key exchange protocol is facilitated by user "key encryption key" (part of the VA PKI) provided by and known to VA (for key recovery purposes).  This key is to be distinct from user keys provided for digital signature purposes.  Digital signature keys are never escrowed (although they may be copied for backup purposes).  All e-mail confidentiality strategies require that VA retain the capability to decrypt e-mail originated on or carried over VA systems and networks.

Secure email servers provide a means to enforce department wide e-mail policies directly and without user involvement.  Secure e-mail servers provide the capability for uniform policy enforcement and the ability to provide malicious code and virus scanning at the server level (Virus scanning requires that the e-mail be decrypted.  E-mail encrypted by the user application can only be scanned after the user has decrypted the mail).

Backup and recovery Infrastructure XE "Backup and recovery Infrastructure" 
VHA Exchange servers provide a uniform e-mail infrastructure across VHA.  Daily backups are crucial to the integrity of Exchange in the event out of a server failure.  Each Exchange server has been provided with an enterprise version of backup software installed to perform a full backup daily.  Each VHA site is responsible for monitoring successful backup operations, changing tapes, and securing storage of tapes for future use in recovery operations.

Anti-virus Infrastructure XE "Anti-virus Infrastructure" 
In essence, a computer program that has been infected by a virus has been converted into a trojan horse.  The program is expected to perform a useful function, but has the unintended side effect of viral code execution.  In addition to performing the unintended task, the virus also performs the function of replication.  Upon execution, the virus attempts to replicate and “attach” itself to another program.  It is the unexpected and generally uncontrollable replication that makes viruses so dangerous.  The following are necessary characteristics of a virus:

· Replication XE "Replication" 
· Requires a host program as a carrier

· Activated by external action

Personal computer viruses exploit the lack of effective access controls in these systems.  The viruses modify files and even the operating system itself.  These are “legal” actions within the context of the operating system.  While more stringent controls are in place on multi-tasking, multi-user operating systems, configuration errors and security holes (security bugs) make viruses on these systems possible.  Additional virus characteristics are described below:

· Viruses exploit weaknesses in operating system controls and human patterns of system use/misuse

· Destructive viruses are more likely to be eradicated

· An innovative virus may have a larger initial window to propagate before it is discovered and may also modify the “average” anti-viral product so that the virus can not be detected or eradicated

Architecturally, anti-virus products are placed on individual susceptible components and on aggregating components (such as mail servers to scan all incoming mail and attachments).  Security management of a distributed anti-virus product is essential to:

· Initially distribute and install

· Verify and maintain to ensure that the product is operating correctly

· Distribute updates to scan files as new viruses are discovered

There are three classes of anti-virus products: detection tools, identification tools, and removal tools.  Scanners are an example of both detection and identification tools. Vulnerability monitors and modification detection programs are examples of detection tools.  Tools that disinfect programs and files are examples of removal tools.

Scanners XE "Scanners"  and disinfectors XE "disinfectors" , the most popular classes of anti-virus software, rely on a great deal of a priori knowledge about the viral code.  Scanners search for “signature strings” or use algorithmic detection methods to identify known viruses.  Disinfectors rely on substantial information regarding the size of a virus and the type of modifications to restore the infected file’s contents.

Vulnerability monitors XE "Vulnerability monitors"  that attempt to prevent modification or access to particularly sensitive parts of the system, may block a virus from hooking sensitive interrupts.  Since personal computer viruses do not actually circumvent security safeguards, this requires a lot of information about “normal” system use.  This type of software also requires decisions from the user.

Modification detection XE "Modification detection"  is a very general method and requires no information about the virus to detect its presence.  Modification detection programs, which are usually checksum-based, are used to detect virus infection or Trojan horses.  This process begins with the creation of a baseline where checksums for clean executables are computed and saved.  Each of the following iterations consists of checksum computation and comparison with the stored value.  It should be noted that simple checksums are easy to defeat; cyclic redundancy checks (CRC) XE "cyclical redundancy checks (CRC)"  are better, but can still be defeated; cryptographic checksums provide the highest level of security.

Security Audit Infrastructure XE "Security Audit Infrastructure" 
Definition:  A security audit trail is a journal of security-related events collected for potential use in intrusion detection and/or security audits.  [Ford]

Accountability is the holding of individual persons or entities responsible for specified actions, such as obtaining informed consent or breaching confidentiality [National Research Council XE "National Research Council," , 1991].  Accountability XE "Accountability"  is achieved through the implementation of a pervasive technical audit service.  Audit provides a record of potential insecurities irrefutably traceable back to the originator of the action.  Security audit provides not only accountability but also a means to assess damage done to a system by malicious action or accident.  Security audit generated by the actions of other security services provides a check on their proper operation.  In a distributed system, centralized audit, collection and processing also provide near-real-time misuse detection and alerts.  To be effective, security audit must be correctly configured and turned on.

Auditing services XE "Auditing services"  will be used to record access profiles on information objects providing accountability for actions concerning their creation, modification, or deletion.  Centralized audit collection and analysis will be used to provide meaningful monitoring and accountability for user actions across distributed objects.

A security audit trail provides a journal of security-related events collected for potential use in intrusion detection and/or security audits.  Audit is a pervasive function of the healthcare system providing essential accountability features.  Audit also provides assurance of the correct operation of the system’s security features by monitoring user and system access to data and resources.  Audit is generated as a byproduct of the security controls in place; authentication, access and authorization (privileging), and upon occurrence of specific security-relevant events (e.g., modifying a file).  Audit acts as a deterrent to (unauthorized) user activities and as such users should know that their actions are being monitored (usually part of a log-on banner).  Audit also provides a means to assess the degree of harm caused should a break-in occur.

Audit in a distributed system is significantly different than that of monolithic systems such as VistA. XE "VistA."   In a monolithic system, audit is standardized and can be generated, collected, and processed at a single location.  In VistA, audit is generated both by Kernel XE "Kernel"  and by VA Fileman. XE "VA Fileman." 
In a distributed architecture involving COTS XE "COTS"  products there are no standard audit formats.  Each product produces its own format that is incompatible with others.  Even the events recorded may be different from system to system (e.g., Use of “Grant” option makes sense in a database but not in an operating system).  System audit trails may be character-based or binary.  COTS audit trails often require specialized audit tools for review and processing.  Audit trails may be stored in the file system, or in database tables, etc.

Thus, in distributed systems, audit is produced at multiple locations on multiple components, making review and analysis difficult.  Accordingly, in such a system, it is desirable to consolidate and forward low-level audit from various audit-producing sources to a central audit server.  There the audit can be reformatted to a single composite format and automatically processed by a tool.  A distributed audit capability in this sense provides for collecting, forwarding, processing, and reporting audit events originating from diverse sources.  Because the amount of audit produced may be considerable, a single centralized audit server is a practical way to manage workflow without affecting the response time of operational systems.  Audit processing may be both real time and batch.

An infrastructure audit is capable of identifying events at different levels of security concern; performing automatic profiling, reporting and alerting.  Experience with distributed audit systems shows that unless automated tools are available to help manage the amount of data produced, the audit may be disabled or ignored.  The placement of the audit tool, agents, and components, including real-time network monitoring and intrusion detection, should be considered to maximize the audit system's effectiveness.

The Department of Health and Human Services’ (DHHS) XE "Department of Health and Human Services’ (DHHS)"  proposed rule for security and electronic signature standards [HHS 45CFR142] identifies audit requirements for both data at rest (stored) and data in motion (on networks), including alarms and event reporting. Automated audit reduction tools can meet these requirements.

Products built or procured for VHA use must incorporate audit controls or else must be integrated within the existing audit framework.

Pre-configured reports XE "Pre-configured reports"  are prepared based upon selected criteria to document security critical events and to provide reports, graphs and statistical summaries of system security activity.  A system for maintaining audit records may be a file or database.  To maintain records for all users the system should have the capability to select “all users” as a configurable portion of the event.

Audit records are reviewed by examination of the audit trail.  Consolidation of audit records when more than one source is involved at a central “audit server” facilitates review by providing an automated means to examine the (typically) large amount of audit generated from these events.

The security architecture supports the establishment of auditing capabilities on an application, facility, VISN XE "VISN" , or national basis.  To meet the requirement for a persistent retention capability, the audit function will include long-term archival and storage facilities.  This requirement specifies the minimum length of time (five years) for which the archive must be retained.

Patient consent can act as the trigger of this audit record.  Collection of disclosures made under this requirement requires that the audit configuration for this event be "mandatory."  The security architecture supports the centralized collection, processing, and reporting of disclosures of patient information.  Storage of events recording certain disclosure under the provisions of the privacy act may require a longer period of storage than simple security audit.

In the case where the audit record is meeting an administrative accounting requirement, it would need to be stored for a period equal to the life and storage of the record.  Consolidated health records are retained at health care facilities for a minimum of 3 years after the last episode of care.  After the third year of inactivity the paper record is transferred to the nearest Federal record center for 72 more years of storage.  Information stored on electronic storage media is retained and disposed of in accordance with disposition authorization approved by the Archivist of the United States XE "Archivist of the United States" .

Any set of actions that attempts to compromise the integrity, confidentiality or availability of a resource is an intrusion punishable by law.  Under this definition, intrusions can be initiated from inside or outside of the operating environment and can be initiated by authorized as well as unauthorized users.  Note that while attacks from viruses, worms, and Trojan horses technically meet these criteria, they are addressed under a separate topic according to the classical treatment of malicious code XE "malicious code" .

Audit allocation XE "Audit allocation" .  Audit is allocated to end systems: workstations, information servers, gateways and relay systems including security servers (domain controllers, proxy servers, etc.).  Host based audit monitors activities involving data.  Network based audit, such as at a gateway, records information on packets received.  Audit is also allocated to Security Management activities for configuring, processing and reporting (See the companion document “ Security Infrastructure Security Operational Architecture XE "Security Infrastructure Security Operational Architecture" ”).  Audit information may provide basic data for processing by an intrusion detection XE "intrusion detection"  system.

Intrusion Detection Systems (IDS) XE "Intrusion Detection Systems (IDS)" 
IDS, both network-based and host-based, will be used to support early warning and action to detect and respond in real-time to threats against the system infrastructure (LDAP XE "LDAP"  servers, PKI XE "PKI"  components, communications network, and information objects).

Intrusions are defined relative to a security policy.  Notwithstanding the requirement for a documented security policy, any set of actions that attempts to compromise the integrity, confidentiality or availability of a resource is an intrusion.  Under this definition, intrusions can be initiated from inside or outside of the operating environment and can be initiated by authorized as well as unauthorized users.  Note that while attacks from viruses, worms, and Trojan horses technically meet these criteria, they are addressed under a separate topic according to the classical treatment of malicious code.

Intrusions can be categorized into two main classes, misuse and anomaly intrusions.  Misuse intrusions are well-defined attacks on known weak points of a system.  They can be detected by watching for certain actions being performed on certain objects.  Anomaly intrusions are based on observations of deviations from normal system usage patterns.  They are detected by building up a profile of the system being monitored and detecting significant deviations from this profile.

An IDS may also perform its own system monitoring. It may keep aggregate statistics that give a system usage profile.  These statistics can be derived from a variety of sources such as CPU XE "CPU"  usage, disk I/O XE "I/O" , memory usage, activities by users, number of attempted logins, etc.  These statistics must be continually updated to reflect the current system state.  They are correlated with an internal model that will allow the IDS to determine if a series of actions constitutes a potential intrusion.  This model may describe a set of intrusion scenarios or possibly encode the profile of a clean system.

A host-based intrusion detection system XE "host-based intrusion detection system"  is software that monitors a system or application’s log files.  It responds with an alarm or a countermeasure when a user attempts to gain access to unauthorized data, files, or services.

A network-based intrusion detection system XE "network-based intrusion detection system"  monitors network traffic and responds with an alarm when it identifies a traffic pattern that it deems to be either a scanning attempt or a denial of service or other attack.

Intrusion detection mechanisms provide a means to meet the alarm and event reporting requirements of HHS XE "HHS" ’s proposed rule for security and electronic signature standards [HHS 45CFR142].

Security Management Infrastructure XE "Security Management Infrastructure" 
Security management services provide secure system set-up and initialization, control of security policy parameters, management of user registration data, management of system resources, and restrictions on the use of administrative functions.

Security management describes the supporting services that contribute to the protection of information and resources in accordance with the information domain and information system security policies.  Security management describes the following:

· Relation of security management to architectural elements and concepts

· Tools required by system administrators

· Standards needed to support VHA security management
Enterprise security management closely follows organizational lines.  The reason for this is that organizations own resources, establish policies and are directly concerned with the correct operation of systems under their control and with the rapid restoration of services following outages.

Relation of security management to architectural elements and concepts

Computer security management is responsible for coordinating all security-related interactions between organizational elements, including organizations external to VHA.  Security management will be placed at two distinct locations:

· VISN XE "VISN" 
· VHA

VISN-Level Security Management XE "VISN-Level Security Management" 
VISNs security management would be primarily concerned with infrastructure for which they were directly responsible.  This would include all equipment under the administrative and operational control of the VISN up to devices on the VISN-WAN edge.  VISNs may elect to use some of the VHA/VA provided services to meet their needs.

· PKI XE "PKI" -Act as a local registration authority.  PKI at the VISN level would involve registering users, populating LDAP directories, populating distributed role information, and managing data for certificate revocation lists (CRL)

· VPN-Installation and operation of VISN encryption hardware.  VPN configuration

· Auditing.  Auditing policy, configuration, and storage

· Dial-in access/ XE "Dial-in access/" remote access servers-Operation, configuration and management

· Anti-viruses XE "Anti-viruses" .  Workstation installation, pattern-file updates

· Backup

VHA-Level Security Management XE "VHA-Level Security Management" 
Shared administration XE "Shared administration" .  The concept of Enterprise Management XE "Enterprise Management"  consists of VHA planning, designing and procurement of systems located throughout the Enterprise but managed from a central location.  Management in this context involves the overall activity to maintain a distributed architecture with continuous monitoring and actions necessary at all levels and disciplines to keep it operational.  The concept of shared administration involves day-to-day activities to insure stable operation of a distributed system, including but not limited to providing a secure and stable environment for the system; daily operational checks; daily backup procedures, media change, and media securing; corrective measures in the event of problems; administration of applications such as Microsoft Exchange or Microsoft SMS; account administration; acting as a local POC and resource to assess installations, upgrades, and Enterprise Management procedures.

VHA security management needs to be coordinated both at the VISN XE "VISN"  and at the VA level to avoid duplication of effort.  Services at the VHA level need to be coordinated with various contracts and services provided by other VA entities.  Support would be provided for the VHA enterprise.  It would include proactive monitoring, management, support, and capacity management services.  Management functions that involve VHA security management would include the following:

Infrastructure management XE "Infrastructure management" 
· Domain administration. XE "Domain administration."   VHA-level support staff (EMC XE "EMC" ) are responsible for the administration of the VISN Master Domain, VISN Headquarters Resource Domain XE "VISN Headquarters Resource Domain" , VISN Microsoft Exchange Hub Server(s.), XE "VISN Microsoft Exchange Hub Server(s.),"  VISN Microsoft Exchange Server XE "VISN Microsoft Exchange Server" , and VISN Microsoft SMS Primary Site. XE "VISN Microsoft SMS Primary Site." 
· Network management XE "Network management" 
· VHA WAN infrastructure XE "WAN infrastructure" 
· VISN WAN Design XE "WAN Design" /upgrades

· VISN WAN infrastructure XE "VISN WAN infrastructure" 
· DNS administration XE "DNS administration" 
· WINS administration XE "WINS administration" 
Configuration management XE "Configuration management" 
· Monitoring

· Policies and procedures

· Application testing and certification

· Management of Windows 2000.  Windows 2000. Operation, configuration management including secure workstation configuration, accesses and privileges, client-side VPN configuration, LDAP XE "LDAP"  directory and Active Directory XE "Active Directory"  management, Microsoft Exchange XE "Microsoft Exchange" .  Installation of security patches, hot fixes and updates for Microsoft Outlook XE "for Microsoft Outlook" , Microsoft Explorer XE "Microsoft Explorer" , and Microsoft Office Suite XE "Microsoft Office Suite"  applications.

Security Infrastructure Management XE "Security Infrastructure Management" 
· PKI XE "PKI" .  LDAP/GAL management XE "LDAP/GAL management" .  Management of VHA Certificate Authority (CA).

· VPN. XE "VPN."   Installation and operation of VISN encryption hardware.  VPN configuration

· Security monitoring XE "Security monitoring" 
· Access control XE "Access control" .  Manage and maintain ESSO XE "ESSO" /IORBAC XE "IORBAC"  servers.

· Authorization.  Manage and control Resource Access Decision (RAD) XE "Resource Access Decision (RAD)"  Policy Evaluator (PE) XE "Policy Evaluator (PE)" , and Decision Combinator (DC) XE "Decision Combinator (DC)"  servers

· Auditing XE "Auditing" .  Auditing policy, configuration, and storage

· Gateways/ XE "Gateways/" firewalls

· Dial-in access/ XE "Dial-in access/" remote access XE "remote access"  servers

· Intrusion detection and computer misuse monitoring

· Anti-viruses. XE "Anti-viruses."   Workstation installation, pattern-file updates.  Anti-virus protection and content filtering for Internet and Exchange

· Gateways/firewalls/routers.  Operation, configuration and management.  Configuring filters and extended access lists in accordance with VISN policy.  All routers connecting a VHA site to the VHA WAN are enterprise information resources administered at the VHA level.

Other Security Management Functions
· Policies and procedures

· Application testing and certification

· Implementation of VA/VHA policy

· Security liaison

· Planning and implementation

· Maintain a test and simulation lab

· Analysis and integration of new software

· Program management for enterprise-wide migrations

Security Standards XE "Security Standards" 
The term "standard" covers a variety of rules applicable to information systems, ranging from laws, to precise technical criteria, to loose and informal guidelines.  The Government, SDO XE "SDO" s, or operational organizations originate standards.  There may also be generally accepted industry standards.

Standards set forth rules with an implied or specific enforcement mechanism, such as a review, inspection, sanction or certification process to verify compliance.  Standards developed for interoperability describe input/output and operating parameters.  Security standards describe correct operation of security safeguards and are useful for benchmarking comparative strengths and weaknesses of competing approaches/products as well as determining product suitability for a given application.

Figure III-19, Hierarchy of Rules, illustrates how rules form a hierarchy of standards that increasingly require strict enforcement.  Laws, Policies, Standards (SDO), and Guidelines categorize standards.  Law, policy, standards, and guidelines are distinguished through the strength of enforcement characteristic of each.

Figure III-9: Hierarchy of Rules XE "Hierarchy of Rules" 
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Law XE "Law" 
The VHA must adhere to applicable law.  Laws are rules with the strictest enforcement.  Laws are enforced through criminal and civil action, possibly resulting in fines, imprisonment, or both, that are imposed upon an organization, its accountable officers, or employees.  In this regard, the Health Insurance Portability and Accountability Act of 1996 will require, under provisions of administrative simplification, adoption of certain mandatory standards for the secure processing and handling of patient-identifiable healthcare information and specifies strengths required of the selected security safeguards.  Although not finalized, the Department of Health and Human Services XE "Department of Health and Human Services"  has published a set of proposed security standards to meet this law's requirements.

Policies

Organizations develop policies as rules of practice.  Policies may exist at different levels.  Subordinate organizations are expected to enforce the policies of organizations to which they report.  Policy enforcement is through administrative procedures, including dismissal, reduction in authority, letters of admonishment, warnings, etc.

Standards

Standards (SDO) XE "Standards (SDO)"  are the formal product of an acknowledged Standards Development Organization and represent broad consensus on a particular security approach.  VHA-adopted SDO standards provide more specific guidance applicable to the VHA healthcare mission as well as providing interoperability with the commercial healthcare establishment and VHA business partners.

Government (SDO) XE "Government (SDO)"  security standards cover security requirements that apply to IT systems in all Departments of the Government.  While mandatory for Government Departments such as the VA, Government standards are voluntary for commercial organizations (except where the commercial activity also deals with an area mandated or funded by the Government in which case the Government rules may apply).  NSA XE "NSA"  and NIST XE "NIST"  publish Government IT security standards.  The NIST Federal Information Processing Standards Publication Series is the official publication relating to standards adopted and promulgated under the provisions of Public Law 89-306 (Brooks Bill) and under Part 6 of Title 15, Code of Federal Regulations.

Security standards are enforced through a process of evaluation, certification, and accreditation.  It is not enough to simply claim compliance.  Compliance to security standards must be verified, preferably through an independent verification process.  Failure of a system to achieve certification may result in denial of permission to operate.

The Table of Security Standards at the end of this section lists standards adopted by VHA in the areas of technical, administrative, and physical security and security management.  The standards are categorized separately as General and Healthcare Standards, and Federal Standards.  The VA complies with mandated Federal Standards and security requirements of accrediting organizations such as the Joint Commission on Accreditation of Healthcare Organizations (JCAHO) XE "Joint Commission on Accreditation of Healthcare Organizations (JCAHO)" .  Commercial standards, such as ASTM XE "ASTM"  standards, are adopted for interoperability with other healthcare organizations.  Should conflict exist, Government standards take precedence over commercial business standards.

Guidelines

Guidelines provide official but not legislated standards.  Guidelines provide much of the same information as any other standard, but with the loosest compliance criteria.  Guidelines are seldom strictly enforced.  Adherence to a guideline carries no a priori requirement for verification/certification, although, in some cases, a documented deviation or waiver may be required with justification for non-compliance.

Standards to Services Mappings XE "Standards to Services Mappings" 
The following table maps standards (laws, policies, SDO XE "SDO"  standards, and guidelines) to security services and safeguards associated with administrative, physical, technical, and network controls.  In addition, standards are mapped to requirements for electronic signature, and public key infrastructure.  

Administrative Controls XE "Administrative Controls" 
	Service
	Safeguard
	Standards

	Certification
	
	CC Sec Eval Method, DoD_5200.28-STD, ISO IS 15408, JCAHO, FIPS PUB 102, FIPS PUB 140-1, FIPS PUB 140-2 Draft, NIST SP800-14, OMB A-130, TPEP Firewall PP, TPEP Access PP, VA_Dir 6210, VHA Accred Guide, VHA IN Gateways

	Chain of trust partner agreement
	
	ASTM E1869-97, NIST SP800-14

	Credentialing
	
	VHA Handbook 1100.19c

	Contingency plan
	Applications & data criticality analysis
	NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA Accred Guide, VHA IN Gateways, VHA Security Plan

	
	Data backup plan
	ASTM E1869-97, NIST SP800-14, NIST SP800-18 Sec Plans, VA Dir 6210, VHA Accred Guide

	
	Disaster recovery plan
	NIST SP800-14

	
	Emergency mode operation plan
	NIST SP800-14, NRC For the Record, VA Dir 6210, VHA Accred Guide

	
	Testing & revision
	ASTM E1869-97, NIST SP800-14, VHA Accred Guide

	Enumeration
	
	ASTM E1986-98

	Formal mechanism for processing records
	
	ASTM E1869-97

	Information access control
	Access authorization
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VA_Dir 6210

	
	Access establishment
	NIST SP800-14, NRC For the Record, VA_Dir 6210

	
	Access modification
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VA_Dir 6210

	Internal audit
	
	ASTM E1869-97, ISO/IEC 10181-5, NIST SP800-14, NIST SP800-18 Sec Plans, VHA Accred Guide

	Personnel security
	Insurer supervision of maintenance personnel by authorized, knowledgeable person
	NIST SP800-14 

	
	Maintenance of record of access authorizations
	ASTM E1869-97, NIST SP800-14

	
	Operating, & in some cases, maintenance personnel have proper access authorization
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VHA Security Plan

	
	Personnel clearance procedure
	NIST SP800-14, VA_Dir 6210, VHA Personnel Security, VHA Security Plan

	
	Personnel security policy/procedure
	NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA Personnel Security

	
	System users, including maintenance personnel, trained in security
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VHA Training

	
	Privileging
	VHA Handbook 1100.19c

	Security configuration management
	Documentation
	ASTM E1869-97, NIST SP800-14, NIST SP800-18 Sec Plans, NRC For the Record, VHA Security Plan

	
	Hardware/software installation & maintenance review & testing for security safeguards
	ASTM E1869-97, NIST SP800-14, VHA NT Security

	
	Inventory
	ASTM E1869-97, VA_Dir 6210

	
	Security testing
	ASTM E1869-97, CC Sec Eval Method, NIST SP800-14, NIST SP800-20 3DES Modes

	
	Virus checking
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VHA Security Plan

	Security incident procedures 
	Report procedures
	ASTM E1869-97, NIST SP800-14, VA_Dir 6210, VHA Incident Response, VHA Security Plan

	
	Response procedures
	NIST SP800-14, VHA Incident Response, VHA Security Plan

	Security management process
	Risk analysis
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA IN Gateways, VHA Risk Analysis, VHA Security Plan

	
	Risk management
	NIST SP800-14, VA_Dir 6210, VHA IN Gateways, VHA Risk Analysis, VHA Security Plan

	
	Sanction policy
	ASTM E1869-97, NIST SP800-14

	
	Security policy
	DHHS 45CFR 142, DHHS 45CFR 160-164, NIST SP800-14, NRC For the Record, VA_Dir 6210, VA_PKI CP

	Termination procedures
	Combination locks changed
	ASTM E1869-97

	
	Removal from access lists
	ASTM E1869-97, NIST SP800-14, NRC For the Record

	
	Removal of user account (s)
	NIST SP800-14

	
	Turn in keys, tokens, or cards that allow access
	ASTM E1869-97, NIST SP800-14

	Training
	Awareness training for all personnel (including management)
	ASTM E1869-97, NIST SP800-14, NIST SP800-16 Sec Train, NRC For the Record, VA_Dir 6210, VHA Security Plan

	
	Periodic security reminders
	ASTM E1869-97, VA_Dir 6210

	
	User education concerning virus protection
	

	
	User education in importance of monitoring login success/failure, and how to report discrepancies
	ASTM E1869-97

	
	User education in password management
	ASTM E1869-97, NIST SP800-14


Physical Controls XE "Physical Controls" 
	Service
	Safeguard
	Standards

	Assigned security responsibility
	
	NIST SP800-14

	Media controls
	Access control
	NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA Security Plan

	
	Accountability
	NIST SP800-14, VA_Dir 6210

	
	Data backup
	ASTM E1869-97, NIST SP800-14, NRC For the Record

	
	Data storage
	ASTM E1869-97, NIST SP800-14, VHA Security Plan

	
	Disposal
	NIST SP800-14, NRC For the Record, VA_Dir 6210

	Physical access controls
	Disaster recovery
	NIST SP800-14, VA_Dir 6210

	
	Emergency mode operation
	None

	
	Equipment control
	NIST SP800-14, VA_Dir 6210

	
	Environmental controls (Fire, water, electrical, magnetic, etc.
	VA_Dir 6210, VHA Security Plan


ASTM E1869-97, NIST SP800-14, NIST SP800-18 Sec Plans, 

	OMB_90-08, VHA Security Plan

	
	Procedures for verifying access authorizations
	NIST SP800-14

	
	Maintenance records
	None

	
	Need-to-know procedures for personnel access
	ASTM E1869-97, NIST SP800-14, NRC For the Record, VA_Dir 6210

	
	Sign-in for visitors 
	None

	
	Testing and revision
	NIST SP800-14

	Policy/guideline on workstation use
	
	None

	Secure workstation location
	
	NRC For the Record

	Security awareness training
	
	ASTM E1869-97, NIST SP800-14


Technical Controls XE "Technical Controls" 
	Service
	Safeguard
	Standards

	Access control
	Context-based access
	ANSI X9.45, ASTM E1869-97, ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, NIST SP800-14

	
	Encryption
	ANSI X3.92, ANSI X9.42, ANSI X9.44, ANSI X9.52 Triple DES Modes, ASTM E1869-97, ASTM PS101, IEEE 802.10, IETF RFC 1421 PEM P1, IETF RFC 2633, IETF RFC 2660 S-HTTP, IETF SSL V3.0, ISO 10164-5, NIST SP800-14, RSA PKCS #7

	
	Procedure for emergency access
	ASTM PS101, NRC For the Record

	
	Role-based access
	ANSI X9.45, ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, ISO/IEC 10181-3, NIST SP800-14, NRC For the Record

	
	User-based access
	ASTM E1762-95, ASTM E1985-98, ASTM PS101, ISO/IEC 10181-3, NIST SP800-14, NRC For the Record, OMG_RAD, VA_Dir 6210, VHA Security Plan

	
	Warning Banner
	VA_Dir 6210

	Audit controls
	
	ASTM E1869-97, ASTM E1985-98, NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA Security Plan

	Authorization control
	Role-based access
	ASTM E1985-98, NRC For the Record

	
	User-based access
	ASTM E1985-98, NRC For the Record

	Data authentication
	
	ASTM E1762-95, NRC For the Record

	Entity authentication
	Automatic logoff
	ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, NRC For the Record, VA_Dir 6210

	
	Biometric
	ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, NIST SP800-14, NIST SP800-15 MISPC, NRC For the Record

	
	Password
	ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, FIPS PUB 112 Password Usage, NIST SP800-14, NRC For the Record, VA_Dir 6210, VHA Security Plan

	
	PIN
	ASTM E1985-98, ASTM PS101, ISO/IEC 10181-2, FIPS PUB 112 Password Usage, NIST SP800-14

	
	Telephone callback
	ASTM PS101, NIST SP800-14, NRC For the Record

	
	Token
	ASTM PS101, NIST SP800-14, NRC For the Record, RSA PKCS #11

	
	Unique user identification
	NIST SP800-14, NRC For the Record, VA_Dir 6210

	E-mail
	
	VA_Dir 6210


Network Controls XE "Network Controls" 
	Service
	Safeguard
	Standards

	Communications-network controls
	Access controls
	ASTM PS101, IEEE 802.10, IEEE 802.10c, ISO/IEC 10164-9, NIST SP800-14, NIST SP800-15 MISPC, NRC For the Record, VA_Dir 6210

	
	Alarm, event reporting, & audit trail
	ASTM PS101, ISO/IEC 10164-4, ISO 10164-5, ISO 10164-7, ISO 10164-8, ISO 10181-7, VA_Dir 6210, VHA IN Gateways

	
	Encryption
	ANSI X3.92, ANSI X9.52 Triple DES Modes, ASTM E1869-97, ASTM PS101, IEEE 802.10c, IETF RFC 1421 PEM P1, IETF RFC 1422-2 PEM P2, IETF RFC 1423-3 PEM P3, IETF RFC 2104 HMAC, IETF RFC 2401 IPSEC, IETF RFC 2409 IKE, IETF RFC 2632 S/MIME Cert Handling, IETF RFC 2633, IETF RFC 2660 S-HTTP, IETF SSL V3.0, NIST SP800-14, NRC For the Record, RSA PKCS #7, VA_Dir 6210

	
	Entity authentication
	ASTM E1869-97, ASTM PS101, IEEE 802.10c, IETF RFC 1423-3 PEM P3, IETF RFC 1510 Kerberos, ISO 9798-1, ISO/IEC 9798-2, NRC For the Record, VHA IN Gateways

	
	Event reporting
	None

	
	Integrity controls
	ASTM PS101, ASTM PS102, IEEE 802.10c, IETF RFC 2401 IPSEC, IETF RFC 2402 AH, IETF RFC 2406 ESP, ISO/IEC 10736 TLSP, ISO/IEC 11577 NLSP

	
	Message authentication
	ASTM PS101, ASTM PS102, IEEE 802.10c, IETF RFC 2104 HMAC, ISO/IEC 10736 TLSP, ISO/IEC 11577 NLSP


Electronic Signature XE "Electronic Signature" 
	Service
	Safeguard
	Standards

	Digital signature
	Ability to add attributes
	S761 Electronic Sign
ANSI X12.58, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, FIPS PUB 196

	
	Continuity of signature capability
	ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, ASTM PS101

	
	Countersignatures
	ANSI X12.58, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, ASTM PS101

	
	Independent verifiability
	ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, FIPS PUB 196 Entity Authentication Using PKI

	
	Interoperability
	ABA Digital Signature Guide, ANSI X9.30-2, ANSI X9.31, ANSI X9.55, ANSI X9.57, ANSI X9.62, ASTM PS100, ASTM PS101, NIST SP800-15 MISPC

	
	Message integrity
	ANSI X12.58, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, ASTM PS101

	
	Multiple signatures
	ANSI X12.58, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, FIPS PUB 196 Entity Authentication Using PKI

	
	Non-repudiation
	ANSI X12.58, ANSI X9.30-1, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, ISO/IEC 10181-4

	
	Transportability
	ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, ASTM PS101

	
	User authentication
	ANSI X12.58, ANSI X9.30-2, ANSI X9.31, ASTM E1762-95, ASTM PS100, FIPS PUB 196 Entity Authentication Using PKI


Public Key Infrastructure XE "Public Key Infrastructure" 
	Service
	Standards

	Public Key Infrastructure
	ANSI X9.30-1, ANSI X9.30-2, ANSI X9.31, ANSI X9.45, ANSI X9.57, ANSI X9.62, ASTM PS100, ASTM PS101, DoD_X.509_CP, FIPS PUB 046-3 DES, FIPS PUB 186-1, FIPS PUB 196 Entity Authentication Using PKI, FPKI CONOPS, FPKI Profile, IETF RFC 1777 LDAP, IETF RFC 2409 IKE, IETF RFC 2459, IETF RFC 2510, IETF RFC 2511, IETF RFC 2527, IETF RFC 2528, IETF RFC 2538, IETF RFC 2559, IETF RFC 2560, IETF RFC 2585, IETF RFC 2632 S/MIME Cert Handling, ISO/IEC 10181-4, ISO/IEC 9594-8, NIST SP 800-21, NIST SP800-15 MISPC, NIST Certificate PP (Draft), VA_PKI CP, VA_PKI Strategy


Refer to the Standards Profile section for break out of standards by security service.
Table of Security Standards XE "Security Standards" 
	No
	Type
	Short Title
	Citations

	1
	Law
	18USC Sec.1030
	USC, United States Code of Federal Regulations Title 18 USC Sec.1030 Fraud and Related Activity in Connection with Computers (Computer Fraud and Abuse Act), 1986

	2
	Law
	18USC Sec.2701
	USG, United States Code of Federal Regulations Title 18 USC Sec.2701 Unlawful Access to Stored Communications, 1/16/96

	3
	Law
	18USC1030
	USG, United States Code of Federal Regulations Title 18 USC Sec.1030 Fraud and Related Activity in Connection with Computers (Computer Fraud and Abuse Act), 1986

	4
	Law
	18USC2510
	USG, United States Code of Federal Regulations Title 18 USC Sec.2510 Electronic Communications Privacy Act of 1986

	5
	Law
	38USC5701
	USG, United States Code of Federal Regulations Title 38 USC Sec.5701 Confidential Nature of Claims

	6
	Law
	38USC5705
	USG, United States Code of Federal Regulations Title 38 USC Sec.5705 Confidentiality of medical quality - assurance records

	7
	Law
	38USC7332
	USG,  United States Code of Federal Regulations Title 38 USC Sec.7332 Confidentiality of Certain Medical Records,

	8
	Law
	5USC Sec.552a
	USG, United States Code of Federal Regulations Title 5 USC Sec.552a The Privacy Act of 1974, 1/16/96

	9
	Law
	5USC7361
	USG, United States Code of Federal Regulations Title 05 USC Sec.7361 Confidentiality of employee records concerning substance abuse prevention, treatment or rehabilitation

	10
	Guide
	ABA Digital Signature Guide
	American Bar Association, Digital Signature Guidelines: Legal Infrastructure for Certification Authorities and Secure Electronic Commerce, 8/1/96
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“An architectural framework is a tool which can be used to describe a whole family of related architectures, allowing an individual architecture to be created by selection from and modification of the framework components. It describes an information system in terms of a model, made up from a set of conceptual building blocks, and shows how the building blocks fit together. It should contain a visual representation of the structure and provide a common vocabulary. It should be extensible so that it can deal both with future technology and with legacy systems. It may also include a list of recommended specifications or products which can be used to populate the conceptual building blocks.” [TOGAF]





“Using an architectural framework will speed up and simplify architecture development, ensure more complete coverage, and make certain that the architecture selected allows for future growth.”  [TOGAF]








“The VHA Reference Architecture Model is a high level abstraction, or depiction, of the relationships between business processes, information needs, application systems, data definitions, and delivery systems or infrastructure.  The model acknowledges the standards and security profile and how they logically interconnect through business, information, and technology requirements.”  [VHA EA]





�EMBED Visio.Drawing.6���





“A technical reference model is a conceptual framework that describes and discusses actual and proposed systems within a specific domain.  It is based on descriptions of services, with related services grouped into entities.  Relationships between these entities may be represented in the model; often this is done as part of the descriptions of the services.” [VHA EA]





Information delivery to any authorized user (or system), at any time, at any place, while providing integrity, confidentiality, and availability.





“Information technology infrastructure: the computing systems (hardware and software, associated communications and network systems, as well as any services needed to operate and maintain such systems, in support of the flow and processing of information.  Business practices and standards, while not part of infrastructure, are closely related to it.  Business practices drive the need for infrastructure and standards guide the selection of infrastructure technologies.”  [EA2001]








� Institute of Electrical and Electronics Engineers.  IEEE Guide to the POSIX Open System Environment (OSE), Std 1003.0-1995.


� Items marked with an asterisk were identified in the Department of Health and Human Services Proposed Rules for Security and Digital Signatures as required safeguards supporting availability, confidentiality and integrity of healthcare information [DHHS 45CPR 142]


� Digital Signature.� XE "Digital Signature." � A digital signature is a string of bits associated with a collection of data (e.g., a file, document, message, transaction); this string of bits can only be generated by the holder of a private key, but can be verified by anyone with access to the corresponding public key.  This requires the use of public key cryptography and public key certificates to bind a person’s public key to his/her/its identity.
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