Use of Encrypted Email with Community
Providers: External Rights Management
Services

VHA Homeless Programs

This document is intended to provide information on the use of Rights
Management Services (RMS) for the encryption of emails containing

PII/PHI between VA and external community providers using Microsoft National Privacy Guidance
Outlook.

This guide is broken down into the following sections:
Rights Management Services Overview,
Instructions for Homeless Program Staff,
Instructions for Community Providers, and
Frequently Asked Questions (FAQs).

Authority to Make Disclosures to
Community Partners FAQs

National RMS Guidance

RIGHTS MANAGEMENT SERVICES OVERVIEW

Rights Management Services (RMS) allows VHA Homeless Program staff to securely email sensitive
information to approved external community providers. RMS encryption works with Microsoft
Outlook and GigaTrust to enable community providers to view and reply to emails containing
encrypted protected health information (PHI) sent by VHA Homeless Program staff. To be eligible to
use RMS, the community provider must have all of the following: 1) Administrative rights to install
the GigaTrust application on the computer, 2) Microsoft Outlook 2007 or higher; and 3) Windows 7
or higher. Community providers without administrative rights to their computers will require
assistance from their local Information Technology (IT) Department in order to use RMS. Users may
also require the assistance of IT if there is a firewall or anti-virus software in place.

Other technical assistance resources related to privacy and information sharing are available on the
Homeless Programs Operational Planning Hub at the following link:
http://vhaindwebsim.vii.med.va.gov/hub2/hp/.

You can also send an email to the Homeless Programs RMS Support Team if you have questions
about the information contained within this document.
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INSTRUCTIONS FOR HOMELESS PROGRAM STAFF

Registering a New User

To begin using RMS with a trusted community partner, VHA Homeless Program staff must first
register the user for an external RMS account. On the External RMS Request SharePoint Site, scroll to
the bottom of the webpage and click “add new item.” The external user’s email address, first name,
last name and a justification statement is needed identify why the community provider needs access
to encrypted information via email. The requesting staff will also need to enter his or her supervisor’s
information in the “Requester’s manager” field prior to submitting the request. Click on the address
book icon to the far right of the text field in order to browse the directory and select the appropriate
supervisor. A verification email will be sent to the requestor’s email address once the request has been
processed.

Sending an Encrypted Email

Once the request has been processed and approved, the requestor will receive an email confirmation.
After verifying that the community provider has completed all the steps outlined in the “Instructions
for Community Providers” section below, a secure email may be sent to the approved email address.
In Microsoft Outlook, click on the “Home” tab and select “New E-mail.” In the new message window,
click the “Options” tab, select the “Permission” button dropdown, and then select “Encrypt Only” or
“Do Not Forward.” Text will then display at the top of the message indicating that “Encrypt Only” or
“Do Not Forward” permissions have successfully been applied to the message. Proceed with typing
and sending the secure message.

Sending Encrypted Attachments in an Email

When attaching a file to the email, an alert will appear that states, “Only file attachments that support
rights management will automatically have their permission restricted to match the restrictions on
this e-mail. All other file types are attached unprotected.” Note that only Microsoft products, such as
Word and Excel, may be sent securely through RMS. Other file types, such as Adobe PDF, may not be
encrypted for secure emailing outside VA. A list of accepted file types can be accessed here.
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INSTRUCTIONS FOR COMMUNITY PROVIDERS

Note: The directions provided below are intended to serve as a general guide. Displays may vary
based on the Windows or Outlook version, permissions, and settings.

Installing GigaTrust

1) Once the community provider has been approved to begin using RMS, the following email will
be sent to the approved email account. Before beginning the installation process, check to
make sure that the popup blocker is disabled in the internet browser. Please also note that
anti-virus software may prevent the download and installation of GigaTrust. If applicable, be
sure to check these settings. Click on “Download.”

-
Gi ga Trust provided by: GigaTrust
ACTIVATION LETTER WELCOME TO GIGATRUST ENTERPRISE PLUS
Welcome!

Congratulations, you are one click away from activating your account with GigaTrust
Enterprise Plus. Once your account is activated, your PC will be provisioned for
Microsoft Rights Management (RM). This will enable you to view RM-protected
content to which you were granted permission. Per your account settings, you may
also have the capability to protect content.

To activate your account click your personal activation code below.

After you activate your account, you will be guided through the process of installing
the client software.

2) Enter the required information and click on “Next.”

@ GigaTrust Enterprise Plus Administration

Email: | aminelproducto@an

First Name: |[&mn

Last Name: [E!
Telephone: | [773-555-5555 ] (optional)
[ Password Tnformation
Enter Password: [[ssssnsnes ]

Confirm Password: [-uuuu ]

[~ Secunty Tnformatic

Choose Security Question: [-’;':;7:,9.: avorte 10067

Enter Security Answer: |[Tra] ]

Existing User? Sign In
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3) Select the appropriate install version (32-bit or 64-bit). To determine which version to
download, open Microsoft Outlook and click on the “File” and then click “Help.” Under “About
Microsoft Outlook,” either (32-bit) or (64-bit) will display in the “Version” field. After making

the appropriate selection, click on the “Available for Windows” button followed by “Download
Now.”

Note: Microsoft Office should be closed before beginning the installation process.

@ GigaTrust Enterprise Plus Administration

User: aminelproducto@att.net

=13 GigaTrust 2 Windows 64 bit 2 Windows 32 bit {¥ Refresh
1 ) Download Software
j‘.,? Account bRV
~% Change Password
lé off Install this 64-bit software on any computer on which you Downioad and install. If you expenences any issues
Log need to view or create rights managed protected content. M":::‘M—"orf;mmm Plesze
Please refer to System Requirements at the right. e rFa e
Download GigaTrust Software

Download GTRMProtect
Version 10.3.94.112201
(GTEP_Client_VA.10.3.EXE )
Then, open/run the setup program.

System Requirements

Available for Windows 7 or Greater. Users must also be running the:
. Office Pro version %0 send and receive emad. User with

4) If the download does not begin automatically, a pop-up bar will generate at the bottom of the
screen. Click “Save.”

Save As x
@ Gi < «~ 4 EE > ThisPC > Desktop v~ &  Search Desktog 2| Ba
Organze ¥ New folder =3 o
GigaTrust  Abot Al Name - Date modified e E
— v & Quick access
5. Toolbox AL
- D kt - No tems match your search
=-I3 GigaTrust L
!
> Softw & Downloads «
- Z Account =] Documents
“4 Change Passwol & Pictures - -
@ tog off D Music e
B videos
@ OneDrive
El This PC
o v < >
File name: | GTEP_Client_VA.10.3.EXE ~|
Save as type:  Application (*.EXE) ~ m::_
ot
|~ e Fottes L Jemm PR
T
What do you want to do with
GTEP_Client_VA.10.3.EXE (160 MB)? - Save Save as Cancel X
From: rms.va.gov
@ GTEP_Client VA.10...EXE
EQ2/ VST MDY rrin feft
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5) If the User Account Control dialogue box does not populate automatically, click on the
completed download, as displayed in step 4 above, in order to proceed with this step, and then
select “Yes.”

User Account Control x
Do you want to allow this app from an
unknown publisher to make changes to your
device?

GTEP_Client_VA.10.3.EXE

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

-

6) GigaTrust client will proceed to install. Please reboot the machine after this process has
completed.

7) Once the machine has restarted, verify that the application has been correctly installed by
searching the PC for “GigaTrust.” Once located, double click “GTClientAgent64” to begin using
the application.

m Home Share View

« v 4 » Search Results in This PC > GigaTrust

A Name Date modified Type Scze

\ & Quick access
zh
B Desktop + .
. | GTAppHooktd.dil
3] Documents D GTClientAgentsd
& Downloads #

| GTClientAgenttd.exe

$007 KB

-

1KB

= Pictures * 5 GTPreferences 587 KB
D Music | GTPreferences.exe 1 KB
Scanned Docs | GTPreferences.exe.man 72 KB

. Videos = GTPreferences T2KB
P GTProtecthpp 237 KB

@ OneDrive GTProtectApp.exe 1 KB
& This PC | GTProtectApp.exe.man 72KE
= GTProtectApp KB

- Deskop ® GTProtectCLI 37 KB
3 Documents | GTProtectCLl.exe 1 KB
¥ Downloads ] GTProtectCLi.exe.man 72 KB
d Music = GTProtectCLI 72 KB
= Pictures | GTProtectLib.dll 93 KB
. Videos GTProtectLib.dll 1 KB
5 0S(C) »T GTRMSheliMenu.dit 09 KB
gtafib.dil 71KB

# OVD RW Drive (€
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8) Enter the email and password associated with the GigaTrust account (Step 2), and click “OK.”

Authenticate

Enter your GigaTrust Account Email Address and Password

e bl Eminelproducto @att net]

Password: I

I Remember my password

Forgot Password?
e [ oK | Cence |

10) The following pop-up will display, indicating that installation was successful.

s Gigalrust Enterprise Plus

Opening an Encrypted Email

Note: Steps 1-5 of this section must be completed successfully before proceeding with the use of RMS
for sharing PHI.

1) After launching Microsoft Outlook, an encrypted email with the subject “GigaTrust External
Protection Test Message” should be located in the Inbox. If this email is not able to be located
in the Inbox, please check the Junk E-Mail folder.

2) Double click to open the test message.

4 Favorites <

Search Inbox (Ctrl-E pe

Arrange By: Date Newest on top

L} Inbox
-3 Sent items

{a) Deleted Items
4 Two Weeks Ago

4 Outlook Data File ~ |24 Lamptey, Prince K 12/1/2016
| i Gigatrust External Protection Test Message N A S BTN

4} Inbox

A Drafts 2]

-3 Sent Items
5] Deleted Items
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3) A Microsoft Outlook alert will populate to confirm the connection with RMS in order to
download restricted message. If you do not want to receive this alert in the future, click the
check box “Don’t show this message again,” then click “OK.”

Microsoft Office 7 e

Permission to this message is currently restricted. Microsoft Office must connect to
https:{frms.va.gov/_wmcsflicensing to verify your credentials and download your permission.
[] Don't shaw this message again

Selecting this check box while in Cached Exchange Mode enables the automatic download of permission
to restricted messages at the time those messages are downloaded to your computer.

Learn more about downloading permissions

Cancel

4) The encrypted email should then open in Outlook. Note that it make take several moments to
establish the connection with RMS in order for the message to populate. If you receive an email
with an attachment labeled “message.rpmsg,” please send a message to the Homeless
Programs RMS Support Team email group informing that you have received this attachment in
error and require further support.

5) If the test message opened successfully, please proceed with using this process to view
encrypted emails from VHA Homless Program staff.

Replying to an Encrypted Email

1) When responding to an email from a VHA Homeless Program staff, click on “Reply” or “Reply
All” at the top of the original email. Encryption should be retained from the original email,
indicated by an encryption statement or “Do Not Forward” message ribbon at the top of the
email.

2) To verify encryption settings or to send an encrypted response to an unencrypted email,
navigate to the “Permission” section of the message and ensure that “Do Not Forward” is
selected. The location of the “Permission” section may vary, as shown below. Note that Outlook
accounts outside VA will not display an “Encrypt Only” option. Selecting “Do Not Forward”
not only encrypts the message, but also ensures that the recipient cannot forward the contents
to another user that has not been approved to use RMS.

Fil Message Insert Options Format Text Review a 0
S K 8 =N a Ged 1 &
1) . fAJi ?~ =) L] Encrypt \,I," Request a Delivery Receipt y| ] -
/
Bee  From  |Permission| 33 Sign Use Voting Request a Read Receipt Save Sent Delay Direct
v Buttons v Item Yo » Delivery Replies To
heme _Show Fields Set permission on this item . Tracking . More Options
v | Ng Restrictions
To...
| Do Not Forward
= Ce...
Send Encrypt Only
Subject:
Manage Credentials =
Ep ™ | S e 9 s Testing RMS - Message (Rich Text) == a X
-
Message L4
7
3 ¢ - = » 3 Find
i i} x s =0 % &, safe Lists - - Ent
& ©) L Bl := ] & = % neiatea~ || B2
Reply Reply Options Delete Move to Create Other Block lot Categorize Follow Mark as Send to
to All - Folder~ Rule Actions~  Sender - Up~ Unread « Select~ OneNote
Respond | Junk E-mall . Options s Find OneNote

Do Not Forward - Recipier d, print, or copy content. The conversation owner has full permission to their message and all replies.

Conversation owner: sara. Permissions...

You replied on 12/8/2016 1
From: Coffey, Suca | .| - CigaTrust Desktop Client Help Sent: Thu 12/8/2016 11:04 AM
To: sac248@yaho &) About GigaTrust Desktop Client
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3) Once the “Do Not Forward” ribbon appears, proceed with composing and sending the email.

Composing a New Email

1) In a new Outlook message, begin by entering the recipient’s information into the “To” line to
designate who should have permission to view the contents of the message.

2) Depending on the version of Outlook used, select the GigaTrust Protection dropdown and click
“Custom Protection.” If the GigaTrust icon is not available, select “Do Not Forward” and
proceed with typing and sending the email. Note that “Do Not Forward” will automatically
encrypt the contents of any Microsoft attachments.

File Message Insert Options Format Text Review o @
= K 81 B=M [ 7 | o = 1 )
£ I (= — @ / - [ livery R e =
A ] = == & |4 Enaypt %) [ Request a Delivery Receipt | ] &
Bee  From Pﬂmisslon'uslgn Use Voting [ Request a Read Receipt Save Sent Delay  Direct
= Buttons ~ Item To = Delivery Replies To
Themes Show Fields Set jon on this item Tracking " More Options
v | Mo Restrictions
] Do Mot Forward
- Ce.n
Send Encrypt Only
Subject:
Manage Credentials .
lix]
NEHD O e v |+ Testing RMS Message - Message (HTML) - fa] X
File. | Message Insert Options Format Text Review o @
7 i . - 5o R P
ColibriBody~ |11 ~ A" A" |IS-i=- | ﬂ @Ja g ') /T ¥ Follow Up \:
¥ High importance
ay . . iE & Address Check Attach Attach Signature Zoom
F Formatpainter | B 4 U ¥ A~ |{EE = | 3 Book Namer || SPies Bemras e $ LowImportance

|Protection|  Paste
v

Unrestricted access Basic Text Al Names | nchsde. | Jags fi] Zoom
Custom protection...
T ov;

@ GigaTrust Desktop Client Help

@ About GigaTrust Desktop Client
v sy e v s su e

3) If using the GigaTrust Custom Email Protection option , select the custom parameters specific
to the permissions needed for the email, then click “OK.” If the message contains attachments,
be sure to select both “Protect email message” and “Protect Attachments.” Note that this
feature is not available for older versions of Outlook, though encryption is still in place for
messages and their attachments.

(@ GigaTrust Custom Email Protection x
Protection Restrictions
Grant the following permissions to recipients:
View ~

[[] Document access end date: 12/ 4/2016 Enter date in format: Midlyyyy

[[] Use a Watermark (PDF Only)

Office additional permissions:
[] Copy
[~ Edit and Reply
EA Allow Macros

Additional protection restrictions for this email

(4] Protect email message
A1 Protect attachments

[A] Users can request additional permissions from:

Imailo:aﬂmelproducto @att net

Use License Renewal

(® License never needs renewing

(O Require a2 connection to verify a user’'s permission
(O Number of days before license must be renewed

o | {u—
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4) Verify the recipient’s email address, and click “OK” to send the message.

Select User ? x

Select one of the following user accounts to caeate or open content with
restricted permission. To use an account not listed below, dick Add.

: aminelproducto@att.net (rms.va.gov_key1) Add...

Remove

Always use this account

[ox  e——

5) The following message will display, verifying that the contents of the email have been
encrypted using GigaTrust.

You've Been Trusted ...
The sender of this email protected its contents using GigaTrust.

Click here to learn about GigaTrust.

RIGHTS MANAGEMENT SERVICES FAQS

Who should use RMS?
RMS is appropriate for use between VA and approved external email accounts. However, it is
important to note that RMS may not work correctly for all community providers due to various
compatibility issues described in the overview and instructional portions of this guide. Due to
these issues and steps involved in gaining RMS access, it is recommended that homeless
programs identify a single point of contact for each community agency requiring access to
encrypted emails from VHA Homeless Program staff. This will help to expedite the approval
process for RMS users across homeless programs.

How long will it take for a community provider to be approved to use RMS?
The VHA RMS Team works to approve requests as quickly as possible. This involves a review of
the VHA Homeless Program staff’s request for access and entering specific approval for each
new user’s external email account. Process timeframes depend on the number of requests
pending approval at a given time. However, average process time is approximately two to three

business days. The community provider will receive an email notification when approval has
been granted.

When should I encrypt emails to community providers?
As with emailing PHI within the VA email system, emails to community providers outside the
VA email system should be encrypted with RMS any time the contents include sensitive,
Veteran identifying information. Examples include corresponding with a Public Housing
Authority (PHA) about the status of a Veteran’s voucher or sharing By-Name List (BNL)
information with a community partner.

What information can I share with community providers using RMS?
The same rules would apply for communication using RMS as with any other form of
communication. Please refer to the National Privacy Guidance and the Authority to Make
Disclosures to Community Partners FAQs for additional information.
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What should the community provider do if they receive error messages or Windows
Security alerts when attempting to use RMS?
Since RMS uses both Outlook and the GigaTrust application, errors and other alerts are
typically the result of a glitch establishing the connection between these systems. In this case,
this is resolved by restarting the computer. If the issue persists, community providers should
work with their local IT department to ensure that permissions and firewall settings will permit
use of GigaTrust.

What should the community provider do if encrypted emails can be shared successfully
but attachments are not able to be sent or opened correctly?
This is usually the result of the firewall stripping attachments from the encrypted email.
Resolving this will typically require assistance from the community provider’s local IT
department to adjust the agency’s firewall settings and add specific exemptions for RMS.

Whom should I contact if I have questions about RMS?
Questions or issues regarding RMS may be sent to the Homeless Programs RMS Support Team
email group.
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