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Clinical Trial Monitor Access to Study Participant Records in EHR 

1. PURPOSE:

This SOP establishes the procedures for providing clinical trial monitors access to
pertinent source documents located in the electronic medical records of VA study
subjects at MVAHCS.

2. OVERVIEW:

Clinical trial monitors are responsible for verifying that VA research trials are conducted in
accordance with applicable federal requirements and their approved protocols. To do this,
clinical monitors must review pertinent medical records in the electronic health record (EHR).
The VA Office of Information and Technology (OI&T) has approved two methods to provide
clinical trial monitors access to pertinent source documents located in the electronic medical
records of VA study subjects. EHR access given to monitors must minimize risks to the VA’s
data system and protect the privacy of veterans who have not given signed authorization
permitting access to their records.

3. PROCEDURES:

a) Verification of HIPAA Authorization

1) Before granting a monitor access to study participants’ medical and research records,
the study team will assure there is a signed HIPAA authorization/combined informed
consent document and HIPAA authorization specifying the disclosure of protected
health information (PHI) to clinical trial monitors from each subject whose records are
to be accessed. Clinical trial monitors may be included by language such as "the
sponsor and/or its designees."

b) Clinical Trial Monitor Access

1) Method #1: Employee Driver Method

a) The VA employee “driver” (a member of the study team) accesses the EHR
system with the monitor watching. The VA employee driver shows the monitor
only the information that the monitor needs and is authorized to see for the
specific trial.

b) Remote monitoring:

The VA employee driver may screenshare via videoconferencing software
approved by VA for the transmission of PHI (e.g., Webex or Microsoft Teams) to
show EHR information to a monitor as part of a remote monitoring visit. No screen
shots or recording of information from the screensharing is permitted except for
purposes of the monitoring visit. To prevent accidental sharing of data that is not
relevant to the monitoring visit, the VA employee driver should close all non-
relevant programs and disable pop-up notifications for the duration of the meeting.
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2) Method #2: Direct Access to the EHR

Certain monitors may directly access patient records for a specific study in the EHR.
This option applies only to monitors and auditors who are VA employees or are under
contract to the VA to provide these services, have completed required background
checks, privacy and information security training, and have obtained VA PIV cards
and access to VA’s EHR.

c) Clinical Monitor Check-in/Check-out Procedures

1) Monitors conducting on site visits must follow all applicable procedures in MCP MA-
01A Vendor and Pharmacy Industry Representatives. They are not required to check-
in and out at the Research Office. 

2) If a clinical monitor identifies evidence of serious non-compliance, the monitor is
required to schedule an exit interview with the MVAHCS Research Compliance
Officer (RCO). This interview may be conducted remotely.

4. REFERENCES:

Memorandum from Deputy Under Secretary for Health for Operations and Management,
Dated June 7, 2010. Guidance on Implementation for Approved Methods for Clinical Trial
Monitor Access.

ORD Guidance on Remote Monitoring of VA Clinical Trials by External Monitors Using the
Webex Collaboration Technology Sharing Platform (06/18/2020) Clinical-Trials-Webex.pdf
(va.gov)

5. FOLLOW-UP RESPONSIBILITY:

Human Research Protection Program

https://dvagov.sharepoint.com/:b:/r/sites/vhaminmcpsop/MCP/MCP%20MA-01A%20Vendor%20and%20Pharmacy%20Industry%20Representatives.pdf?csf=1&web=1&e=AH0m0a
https://www.research.va.gov/resources/policies/guidance/Clinical-Trials-Webex.pdf



