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These questions pertain to new IT systems and/or collections of identifying information of at least ten individuals in the public, excluding Federal employees.

1. What individually identifying information is collected?  Include

a. Sources (veteran, general public, other agencies, etc.)

b. Collection media (Web form, paper form, computer transfer, etc.)

Veteran demographic, eligibility, and enrollment data will be used in this project.  

Types of data used includes Veteran demographic, eligibility, and enrollment data, health care data, compensation and pension data, education data, vocational rehabilitation data, housing data, insurance data, memorial data, appeals data, cost of goods (COG) data, veteran regulatory data, human resources data, finance and accounting data, asset data, program management data, planning and program data, procurement data, and integrity/audit data.

Data sources and collection media include telephone-based, OneVA veteran service representatives; expert system utilization for determination of potential benefits eligibility; common custom processor service environment (CSE) graphical user interface; and gateway-resident CSE transaction broker and interface engine.

The information includes and consists of personal information about the applicant (Veteran), relevant Registration, Eligibility, and Enrollment information, and information from various support systems including Veterans and their beneficiaries, VA employees (including VA Hospital Staff, Benefits Processors, etc.), VA administrations; i.e., Veterans Health Administration (VHA) Veterans Benefits Administration (VBA) National Cemetery Administration (NCA) VACO staff offices, VA OCS and other VACO staff offices, VA hospitals,  OMB,  DoD,  Department of the Treasury, Social Security Administration, Internal Revenue Service,  Health and Human Services,  Department of the Interior/Indian Health Service and other internal and external oversight reporting authorities that contain data relevant to the customer's (e.g. Veteran's) perspective.  

2. Why is the information collected?

The goal of the OneVA R&E Project is to create a technology environment that would allow VA's Lines of Business to transform from Document-Centric to Data-Centric service providing the capability to transform VA registration and eligibility processes from redundant vertical processes to an integrated One-VA process.  It will create a single core VA "Person Data Repository" shared by all Lines of Business, ensuring accessibility and promoting reuse, with a bi-directional information exchange between DoD and VA.  It will deliver Veteran information anywhere, anytime, to any authorized user; while maintaining data security and privacy.  It will exploit Defense, Eligibility, Enrollment and Registration System (DEERS) data and expert system based processing wherever possible to support eligibility determination.  

The One-VA Eligibility and Registration project will provide the following advantages in application:  create a shared, unique person identifier; leverage DMDC rules-based processing; provide a comprehensive One-VA cost-effective solution; allow VA ownership and maintenance of the core veteran record; leverage best in class technology; utilize industry best practices for data management; provide rapid implementation; meet existing requirements and provide a framework for future enhancements.  

The information is collected because the Secretary's Strategic Plan directs VA to "Simplify the administrative rules and regulations governing the application and eligibility determination process" and "Provide veterans with easy access to information and the opportunity to interact with VA for benefits and services, at a convenient time and place.  Veterans, service members, and educational institutions will have the opportunity to obtain information, apply for benefits and/or interact with VA through the Internet and toll free telephone service." 

For these reasons, the One-VA EA effort has chosen to extract related functions, sub functions, data classes and processes located in the vertically oriented baseline state and create this new Key Enabling Function (KEF) to recognize and take advantage of the opportunity for functional consolidation and integration. The future vision of the One-VA Registration and Eligibility process is driven by VA's reaffirmation that serving the veteran is our overriding goal.  The creation of One-VA Registration & Eligibility will make it simpler for Veterans to receive high-quality service from the VA on the first contact, while reducing the cost of delivering those services.  The consolidation into a direct point of contact will make interaction with the VA easier, cheaper, quicker and more comprehensible.  


3. The intended use of the information.

The One-VA Eligibility and Registration system created with combined elements of core critical data based on all agency and department requirements will provide a single source database for veteran data that will serve as the primary, authoritative record.  An initial step in this effort is to conform the current VA and DEERS databases to create a single "Person Data Repository" shared by each department.  Each business support system will utilize this single resource database.  This master record will serve as the primary repository of information to which the existing customized systems will connect, allowing for retrieval and submission of data and updates.

4. With whom will the information be shared? (other agencies, organizations, systems, etc.)

The information will be shared with and utilized by Veterans and their beneficiaries, VA employees (including VA Hospital Staff, Benefits Processors, etc.), VA administrations; ie., Veterans Health Administration (VHA) Veterans Benefits Administration (VBA) National Cemetery Administration (NCA) VACO staff offices,  VA OCS and other VACO staff offices, VA hospitals,  OMB,  DoD,  Department of the Treasury, Social Security Administration, Internal Revenue Service,  Health and Human Services,  Department of the Interior/Indian Health Service,  other internal and external oversight reporting authorities.

5. How will individuals provide consent for collection and use of their personal information?

Collection and use of individual personal information will be in accordance with HIPAA, IRS and SSA, which require protecting the security and privacy of individual health, personal, and Federal Tax Information.

6. How will information be secured?

Information Security is addressed at the project and enterprise level.  At the enterprise level IT security is accomplished through centralized connectivity (Internet gateways, Virtual Private Networks), implementation of virus protection software, conducting of intrusion detection and implementation of authorization systems (Public Key Infrastructure).  At the project level a CM Information Security Officer (ISO) will be directly assigned to oversee the implementation of CM tools.  The ISO will ensure that proper security controls are in place; i.e., Certification & Accreditation performed, Security Plans are updated, and weekly reporting to the Office of Cyber and Information Security (OCIS) on status is accomplished through the Department incident reporting tools provided by the VA Central Incident Response Capability (VA-CIRC).

7. Is this system or collection part of a Privacy Act System of Records?  (If so, give SOR identifier).

The system is currently in development so it is not yet a part of a Privacy Act System of Records.  It will be upon deployment.

In accordance with VA Office of Cyber and Information Security (OCIS) guidance, a Certification and Accreditation will be accomplished prior to deployment; currently anticipated as June 2004.  The C&A will be conducted in accordance with the provisions of NIST SP 800-37.    The ISO received an Interim Agreement to Operate (IATO) for the CM system on July 9, 2003.

8. Identify what choices were made regarding an IT system or collection of        information as a result of performing the PIA.

As a result of performing the PIA, greater emphasis and attention will be applied in the development phase to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information is stored in VA databases that are secured per VA security standards.  The project is currently in the Prototype Development phase.  All PIA information will be utilized in the selection of the IT system.

