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                       VA PRIVACY IMPACT ASSESSMENT 2003


Department of Veterans Affairs

Privacy Impact Assessment

Project Manager, Phone #:
XXXXX
XXX-XXXX

Project Name:   

Patient Financial Services System (PFSS) 

Project Identifier:  

029-00-01-01-01-1070-04-110-031

These questions pertain to new IT systems and/or collections of identifying information of at least ten individuals in the public, excluding Federal employees.

1. What individually identifying information is collected?  Include

a. Sources (veteran, general public, other agencies, etc.)

b. Collection media (Web form, paper form, computer transfer, etc.)

Name, SSN, DOB and unique patient demographic information collected from veterans, beneficiaries, and VHA and VBA information systems. Medical/clinical care and medical record data (including clinical care, pharmacy, lab and test results) is collected from multiple VistA systems. Eligibility, financial, and medical data collected from VHA and VBA information systems. Third party insurance and veterans accounts payable (billing and reimbursement) data is also collected. 

Collection media includes Web forms, paper forms, and computer transfer depending on source.

2. Why is the information collected?

All information is necessary in order to provide congressionally mandated health care for the Veterans, as well as to provide all data required for billing of patient care services to veterans and/or third party payers.

3.  The intended use of the information.

Information is used to treat the health care needs of veterans. The information is gathered to determine care provided, and services to be billed to veterans and third party insurers.  The information is used to provide improved and easier access to medical knowledge, expertise and care, patient medical record data and billing and accounts receivable data.   Information is also used for statistical usage and reports including managerial reports.

4. With whom will the information be shared? (other agencies, organizations, systems, etc.)

OneVA supports sharing between government agencies such as DOD in the support of a comprehensive health care record for veterans.  Some data is also shared with authorized partners through contracts, to include sharing of data with authorized third party payers. The new system will share data with other VHA Information Systems including VistA, and the VHA Health Data Repository (HDR).  Information may be shared with VA financial management systems (FMS and coreFLS). Information will be shared with the patient.

5. How will individuals provide consent for collection and use of their personal information?

A VA consent form (VA Form 1010EZ) is signed by a patient.  The text on the consent form includes Privacy Act Information.  Patients are also provided the VA Notice of Privacy Practices.  

6. How will information be secured?

Security controls to protect private information will be implemented for PFSS during every phase of the project.  Strong authentication and encryption procedures across public media will be the cornerstone of a security implementation. All transactions and messaging will be HIPAA compliant in accordance with government regulations.

7. Is this system or collection part of a Privacy Act System of Records?  (If so, give SOR identifier).

The current System of Record is the Veterans Health Information System and Technology Architecture (VistA), number 79VA19. The Patient Financial Services System (PFSS) will replace the Vista Integrated Billing (IB) and Accounts Receivable (AR) applications. Ultimately, the system will be fully integrated with remaining VistA legacy systems.  The project is currently in the Concept Definition and Concept Development phase (Planning 1).  A product was recently selected and the project is in the prototype design stages. 

8.  Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

The key privacy considerations in selecting the designated COTS product (IDX) were the software's ability to support HIPAA compliance and provide HIPAA compliant transactions.  The product was required to provide HIPAA compliant transactions in accordance with Federal regulations and deadlines. The product was also selected based on its ability to support VA enterprise architecture and security requirements and considerations.  Due to the nature of the system and its handling of patient data, security compliance and considerations weighed heavily in the decision.

