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These questions pertain to new IT systems and/or collections of identifying information of at least ten individuals in the public, excluding Federal employees.

1. What individually identifying information is collected?  Include

a. Sources (veteran, general public, other agencies, etc.)

b. Collection media (Web form, paper form, computer transfer, etc.)

The information required to support One-VA Contact Management consists of personal information about the applicant (Veteran), relevant Registration, Eligibility, and Enrollment information, and information from various support systems including Veterans and their beneficiaries, VA employees (including VA Hospital Staff, Benefits Processors, etc.), VA administrations; ie., Veterans Health Administration (VHA) Veterans Benefits Administration (VBA) National Cemetery Administration (NCA) VACO staff offices,  VA OCS and other VACO staff offices, VA hospitals,  OMB,  DoD,  Department of the Treasury, Social Security Administration, Internal Revenue Service,  Health and Human Services,  Department of the Interior/Indian Health Service and other internal and external oversight reporting authorities that contain data relevant to quality contact management from the customer's (e.g. Veteran's) perspective.  

Sources and collection media relevant to Contact Management are:  

· Appeals - Customer contacts as a result of activities in the VA Appeals Process.  

· Business Line Feedback - Feedback to VA management and business lines as appropriate to manage the Contact Management Function and overall responsiveness to veterans.  

· Business Line Subject Matter Expert - A VA employee who provides VA Contact Management with expert input to validate and complete courteous, prompt, and accurate information as a result of a contact.  

· Contact Log - The list of contacts received from customers or initiated by VA customers.  

· Contact Management Policies and Procedures - VA policies and procedures that direct and inform VA Service Representatives in the receiving, logging, verifying, classifying and routing contacts from VA customers.  

· Contact Management Subject Matter Experts - A VA employee who provides VA customers with courteous, prompt, pertinent and accurate information as a result of a contact.  

· Customer - A potential beneficiary, anyone who has a reasonable claim to VA benefits by virtue of military service or other qualifying circumstances such as surviving spouse or surviving dependent.  

· Expert Input - The validation or input requested by a routed contact.  

· Follow-up - Action taken to determine the status of an unresolved contact after a specified period of time.  

· Laws, Regulations, VA Policies and Procedures - Laws, regulations, VA policies and procedures that direct and inform VA Contact Management Subject Matter Experts in responding to customer initiated contacts or VA initiated out-reach contacts.

2. Why is the information collected?

Integration of contact information will help assure better responses to the veteran by giving VA employees accurate interaction history, more tools to respond to the veteran, easier collaboration across lines of business, and a plan to constantly improve internal processes.

3. The intended use of the information.

OneVA Contact Management will simplify the processes involved in Veteran/Beneficiary contact management, and in so doing will simplify VA information management systems such as those used for maintaining health and benefit records.  Specifically, the initiative will reduce weaknesses in the IT infrastructure, eliminate redundancy, standardize data, standardize security controls, and provide an environment capable of protecting the integrity, availability, and privacy of veteran information.

4. With whom will the information be shared? (other agencies, organizations, systems, etc.)

The information will be accessible by Veterans and their beneficiaries, VA employees (including VA Hospital Staff, Benefits Processors, etc.), VA administrations; ie., Veterans Health Administration (VHA) Veterans Benefits Administration (VBA) National Cemetery Administration (NCA) VACO staff offices,  VA OCS and other VACO staff offices, VA hospitals,  OMB,  DoD,  Department of the Treasury, Social Security Administration, Internal Revenue Service,  Health and Human Services,  Department of the Interior/Indian Health Service,  Other internal and external oversight reporting authorities

5. How will individuals provide consent for collection and use of their personal information?

The system relies on the provisions of the Privacy Act, the HIPAA Privacy Rule and other legislation.  Collection and use of individual personal information will be in accordance with HIPAA, IRS and SSA which requires protecting the security and privacy of individual health, personal and Federal Tax Information.

6.  How will information be secured?

Information Security is addressed at the project and enterprise level.  At the enterprise level IT security is accomplished through centralized connectivity (Internet gateways, Virtual Private Networks), implementation of virus protection software, conducting of intrusion detection and implementation of authorization systems (Public Key Infrastructure).  At the project level a CM Information Security Officer (ISO) will be directly assigned to oversee the implementation of CM tools.  The ISO will ensure that proper security controls are in place; i.e., Certification & Accreditation performed, Security Plans are updated, and weekly reporting to the Office of Cyber and Information Security (OCIS) on status is accomplished through the Department incident reporting tools provided by the VA Central Incident Response Capability (VA-CIRC).

7. Is this system or collection part of a Privacy Act System of Records?  (If so, give SOR identifier).

The system is currently in development so it is not yet a part of a Privacy Act System of Records.  It will be upon deployment.

In accordance with VA Office of Cyber and Information Security (OCIS) guidance, a Certification and Accreditation will be accomplished prior to deployment; currently anticipated as June 2004.  The C&A will be conducted in accordance with the provisions of NIST SP 800-37.    The ISO received an Interim Agreement to Operate (IATO) for the CM system on July 9, 2003.

8. Identify what choices were made regarding an IT system or collection of        information as a result of performing the PIA.

As a result of performing the PIA, greater emphasis and attention will be applied in the development phase to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information is stored in VA databases that are secured per VA security standards.  The project is currently in the Prototype Development phase, and all the PIA will be utilized in all development decisions.


