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Research Information Security Program
CHECKLIST
Version: July 2019

PURPOSE:
This Checklist is provided to assist VA medical facilities with research programs to maintain compliance with statutes, regulations and policies for the protection of VA research information including, but not limited to, the Federal Policy for the Protection of Human Research Subjects at 38 CFR Part 16 (Common Rule); the Health Insurance Portability and Accountability Act (HIPAA) of 1996; the Privacy Act at 5 U.S.C. 552a; 38 U.S.C. §§ 5701, 5705, and 7332; VA Directive 6500; VA Handbooks 6500, 7002, and 6300.1; VHA Handbooks 1058.01 and 1200.12; and VHA Directives 1200.01, 1200.05, 1605.01, and 6300.  These statutes, regulations and policies form the basis of a VA Research Service’s Research Information Security Program (RISP).

DIRECTIONS: 
(1) Check the Yes, No, or Not Applicable (N/A) box pertaining to each question. 

Note:  References to “research personnel” refer to all persons with a VA appointment – whether full or part-time, without compensation (WOC), or under the Intergovernmental Personnel Act (IPA) – engaged in VA research, including but not limited to PIs, co-PIs, co-investigators, coordinators, and students.

(2) In the last column, “Documentation/Explanation,” list the specific documents with relevant sections that support your answer and/or provide any explanation if necessary (e.g., uploaded IS SOP 12.01 §2.5).  If there are no supporting documents, mark “N/A.”  

Examples of Research Information Security documents to be listed if applicable and available: 

a. VISN, facility, and local Research Service/Committee policies and procedures.
b. All relevant research committee and subcommittee standard operating procedures (SOPs) and policies.
c. All relevant research committee and subcommittee minutes for the past 12 months.
d. Currently effective agreements such as Memoranda of Understanding (MOUs), Interconnection Security Agreements (ISAs), Data Use Agreements (DUAs), and Data Transfer Agreements (DTAs).
e. Checklists or forms used to document reviews, equipment ownership/loan, transport of VASI, etc.
f. Do not list any Federal or VA-wide regulations or policies such as those noted in the PURPOSE section above
ACRONYMS:  A list of acronyms used in this Checklist is provided in the Appendix.
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	Section A.  DOCUMENTATION AND USE OF NON-VA INFORMATION SYSTEMS

	
	ELEMENT
	Y
	N
	N/A
	REFERENCE
	DOCUMENTATION/EXPLANATION

	A1
	Do researchers utilize air-gapped network(s) (including affiliate networks, private ISP networks) and associated information technology (IT) devices at the facility for research purposes?  
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-20

VA Handbook 6500 Appendix F §4, AC-20 §(b)
 
VHA Directive 1200.01 §3.d

VHA Directive 1200.01 §3.f
	

	
	a) If yes, are those external information systems used, at least in part, for VA R&DC approved research?
	☐	☐	☐	
	

	
	b) If yes, have terms and conditions been established for the use of those systems for VA approved research? 
	☐	☐	☐	
	

	A2
	Do research personnel process, store, or transmit 
VASI on non-VA external information systems)?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-20 §(d)
	

	
	If yes, are the security controls/requirements for the external information system(s) documented in an MOU/ISA, contract, or other agreement (e.g., Data Use Agreement)? If so, please provide details in the Document/Explanation section.
	☐
	☐
	☐
	
	

	A3
	Does the facility have any system interconnections to non-VA information systems outside the authorization boundary that are used (at least in part) for research purposes?  If yes:
	☐	☐	
	VA Handbook 6500 Appendix F §4, CA-3 §(e)
	

	
	a) Has an MOU, stating the terms and conditions for sharing data and information resources, and an ISA, specifying the technical and security requirements for the connection been completed?
	☐	☐	☐	
	

	
	b) Has the ISA been approved by the local IT Area Manager, or designee and the ISSO, in coordination and agreement with the ESCCB? 
	☐	☐	☐	
	

	A4
	Are there any researchers who use personally owned information systems (capable of storing data) at the VA facility to perform assigned official duties (regardless of connection to VA’s network)?  If yes:
	☐	☐	
	VA Handbook 6500, Appendix F §4, AC-20 §(j)
	

	
	a) Has each personally owned information system been approved for use by the Information System Owner, local IT Area Manager, or designee?
	☐	☐	

	
	

	
	b) Are personally-owned information systems used to connect to the VA’s network?
	☐	☐	
	
	

	A5
	Is equipment owned by an affiliated institution, or purchased by such institution from grant funds, and used by a VA investigator in a research project at the VA facility, accounted for on an equipment inventory list (EIL) contained in the facility property management system?
	☐	☐	☐	VA Handbook 7002 §11.3.a, Appendix I §14

VA Handbook 7002 §§ 8.5.a. and 8.5.b.
	

	
	a) If so, has the non-VA IT equipment been inventoried within the past year?
	☐	☐	☐	
	

	A6
	Is there a sanitization and disposal process to ensure VA sensitive research information is removed from VA or external information systems storage devices prior to disposal/release from VA control in accordance with VA policies?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, MP-6 §(a)
	






	[bookmark: _Toc408933970]Section B.  USE OF MOBILE DEVICES AND REMOVABLE MEDIA

	
	ELEMENT
	Y
	N
	N/A
	REFERENCE
	DOCUMENTATION/EXPLANATION

	B1
	Do research personnel use portable or mobile devices (e.g., laptops, USB drives, smartphones, tablets) and/or wireless devices at the VA facility for research purposes? If yes,
	☐	☐	
	VA Handbook 6500 Appendix F §4, AC-19 §(f)
	

	
	a) Have the IT Area Manager and supervisor authorized their use?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §(g)
	

	
	b) Do researchers that store VASI on the devices have documented permission from their supervisor, ISSO, and IT Area Manager?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §(h)
	

	
	c) Do all devices (including USB flash drives) that access the VA network meet VA and facility security policies, procedures, and configuration standards?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §§ (k) and (n)
	

	
	d) Are regular backups made of research information contained on mobile storage devices?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, CP-9 §(h)
	

	B2
	Do research personnel transport, transmit, download, or store VASI on VA owned and approved storage devices/media that are taken outside VA facilities?  
	☐	☐	
	VA Handbook 6500 Appendix F §4, AC-17 §(i)
	

	
	a) If yes, is there approval from their supervisor, the information system owner, and IT Area Manager?
	☐	☐	☐	Acting Principal Deputy Assistant Secretary for OIT Memorandum, “Amend Directive 7002, Logistics Management” (July 24, 2017), §1.A
	

	
	b) If yes, is there approval within a VA contract or agreement (if applicable)?
	☐	☐	☐	
	

	B3
	Are removable storage media devices (e.g., USB flash drives) tracked from receipt through disposal?
	☐	☐	☐	VA Handbook 7002, Part 13, §10
	

	B4
	Are portable storage devices (CDs/DVDs, etc.) that contain VA sensitive research information encrypted using FIPS 140-2 validated encryption?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §(j)
Risk Management 

Risk Management Framework Guidance on placing Risk Decisions into GRC Risk Vision as POAM (September 14, 2016)
	

	
	a) If no, is such encryption technically possible?
	☐	☐	☐	
	

	
	b) If not technically possible, have all risk acceptance and mitigating controls been implemented into GRC Risk Vision as Plan of Action & Milestone (POAM)
	☐	☐	☐	
	

	B5
	Are all VA mobile devices, regardless of location, encrypted with VA approved FIPS 140-2 validated encryption?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §(h)

VA Handbook 6500 Appendix F §4, AC-19 §(m)
Risk Management Framework Guidance on placing Risk Decisions into GRC Risk Vision as POAM (September 14, 2016)
	

	
	a) If no, has the risk acceptance and mitigating controls been implemented into GRC Risk Vision as Plan of Action & Milestone (POAM)?
	☐	☐	☐	
	

	B6
	Does the Research Service ensure that all mobile device cell phones used for research are included in an appropriate EIL and inventoried annually?
	☐	☐	☐	VHA Handbook 7002 §8.5.b(1)
	

	B7
	Does the facility have a sanitization and disposal process for portable and mobile devices used for the processing and storage of VA research information in accordance with VA policies?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, AC-19 §(o)
	

	
	
	
	
	
	VA Directive 6500 §2.b(5)
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Section C.  MANAGEMENT OF VA INFORMATION AND INFORMATION SYSTEMS

	
	ELEMENT
	Y
	N
	N/A
	REFERENCE
	DOCUMENTATION/EXPLANATION

	C1
	Does the facility have any VA Local Area Network (LAN) Extensions into an external organization that are used for research purposes?
Note: external organizations generally do not include space lease by VA under an approved contract.
	☐	☐	☐	Field Security Service Bulletin No. 354
MOU/ISA Updated Guidance, New Templates, and Training (December 4, 2017)
	

	C2
	Do information system controls/mechanisms ensure research information (files, folders, records, etc.) is accessible only to authorized users?
	☐	☐	
	VA Handbook 6500 Appendix F §4, AC-3
	

	
C3
	Have any non-OIT staff been granted elevated privileges to VA OIT systems that are used for research?
	☐	☐	
	VA Handbook 6500 Appendix F §4, AC-5 §(b)
	

	
	a) If yes, were elevated privileges approved following OIT’s approval process?
	☐	☐	☐	Quarterly Elevated Privileges (EP) Review Process, FSS Bulletin No. 346 (August 17, 2017)
	

	
C4
	Are backups made of all VA systems containing VA research information?
	☐	☐	
	VA Handbook 6500 Appendix F §4, CP-9 §(g)
	

	
	a) If no, is there a technical reason why it cannot be accomplished?
	☐	☐	
	
	

	
C5
	Is all VA sensitive research information encrypted during transmissions and while at rest when outside of VA-owned or managed facilities, Medical Centers, CBOCs, etc.)?
	☐	☐	☐	VA Handbook 6500 Appendix F §4, SC-13 §(b)
  
VA Handbook 6500 Appendix F §4, SC-13 §(a)
	

	
	a) If yes, is FIPS 140-2 validated encryption utilized?
	☐	☐	
	
	

	
C6
	Is VASI transmitted via wireless technologies for research purposes?
	☐	☐	
	VA Directive 6512 §2.c
	

	
	a) If yes, is FIPS 140-2 validated encryption installed and operating as intended?
	☐	☐	☐	
	

	
C7
	Do researchers take hard copy VASI outside of the VA facility?
	☐	☐	
	VA Handbook 6500, Appendix D §2.b(8)

VHA Directive 1605.01 §2.g(6)
	

	
	a) If yes, have approvals been obtained from their supervisors?
	☐	☐	
	
	

	
C8
	Does the research facility contain information system infrastructure (e.g., server room, data closets, and records storage areas)?  If yes, 
	☐	☐	
	VA Handbook 6500 Appendix F §4, PE-2, PE-3, PE-4, and PE-8
	

	
	a) Are they locked?
	☐	☐	
	
	

	
	b) Is visitor access to those areas controlled?
	☐	☐	
	
	

	C9
	Is research IT equipment moved/relocated (whether permanent or temporary) by authorized IT personnel only?
	☐	☐	☐	VA Handbook 7002 
App. I §13.a(2)
	

	C10
	Are VA research records (electronic or hard copy) maintained at non-VA locations?  If yes, 
	☐	☐	
	VA Handbook 6300.1 Chapter 5, §1.a

VHA RCS 10-1, Section IV, Part 3, Chapter 8, Code 8300 §6 Research Investigator Files.  
	

	
	a) Are they stored in a manner that allows their ready retrieval?
	☐	☐	☐	
	

	
	b) Is documentation in place establishing the official file location? (If so, please provide details in the Documentation/Explanation section)
	☐	☐	☐	
	








	
Section D.  RESEARCH INFORMATION SECURITY/PRIVACY REVIEW AND REPORTING

	
	ELEMENT
	Y
	N
	N/A
	REFERENCE
	DOCUMENTATION/EXPLANATION

	D1
	When applicable, does the protocol, addendum, and/or IRB of Record application describe how the data are to be transmitted to collaborators? 
	☐	☐	☐	VHA Directive 1200.05 §15.b

[bookmark: _Hlk162753]VHA Directive 1200.05 §15.b(2)

VHA Directive 1200.01 §10.b
	

	
	a) If yes, do those transmission methods meet VA Handbook 6500 security requirements? 
	☐	☐	
	
	

	D2
	Do all protocol documents and agreements pertaining to collaborative research with non-VA institutions address VA data issues such as disclosure, transmission, and ownership?
	☐	☐	☐	VHA Directive 1200.05 §15b.(3)
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	D3
	Does the ISSO and the PO serve in an advisory capacity to the facility’s IRB as either non-voting members or as consultants? 
	☐	☐	☐	VHA Directive 1200.05 §7.i
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[bookmark: _Hlk160952]VHA Directive 1605.01 §13.a.(3)
	

	
	a) [bookmark: _Hlk171319]If yes, do the ISSO and PO review the research to ensure compliance with information security and privacy requirements prior to final R&DC approval?
	☐	☐	☐	
	

	D4
	If subject contact information (e.g., name, address, SSN, phone number) is collected/used, is it maintained in a separate file at the VA and linked with the remainder of the subject’s data only when it is necessary to conduct the research?
	☐	☐	☐	VHA Handbook 1200.12 §14.c(1)(e)1.NOTE
	

	D5
	Before using the individually identifiable health information of non-employee subjects for research purposes, do research personnel obtain:
	
	
	
	VHA Directive 1605.01 §13.a
	

	
	a) Written AUTHORIZATIONS from the subjects OR 
	☐	☐	☐	
	

	
	b) An IRB-approved WAIVER of authorization OR
	☐	☐	☐	
	

	
	c) A DUA for a Limited Data Set?
	☐	☐	☐	
	

	D6
	Does the Privacy Officer review all VA research-related HIPAA authorizations?
	☐	☐	☐	VHA Directive 1200.05 §23.a(3)
	

	D7
	If identifiable information is used for screening, recruiting, or determining eligibility for research protocols, does the IRB approve a waiver of HIPAA authorization?
	☐	☐	☐	VHA Directive 1200.05 §17.i.NOTE

VHA Directive 1605.01 §13.a(11)
	

	D8
	Does the IRB have a standard process to document and grant approvals (e.g., VHA Form 10-0521) of Waivers of HIPAA Authorization?
	☐	☐	☐	VHA Directive 1200.05 §23.b
	

	D9
	Do informed consent documents include a statement describing the extent to which confidentiality of records identifying the subject will be maintained?
	☐	☐	☐	VHA Directive 1200.05 §17.d(5)
	

	D10
	Has the facility developed and implemented SOPs to ensure compliance with the current reporting requirements related to research information security?
	☐	☐	
	VHA Handbook 1058.01 §10
	

	D11
	Have any research related information security incidents been reported to the ISSO, PO or ACOS/R in the past year?
a) If yes, were the incidents reported to the ISSO, PO or ACOS/R immediately upon suspicion?
	☐	☐	
	VA Handbook 6500 Appendix F §4, IR-6
	

	
	
	☐	☐	
	
	





Appendix:  Acronyms Related to Research Information Protection


ACOS/R		Associate Chief of Staff for Research and Development
AO/R 		Administrative Officer for Research & Development
CIO 		Chief Information Officer (the position was retitled as IT Area Manager)
DAS		Deputy Assistant Secretary
DHHS 		Department of Health and Human Services
DTA		Data Transfer Agreement
DUA		Data Use Agreement
ESCCB		Enterprise Security Change Control Board
FIPS		Federal Information Processing Standards
FISMA		Federal Information Security Management Act
FSS		Field Security Service 
HIPAA		Health Insurance Portability and Accountability Act of 1996
IRB 		Institutional Review Board
IRM		Information Resource Management
ISA		Interconnection Security Agreement (also known as SIA)
ISSO		Information Security Officer
ISP		Internet Service Provider
IT AREA MANAGER	Formerly known as the Chief Information Officer 
MOU 		Memorandum of Understanding	
NIST		National Institute of Standards and Technology
NSOC		Network and Security Operations Center
OIS		Office of Information Security (VA)
OIT		Office of Information and Technology (VA)
ORD		Office of Research and Development (VHA)
ORO		Office of Research Oversight (VHA)
PHI		Protected Health Information
PI		Principal Investigator
PKI		Public Key Infrastructure
PO		Privacy Officer
POAM		Plan of Action and Milestones
R&DC		Research and Development Committee
RCO 		Research Compliance Officer
SIA		System Interconnection Agreement (also known as ISA)
SOP 		Standard Operating Procedures
SSP		System Security Plan
VA		Department of Veterans Affairs
VACO		VA Central Office
VAMC 		Department of Veterans Affairs Medical Center
VASI		VA Sensitive Information
VHA		Veterans Health Administration (VA)
VISN		Veterans Integrated Service Network
VPN		Virtual Private Network
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