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5 CFR 731 and 5 CFR 732 are the adjudication standards and apply to
Suitability and National Security respectively

VA Directive and Handbook 0710 are the policy documents for Personnel
Security and Suitability
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Procedures apply to applicants, appointees, employees, and contract personnel within VA,
for the accomplishment of the background investigation process in a timely and consistent
manner

VA positions are subject to suitability considerations relating to promoting the efficiency
and protecting the integrity of the Federal service

To establish a person's suitability for employment VA requires the person to undergo an
investigation by OPM

IAW VA Directive / Handbook 0710, the SIC is required to adjudicate tier levels 2-5 (moderate
risk, high risk and national security) background investigations

IAW VA Directive / Handbook 0710, the SIC does not process / adjudicate contractors for
National Security

Per OPM Guidance, Special Agreement Checks (fingerprints) cannot be over 120 days old
when requesting a new background investigation



Investigation Tier Levels

Five Investigative Tiers

« Tier 1: (NACI -SF85) Investigations conducted to this standard are for positions designated as low
risk, non-sensitive, and for physical and/or logical access, pursuant to Federal Information Processing
Standards Publication 201 and Homeland Security Presidential Directive-12, using Standard Form 85, or
its successor form.

« Tier 2: (MBI/NACLC -SF85P) Investigations conducted to this standard are for non-sensitive
positions designated as moderate risk public trust, using Standard Form 85P, or its successor form.

» Tier 3: (ANACI/NACLC -SF86) Investigations conducted to this standard are for positions designated
as non-critical sensitive, and/or requiring eligibility for “L” access or access to Confidential or Secret
information. This is the lowest level of investigation acceptable for access to classified information, using
Standard Form 86, or its successor form.

« Tier 4: (BI/PRI -SF85P) Investigations conducted to this standard are for non-sensitive positions
designated as high risk public trust, using Standard Form 85P, or its successor form.

« Tier 5: (SSBI/SSBI-PR -SF86) Investigations conducted to this standard are for positions designated
as critical sensitive, special sensitive, and/or requiring eligibility for “Q” access or access to Top Secret or
Sensitive Compartmented Information (SCI), using Standard Form 86, or its successor form.

*Tier levels 2-5 have a periodic reinvestigation requirement of five years
*SIC will only process Non-Sensitive and Non-Sensitive Public Trust contractor investigations
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Position Designation Automated Tool

 Determine level of background investigation required for the
position(s) based on the risk level for the task role using the
Position Designation Automated Tool (PDT)

« Use OPM’s website: https://www.opm.gov/investigations/background-
investigations/position-designation-tool/pdt/home/index

m

© © 2 Zindex | ContactUs | Forms | FAQs | OPERATING STATUS: | /

OPM.GOV ABOUT  POLICY  INSURANCE  RETIREMENT  INVESTIGATIONS  AGENCY SERVICES  NEWS

OPH.gov Wain Background Posttio

IN THIS SECTION

Investigate

e-QIP Application

Background Investigations ey - -
g g Position Designation Record

Customer Service for Agencies

-~ Agency *

*
OPMIS Secure Portal Paosition Title

- Series and Grade/Pay Band *
Agency Training

- "
Suitability Adjudications Paosition Description Number

w
Cooperation in Investigations Designator's Name & Title

Reopens and RSIs
Step 1: National Security

Federal Investigations Notices

Digitally Signed Releases A, National Security Requirements of the Position:

Reguesting OPM Personnel

Investigations The designation of national security positions is outlined in section 3 of E.O. 10450, as amended, and in part 1400 of title 5, Code of

Federal Regulations. Each position in the Federal service must be evaluated for a position sensitivity designation commensurate with

the responsibilities and assignments of the position as they relate to the impact on the national security. Such responsibilities and

assignments include, but are not limited to, access to classified information (i.e., Confidential, Secret, or Top Secret) and any other

duties by which the occupant could bring about a material adverse effect on the national security by virtue of the nature of the position

Investigations FAQs See 5 CFR 1400.102(a) and 1400.201(a). Such positions will be designated, based upon the degree of potential damage, at one of
three sensitivity levels: Moncritical-Sensitive, Critical-Sensitive, or Special-Sensitive. Read the position description and obtain any
other supplemental information needed to assess the position duties and responsibilities.
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Reference Materials

FOIA & Privacy Act Requests

Contact Investigations
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SIC Resource Site
New CORs must request

E‘ Security and Investigations Center o .
" esource site »
access to the Contractor’s ot

Dat a.b aS e by S e n d i n g SIC Resource Site | TestTeam

SIC Resource Site

the SIC Help Desk an email Survers

vhalitbackgroundinvestigations@va.gov Documents

TestTeam

Security and Investigations Center Resource Site

Background Investigation Request Forms

= .
|4 Recycle Bin

() Al 5ite Content VA Emplovee Background Investigation Request Form

— I Federal Contractor Background Investigation Request Worksheet I
° U p I 0 ad req ui red d ocuments Federal Contractor CNACIRe-Tnvestigation Request Worksheet

SAC Request Form (Information)

Research and Reports Request Form (Jnformation)

Allow 5 business days after submitting a Request before contacting the SIC Helpdesk. Notice of e-QIP in

« CORs submit contractor request (s) documentation.
by clicking identified link —_ Document Upload Liks

—_—> I TUpload here: Requests and Supporting Documents I

Upload here: Self-Certification Documents

Upload here: Adpudication ONLY Documents

Blank Forms:
OPM Optional Form 306
VA Form 0710
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Submitting Contractor Request(s)

Once access is granted, CORs may go to the SIC’s Resource Site:
https://vaww.visnl6.portal.va.gov/sites/lit/vasic/default.aspx

* Complete the Contractor Background Investigation Request Worksheet

Background Investigation Request Worksheet

[ ] If erro rs’ If you need assistance, please call: 501.257.4017

VA Organization:

Please complete the following fields on all applicants:

unable to
complete | -

Station where applicant will work -
submission Station Name—City:|Washington

Station to be billed for clearance -

Station Name - City: [Washington | state:[DC v|station #:

| state:[DC v|station #:

[ ] S u b m it fo r m Please complete the following fields on each VA or Contract Employee:
Applicant Name - Last: |Roth | First: |Kath|een | Middle: If none (NMN)
SSN: |)oo<¢oo«)ooo< | DOB: | | Fmail: ‘kathleen.roth2@va.gov |

Y I nco m plete Place of Birth - City: | Washington | state: [DC V| Country: |USA

Contractor Occupation: |Securit\-r specialist |

req uests Wil I Are you asking for a low risk clearance on a foreign national? ) Yes @ No

Type of Investigation requested: (® High Risk (BI) () Moderate Risk (MBI) () Low Risk (NACI)
be returned

for corrections

Please complete the following fields on all Contractor Personnel:

Contracting Officer/COTR: COTR Phone: [202.461.0000 COTR Email: | @290V : |
Format: User@Domain.com
Complete Address: |810 Vermont Ave, NW; Washington | State: Zip Code: |20420 E

Contracting Company Name: |Personne| Security and Suitability PMO |

Contracting Company POC: POC Phone: [202.461.0000 POC Email: @390V |

Format: User@Domain.com
Complete Address: |810 Vermont Ave, NW; Washington X| State: Zip Code: |20420

¢ [ clear Form '_Submit Form | I
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Special Agreement Check (SAC)

VA Directive 0710: VA requires that all personnel be subject to an
appropriate background screening (Special Agreement Check
(SAQC)) prior to permitting access to VA information and
Information systems

Provide listing of locations to obtain fingerprints from the VA
HSPD-12 Program web site. http://vaww.va.qovipivproject/piv_badge offices.asp

CORs advise contractor to:
« Complete the SIC Fingerprint Request Form
Contact fingerprint locations to determine if an appointment is needed

Hand carry the SIC Fingerprint Request Form to the fingerprint location to
provide SIC’s SON / SOI and to have the facility information completed

Retain a copy of the completed SIC Fingerprint Request Form
Return the SIC Fingerprint Request Form to the Sponsor
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SAC Fingerprinting (Cont.)

Security and Investigation Center (SIC):

Complete SIC Fingerprint Request Form
Complete and submit Request for New SAC
Upload Request for New SAC into SIC SharePoint Site

https://vaww.visnl6.portal.va.gov/sites/lit/vasic/default.aspx

Department of Veterans Affairs

CONTRACTOR/ EMPLOYEE FINGERPRINTING REQUEST FORM =
/ 2 Request for New Special Agreement Check

For use with the Security Investigation Center (Not to be used for previously submitted case status check)
SON: 430H | SOL: VASO I, , would like to request the Special Agreement
Check (SAC) for the fellowing personnel. 1 am the HR/CO/COR for the ___
** This form must be taken to the fingerprinting appointment ** organization, station number and have the authority to request

background investigation services. | understand that the organization will be
run on any other SON and SOI VASO (adjudication only), the charge will be $10.

A Full Legal Name (First Middle Last): In addition to myself, | would like the SAC results to be sent to

B SSN Last Four:

C Contractor (Yes/No)

If this request is for contractors, fill out this area.

D' VAMC Name & Location: Contract Company Point of Contact:

E Station Number:

F Date Fingerprintad: Last First | SSN Title Date | City of Birth State or §

G Method of Fingerprinting: | Manually Name | Name of Country | §
8irth ofBirth |53

H Date Gard Maiked to OPM"

after fingarprints are captured, return this completad form ta your CO/COR for submission to SIC
CONTRACTOR / EMPLOYEE FINGERPRINT REQUEST INSTRUCTIONS

Purpose: n obtaining FomVA

Faciities nationwide. on behalf of the SIC.

A Full Legal Name: Pleas provide full legal name of individual requiring fingerprints.

B $SN Last Four: Please prowide the last four of the individual's social security number.

c Contractor (Yes/No): Flease indicate whether the indwidual is a contractor. Contracted employees are considered

centractors.

D VAMCLocation and locason of the VA (ENTER YOUR evian 20ORESS)

B sttion Number: Please p VA Faciy o Clear Table Validate

F i Pleasa provide the & \gerpr bmitted at tha VA Faclity.

G e fingarpe oritied s iy ox F manual ingerprints Clear All

Method inting: Please
were: submicted with ink and fingerprint card,
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SAC Challenges

« SAC Request Forms not being sent to SIC. The SAC Request
Form provides SIC with requestor information which enables
SAC adjudication results to be returned to COR

« SIC’s SON (430H) / SOI (VASO0) not being used when contractors
are fingerprinted
 The SIC cannot adjudicate SAC fingerprints if SIC SOl is not used

« SAC Request Form containing errors

« PIV stations entering incorrect personal data when
fingerprinting contractors
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Contractor Required Documents

« Support documents must be uploaded to the SIC Resource Site accurately & timely using SIC naming
convention

» Scanned as separate PDF files
» COR verifies and uploads required documents based on required level of investigation as shown below:

Documents Required for Contractor Background Investigations
Tier 1 Tier 2S5 Tier 2RS Tier 3 Tier 3R Tier 4 Tier 4R
(NACI) (mB1) | (NACLC) | (ANACI) (B1) (PRI)
_ Complete, Print, Sign, and Date Supporting Documents
Optional Form 306 v v Note 1 v Note 1 v Note 1
Self Certification v v v v v v v
VA Form 0710 v v v Note2 | Note2 v v
Fingerprints v v v v Note 3 v v
Complete the Contractor Request Worksheet Form
Request Worksheet v v v v v v v
eQIP Form Required
SF85 SF85P SF85P SF86 SF86 SF85P SF85P
Notes: 1. OF 306 is not required for reinvestigations

2. SF86 includes credit release; therefore, VA Form 0710 is not required for Tier 3

3. National Security reinvestigations do not require fingerprints if previous classifiable fingerprints exists
Additional:

Tier 1 now includes conditional credit check; therefore, VA Form 0710 is now required

Tier 2 & 4 includes credit check; therefore, VA Form 0710 is still required

Contractors working at VA/DoD consolidated facilities may be submitted for Tier 3/3R; however, will not
receive security clearances
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Support Document Naming Convention

Scanned file naming convention ensures scanned PDF documents are
properly tracked & processed by the SIC

« Example of file name: 101 smith9999 306.pdf

All OI&T Contractors will use Station 116

101 smith9999 306.pdf

l l File extension — Please scan as PDF file

Form type (OF306, VA710, SelfCert)
Underscore

\ 4 Last 4 of SSN (XXX-XX-9999)
W Contractor’s last name

v

VA Station Code

Underscore
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vacoerickc
Typewritten Text
All OI&T Contractors will use Station 116


Document Upload Instructions

Access SIC Resource Site, click on Upload here: Requests and Supporting Documents
(refer to slide #6)

e Click “Add Document”

—_—

_ Y X - = 3 3 ¥ _—— B 5y
ot~ _’,)[-’.’u https://vaww.visn16.portalva.gov/sites; O ~ @ & X H 1 Home - SIC Resource... | | ./ Investigation Req.. * ’ ‘ 1r_n LD . € 5(_3?

File Edit View Favorites Tools Help

i %} Security Manager | OPM - Home | Home - SIC Resource Site .’éﬂ Contractors Database

Hodge, Kevin W. ~

Library

» ' Security and Investigations Center Sl e |

7 . Investigation Requests and Supporting 2 )

£ & B 7 v

(": 1‘ \@ ‘; ;” \ v‘w Documents Ilkelt Tags &
Nl Centers » All Documents = Notes

SIC Resource Site All Sites E »r (7]

SIC Resource Site [F] Type Name Modified Modified By Approval Status

UGS There zre no tens to show in this view of the "Investigation Reguests and Supsarting Documents” document library, To add 3 new item, click "New” or "Uplead”,

Documents
# add documen:

[2h Al site Content
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Document Upload Instructions

« Click “Upload Multiple Files”

Upload Document B x

Upload Document
Name:

Erowse to the document you [ =

int=nd to upload. rowse...
Uplcad Multiple Files...
Add as 3 new version to existing files

Destination Folder

i

Speciy the folder in this

document library where the |
dacument should be saved. ! [ Choos= Foldar... |

Version Comments

Version Comments:
Type comments describing what
has changed in this version.

Upload Multiple Documents O x

Add s 2 new version to existing files

oK ] [ Cancel

Destination Folder
Foder:
Spechy the folder in this document ibrary where the document
shoud beszved, ! Chaose Folder...

« A new box will appear. Drag and drop your

fl|eS IntO the bOX — ._‘-E Drag Files and Folder:

0 out of 0 files uploaded
Total upload size: 0 KB
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Document Upload Instructions

« Onceyou drag and drop your files, they will appear in box. After you are finished
with all your files, click OK and they will appear in the SIC directory

Upload Multiple Documents

Add 2= a new version to existing files

Destination Folder

Folder:
Specify the folder in this document library where the document
oo /
Type Name Size Status
=X 101 smith123_306.pdf 3 MB Remove

0 out of 1 files uploaded
Total uplead size: 3 MB

) oK )

* Please ensure that only PDF files are uploaded using the SIC naming convention

.- I COR Guide for Submitting Contractor Investigations [

15



e-QIP Process

Contractor’s e-QIP Process

« Contractor’s e-QIP process begins when SIC receives contractor
background request worksheet, required documents, and
verification of a current SAC

o e-QIP initiation email sent to all three contacts on the contractor
background request worksheet

o Contractor completes the e-QIP questionnaire and digitally signs e-QIP
within 7 days of receipt of initiation email

o The e-QIP questionnaire and signature pages are reviewed by the SIC and
released to OPM for scheduling of investigation

o An “investigation transmitted” to OPM notification is sent to all three
contacts on the contractor background request worksheet
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Common Delays

Common delays with contractor SACs / background
Investigations:

 Requests and documents contain errors
 No SAC fingerprints on record or SAC is expired

« Slow / No contractor response completing e-QIP
guestionnaire

« Contractor errors when completing e-QIP questionnaire

« OPM Timeliness of investigations
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Step by Step Process (Recap)

The basic COR step by step process for submitting a contractor SAC
/ background investigation is below:

Step #1 Determine level of investigation using OPM PDT

Step #2 CORs ensure proper access to submit contractor
background investigations has been granted by SIC

Step #2 Have contractor fingerprinted, submit SAC request
to SIC via Resource Site

Step #3 Submit contractor background request worksheet
on SIC Resource Site

Step #4 Verify and upload required support documents, use
correct naming convention

Step #5 Ensure contractor completes e-QIP questionnaire

Step #6 Respond timely to SIC communication to avoid

common SAC / background investigation delay
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SIC Communication

* SIC will communicate with CORs during
the contractor’s background investigation
process as needed

« CORs will receive SAC adjudication
results (if SAC request is submitted)

e CORs will receive emails when
contractors are processed in
e-QIP and released to OPM

e CORs will be contacted if there
are errors with paperwork
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SIC Help Desk

The SIC Help Desk is staffed Monday — Friday 0630 to 1630 CST

If CORs have questions or need assistance with contractor
background investigations, please call or email the SIC Help Desk

SIC Help Desk

501.257.4469/4490
vhalitbackgroundinvestigations@va.qov

Security and Investigations Center
2200 Fort Roots Drive Bldg #192
North Little Rock, AR 72114
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