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[bookmark: _Toc413426219]Scope
<Provide an introduction about the XYZ Project, its components, dependencies on other projects, if any and how Risk management is part of the overall project management.
This document is a template to be used to create a project specific Risk Management Plan. Only those parts of the Risk Management Plan presented in this document may be tailored appropriately for a specific project.
The Risk Management Plan (see references for details) prescribes how OIT will handle risks for portfolios, programs, or projects. It is the overarching document for risk management in OIT and provides a common structure for the risk management process to enable all OIT staff to follow a consistent and uniform process. 
The majority of information presented in the Risk Management Plan is not repeated in this document, although some small excerpts are used to introduce each table presented below. This document lists only the differences between the plan and the plan for your project. In this way the time to create a Risk Management Plan is substantially reduced.
A third element of the Risk Management Plan is the Risk Register. Currently a ClearQuest database is often used to document and track project risks. Other tools can be used for this purpose as appropriate for each project. The Risk Register spreadsheet accompanying this document illustrates the information needed to be recorded in future for risks in the Risk Management program. Existing tools should continue to be used until ClearQuest (or another appropriate tool) can be upgraded to capture this information.>
[bookmark: _Toc413426220]Purpose
The purpose of this document is to lay out the plan and processes which the XYZ Project will follow to actively manage the risks of the. XYZ Project throughout its life-cycle.
The XYZ Risk Management Plan is principally based upon, and guided by the Product Development (PD) Risk Management Plan (see references), which, in turn, conforms to the Office of Information and Technology (OIT) Risk Management Plan. This document does not duplicate the specific guidance provided in the PD Risk Management Plan. It documents only differences which the xxx project will need to tailor its risk management approach to its specific situation.
This document does borrow in a small way from the PD plan, to provide the reader with a context and an overview of the PD risk management process when presenting tables which have been tailored for this project. .
Together, the XYZ Project Risk Management Plan and the PD Risk Management Plan, document the risk management strategy for the project. This document is aimed at and is intended to be an operational tool to help identify risks at the project level through the life cycle of the software development effort.
[bookmark: _Toc413426221]Definition of Risk
Risk is defined as “an uncertain or unexpected event or future situation that, if it occurs, may negatively affect the project as perceived by its stakeholders”.
Risk is an inherent characteristic of any project or initiative. Risks can impact several aspects of a project, including cost, schedule, quality, technical aspects, security, customer satisfaction, resources and organizational structure. Some risks will have a relatively small effect, while other risks will have potentially devastating effects. 
Internal risks are those under the control or influence of the project team, such as the level of quality of the deliverables. External risks are those outside the control or influence of the project team, such as market influences or governmental legislation.
[bookmark: _Toc413426222] Roles and Responsibilities
Key risk management activities are carried out by team members assuming roles which are responsible for those activities. This approach is used throughout this Risk Management Plan and the PD Risk Management Plan with which it complies.
Table 1 identifies which team member(s) or groups perform the various risk management roles. The number of team members assuming these roles depends on the size of the project. Depending on resource availability, the Project Manager may assume some of the roles (e.g., #1-4 below).
[bookmark: _Toc413425572]Table 1: Risk Role Identification
	[bookmark: ColumnTitle_02]#
	Role
	Summary of Activities
	Individuals/Names

	1
	Risk Manager
	· Manages risks by executing policy, procedures and plans
· Ensures risk sub-processes activities are executed.
· Periodically reviews all risks, may identify additional risks and assess documented risk strategies.
· Escalates risks, as appropriate.
· Reports risk status to Project Manager and project Risk Review Board (RRB).
<A Charter will be developed to establish this and other boards, link will be provided>
	Risk Manager’s Name.
(Project Manager, if there is no designated Risk Manager)

	3
	Risk Owner
	Takes responsibility for the appropriate planning and execution of the risk response. 
May accept ownership for risks in other risk domains.
Ensures that Risk Management functions are performed.
	Risk Owner varies by risk. Mostly Project Manager 
The PM can assign risk ownership to others
(May be external to the project)

	4
	Risk Identifier
	Anyone who identifies risks
Participates in risk Planning, mitigation and plan execution.
Identifies and reports any potential risk
Risk Identifier could be any stakeholder (internal or external) 
	List the Team Member names, stakeholders, etc.) who may participate in risk identification activities.

	2
	Risk Analyst
	· Performs risk analysis/assessment, risk response and monitoring 
· Validates, Classifies and assigns ownership of risks;
· Performs qualitative and quantitative analysis
· Prioritizes risks
· Defines triggers and indicators
· Plans a risk response for each risk
· Assesses the effectiveness of the response executed
· Reviews the Risk Register
· Monitors triggers and indicators
· Prepares risk metrics
	Risk Analyst’s name.
(Risk Analyst may be same as Risk Manager)

	5
	XYZ Project Risk Management Workgroup
	· Addresses and reviews all risks within the project/program
· Reviews and approves or rejects mitigation strategies and Contingency Plans.
· Determines whether additional mitigation and contingency strategies are required.
· May escalate risks to the next level based upon the severity and exposure thresholds.
· Tracks overall program risk status based on reports from Risk Managers.
· Reviews risk reports and metrics.
	List members of project’s Risk Management Workgroup

	7
	Stakeholder
	· Has a stake in the outcomes of the project.
· Identifies risks and provides input into mitigation strategy and Contingency Plan
	List the Clients, Customers or Users of the service/product developed by the project


[bookmark: _Toc413426223]Project Risk Domain
The Risk Domains that this Risk Management Plan encompasses are identified in Table 2.
<A risk domain could be a single project within a portfolio, a number of small projects within a portfolio, a phase within a project such as Deployment or an activity such as Coding: The Risk Management Plan name should encompass at a minimum, one project, as identified in Table 2>
[bookmark: _Toc413425573]Table 2: Risk Domains
	[bookmark: ColumnTitle_03]Project OBS
Identifier
	Domain Name

	106-06-01-001
	Scheduling Replacement:
-Coding
-Testing


[bookmark: _Toc413426224]Results/Products from Risk Management Activities
Risk Management activities will create and use multiple products containing risk related information. Table 3 identifies the key products/results and their locations. In some instances, the information may be contained in this Plan instead of generating a separate deliverable product.
[bookmark: _Toc413425574]Table 3: Products Resulting From Risk Management Activities
	[bookmark: ColumnTitle_04]Product/Result
	Location

	Risk Register
	Link to Risk Register document 

	
	Qualitative Analysis within Risk Register
	Link to Risk Register document 

	
	Risk Exposure Calculation within Risk Register
	Link to Risk Register document 

	
	Triggers and indicators within Risk Register
	Link to Risk Register document 

	
	Risk Response type and execution within Risk Register
	Link to Risk Register document 

	Stakeholder Concerns
	Error! Reference source not found., Stakeholder Concerns, within this document.

	Risk impact Matrix Definition
	Error! Reference source not found., Risk Impact Matrix, within this document.

	Threshold, Escalation and Notification
	Error! Reference source not found., Threshold, Escalation and Notification within this document.

	Project Documents – Schedule, WBS, Planning
	Identify link(s) to most recent Project Documentation


[bookmark: _Toc413426225]Risk Management Processes
The Risk Management process performed by projects is composed of the following sub-processes:
Identify Risks
Analyze Risk
Respond to Risks
Monitor Risks
These sub-processes are performed on an ongoing, continuous basis throughout the life cycle of this project.
[bookmark: _Toc413426226]Identify Risks 
Risk identification will occur throughout the lifecycle of the project. Potential sources that introduce risk may vary depending upon the risk domain selected for study. Basic information about each risk is gathered and then submitted to the Risk Manager and validated by the Risk Analyst. Once the risk information is completely entered into the Risk Register the risk will be categorized into classes for more purposeful identification. The flow diagram in Figure 1 presents a systematic approach for properly identifying and describing risk. The Risk Register contains the risks that are acted upon in the other processes within Risk Management. The sources used to identify risks for this project are outlined in Table 4.
[bookmark: _Toc413425584]Figure 1: Identify a Risk
[image: ]
Table 4 presents a list of sources that will be used to identify risks affecting the project XYZ. Some sources will be used throughout the lifecycle of the project for continually identifying new risks.
<Add or remove rows, depending upon applicability to project. The columns, Beginning, Middle and End, refer to the lifecycle of the project. The intent is to identify risk identification activities continuously throughout the lifecycle of the project. The columns can be removed if the risk management plan is for a project with a short duration.>
[bookmark: _Toc413425575]Table 4: Potential Sources of Risks Research and Identification
	[bookmark: ColumnTitle_05]Potential Sources of Risk Research and Identification
	Beginning
Risk Identification Activities
	Middle 
Risk Identification Activities
	End 
Risk Identification Activities

	Stakeholder input (e.g., Subject Matter Expert (SME), Enterprise Systems Management (ESM), Portfolio Managers)
	X
	X
	X

	Risk Registers (from other similar projects)
	X
	
	

	Lessons Learned
	X
	
	

	Security
	X
	X
	X

	Technology capabilities and trends
	X
	If project has a long duration
	If project has a long duration

	Project artifacts, such as Project Plan, Scope, Work Breakdown Structure (WBS), Schedule, and Risk Management Plan
	
	X
	

	External dependencies (Integrated Master Plan and Integrated Master Schedule)
	
	X
	

	Monthly Cost Performance Report (addresses variances that exceed VA Earned Value Policy threshold)
	
	X
	

	Documentation Reviews
	
	X
	X

	Architecture modeling and compliance
	
	X
	

	Change Management
	
	X
	

	Risk Taxonomy (Utilize to review breadth and depth of potential risks.)
	X
	
	


Table 5 identifies the method(s) used to gather and list risks for this project. 
<Add or remove rows, depending upon applicability to project and include only the methods that will be used by projects.>



[bookmark: _Toc413425576]Table 5: Methods Used to Gather and List Risks
	[bookmark: ColumnTitle_06]Technique Category
	Method Used
	Reference

	Information Gathering
	Brainstorming
	Error! Reference source not found.

	Information Gathering
	Interviewing
	Error! Reference source not found.

	Information Gathering
	Root Cause Analysis
	Error! Reference source not found.

	Information Gathering
	Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis
	Error! Reference source not found.

	Information Gathering
	Lessons Learned
	

	Modeling
	Flowcharts
	Error! Reference source not found.

	Modeling
	Cause/Effect
	Error! Reference source not found.

	Modeling
	Influence
	Error! Reference source not found.

	Modeling
	Fishbone (Ishakawa)
	Error! Reference source not found.

	Modeling
	Assumption analysis
	Error! Reference source not found.

	Modeling
	Automation project models, such as entity relationship diagram (ERD)
	Error! Reference source not found.

	Risk Taxonomy
	Risk Taxonomy
	3


[bookmark: _Toc413426227]Analyze Risk 
Risk Analysis (also known as risk assessment) encompasses evaluation of probability, outcome, impact, severity and exposure, and prioritization.  The purpose of risk analysis is to bolster the risk definition into becoming decision making information. During this process, risks are analyzed in detail to classify them, to assess the amount of risk,   to identify which ones are most important, and how they relate to each other. 
Risk Analysis has three basic activities: 
Evaluating the attributes of risks (impact, probability and timeframe)
Prioritizing or ranking risks
Identifying risk triggers and indicators.
Table 6 presents some triggers categories and examples. 
<Add or remove rows, depending upon applicability to project and include only the triggers that will be used by project XYZ>.
[bookmark: _Toc413425577]Table 6: Examples of Risk Categories
	[bookmark: ColumnTitle_07]Category
	Example

	Time Triggers
	· Calendar date
· Specific number of occurrences or designated dates

	Value Triggers
	· A change in risk event severity
· A specific value (i.e., percent of code completed)

	Event Triggers
	· A specific event or series of events
· Failure of a mitigation plan causing increased probability of event

	Threshold Triggers
	· A specific quantity or measure is reached
· A specific quantity or measure is not reached


Risk Analysis can be qualitative or quantitative. Qualitative analysis usually precedes quantitative analysis and occurs throughout the project. The results of both qualitative and quantitative analysis are stored in the risk register.
The flow diagram in Figure 2 describes the process to follow for both the qualitative and quantitative analysis.
The result of Risk Analysis is a snapshot in time, describing the risk context of a project. This may change significantly during the project as risks occur and are responded to and new risks are discovered. Risk Analysis must be performed periodically to ensure that the analysis remains current. 
[bookmark: _Toc413425585]Figure 2: Qualitative & Quantitative Analysis of a Risk
[image: ]


[bookmark: _Toc413426228]Stakeholder Concerns
Project Stakeholders evaluate the impact of a risk in terms of criteria that are important to them. Table 7 lists the Stakeholders for the project and the types of impact that concern them.
<Add or remove rows and adjust cell contents as appropriate for the risk domain involved with this RM plan. Add Stakeholders in the left column. A Stakeholder is anyone that has a stake in the outcome the whole project or even a small part of a project. Interview Stakeholders and find out how, from their perspective, they would measure of success or failure of the project. List these measures in the right side column.>
[bookmark: _Toc413425578]Table 7: Stakeholder Concerns
	[bookmark: ColumnTitle_08]Stakeholder
	Type of Impact

	Senior Management
	Institutional loss of trust
Political Embarrassment
Project Budget
Project Schedule

	Solution Architects
	Conformance to standards
Conformance to architecture

	Project Manager
	Project Budget
Project Schedule
Project Scope
Staffing Levels
Staff Experience
EVM Variance

	Project Staff
	Career Progression
Being involved in a very visible project
Currency of technology in use
Try new approaches to development

	Operations Staff
	Management Simplicity
Reliability

	Product Users
	Patient Safety
Response Time
Ease of Use
Reliability


[bookmark: _Toc413426229]Risk Probability 
The Risk Analyst estimates the probability of the risk event occurring in a selected unit of time (e.g. per day, per month, during the project). This estimation is a subjective analysis on the part of the Risk Analyst. The probability estimate requires knowledge of the activity and experience or historical data and includes the potential timeframe in which the risk might occur and the potential frequency of the risk. The Risk Probability Matrix is shown in Table 8. The distribution of the 20-40-60-80 rule provides the basic five probability categories necessary for quantitative analysis.
[bookmark: _Toc413425579]Table 8: Risk Probability Matrix
	[bookmark: ColumnTitle_09]Risk Probability Rank
	Likelihood of Event

	5 – Almost Certain
	> 80% – Risk event expected to occur

	4 – Likely
	60-80% – Risk event more likely to occur

	3 – Moderate
	40-60% – Risk event may or may not occur

	2 – Unlikely
	20-40% – Risk event less likely to occur

	1 – Rare
	< 20% – Risk event not expected


[bookmark: _Toc413426230]Risk Impact Matrix
A Risk Impact Matrix lists the types of impacts needed for a risk analysis of a particular domain and categorizes the impact into five ranks. The impact is estimated for each Stakeholder from the undesired condition posed by the risk and documented within the risk description. 
The Risk Impact Matrix assists with rating the impact of each risk relating to safety, financial, schedule, adverse image/publicity and customer service/business interruption. The Risk Impact Matrix, Table 9, has been adjusted to meet the project’s criteria. 

< Add or remove columns; adjust contents of cell that is appropriate to risk tolerance, impact, severity, and exposure for the risk domain involved with this RM plans.>
Impact Types
[bookmark: _Toc413425580]Table 9: Risk Impact Matrix
	[bookmark: ColumnTitle_10]Risk Impact Rank
	Cost or Schedule impact
	Scope or Quality
	Patient Safety
	Reliability

	5 – Potentially Catastrophic
	GREATER THAN 20%
	End product fails to meet customer needs (legislation requirements) resulting in Congressional inquiries or punitive damages.
	Incorrect information leads to patient safety issues.
	Software defects cause unpredictable problems in all software.

	4 – Major
	10 – 20%
	Reduction in functionality or usability unacceptable to customer.
	Patient safety is not at risk by avoiding the use of certain functionality or by implementing a work-around.
	Software contains major defects after third month in implementation.

	3 –Moderate
	5 – 10%
	Major impact in functionality or usability requiring customer approval.
	The information is not reliable but does not put any patient at any risk.
	Software contains defects that interrupt business operations sporadically and not for any length of time.

	2 – Minor
	LESS THAN 5%
	Relatively minor impact in functionality or usability.
	Not applicable – patient safety is never minor.
	Software contains defects that do not interrupt business operations.

	1 – Insignificant
	No or negligible variance
	Very minor impact in functionality or usability.
	Not applicable – patient safety is always significant.
	Software contains minor defects – such as spelling or help – but have no implications to IT or business operations; can wait until another release to address.


Each Stakeholder may have many different concerns over the same Risk Consequence and may deduce a different impact for the same Risk Consequence. If an entry for a Stakeholder is not made a value of zero is assumed for that Stakeholder. The worst case scenario (impact) will be entered in the risk register.
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[bookmark: _Toc413426231]Respond to Risks 
Responding to risks involves Planning, Executing, and Assessing.
[bookmark: _Toc413426232]Risk Response Planning 
Provides one or more responses intended to contain an identified risk. It involves identifying and documenting the appropriate risk responses, including mitigation strategy(s) that contains the risk by lowering the impact and/or probability of the risk. The Risk Analyst and Risk Manager update the Risk Response column in the Risk Register. Since risk management is performed for all phases of system development, its activities should be included in the schedule of each development phase. The project schedule or WBS activity(s) as well as other project planning documents may need to be updated based on the risk response and risk monitoring activities. Figure 3 illustrates the Respond to Risk process and presents a list of possible risk responses that project XYZ can use.
[bookmark: _Toc413426233]Risk Response Execution 
<After the risk response has been identified, describe how the risk response will be achieved or name a document where the execution strategy is described>. 
Upon review and assessment of the response strategy, identified personnel will execute the strategy identified in the Risk Register to contain the risk. The containment strategy can be one time, periodic or continuously active. See the risk register for examples.
[bookmark: _Toc413426234]Risk Response Assessment 
Involves assessing the results of risk controls and containment success criteria from response execution. Risk response assessment is an important part of a continuous risk management process. This process monitors and analyzes the risk response results for their impacts and effectiveness. This may result in Identifying new risks, developing additional mitigation strategies and contingency planning or improving the design to manage the risk.
[bookmark: _Toc413425586]Figure 3: Develop a Risk Response
[image: ]


[bookmark: _Toc413426235]Monitor Risks
Monitoring risks is a continuous activity necessary to track the state of identified risks, ensure notification of risk response plans, identify new risks resulting from responses, ensure accurate, relevant and timely risk-related data is collected, compiled and analyzed and use the analysis to take appropriate action. Monitoring can begin when a risk has been identified and may continue throughout the lifecycle of the project or until the risk is resolved. A risk can be considered resolved when its threat has been neutralized.
[bookmark: _Toc413426236]Check Triggers and Indicators
During the course of monitoring risks, indicators and triggers for a high severity risk may be observed and mitigation strategies are executed. If a risk is not mitigated, or the mitigation fails, there is a chance that the risk event will occur. If a risk event occurs it is termed an “issue.
The Risk Analyst monitors the risks listed in the Risk Register on a continual basis. The Risk Analyst notifies the Risk Manager and Risk Owner of the occurrence of events from either known and previously identified risks or from unexpected and non-identified risks. When a risk notification has been initiated, the Risk Manager will look for new risks occurring either as an expected by-product or as an unintended outcome of the control. If observed, new risk identification will be initiated and the risk management process will be implemented. 
[bookmark: _Toc413426237]Risk Escalation and Notification
At any time, any risk may be moved to another higher level of monitoring, whether or not the risk severity level has changed. The escalation of the risk may be warranted based on defined threshold criteria. For example, a Risk Owner may escalate a risk to the next level of management oversight or a Risk Manager may escalate a risk to the Risk Review Board (see section 3 Roles and Responsibilities). It is important to note that any risk that has external dependency should be elevated to the next level.
<For example, the Person Service risk domain may cite a risk based upon the dependency of setting up a test lab environment. The oversight of that risk is elevated from the Project/Program Risk Review Board to the Portfolio Risk Review Board>.
The risk manager prepares monthly risk status report and submits to the project manager and the project RRB. The project manager collects metrics on the risks and provides a quarterly report including summaries and diagrams of all the project risks to the project RRB and program manager.
Risk Thresholds, Escalation and Notification must be detailed when planning for the risk response in order to ensure timely and proper escalation when monitoring the risk. Table 11 provides the types of thresholds that would exceed tolerance and result in escalation and notification. The specific information related to threshold, escalation and notification should align with Risk Impact, Risk Severity, and Risk Exposure for each risk domain. Table 10 defines the thresholds that trigger escalation (Escalation Threshold), identifies who initiates and receives the escalation (Escalation Responsibilities) and describes how the notification is communicated/monitored (Notification Method).




[bookmark: _Toc413425581]Table 10: Risk Escalation Threshold Criteria
	[bookmark: ColumnTitle_11]Criteria / Thresholds
	Project/Program RRB
	Portfolio RRB
	PD RRB
	Higher Board EITB? ARB?

	Cost
	
	
	
	Risk will be escalated to the next appropriate higher level board if it exceeds PD authority

	Schedule
	
	
	
	Risk will be escalated to the next appropriate higher level board if it exceeds PD authority

	Patient Safety
	
	
	
	Risk will be escalated to the next appropriate higher level board if it exceeds PD authority

	Extent of Impact/Scope
	
	
	
	Risk will be escalated to the next appropriate higher level board if it exceeds PD authority

	<new criteria>
	
	
	
	Risk will be escalated to the next appropriate higher level board if it exceeds PD authority



* Each risk domain may wish to adjust the cells to establish their thresholds levels and ranges. For example, a 10% schedule slippage may have a low impact on an end-product development project, but may have a high impact for a service-product project.
 
The escalation path for changes is determined by threshold criteria. These same criteria may be considered in determining the impact or escalation for a project. <Refer to the PD Change Control Process Plan.>
<Adjust as appropriate; Continuous monitoring shall be part of this section; the who and how may vary depending upon applicability to project.>
The Risk Manager shall meet with the Risk Analyst on a weekly basis to assess the status of risks. 
See Figure 4 for a detailed diagram to illustrate the Monitor Risk process.
[bookmark: _Toc413425587]Figure 4: Monitor a Risk
[image: ]


[bookmark: _Toc413425582]Table 11: Threshold, Escalation and Notification
	[bookmark: ColumnTitle_12]Escalation Threshold
	Escalation Responsibilities
	Notification Method

	A risk becomes an issue and jeopardizes the project success criteria
	RM, or the individual filling this role, escalates to the appropriate level within the project; RM enacts identified risk response or plans new response.
	RM highlights risk and response to resolve in the status reporting; Keep in report until resolution.

	Risk severity changes, affecting cost, product delivery date or other projects

	RM, or the individual filling this role, escalates to RRB <A Charter will be developed to establish this and other boards, link will be provided> immediately; RM engages affected parties in reviewing/developing appropriate risk response.
	RM notifies RRB immediately by mail, with a cc to the appropriate level and affected parties. Affected parties are notified on a periodic basis status of risk response.

	Risk severity changes, affecting critical path, the baseline of the product scope or functionality
	RM escalates to RRB immediately; RM engages affected parties in reviewing/developing appropriate risk response.
	RM notifies RRB immediately by mail, with a cc to the appropriate level and affected parties. Affected parties are notified on a periodic basis status of risk response.

	Risk Impact – Major or changes to major
	RM escalates to Risk Review Board;
RM reviews risk response, makes any needed adjustments and executes containment. RRB enables approved strategy.
	RM highlights risk and response to resolve in the status reporting that is distributed to engaged risk roles. RRB assesses containment strategy. RRB monitors until impact lessens or is resolved.

	Risk Impact – Potentially Catastrophic
	RM escalates to RRB.
RM reviews risk response that is required to contain to a tolerated level. Containment strategy is shared. RMB enables approved strategy.
	RM notifies RRB, including RRB immediately. RRB assesses containment strategy.



[bookmark: _Toc413426238]Risk Reporting
Risk tracking involves collecting, updating, compiling, organizing and analyzing risk data, and reporting risk trends to determine whether particular risks are decreasing, staying the same, or increasing in severity over time. The Risk Manager will compile reports for management and stakeholders and other parties as required. In addition, the Risk Manager will provide monthly status reports to the Project Manager and the appropriate project Risk Review Board (RRB). The report will contain tables and diagrams normally summarizing the status of medium and high severity risks.
The Project Manager will review, analyze, and track the overall program risk status based on these reports. The risk management reports vary depending on the size, nature, and phase of the program but those described in this section are to be created at a minimum.
The goal of risk reporting for a project is to give Management a view into the status of:
The success of the project at managing and mitigating its risks 
Current risk exposure of the project
Status and progress of risk mitigation efforts
Effort remaining to be performed in risk management 
Project XYZ will maintain the following reports to meet the goals stated above. These reports will be generated on a monthly/quarterly basis. Reports showing progress of risk management and risk mitigation efforts are very significant during project milestone reviews. 
Figure 5 summarizes the current number of project risks identified for each risk-severity level and, in particular, for each probability and impact level. The graphic gives an indication of the riskiness of a project and of the amount of work remaining to be performed to mitigate the HIGH and MEDIUM severity risks. Project XYZ’s objective is to reduce the number of HIGH and MEDIUM severity risks over time, thereby decreasing the risk exposure of the project.
(The table below is an example).

[bookmark: _Toc413425588]Figure 5: Number of Risks by Severity Level
[image: Risk Severity Matrix ]
[bookmark: _Toc413426239]Distribution of Risks by Risk Exposure
The risks reported qualitatively in Table 12 are given a quantitative value in Figure 5. This graphic shows the risk exposure of the project in terms of COST and must be created for all HIGH severity risks. A similar graphic should be prepared showing the project exposure for SCHEDULE. The graphic emphasizes the success of efforts underway in the project to reduce the risk-exposure over time. The graph shows the risk-exposure calculated for several risks. Each risk is represented in a different color as shown in the legend on the right of the graph and identified by a risk-ID number. The total risk-exposure is shown as a column for each of several consecutive months. Each column is composed of several layers corresponding to risks and the exposure of that risk is shown in the layer. The graphic quickly shows increases or decreases in the exposure for a risk and the months during which certain risks are of concern to the project.
Project XYZ aims to perform a complete risk analysis at the start of a project so that the number of risks captured in the Risk Register will only decrease as the project proceeds and risks are closed, escalated, etc. Following good risk management practice, Project XYZ aims to reduce the total risk exposure of the project over time. However, with the start of every new activity the number of HIGH severity risks may rise while at its end the number may fall.
[bookmark: _Toc413425589]Figure 6: Distribution of Risk Exposure Over Time
[image: Description: Distribution of Risk Exposure Over Time]

[bookmark: _Toc413425583]Table 12: Summary of Distribution Risk Exposure Over Time
	[bookmark: ColumnTitle_13]Exposure
	February
	March
	April
	May
	June
	July

	Total
Cost-Overrun
Exposure
(M$)
	16.8
	14.2
	14.2
	15.1
	14.2
	14.05

	Total
Schedule-Slip
Exposure
(weeks)
	10
	8
	20
	15
	8
	5



[bookmark: _Toc413426240]Distribution of Risks by Risk-State
Figure 7 shows the number of risks by risk-state at a particular point in time. The graphic gives an indication of the amount of work remaining to be performed in the Risk Management process. Risks early in their lifecycle must be analyzed, have a contingency plan prepared and possibly be escalated. Risks later in their life cycle may become closed or be monitored on an ongoing basis.
[bookmark: _Toc413425590]Figure 7: Distribution of Risks by Risk-State
[image: Description: Distribution of Risks by Risk State]
The numbers in Figure 7 are examples only.
[bookmark: _Toc413426241]Appendix A References
[bookmark: _Toc413426242]Process-Specific References
1. Risk Register
1. OI&T Risk Taxonomy  https://vaww.vaco.portal.va.gov/sites/OOM/ERM/Tools/ERM%20Tools/Risk%20Taxonomy%2012%205.vsd 
1. OIT Risk Management Framework
1. <Add its URL here> 
1. OIT Risk Management Plan
<Add its URL here>
[bookmark: _Toc413426243]Policy References
1. OMB Circular No. A-130, Management of Federal Information Resources
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html
OMB Circular No. A-11, Preparation, Submission and Execution of the Budget
http://www.whitehouse.gov/omb/circulars/a11/current_year/a11_toc.html
OIT Change Control Process Plan
http://vista.med.va.gov/sepg/Medical_Care-PEO_Boards/index.htm
NIST 800-30
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
[bookmark: _Toc413426244]Risk Identification
1. Brain Storming
http://www.brainstorming.co.uk/tutorials/preparingforbrainstorming.html
http://www.mindtools.com/pages/article/newCT_04.htm
Interviewing
http://en.wikipedia.org/wiki/Interviewing
1. Root Cause Analysis
http://en.wikipedia.org/wiki/Root_cause_analysis
http://www.systems-thinking.org/rca/rootca.htm
1. Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis
http://en.wikipedia.org/wiki/SWOT_analysis
1. Flowcharts
http://en.wikipedia.org/wiki/Flowchart
1. Cause/Effect
http://en.wikipedia.org/wiki/Root_cause
1. Influence
http://en.wikipedia.org/wiki/Influence_diagrams
1. Fishbone (Ishikawa)
http://en.wikipedia.org/wiki/Ishikawa_diagram
1. Assumption analysis
https://acc.dau.mil/CommunityBrowser.aspx?id=50664&eid=17757&lang=en-US
1. Automation project models, such as entity relationship diagram (ERD)
http://en.wikipedia.org/wiki/Unified_Modeling_Language
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