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1. Introduction

This Installation Guide provides a description of the installation and deployment procedures for the
Department of Veterans Affairs (VA) Food and Drug Administration (FDA) Medication Guides
Increment 3 project. This section focuses on the project’s Java FDA Med Guides Printer Tool. The FDA
Med Guides Printer Tool is a Java-based program that automatically prints a copy of an FDA medication
guide document when one exists for a requested prescription. The program retrieves copies from original
med guides found in a local repository on the host server. If a requested med guide is not found locally,
then an attempt is made to download the med guide from the Consolidated Mail Outpatient Pharmacy
(CMOP) Portal on the VA’s network.

Important: To successfully deploy this software it is critical that proper access
permissions are set correctly. The host server, the assigned user account,
; ; and the deployed software must all have access to either local or remote
ﬁ printers, and have the ability to download med guide files from the CMOP
Portal.
Important: Sites that are currently running the FDA Med Guides Automatic Printing

software can go directly to section 6. Upgrading to a new version of

ﬁ Automatic Printing.

Note: A Domain Service account for FDA Med Guides Automatic Printing
application must be created in Active Directory. Refer to section 2.4. Domain

ﬁ Service Account.

The intended audience for this document is the Information Resources Management Service (IRMS) staff
responsible for installing and configuring software on VA Windows servers. Some of the procedures
listed below may require System Administrator privileges on target systems.

The installation procedure, including installing the third-party products listed in the pre-installation
procedures, should take about an hour or less to complete.

After installation is complete, the host server should be rebooted. Any logged-on users should be advised
to log off.

2. Pre-installation Considerations

The FDA Med Guides Printer Tool depends on third-party components to process and print Portable
Document Format (PDF) documents. These components are the Windows Server 2008, the Java Runtime
Environment (JRE) and Adobe Reader. These components must be properly installed and configured
prior to installing and running the FDA Med Guides Printer Tool.
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2.1. Deployment scenarios

There are a number of scenarios in which the FDA Med Guides Printer Tool can be deployed
successfully. The recommended scenario is to deploy the FDA Med Guides Printer Tool, the Java JRE
and Adobe Reader on a print server near the target service area. However, identifying and selecting the
best scenario for a particular site is left to the discretion of individual local system administrators who are
tasked with installing this package.

2.2. Destination printers

Any printer used to print med guides must be defined as a local printer on the Windows server hosting the
software. That is, the printer spooler must be hosted on the same server where the FDA Med Guides
Printer Tool software is running.

2.3. Third-party software pre-requisites

2.3.1. Windows Server 2008

Microsoft’s Windows Server 2008 software must be properly installed and configured on the server
hardware. Consult the vendor’s documentation for instructions on installing Server 2008, if not already
installed.

According to the Technical Reference Model (TRM) forecast, Windows Server 2008 is supported as of
this writing: http://trm.oit.va.gov/ToolPage.asp?tid=35&lob=1#. Therefore, instructions provided here are
based on Windows Server 2008 only. While similar procedures might work for setting up on Windows
Server 2003, this is discouraged.

2.3.2. Java Runtime Environment version 1.6 Standard Edition for

Windows
Note: If Java SE JRE 1.6 is already installed on the server, you may skip this step.
To confirm whether java is already installed on the server, or was installed
' — correctly, open a command window and type the command:

Java -version

Information text, similar to that pictured below should appear in the command
window, indicating the nomenclature of the java version. If Java is not
installed, or not installed properly, the message returned will indicate that
“Java is not a recognized system command.”
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indows',system32',cmd.exe

c:\>java —version

java version "1.6.8_45"

Java(TM> SE Runtime Environment (build 1.6.8_45-h86>

Java HotSpot(TH> 64-Bit Server UM (huild 28.45-bB1. mixed mode)

CaN>L

Figure 1 Screen Indicating a Properly Installed Java System.

The FDA Med Guides project requires that the Java JRE be installed on the host server. Either one of the
x86 or x64 Windows platforms will work. The JRE is not distributed as part of this package and must be
downloaded separately from the Oracle website
(http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase6-
419409.html) Java SE 1.6 for Windows is required. To install the Java JRE, simply follow the
instructions posted on the Oracle/Java website.

Important: Be sure that you install the Java Runtime Environment (JRE) and not the
Java Development Kit (JDK.) These are two distinct and separate installation

ﬁ' packages.

2.3.3. Adobe Acrobat Reader version 11 for Windows

The FDA Med Guides Printer Tool requires that Adobe Reader software be installed on the host server.
Adobe Reader is used to print chosen med guides. Adobe Reader is not distributed as part of this package
and must be separately downloaded from the Adobe website.

Note: Acrobat Reader version 11.0 is recommended. If a Reader version other than
11 is chosen, then path adjustments must be made in the contents of all
install, configuration and batch files.

= The registry and batch files for Acrobat version 10 have been provided in the
installation folder.

Important: DO NOT DOWNLOAD THE STANDARD READER VERSION FROM
WWW.ADOBE.COM. Instead, download the custom version found on the
Adobe FTP site, at the link location below. Download the file named
AdbeRdr11010_en_US.exe.
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2.3.3.1. Access Adobe Reader installer from the Adobe FTP site

Download the Acrobat Reader version 11 software from the link below and save it to your C:\temp
folder: ftp://ftp.adobe.com/pub/adobe/reader/win/11.x/11.0.10/en_US/AdbeRdr11010_en_US.exe

Note: If you are going to use Acrobat Reader 10.0, refer to Section 7.13.

Save As
‘;.\ _;,\, | - Computer = Local Disk () - TEMP + |83 | search TEMP D]
Organize *  Mew Folder 4= - @
@' Music d Mame ~ | Diate modified | Type

k= Pictures
B videns Ma ikems makch your search,

=18 Computer
= .‘;v Local Disk (C:)
FDAMedGUidesPr
PerflLogs
[E] Program Files

Program Files (xg
Users
Windows

FH'y® Con ISL-FELDMANLI Fl |

Flle name: | AdbeRcr1000_en_U3

[EN | K3 T

Save as bype: IADplicatiun

“ Hide Foldersl Save I Cancel |

2

Figure 2 Save Adobe Reader Installer to C:\temp

2.3.3.2. Install Adobe Reader using the command console

e Open a command window and navigate to C:\temp
¢ Install Adobe Reader using the downloaded file and special command-line switches. Enter the
following command:

AdbeRdr11010_en_US.exe /msi /norestart ALLUSERS=1 EULA ACCEPT=YES
SUPPRESS_APP_LAUNCH=YES

Note: If you are going to use Acrobat Reader 10.0, refer to Section 7.13.

[&+]Administrator: Command Prompt H=] E3

C:stemprAdbeRdriiB@8_en_US.exe ~msi snorestart ALLUSERS=1 EULA_ACCEFT=YES SUPPR,
ESS_APP_LAUNCH=YES

Figure 3 Example of Installing Adobe Reader from Command Line
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o Complete Adobe Reader installation by responding to displayed prompts.
Note: Select “Manually check for and install updates” as shown below.

ﬁ Adobe Reader X1 (11.0.10] - Setup

=7

Installshield

Keep your product up-to-date! Security updates and product enhancements are periodically
released for Adobe Reader. Would you like to install updates automatically?

() Install updates automatically (recommended)

() Download updates for me, but let me choose when to install them

() Motify me, but let me choose when to download and install updates

(@ Manually check for and install updates (not recommended)

][ Install > ] [ Cancel ]

Figure 3-1 Example of Adobe Reader installation prompt with “Manually check...” option selected

Important:

After installing Adobe Reader, start Reader and check for updates.
Apply all updates before proceeding.

? Adobe Reader

File Edit Wiew Window | Help

@ D % 7 Adobe Reader X Help...

About Adobe Reader X...
About Adobe Plug-Ins. ..

Improwvernent Prograrn Oplions. ..
Digital Editions

Orline Suppa

Repair Ad akion
dates.

Purchase Adobe Acrobat
Qpen..,

Figure 4 Checking for Updates

2.4. Domain Service Account

A Domain Service account must be created in Active Directory for the FDA Med Guides Automatic
Printing application to work properly. The FDA Med Guides Automatic Printing task must be run using

this Domain Service account as described in section 4.5.2.1.
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2.4.1. Create Domain Service Account for FDA Med Guides

e A Domain Service account for FDA Med Guides Automatic Printing application must be
created in Active Directory.

e Add Domain Service account to the Administrator group on the server as it needs
Administrative privileges.

¢ Add Domain Service account to the Server Security Admin group (for example, V21PAL
IRMS-SERVERSECADMIN) and the Print Operators group so that it has permissions to
invoke Acrobat and send print jobs to the network printers.

e Ensure Domain Service account has permissions to view and download files from the CMOP

portal.

3. Deployment package contents

The FDA Med Guides Printer Tool deployment package consists of a single archive (ZIP) file that
contains a number of folders, each containing a number of files. All the needed components, and file
paths, are stored in this archive. A listing and description of these folders and files is found in the

Appendix.

4. Installation Procedure

The installation steps listed below are specific to the FDA Med Guides Printer Tool Java component.
4.1. Obtain ZIP distribution file
Download the file from an official source site and save it to the c:\temp folder.

The files listed below may be obtained via FTP. The preferred method is to access the files from:
download.vista.med.va.gov.

This transmits the files from the first available FTP server. Sites may also elect to retrieve software
directly from a specific server as follows:

CIO FIELD OFFICE FTP ADDRESS DIRECTORY
Albany ftp.fo-albany.med.va.gov [anonymous.software]
Hines ftp.fo-hines.med.va.gov [anonymous.software]
Salt Lake City ftp.fo-slc.med.va.gov [anonymous.software]
File Name Retrieval Format

PSO_7_P439.zip BINARY

4.2. Deploy files from the distribution file

4.2.1. Extract ZIP file contents into C:\

Extract the contents of the distribution ZIP file into the root folder of the C drive (C:\). The embedded file
structure will be recreated and the files placed in the proper folders.

6 FDA Medication Guides Project June 2015
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439


https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx
https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx

The file name of the downloaded distribution ZIP file may be a variation from
that shown in the following screen captures.

. kemp

- Favarites
Bl Desktop
4 Downloads
£ Recert Places

= Libraries

9( )v | . = Local Disk {C:) = temp - - l‘i’]l search temp !’_t]
Organize v  Includeinlibrary +  Share with +  Mew Folder === i I@l
21 Mame ~ I Date modified | Type

1 pso_7_p43m v

2092015 5:35 PM

Compressed (zipped) Folder

Figure 5 Navigate to c:\temp and Select the Distribution File

- Favorites
B Desktop
& Downloads

:
1= Rexcert Places

Ll Libraries
3 Dacuments
rJ"- Music
= Pickures

E Videos

M Computer
‘; Local Disk (C:)

J businessobjects

Delete
. BR
Renarne
| FowsMedGuidesPrink
, installation Properties
liby

B temp H=
G(j)v| .= Local Disk (C1) + kemp - - l‘i}]l Search temp ¥l
Organize v 5 Open v Hew Folder e m .@.

Right Click | Date modified | Tvpe

Extract All...

K Scan For threats...

Open with. ..
Restare previous versions

Send ko 3

Cut
Copy

Create shorteut

Compressed (zipped) Folder

Figure 6 Initiate the Extract All Wizard
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Bl Extract Compressed (Zipped) Folders [<]
o
\ ) 1, Entract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

Browyse.., |

I~ Show extracted file
Select and clear
default path

|

Figure 7 Clear the Text for Default Path to Destination Folder

li Extract Compressed (Zipped) Folders ' X|
N
K ) 1, Entract Compressed (Zipped) Folders

sel Enter C\

Extract Files
Files is folder:

I oy 7 Browsse.., |

[¥ Shows extracted files when complete

Check
this box

Extract “‘ Cancel |

Figure 8 Enter the New Destination Path, toggle the Checkbox on and click "Extract" Button

& Local Disk (C:) =] E3

( )ev g ~ Computer = Local Disk (C:) + = [‘QJI search Local Disk (211 o]
File Edit View Tools Help
Organize * 5 Open Includeinlibrary v  Share Double-click g4= - m |®
Favorites ;l ame to open folder | Date modified - |
P Links .
“| My Documents ipimpol 6232011 10:44 &M
S My Music |/ HPDI.lag 2/9j2011 12:15PM
= My Pictures
& My videos Termp 9/22/2011 5:19 PM

Figure 9 Windows Explorer Opens on C:\ folder
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4.3. Edit the properties configuration file

The FDA Med Guides Printer Tool needs to locate the Adobe Reader executable so that it can instruct
Reader to print a med guide. The path to Adobe Reader is stored in a properties file named
“fda_med_guides.properties”. This entry is set with a default value assuming an Adobe Reader version

11 installation on a Server 2008 host. However, the path must be confirmed to be valid, or adjusted if
necessary.

4.3.1. Verify path to Adobe Reader program

Confirm that the path indicated in the following property file is correct.

Element Description
C:\FDAMedGuidesPrinter\fda_med_guides. | AcrobatReaderPath The path to the Adobe Reader
properties executable file

e Open file C:\FDAMedGuidesPrinter\fda_med_guides.properties for editing. This is a text file and
using a text editor like Notepad will be adequate.

e Locate the AcrobatReaderPath element in the list. For example:

‘ fda_med_guides - Notepad [_ O] x|

File Edit Format Yiew Help
WP########################################################### d

Foa Medication Guides automatic Printing
Department of veterans affairs

FD& MED GUIDES, INCREMENT 3

Properties Configuration File

Foa Med Guides Printer Tool wersion 1.0.1.0

W

R o

# Default Tistening port is 8092, Modify only if necesary.

websServer Portlumber =8092

# Do not modify webServerContext

webserverZontaxt=EepSgqumT

# Do not mod1fy URLPattern. OBSERVE ESCAPED BACK-SLASHES CONVENTION!
URLPattern=A/EepSgUmT=https: /Avaww'), cmopnationalss. vaih. gov,/CR/FDaMedGui des /. +3\N. [pP] [do] [FFIY
\A[0-53- 2A 2]\ A F A 0

# cConfirm path to Adobe Reader. OBSERVE FORWARD-SLASHES COMVENTION!
AcrobatReaderrath=C:/Program Files/adobesReader 11.0/Reader /ACroRd32, BXE de—

# This is the time, once daily, when the folder containing temporary files is cleared
DailyPurgeTime=23:55:00

# Do not modify TestingURL

TestingURL==https:/Afvaww. cmopnational.va. gov,/CR/FDAMedGuides /abacavir-Lamivudine-Zidovudine_
CTrizivird_(oec_2011). pdfalsd33454346ert Patientas

Figure 10-1 Sample Contents of Properties File

e Confirm that the path to AcroRd32.exe is correct, for your version of Adobe Reader. If not, make
proper adjustments and save your changes.

4.3.2. Confirm DailyPurgeTime

The DailyPurgeTime element in the properties file represents the time of a 24-hour day when the folder
containing temporary work files is cleared of all files. This is an automatic clean-up process performed at
the indicated time. Adjust this entry as needed to list the most convenient time to perform this operation,
based on the time when system use is at a minimal.
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'fda_med_guides - Notepad H=]
Fle Edit Format Wiew Help

@########################################################### J
#

# FoA Medication Guides automatic Primting

# Department of veterans affairs

# FDA MED GUIDES, IMNCREMENT 3

# Properties Configuration File

# FDA Med Guides Printer Tool wersion 1.0.1.0

#

A A R A e

# pefault Tistening port is 8082. modify only if necesary.

webServerPorthumber =8092

# Do not modify webserverContext

webServerContext=EepSgumT

# Do not modify URLPattern. OBSERVE ESCAPED BACK-SLASHES COMVENTION!
URLPattern=A/EepoqumT=https  /Avawet ), cmopnationa sy vash, gov CRFDaMedsuides /L +55, [pP] [do] [FF]1Y
\AE0-83-2A-2] "\ k- e oAg

# Confirm path to Adobe Reader., OBSERVE FORWARD-SLASHES COMVENTION!

acrobatReaderpath=C: /Program Files/adobe/Reader 11.0/Reader/Acrord3z.exe

# This is the time, once daily, when the folder containing temporary files is cleared

Daf TyPUrGETIME=23 155 : 00 de—

# Do not modify TestingURL
TestingURL==https:/Avaww. cmopnational.va. gov/CR/Foamedsuides /abacavir-Lamivudine-zidovudine_
(Trizivir)_(Dec_2011). pdfAl54334543ABert PatientAd

Figure 10-2 DailyPurgeTime Setting in Properties File

4.4. Run the CMOP SSL Certificate installation batch file

The FDA Med Guides Printer Tool needs the CMOP SSL certificate to download FDA Medication guides
from the new CMOP server. The script adds the certificate to the Java trust store.

The following steps must be executed:
e Go to C:\\FDAMedGuidesPrinter\installation
o Right click on SSL_Certificate_installation.bat again and select Run as administrator.
NOTE: You need to run the script as an Administrator or be an Administrator in order for it to
work.

The following window will be displayed. Press any key to close the window.

T Administrator: CMOP SSL Certificate Installation

: Specified value &

specified value was

fpecified value
Certifi . T o

& any key to continue . . .

Figure 11-1 SSL Certificate Installation window
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If the SSL Certificate already exists, the error message shown in Figure 11-2 will be displayed to the user.
If the certificate already exists, the user can proceed to the next step in the installation process.

T Administrator: CMOP 551 Certificate Installation

Specified value was

Specified value was

ph s Specified value
s T -1 i

: Ceptificate not imported, alias {UARKootCRX> a

Figure 11-2 SSL Certificate already exists

If the error message in the screenshot below appears, the user can proceed as the certificate has been
installed. The error message results when the script cannot find either JRE or JDK. If one of them exists,
the Automatic Printing will work and the user can proceed with the installation.

T Adminiitralon CHOP S5 Certificate Tnatallation

FRROR: syaten waz unable to (ind the specifl ind regizstry by or valos,

Specilied valus was gaved.

Figure 11-3 SSL Certificate already exists

If neither JRE nor JDK exists, then the script will display error message “Failed to locate any installed
Java environments, please install a Java Runtime Environment”. The server administrator needs to install
JRE 1.6 on the server in this case.

45. Create a new FDAMedGuidePrinterTask task

The FDA Med Guides Printer Tool is deployed to run as a non-interactive background process (Windows
Scheduled Task) and is listed on the server’s list of scheduled tasks. This program runs in the background,
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and is therefore not evident to end-users, logged on or not. There is no user interface associated with the
FDA Med Guides Printer Tool; therefore there is no user interactivity.

The following characteristics apply to the task configuration:

The name of the scheduled task is FDAMedGuidePrinterTask.

By default, the Automatic Printing application runs under NT AUTHORITY\NETWORK
SERVICE account. The Network Service account on the server may or may not have adequate
permissions based on your server settings. The account MUST have permissions to download
files from the CMOP portal and also requires permissions to print to the network printers.

We strongly recommend that you use a Domain Service account created for the FDA Med Guides
Automatic Printing application as suggested in section 2.4. To change the user account associated

with FDA Med Guides from Network Service account to Domain Service account see
instructions given in section 4.5.2.1.

The C:\FDAMedGuidesPrinte\START _fda_med_guides_automatic_printing.bat batch file will
be run by the task.

e The task starts in the C:\FDAMedGuidesPrinter (application) folder.

The task is configured to run whether the assigned user is logged in or not. Typically, no user is
logged in.

4.5.1. Import a new Scheduler Task configuration file

A predefined task configuration XML file is distributed as part of this installation package. The file is
named FDAMedGuidePrinterTask.xml, and it is located in the C:\FDAMedGuidesPrinter\installation
folder. Importing this file into Task Scheduler automatically configures the FDAMedGuidePrinterTask
with default settings. After importing the settings file, saving the task creates the new task in Task
Scheduler. Follow the steps in the screenshots below to create the FDAMedGuidePrinterTask task.

E Server Manager

File  Action ‘Wiew Help

k= Sl sl 7|

Tk Server Manager

o Rales = = = = ————————
L ask Scheduler Surnmary (Last refreshed: 9/22/2011 12:49:50 Ph

&) Features Task Scheduler Surnmary (Last refreshed: 8/22/2011 12:4 Py

_j Diagnost]

- Status of tasks that have started in the following time period: Last 24 haurs
B ':i‘:' Task Scheduis:

Surnimary: 49 total - 1 running, 47 succeeded, 1 stopped, 0 failed

Task Scheduler

@ windows Firewall with Adve
f{t Services
g5 WMI Contral
# Local Users and Groups Task Mame
5 Storage

| Fun Result | Run Start Fun End

AitAgent (last run succeeded at.,
Consolidator {last run succeede...
FDARMedGuidePrinterTask (last ...
KernelCeipTask {last run succee..,
LPRemowe (last run succeeded ...

Figure 12 Task Scheduler Shown within Server Manager
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https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx

Et Server Manager

File  Action View Help
&7

i Server Manager 1 Task Scheduler | Acti

i-! Roles
ﬁ;_'] Features
_5‘- Diagnostics
= fﬁ’é Configuration
E hedul
Task Sche
@ windows Fire
‘S\I)E Services
& WL Control : =
& Local Users s Disable All Tasks History | Run Result | Run Start Run End | Tngil

22 Storage hosucceeded at..,
= o AT Service Account Configuration

Status of tasks that have started in the following time period: ILast 24 hours 'l

1running, 47 succeeded, 1 stopped, 0 failed

trun succeede..,
rinterTask {last ...

Refresh (last run succee..,

run succeeded .. =
Help | »
Active Tasks .

Artive tasks are tasks that are currently enabled and have not expired.

-

i

BB

Figure 13 Import an Existing Task Configuration File

E,= Server Manager

E,= Open

e

(\ /J‘v| . = FDAMedGuidesPrinter + installation - ml Search installation

Organize *  Mew folder EECRN 2 E;l .ﬁ.

t—J"JJ Floppy Disk Drive (4:) ;I Mame ~ | Date modified | Type
‘:'_’1 Local Disk (i)
| BullZipOutput
J FDAMedGuidesPrinker
/ installation
) lib
| workspace
. HP L14200-4300 Series PO

J HP Universal Print Driver |

Left Click

FOwMediEuidePrintet Tas

| HP Universal Print Driver |
| HP_CLI_CP4020_CP4520
| inetpub

. MyService

| Perflogs

| Program Files
| Program Files (x56) ;I ‘| | LI

File namE:IFD.ﬂ.MedGuidePrinterTask.me j M Left Click j

Open Cancel |

Figure 14 Select and Open FDAMedGuidePrinterTask XML File
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S~ |

Gereral |Triggers I Actions I Conditions | Settings I

Mame: FDARedGuidePrinterTask
Location: Y
Author

Description: | Java application to print FDA Med Guides

— Security options
When running the task, use the following user account:

METUWORK SERVICE Change User or Group..,

£ Runonlywhen useris lagged an
¥ Runwhetheruser is logged on or not

[T Do not store passward, The task will only:have access to local cormputer resources,

V' Run with highest privileges

™ Hidden Canfigure for: |Windows YWista™, Windous Server™ 2008
Left Click

Figure 15 Create Task Dialog to Add the New Task

4.5.2. Confirm or fine-tune the scheduled task configuration

After creating the FDAMedGuidePrinterTask, you should verify that the imported settings are correct.

The following screen captures represent the desired configuration settings for the

FDAMedGuidePrinterTask task on a Windows Server 2008 system. Your system should be set up in a

similar fashion. Compare the following screenshots with your setting and adjust accordingly—if

necessary.
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E. 5erver Manager
File  Action Wiew Help

e *mEH

_5..3 EEFVBF Manager (e ) Task Scheduler Library 2
o Roles
Al Features Marne

Status | Triggers

Mext Run Time | Last Run Time

6/24/2011 5:34
Ready At system startup 7i18§2011 11:4

_j Diagniostics (%) {206E4890-E1AS-4E60-BD3... Ready ‘When the taskis created or modified
Bl o} Configuration (B FDAMedGUidePrinker Task
) (5 Task scheduler
Task Scheduler Library
ﬂ wwindaws Firewall with Adv:

{{i Services
5 WMI Contral « | :

#-_' Local Users and Groups

=5 Storage

General |Triggers| Actionsl Conditwonsl Settingsl Historyl

Marne: IFDAMedGuidePrinterTask
Location: %
Author: AP T R Pl

Description: | Java application to print FDA Med Guides

Security options

When running the task, use the following user account:

= Run onlywhen useris lagged on
= Runwhether useris logged on or not
[~ Do not store password, The task will only have access to local resources

[¥ Runwith highest privileges

I~ Hidden Configure for: |WWindows Wista™, Windows Senser™ 2008

Ll | 2 < o]

Figure 16 FDAMedGuidePrinterTask in Task Library

4.5.2.1. Change User account associated with the FDAMedGuidePrinterTask

e The default user is set to NT AUTHORITY\NETWORK SERVICE account. The Network
Service account on the server may or may not have adequate permissions based on your server
settings. In the General tab the user account associated with the FDAMedGuidePrinterTask task
can be changed from the default Windows Network Service account to the Domain Service
account created for the FDA Med Guides Automatic Printing application, as shown in Figures 17
and 17-1.

Right click on the FDAMedGuidePrinterTask task and select Properties.
¢ Inthe General tab, click on the “Change User or Group...” button.

[ ]

Enter the Domain Service account user name created or the FDA Med Guides Automatic Printing
application as give in section 2.4 and select the location (for example, Entire Directory).
e Enter the password when prompted.

The Domain Service account needs to have Administrative privileges on the server and should be
added to the appropriate Printer groups and the Server Security Admin group so that it has
permissions to invoke Acrobat and send print jobs to the network printers.
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® FDAMedGuidePrinterTask Properties i ) E I

General |Triggers| Actionsl Conditionsl Settingsl Historyl

MNarne: IFDAMedGuidePrinterTask
Location: S
Author o ol = o mp

Description: | Java application to print FDA Med Guides

— Security options
When running the task, use the following user account:

METWYORK SERWICE Change User or Group.., I

£ Runanlywhenuser is logged on
% Runwhether useris logged o or not

™| Do not store passward), The task will anlyhave access to lacal cormputer resources,

¥ Run with highest privileges

™ Hidden Configure for |Mindows Vista™, Windows Sercer™ 2008 j

[0]:4 Cancel |

Figure 17 General Tab Settings

Select User or Group

Select this object type:
ILlser aor Buitt4n securty principal Chject Types...

From this location:
IEntire Directony Locations...

Enter the object name to select (examples):
| Check Mames

LG

Advanced... | QK | Cancel
P

Figure 17-1 Select User or Group

16 FDA Medication Guides Project June 2015
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439



i FDAMedGuidePrinterTask Properties (Sl Sssn )

“General Triggers |.ﬂ.cti0ns| Conditionsl Settingsl Historyl
When you create a task, you can specify the conditions thatwill trigger the task,
Trigger Details Status
At startup Af systern startup Enabled
MMesns,.., Edit... Delete
QK I Cancel

Figure 18 Triggers Tab Settings

Edit Trigger [ %] I

Begin the task:

— Settings

Mo additional settings required.

—&dvanced settings

[T Delay task for: |15 minutes VI
™ Repeat task every: Il haur VI for 3 duration of: Il day vl

™| Stop all running tasks at end of repetition duration

[ Stop task if it runs longer than: |3 days vI

[T Activate: I 9f 742011 j I12:35:13 Prd ::II Cl Synchranize actass time zones

™ Expire: IEI;‘ T/2012 j |12:35:13 Prd :ll 7| Synchronize across time zones
¥ Enabled

[0].4 I Cancel

Figure 19 Edit Trigger Settings
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@& FDAMedGuidePrinterTask Properties (Wi sssin s )

"General I Triggers Actions | Conditions I Settings | Histor}-’l

When you create a task, you must specify the action that will occur when your task starts,

Action | Details
Start 3 program CAFDAMedGuidesPrinter\START fda_rmed_guides_automatic_printing, bat]
4| | B
Mewy... | Edit... Delete
ok I Cancel
Figure 20 Actions Tab Settings
Edit Action |

You must specifipwhat action this task will perform,

Action: IStar‘ta prograrm j

— Settings

Program/fscript:

CAFDAMedGuidesPrinter\ START fda_rmed_guides_autarr Brovvse,.. |

Add arqurments (optional): I

Start in (optional): |}c:memEdGuidesprinte

QF I Cancel

Figure 21 Edit Action Settings
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§ FDAMedGuidePrinterTask Properties (Sl sssu s )

General | Triggers | Actions  Conditions | Settings | Historyl

Specify the conditions that, along with the trigger, determine whether the task should run, The task will not
tun if any condition specified here is not true,
Idle

™ Start the task only if the computer is idle far: |10 minutes j
Wait for idle for: Il hour 'I

[ | Stop if the cormputer ceases to be idle
= Restartif the idle state resurmes

Pouver

™ Start the task only if the computer is on AC powver
= Stopif the computer switches to battery pouver

™ \iake the computer to run this task

Meturark

™ Start only if the following netwark connection is available:

IAny connection j

Ok I Cancel

Figure 22 Conditions Tab Settings

i FDAMedGuidePrinterTask Properties (Slis s s)

" General | Triggers | Actions | Conditions  Settings | Historyl

Specify additional settings that affect the behawvior of the task.
IV Allow task to be run on dermand
Run task as soon as possible after a scheduled startis missed
If the task fails, restart every: Il IR jv

Attermpt to restart up to: I3 times

r Stop the task if it runs longer than: I3 ey j'
V' Ifthe tunning task does not endwhen requested, force itto stop

™ Ifthe task is not scheduled to run again, delete it after |3[| e :I'

If the task is already running, then the following rule applies:

IDo not start a new instance j
oK I Cancel
Figure 23 Settings Tab Settings
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i FDAMedGuidePrinterTask Properties (Wi fain )

; " General | Triggers I Actionsl Conditionsl Settings Histary |

¥ Murnber of events: 725

Lewvel | Date a... | Even... | Task Categor | Cperational Code | Correlation Id | -
GoIf... 7j18i2... 140 Taskregistratio,., Info

(i)Irf... 7j182... 111 Taskterminated  Termination B3dacadd-7...

(iIrf... 7j18(z... 330 Taskstopping d... Info B3dacadd-7...

(f... 7isfz... 129 Created TaskP... Info

(f... 7/18z... 200 Action started (1 834acats-7...

(iJ)InF... 7/18/2... 100 Task Started (13 934acad8-7...

(iJInf... 7/18/2... 319 TaskEngine rec... (1)

AInf,.. 7HERZ.. 110 Tasktriggered ...  Info 834acadd-7...

(ivinf 1t 140 Taskrenistratin..  Infn bt
Ewent 140, TaskScheduler b 4

General |Detai|s I

User "5-1-5-20" updated Task Scheduler task "\FDAMedGuidePrinterTask" j
Log Mame: Microsoft-Windows-TaskScheduler/Operational LI
oK I Cancel |

Figure 24 Sample History Tab

4.6. Import customized Adobe Reader Windows Registry
settings

The FDA Med Guides Printer Tool controls Adobe Reader in the background, while no interactive user is
logged in. Adobe Reader sometimes tries to interact with a user when no user is available to reply to
Adobe Reader prompts. An example of this is when Adobe Reader presents the End-User License
Agreement (EULA) screen. There are Registry settings that can be set to inhibit these prompts. These are
listed in the included Windows Registry Editor file.

Important: If the FDAMedGuidePrinterTask task is configured to run using a Domain
Service account, instead of the Network Service account, one of the

“_. following options must be executed.

Option 1: Login to the server using the Domain Service account that is
being assigned to the FDAMedGuidePrinterTask task and apply the registry
keys by executing the NetworkServiceTaskSettings.reg file according to the
instructions given below.

Option 2: The NetworkServiceTaskSettings.reg file must be edited to replace
HKEY_USERS\S-1-5-20 with the SID of the Service account, which looks
like S-1-5-20, from the windows registry at the path
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList. Then apply the registry keys by executing
the NetworkServiceTaskSettings.reg file according to the instructions given
below.
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Before starting the task (first use), you must import these Registry settings. Locate the
NetworkServiceTaskSettings.reg file in the C:\FDAMedGuidesPrinter\installation folder. Then, import

the settings as indicated in the screen captures below.

L (O] =]
3 * 53 [ search instalation LD

ﬂ(; - Computer = Local Disk (C1) ~ FOviMedGuidesPrinter = installation =
= = [l &

Crganize > M Merge = Frint  Mew Folder

Jbusinessobjects J

= FDAMedGuidePrinter Task
:5 MetworkServics T askSettings

{2015 2:11 P

i Maers = ]natamad‘bd ] Type ]m l ]
T Conmputer
&2, Locl Disk () | CHOP_SEL_Certificste - : 2/9J2015 3:23 PM File folder
1032001 136 PM XML Document 4 KB

Fegistration Ertries

EBR
FOAMediGuidesPrinter 3] MetwarkService TaskSettings_fcrobat 1l 2/9J2015 2:43 PM Regstraton Erdries KB
ntalation 25 551 _Certificate_irstallstion SIEIZ013 11:26 Windows Batch Fils IKE
B 5] Neriy_instalaticn 2/9/2015 2:41 PM Wirdows Biatch File KB
workspace -
5] Weriy_instalation_fcrcbat 10 2I9/2015 2:46 PM Wirdowes Biatch File 4B
temp =]

Figure 26-1 NetworkServiceTaskSettings.reg Registry Settings File

. ER

. businessobijecks J

| T H[=1E3
— r - = = = - — = =
_@..\ )= || = Computer - LocalDisk (C:) ~ FDAMedGuideserinter = installabon = v &3 | sesch instatstion g
Organize ~ S Merge ~  FPrint  New folder = - ] &
8 Compuiter N ;
&, Local Disk (C:) CMOP_SSL_Certificate File folder
L, Do ument 4 KB
Ert

[ FDAMsdGuidePrinterTask

5 HebworkSeniceT ackSettings

gistr stion Entries

FOAMedGudesPrinter @] HetworkSenviceTaskSettings_Acrobat 10
installation ) 55L_Certificate_instalation Prirt Batch Fie IKE
b [EE] verify_installation _ e 5 * Lindows Estch Fie 4¥E
workspace 5] verify_installation_Acrobat10 {0 scan For threats... Biatch File 4K
. medguides =

Figure 26-2 Merge Menu Item

ﬁ_ﬁ User Account Control | x|

Do you want to allow the following program ko make changes to this
compukter?

s Program name:  Regiskry Editor
Yerified publisher: Microsoft Windows

j Show details

()

Change wwhen these notifications appear

Yes w

Figure 27 Confirmation Dialog. Click on “Yes” Button
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Registry Editor

l  Adding information can unintentionally change or delete values and cause components o skop waorking
. correctly, IF wou do not krust the source of this information in
CAFDAMedizuidesPrinteriinstallation'ebworkService TaskSettings. reg, do not add it ko the registry.,

Are wou sure you wank to conbinue?

Yen w‘ Mo

Figure 28 Confirmation Dialog. Click on “Yes” Button

{i)Registry Editor [ |

[0‘, The keys and walues contained in
k ' CiFDAMedGuidesPrinteriinstallakioniMetworkServiceTaskSettings. req have been successfully added to

the registry,
o] 4 m

Figure 29 Notification Dialog. Click on “OK” Button

4.7. Confirm correct deployment of program files

A batch file automates the process of confirming that the necessary folders and files were deployed

correctly. Confirmation is made only on files belonging to the FDA Med Guides Printer Tool.

4.7.1. Run the verifying batch file

Execute the batch file as administrator located in:
C:\FDAMedGuidesPrinteninstallation\Verify_installation.bat. Right click and select the ‘Run as

administrator’ option. The resulting display should look similar to the one below. Any missing files or

configuration errors should be listed in the results.

Note: The Java JRE 1.6 version in the screenshot below would change based the 1.6.0_xx you have

installed on your server.

‘;.\_j - Computer - Local Disk (C:) = FDAMedGuidesPrinter = installation = » 23 [ sesrch installation Lo
Organize = = Open  FPrint  New folder =~ 0 @
il Mame = Dt rockfed I Type Siza | I
TN Compater
f- Local Disk (€2 CMOP_S5L_Certificate 2P9[2015 223 PM Fibe Folder
businessobiects = FDAMedGuidePrinterTask 10f3/2001 136 PM XML Documenk 4 KB
ER J B | MetworkService TaskSettings 2P9f2015 2:11 PM Registration Entries 2EB
FDdMedGuidesFrinter B | MetworkSenvice TaskSettinge Acrobatil] ZP9[2015 2:43 PM Registration Entries 2KB
instalation 5] 550 _Certificate _insy S/6[2013 11526 M Windows Bakch Fle IKEB
& B vty _installation 5 241 PM ‘Windows Babch File
workspace "
o % Verfy_installation_Acrobat 10 ZIS12015 2:46 PM ‘Windows Babch Fle 4 KB
temp El

Figure 30-1 Verify_installation.bat File
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. installation M=l &

Q'\_ = - Compuber « Local Disk (C:) = FOWMedGudesPrinker ~ instalation - - ml Search installation M’.’H
Organize ~ |of Open  Prink  New Folder = ~ [ &
B vdecs 21 mame - | Date modfied | 1vpe Size | |
- - CMOP_SEL_Certiicste 2032015 3:23 P File Foskder
&2, 1 oeal Disk () =] FoAMedGuidePrinterTask 10/3/2018 1:36PM XML Docurrent KB
| busiessobjacks B NatworkServica Tasksettings 2092015 2:11 P Registr stson Entries ZKE
| ER B MatworkSarvicaTaskSattings_Acrcbst 10 2032015 2:43 B Registr ston Entries ZKB
. FOAMedGudesPrinker [ 5L_Certificate_installation SIE2013 11:26PM  Windows Bakch File IKE
installation T

B verify_irstalation Wwindows Batch Pl

L] = Dpen
e 4| Werify _installabion_Acroba Bk
medguides Prink
remrp ;I @F:.u-‘- a5 ademirgstrator

Figure 30-2 Run Verify_installation.bat File as Administrator
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Check fidobe Reader 011 8 Registry values

HEEY _USERS™, DEFAULT5of tware™Adobe™Acrobat Reader™11l.8%Adobeliewer
EULA REG_DHORD x1
Launched REG_DHORD Bxl

HKEY USERS\S 1-5-28%3of tware™NAdobe™Macrobat Reader™ll.8MAdobeliewer
ElL REG ORD ®1
Launched "REG_DHORD Bl

HKEY LOCAL_MACHINE“sof tware*adobeMacrobat reader™11l.8%adobeviewer
EULA REG_DHORD Bxl
Launched REG_DHORD Bl

HKEY CURRENTR%gEEngﬁﬁtuare\ndube\ﬁcrubat Reader™11.8%Adobeliewer
Launched "REG_DHORD Bxl

HKEY LUSER3\5- \suftuare\adobe\connunflles\usage\reader 11
Tptln ORD B3¢

1-3-28
REG_DH

HKEY USER3“5-1-5-28%5of tware™fAdobeCommonFiles lUsagesadobe Application Manager
Optln REG_DHORD Bx@

HKEY _LUSERSM5-1-5-28 sof twaresadobeMmacrobat reader\ll B™vavgeneral
bCheckForlpdatesAtStar tu EG_DHORD ax8
bShowHelcomeScreen REG_DHORD = ]

HKEY USER3%5-1-5-2850f tware™fAdobe*Acrobat Reader™11l.8%Privileged
BProtectedMode REG_DHORD Bx@

HKEY LUSER3M5-1-53-28°50f twareMAdobeMAcrobat Reader\ll B:TrustHanager
Enhanced3SecuritylnBrowser G_DHORD »8
bEnhancedSecurituStandalone REG_DHORD BxB

HKEY CLURRENT
Optin

_USERMs0f twarehadobescommonfilessusagesreader 11

REG_DHORD Bxl

HEEY CLURREMI _USER3o0f twareMAdobe™NCommonFilesslsagesAdobe Application Manager
Optin REG_DHORD BxB

HKEY CURRENT_USERsof twareMadobe™acrobat reader™1l.B8avgeneral
BCheckForllpdatesAtStartu EG_DWORD Bxl
bihowHelcomelcreen REG_DHORD axe

HEEY CUREENMT _USERM50f twareMmAdobe™sAcrobat Reader™11l.8MPrivileged
bProtectedMode REG_TDHORD axa

HKEY CURRENT_USER“3o0f twareMAdobeMfAcrobat Reader™1l.8MTrustManager
EnhancedSecuritylnBrowser EG_DWORD Bxl
bEnhancedSecurituyStandalone REG_DHORD [P ]

HEEY LOCAL_MACHINENSOFTHARE“Policies“Adobe“Acrobat Reader™1l.8%FeatureLockDown
bProtectedMode REG_DHORD Bx@
bllsageMeasurenent REG_DHWORD Bx@
blpdater REG_DHORD BxB

HKEY _LOCAL HHCHINE\SOFTHRRE\PDI1cles\ﬁdube\ﬁPIP
enabled EG_DHORD B8x8

ch
java version “1 6 a_45"

aval(TH) SE Runtime Environment ¢build 1.6.8_45-

Java HotSpot(TH) 64— Blt Server UM <build 28.35 hBl nixed node )

Check for Task Joh

Figure 30-3 Display of Installation Confirmation Results with no Errors Reported
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[+ Administrator: INSTALLATION CHECK: FDA Medication Guides Printer Tool

Figure 31 Display of Installation Confirmation Results with Some Errors Reported

4.8. Starting or stopping the FDAMedGuidePrinterTask task
manually

After installing and configuring the FDA Med Guides Printer Tool system, it is strongly recommended
that you reboot the server to start the FDAMedGuidePrinterTask task—the task is configured to start with
the system. However, you can also start or stop the task manually.

The procedure appears in the following screen captures. To start the task, select “Run” from the pop-up
menu. To stop the task, select “End”. To confirm that the task is running, see the text indicated in the
Status column. Ready means that the task is active, but not running. Running means that the task is
running.
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Sk Server Manager { ]
5 Roles
| Features
7 Diagnostics
= jﬁ Configuration
=] @ Task Scheduler
Task Scheduler Library
@ Windows Firewall with Advs
-,',‘2: Services
&5 WMI Control
2 Local Users and Groups
=5 Storage

Task Scheduler

cheduler Summ 5 2:49:50 Ph)

Status of tasks that have starked in the following time period: ILast 24 hours Vl B

Sumimaryt 49 total - 1 running, 47 succeeded, 1 stopped, 0 failed

Task Narne | Run Result | Run Start Run End | Trlgﬂ
Aittgent (last run succeeded at.,

Consolidator {last run succeede...
FDAMedGuidePrinterTask {last ..
KernelCeipTask (last run succee..,

LPRemowve (last run succeeded .. _lj
»

il

Active Tasks - |

Auctive tasks are tasks that are currently enabled and have not expired,

Summary: 27 total

Task Narne

CorruptionDetech

Double-click  [RunTime Triggers =

On event - Log: Systemn, ..
On event - Log: Microso..

DecarnpressionFailureDetector

A rm startup

IpAddressConflictl

On event - Log: System, ...
InfddressConflict?
A

On event - Loa: Svstern. .., T
»

Figure 32 FDAMedGuidePrinterTask Task Listed in Task Scheduler List

File  Action Yiew Help

R Server Manager

&= 7[5d

i Diagnostics
=] ji!; Configuration
= @ Task Scheduler
Task Scheduler Library
i Windows Firewall with Adve
Q Services
5l WMI Control
*-_‘ Local Users and Groups
ﬂ Storage

Task Scheduler Library 1 E

m Mext Run Time | Last Run Time: E
Ready  When the rmodified 9/14/2011 10:05:25 AM Tl

Ready I

startup

4 |

General |Triggers| Act\onsl Conditions | Settingsl Histor},-'l

|»
|-

Mame: IFDAMedGuidePrinterTask

Location: %

Figure 33 Select Task and Open Menu

26

XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439

FDA Medication Guides Project
Automatic Printing Java Component Installation Guide

June 2015



Task Scheduler Library 1 Tasks

Status
(5 {ZDEB4EAD-...  Ready
[ FDAMedGud, . Ready

Triggers
‘Wwhen the task is creg
AL system startup,

Last Run Time

214/2011 10:05:25 &M TI

Mext Run Time

Left Click

End
Disable
Export...
Propetties
Delete

4 |

General |Tr\ggers| Actlonsl Conditions | Settmgsl Hlstoryl

Mame: IFDAMedGuidePrinterTask =

Location: %

Figure 34 Select Run from Menu

E= Server Manager

File Action Yiew Help
&= 2= H
_é EEWEV Manager Task Scheduler Librar:
o Roles
| Features Marme
Jm Diagrastics (5 {2DAB4EAD-,.. B
= 33"_!; Configuration AMedGuid. . Running
El (E—) Task Scheduler S
Task Scheduler Library
@ windows Firewall with Adve
-{,(5 Services
&5 WMI Contral
#% Local Users and Groups
=5 Storage

Mext Run Time

Last Run Time [ L]

4| | 3

General |Triggers | Actionsl Conditionsl Settingsl Historyl

Mame: IFDAMEdGuidePrinterTask =

Location: %

Figure 35 Task is Shown in “Running” state. Application is Ready to Receive Print Requests

4.9. Steps to Install a Network Printer via a Local Spooler
To add a Network printer via a Local spooler:

e Go to Control Panel -> Hardware -> Devices and Printers

e Click ‘Add a Printer’

e Select ‘Add a local or network printer as an administrator’

e Select ‘Add a local printer’

e Select ‘Create a new port’

e Type of port: Local Port

e Click “Next’

e Enter a port name: Enter the IP address of the Network Printer

e Click ‘Ok’

e Select the correct printer driver for the network printer

e Click ‘Next’

e Select “Use the driver that is currently installed (recommended)’ OR as appropriate for your machine
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e Type a printer name: <enter a printer name>

Note: This will later be added to the VistA Device File (#3.5) entry in the “WINDOWS NETWORK
PRINTER NAME?” field (#75).

e Click “Next’

e Select *Share this printer...’
o Click ‘Next’ and then “Finish’

Note:

o

At this point, test the FDA Med Guides Printer Tool by sending a print
request. A test is successful if the expected output is found at the destination

printer.

il windows Task Manager
File ©Options Wiew Help

Applications ~ Processes |Services I Performance I Metworking I Users I

[_[Of %]

AdobesRM. exe *32 whaisIFeldrar oo 480K  Adobe Reader and Acrobat Mana.. .
BESClient.exe *32 SYSTEM oo 5,108 K BigFix BESClient Application
BESClientHelper.exe *32 SYSTEM oo 185K  Service For monitoring the status ...
BESClientIexe *32 vhaislFeldrar oo 496 K BigFix Enterprise Suite Client User..
crd, exe NETWORK SERYICE uln] 388K windows Command Processor
conhost.exe SYSTEM uln] 168K Consale Window Host
conhost.exe SYSTEM uln] 126K Consale Window Host
conhiost. exe NETWORK SERYICE uln] 634 K Console Window Host
C5r55.EXE SYSTEM oo 1,060k  Client Server Runtime Process
CSrS5.EXE SYSTEM on 160K Client Server Runtime Process
CSFSS.ENE SYSTEM oo 1,300 K Client Server Runtime Process
dlihost.exe SYSTEM oo 556 K COM Surrogate
dwri.exe vhaislFeldrar oo 352K Desktop Window Manager
EngineServer.exe SYSTEM 0o 180K Commaon Shell3 - Scanners' int?rF:lLI
A »

[V Show processes from all users End Process

|Prncesses: 7 |CPU Usage: 2% |Physical Memory: 74% | 4

Figure 36 After a Print Job Request is Sent, Adobe Reader is Listed in Task Manager
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5. Back-out/Uninstall Procedures
o Stop the FDAMedGuidesPrinterTask task in the Task Scheduler.

Task Scheduler Library 1 Tasks

Running Left Click  glgala]

End k
Disable

Expart...
Properties
Delete

Nexk Run Time | Last Run Time

9f26{2011 121

(8 FoAMedGuidePrinkerTask

s

«| | »

General |Triggers | Actions I Conditions I Settings I Histur},fl

Mame: IFDAMedGuidePrmterTask =

Location: %

Figure 37 Stopping a Running FDAMedGuidesPrinterTask Task
e Delete the FDAMedGuidesPrinterTask task from the Scheduler list.

@ Task Scheduler

File Action VYiew Help

e A a7 I

(1) Task Scheduler (Lacal)

Right Click [

- MName Status | Triggers [Mext Run Time
@ Task Scheduler Libraty ™
Run
End
Disable
E:
Left Click

P

Figure 38-1 Deleting the Task

o Go to Task Manager.

0 Click on the Processes tab and select Show processes from all users
Find the task named AcroRd32.exe running under user name NETWORK SERVICE
Right-click and select End Process. Click End Process in the conformation dialog.
Find the task named java.exe running under user name NETWORK SERVICE
Right-click and select End Process. Click End Process in the conformation dialog.

©Oo0oO0oOo
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i Windows Task Manager M= E |

(Bile Options ¥iew Help
Applications Processes | Services | Performance | Metworking | Users |

swihost, exe
swihost, exe
swichost.exe
Locator.exe
swihost, exe
Slave.exe
WniPrvSE, e
swihost. exe
java exe
swihost, exe

msdbc. exe
taskeng.exe

cmd, exe

System

System Idle Pr...

Image Mame User Name =

LOCAL SERVICE
LOCAL SERVICE
NETWORK SERVICE
NETWORE SERVICE
METWCIREK SERVICE
METWOREK SERVICE
MNETWOREK SERVICE
NETWORK SERVICE
METWOIRK SERVICE
METWOIREK SERVICE
NETWORK SERVICE
MNETWORE SERVICE
NETWORE SERVICE
METWCRE SERVICE
SYSTEM

SYSTEM

I¥ show processes from all users

8EEEBEBEEES

mE8EBEE

| cPu | Memory (... | Description
Host Process for Wind...
Host Process for Wind...
Hoast Process For Wind. ..

GEO K
L1249 K
1,568 K

296K
2,956 K
4,676 K
6,564 K

12,444 K
£2 456 K
1,380

2,220 K
a0 K
S04 K

24K

10,508 K

Rpc Locator

Host Process for Wind...
Microsoft Software Lic...

WMI Provider Host

Host Process For Wind...
JavalTM) Platform SE ...
Host Process for Wind...

Adobe Reader

M5 DTCconsole program

Task Scheduler Engine

‘Windows Cornmand Pr...
Percentage of tme th...

NT Kermel 8 Svstem

EndPrml

Processas: 100

[CPU Lisage: 100% [Physical Memary: 77%

Figure 38-2 Deleting Acrobat process in Task Manager
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i|;|'vh'in dows Task Manager M= E
Filz Options View Help
Applications Processes |‘:'rervices | Performance I Hetwurki'igl Users |

Image Mame | User Name = | cru | memory (... | Description |
Locator.exe MNETWORE SERVICE oo 296K  Rpc Locator
sychost,exe METWIORE SERVICE a0 2,948 K Host Process For Wind. ..
Slsve,ene METWIORK SERVICE a0 4,676 K  Microsoft Software Lic, .. J
sychost.exe METWORE SERVICE a0 12,464 K Host Process For Wind., ..
WmiPrvSE.exe METWORK SERVICE 0o 1,544 K WMI Provider Host
java , B METWORE SERVICE 0o 52,460 K Java(TM) Platfarm SE ...

sychost.exe METWIORK SERVICE a0 1,380 K Host Process For Wind...
AcroRd32 exe MNETWORE SERVICE 14, SRkt .

# ol b L
Cpen File Locakion

medbe,exne METWIORE SERVICE 2,"

taskeng.exe METWORE SERVICE a0 3 End Procass ]
omd. exe METWORK SERVICE 00 2 End Procsss Tres ...
Systemn Idle Pr... SYSTEM 4 J Debug ...
Syskem SYSTEM oo 10,9 wirbuslzaHor

SINSS, EXE SYSTEM a0 2 Create Dump File M.
sqlwriter.exe SYSTEM an 4, =g
csrss.Exe SYSTEM o0 13 Set Priority Pl

¥ show processes from all users Properkies Process
Go ko Service(s)

Processes: 101 |CPU Usage: 7% Physical Memory: 80% |

Figure 38-3 Deleting Acrobat process in Task Manager

Delete the C:\FDAMedGuidesPrinter folder and all its contents.

Upgrading to a new version of Automatic Printing

Uninstall the older version as shown in Section 5.
Do not uninstall the Java JRE 1.6.
If you are using Acrobat Reader 10 —

o Uninstall Acrobat Reader 10

o0 Install Acrobat Reader 11 by following the instructions given in Section 2.3.3.
Follow the installation steps in Section 4 to install the newer version of Automatic Printing.
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7. Troubleshooting

If you encounter errors in this system, they are likely to be deployment-related malfunctions. Using
Adobe Reader in a non-interactive fashion risks encountering a Server 2008 condition known as Session 0
Isolation. Similarly, using the Network Service account for the FDAMedGuidePrinterTask task has risks
that the task may not have sufficient permissions to access needed network resources, like printers or the
CMOP Portal. These two risks are the most likely source of a malfunction. The main symptoms are:

o No output reaches the destination printer spool.

¢ No file is downloaded to the C:\FDAMedGuidesPrinter\workspace\medguides folder from the
CMOP Portal.
No temporary PDF file is created in the C:\FDAMedGuidesPrinter\workspace\temp folder.

e Adobe Reader isn’t responding or is responding incorrectly. Again, the symptom is that no output
reaches the destination printer spool.

e The user assigned to the FDAMedGuidePrinterTask task is unable to connect to CMOP.

Note: One useful troubleshooting technique is to run the FDA Med Guides Printer
Tool while bypassing the FDAMedGuidePrinterTask task. This is done in
' — interactive mode by logging in as an interactive user and following these steps:

1) End the FDAMedGuidePrinterTask task, if it is running.

2) Start the
C:\FDAMedGuidesPrinteNSTART_fda_med_guides_automatic_printing
.bat batch file.

Following are possible malfunctions and remedies.

7.1. Session O Isolation

Session 0 Isolation is a new security feature in Windows 7 and Windows Server 2008. It affects non-
interactive sessions by restricting a program’s ability to interact with the console. This feature directly
affects the way that Adobe Reader is used in this system, and a problem may occur when Adobe Reader
presents interactive dialogs while expecting a user response.

These events are rare and occur as a result of a new Adobe Reader installation or upgrade. Typically,
these are the request to agree to a EULA or a Product Improvement Program opt-in message. Session 0
Isolation is complex and is explained in the links below.

The installation step labeled “Import customized Adobe Reader Windows Registry settings” addresses
this problem by importing Registry keys that prevent known prompting events. These Registry settings
are bound to individual user accounts and must be applied to the user account selected to control the
FDAMedGuidePrinterTask task. You may need to make adjustments to the
NetworkServiceTaskSettings.reg file to reflect the correct user account.
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Adobe Product Improvement Program

Help Improve the Adobe Reader Experience

Participate in the design of future versions of Reader. Just chck. "Yes' now to give us
permission Lo learn about: how you use Reader, and we'll do the rest.

- Thare are no mandatory surveys or Follow-up emails,
= No personal cantact information is collected.
= You can stop participating at amy time,

With your permission, Adobe will automatically receive anonymous
information about how you use Reader.

" Yes, 1 would bke to help make Reader even bettes

& po, thank you

Privacy Poliey ok | RemindMsLater | cancal

Figure 39 Example Adobe Reader Prompt to User

Symptom Possible solution

Adobe Reader doesn’t seem to | Log on as an interactive user and determine whether Adobe Reader is
respond to print requests. requesting a response from the user.

This interaction is not visible to the non-interactive user, giving the
impression that the med guide’s application is malfunctioning.
Therefore, no output is generated at the printer spool. The server’s
system administrator must identify the user account associated with the
FDA Med Guides scheduled task, log on as that user, start Adobe
Reader manually, and respond to all prompts generated. For Network
Service, this can only be resolved via Registry adjustments on that
account

%Interactive Services Detection

A program running on this computer is trying to display a message

The program might need information Form you or your permission to complete a task,
why does this happen?

<» Y¥iew the message

<» Ask me later

j Show program details

Figure 40 Session 0 Isolation Symptom Message
The following Web links offer information on this topic.
http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-

Printer-Selected-Valid-Error-2008-64bit-Standard-
Server?showall=true#additional AnswersMarker
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http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-Printer-Selected-Valid-Error-2008-64bit-Standard-Server?showall=true%23additionalAnswersMarker

http://msdn.microsoft.com/en-us/gg465126

http://blogs.technet.com/b/askperf/archive/2007/04/27/application-

compatibility-session-0-isolation.aspx

http://msdn.microsoft.com/en-us/library/bb756986.aspx

http://www.beingmanan.com/wp/2008/06/create-uac-white-list/

http://msdn.microsoft.com/en-us/windows/hardware/qg463353.aspx

http://www.firedaemon.com/manual/index.html?WindowsVista

7.2.

Can’t find Adobe Reader

Symptom
An error indicates that Adobe Reader executable
can’t be located.

Possible solution

Verify that the path pointing to the Reader executable
is correct in the
C:\FDAMedGuidesPrinter\fda_med_guides.properties
file

7.3.

Can’t download Med Guides from CMOP Portal

If a med guide request is made and no med guide file appears in
C:\FDAMedGuidesPrinter\workspace\medguides, the application is likely unable to connect to the CMOP
SharePoint site. Reasons for this to occur are as follows:

Symptom
CMOP site is down

Possible solution
Try again later.

User assigned to task has insufficient privileges to
access CMOP site.

Adjust permissions, or create a new user with
appropriate access.

Unable to write downloaded med guide to local
folder.

Confirm that user has write access to folder.

An error page is printed instead of the expected
med guide.

The med guide name is invalid or the med guide
PDF file doesn’t exist at the CMOP Portal. Verify
that the PDF file exists, or that the PDF file name
indicated in the print request is correct.

7.4.

Symptom

Nothing is sent to the destination printer spool

Possible solution

Adobe Reader is malfunctioning

Using Task Manager, kill any AcroRd32.exe
processes belonging to the pertinent user account.

Destination printer name in med guide request is
incorrect

Verify that the printer name is correct.
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http://msdn.microsoft.com/en-us/gg465126
http://blogs.technet.com/b/askperf/archive/2007/04/27/application-compatibility-session-0-isolation.aspx
http://blogs.technet.com/b/askperf/archive/2007/04/27/application-compatibility-session-0-isolation.aspx
http://msdn.microsoft.com/en-us/library/bb756986.aspx
http://www.beingmanan.com/wp/2008/06/create-uac-white-list/
http://msdn.microsoft.com/en-us/windows/hardware/gg463353.aspx
http://www.firedaemon.com/manual/index.html?WindowsVista

7.5. java.lang.NoClassDefFoundError in batch file

Symptom Possible solution

Invoking the Verify that paths indicated in batch and
START_fda_med_guides_automatic_printing.bat properties files are correct, particularly the
batch file fails to start the Java application and indicates: | path to the JAR file.

Exception in thread "main”
java.lang.NoClassDefFoundError

v FDA Medication Guide Automatic Printing application

Exception in thread "main" jawva.lang.NoGlassDef FoundError: gnu/ua/med/p]mlma[:y/f!

[da_ned_guides/automatic_pr 1nt1ng/ﬂutnmat1cFDHl‘|edGulded
Caused by: java.lang.ClassHotFoundException: gov.va.med.pharmacy.fda. ne(l_qu).(le_‘..
i AMedGuides
ader$l.run{Unknown Source)
sController.doPrivileged(Mative Method>
ader.findClass (Unknown 'Soml:e)
s(Unknoun Sourcel
& er.loadClass{Unknown Source?
at ,]aua lang Cla -. s{Unknown Source
Could not find the main class .med.pharmacy.fda_med_guides .automatic_prin
lting.AutomaticFDAMedGuides . nglan Sai1l Bxit.
Press any key to continue . . .

Figure 41 JAR File Error

7.6. “Protected Mode” is enabled in Adobe Reader

If you are using the Network Service account, you can skip this procedure--this setting is already toggled
off by the Registry settings import procedure listed above. If you are using any other account, Protected
Mode is toggled on by default in Adobe Reader X. This setting interferes with the proper functioning of
the Java component, so you must toggle it off while logged on as that account.
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Preferences

Categories: r~ Sandbox Protection:
[~ Create Protected Mode log file Wiew log |

General & Files from potentially unsafe locations
Page Display ! Allffles

[ [x

Commenting

Enable Protected Mode at startup;
Documents
Full Screen Protected View { 0ff

3D & Multimedia
Accessibility - Enhanced Security
Forms ™ Enable Enhanced Security ™ Cross domain log file View
Identity
Internet
JavaScript
Language If your workflows are negatively impacted by security settings, use Privileged Locations to
Measuring (20) se!e_ctlvely trust f\le;, folders, and hosts to bypass th 05e secy _rlty setting r_estnctlon s
Measuring (3D) Privileged Locations allows you to work securely while granting trust to items in your

) workflow.
Measuring (Geo)

Multimedia (legacy) [T Automatically trust documnents with valid certification

Multimedia Trust {legacy)
Reading [¥ Automatically trust sites from my Win OS security zones View Windows Trusted Sites

i~ Privileged Location

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Add File Add Folder Path Add Host Remave |

What is Protected View?  What ic Enhanced Security? ~ What are Privileged Locations?

QK I Cancel |

-

Figure 42 Disabling Protected Mode at Startup

7.7. Network Service account and Adobe Reader 9

There is a known “ROAMING PROFILE” issue with Adobe Reader 9.x that causes it to malfunction
under certain circumstances while assigning the NETWORK SERVICE account to the
FDAMedGuidePrinterTask task. For this reason, Adobe Reader 9.x is not recommended for this
application. Use Adobe Reader 11 or 10 instead.

7.8. Reinstall SSL Certificate

If Java/JRE is reinstalled, the CMOP SSL certificate also needs to be reinstalled according to the
instructions given in Section 4.4.

7.9. Issues with Network Service account

When the FDAMedGuidePrinterTask is run under the NETWORK SERVICE account:
o If there are delays in printing or if the Med Guides do not print, a Domain Service account with the
highest privileges should be created and used instead of using the NETWORK SERVICE account.

36 FDA Medication Guides Project June 2015
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439



o If Domain Service account cannot be created, the FDAMedGuidePrinterTask can be run
under the Administrator account. This would require the Administrator to be logged in, while

the task is running. This is not a recommended approach.

7.10. Printing Issues

If you experience print issues or delays with the NETWORK SERVICE account, we strongly recommend
that you use a Domain Service account created for the FDA Med Guides Automatic Printing application.
This account needs to have Administrative privileges on the server.
¢ Add the NETWORK SERVICE account or the Service account to the Server Security Admin group
so that it has permissions to invoke Acrobat and send print jobs to the network printers.

o Check if the NETWORK SERVICE account or the Service account has permissions to access the

Printer.
e Add NETWORK SERVICE account or the Service account to the ‘Users’ and ‘Print Operators’
groups.
E Server Manager =]
File Action Wew Help
& 2mIXE =S| -E
__E Server Manager (WHAISFMULL A Actions
o Rales —,—
il Features Name Diescription W
T Diagrostics M administrators Administrators have complet Mare ... B
=) EﬁJ!_ Configuration :E Backup Operators Backup Operators can overr
Elu (L) Task Scheduler % Certificate Service DCO... Members of this group are a W
et
Task Scheduler Librz | 4% Cryptographic Operators  Members are autharized to More N

g Windows Firewall with 4
{15: Services
g WM Control
= & Local Users and Groups
| Users
| Groups
=5 Storage

1 I i

Bl pistributed COM Users
M Event Log Readers

% Guests

115 1usRs

M Mebwork Configuration ...
% Performance Log Users
% Performance Monitor L.,
B power Users
‘Prink Operakors
M pemote Deskiop Users
e replicator

:E sers

% ConfigMar Remaote Con..,
B winRMREmoEWMIUSEr , .

1

Members are allowed to laur
Mernbers af this group can ¢
Guests have the same acce:
Built-in group used by Inkerr
Members in this group can b
Members af this group may -
Members af this group can &
Power Users are included Fo
Mermbers can administer daon
Members in this group are gi
Supports File replication in a
IJsers are prevented From m
Members in this group can v
Members af this group can &

| i

Figure 43 Add NETWORK SERVICE or Service account to Users and Print Operators groups
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Userspropertes G|

General |
% Ilzers
ah
D ezcription: Users are prevented from making accidental or
intentional system-wide changes and can run most
Members:

:i!, MT AUTHORIT Y Authenticated U zers [5-1-5-11]
,:i?_, MT AUTHORITYSNTERACTIVE [5-1-5-4)

“EMNT ALUTHORITYMETWORE SERVICE [5-1-5-20]
E,"' ronk
:13_, YHAMASTERAD omain Users

Changes ta a uzer's aroup membership
Add... | Bemaove are ot effective until the nest timne the
uzer logz on.

] I Cancel | Apply Help

Figure 44 NETWORK SERVICE added to Users group
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o If Med Guides appear in the temp folder but do not go to the printer queue, go to Services and stop
the Print Spooler service and start it again.

{.':, Services =]

File  Action View Help
&2 |mE o= HE»m 0 p

i Services (Local £} Services (Local)

Print Spooler Mame = | Description I Stakus :I
‘LhPerformance Logs ... Perfarman...

Stop the service: :£LPlug and Play Enables ac... Started

Restart the service 4Pl Driver HPZ12 Started
ELPRR-X IP Bus Enum...  The PnP-x ...

Description: CLPorkable Device En...  Enforces q...
gk

Loads files to memaory for later printing ChPower Manages p... Started

* APrint Spoaler ... Started

LhProblem Reparts 5 Start J

‘ChProtected Storage

‘LhRemote Access AL Pause
‘LhRemote Access Co Resume
‘EhRemote Desktop © Restart Starked
ChRemaote Deskbop 5 Started
CARREMOELESKIOR 2 Tacks b [T
ChRemote Deskrops 0 |<karted
‘LhRemote Procedure Refresh Started_lll
1 [ - 3
Properties
< | 1% Extended A Standard /
|SI:|:||:| service Prink Spooler on Local Computer | u=E

Figure 45 Restarting Print Spooler service

e Restart FDAMedGuidePrinterTask
0 Go to Task Scheduler and stop the FDAMedGuidePrinterTask task by selecting ‘End’.
0 Go to Windows Task Manager. Find any AcorRd32.exe and java.exe tasks running under the
NETWORK SERVICE account or the Service account and stop them by clicking ‘End
Process’.
0 Go to Task Scheduler again and start the FDAMedGuidePrinterTask task by selecting ‘Run’.

7.11. Nightly Server Reboot recommendation

Given the number of Med Guides that are printed each day and due to the load on the server, it is
recommended that the Windows server be rebooted every night to free up resources and to cleanup any
hung tasks.
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7.12. Increase the priority of java.exe and AcroRd32.exe

Run a PowerShell script that increases the priority of java.exe and AcroRd32.exe from Below Normal to
High. This may speed up the execution of printing under the NETWORK SERVICE account. Below are
the lines to run in PowerShell. This needs to be run after the server starts the FDAMedGuidePrinterTask
task.

$processname=""java.exe"
$process=Get-WmiObject win32_process -f "name="$processname”"
$process.SetPriority(128)

$processname="AcroRd32.exe"
$process=Get-WmiObject win32_process -f "name="$processname”"
$process.SetPriority(128)

7.13. Configure Acrobat Reader 10

To use Adobe Acrobat Reader version 10:
e Download the Acrobat Reader 10 software from the link below.
ftp://ftp.adobe.com/pub/adobe/reader/win/10.x/10.0.0/en _US/AdbeRdr1000 en US.exe

e Save it to your C:\temp folder.

(;( )v| . = Computer = Local Disk {(C:) = TEMP - l‘all Search TEMP w
Organize w  Mew Folder 4= - 0
‘Jv' Music ;I Mame ~ | Date modified | Type
[ Pictures
a videos Mo ikems makch your search,

=18 Computer

= f.-i, Local Disk (i3
| FDAMedGuidesPt
. PerfLogs
. Program Files
. Program Files (x&
. Users
. Windows

[# ' Con ISL-FELDMANﬂ ) I

File name: | adbeRdr1000_en_LS

Ledlel o

Save as bype: Inpplication

“ Hide Fuldersl Sawe I Cancel |

4

Figure 46 Save Adobe Reader Installer to C:\temp

e Open a command window and navigate to C:\temp
e Install Adobe Reader using the downloaded file and special command-line switches. Enter the
following command:

AdbeRdr1000_en_US.exe /msi /norestart ALLUSERS=1 EULA_ACCEPT=YES
SUPPRESS_APP_LAUNCH=YES
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ftp://ftp.adobe.com/pub/adobe/reader/win/10.x/10.0.0/en_US/AdbeRdr1000_en_US.exe

[&+ Administrator: Command Prompt

C:~TEMP>AdheRdr1888_en_US.exe /msi /norestart ALLUSERS=1 EULA_ACCEPT-=YES SUPPRESE

S _APP_LAUNCH=YES _

Figure 47 Example of Installing Adobe Reader from Command Line

o Complete Adobe Reader installation by responding to displayed prompts. Using default responses is

recommended.

Important:

After installing Adobe Reader, start Reader and check for updates.

Apply all updates before proceeding.

? Adobe Reader

File Edit Wiew Window | Help

T e 7 Adobe Reader % Help...
-} BB e El

About Adobe Reader X...

About Adobe Plug-Ins. ..
Improwvernent Prograrn Oplions. ..
Digital Editions

Orline Suppa
Repair Add

Figure 48 Checking for Updates
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o Execute NetworkServiceTaskSettings_Acrobat10.reg, which is located at
C:\FDAMedGuidesPrinten\installation, according to the instructions given in Section 4.6.

B installation H=] E3
" ; ( )v| .+ Computer = Local Disk {C:) = FDWMedGuidesPrinter = installation - - l‘{]]l Search installation L)
File | Edit Yiew Tools Help
Organize v @ Merge ¥ Print  Mew Folder = ~ 0 @
;I Mame = Date modified | Tvpe | Size | |
/M Computer : s ol
. . CMOP_S5L_Cettificate 2912015 3123 PM File Falder
&5 Local Disk (C1) - 1
| .businessobjects J 2| FDAMedGuidePrinter Task 10)3/2011 1:36 PM *¥ML Document 4 KE
= @ MetworkServiceT askSettings 2/9/2015 2:11 PM Reqistration Entries Z2KE
. FDAMedGuidesPrinter ] Metw vice ttings_Acrabat10 52:43 Reqistration Entries
. installation | 55L_Certificate_installation S/B/2013 11:26 PM windaws Batch File 3KE
i Iio Werify_installation 2/9/2015 2:41 PM Windows Batch File 4 KB
. workspace
i Werify_installation_Acrobat10 Z19J2015 Z:46 PM Windows Batch File 4 KE
. medguides LI

Figure 49 NetworkServiceTaskSettings_Acrobat10.reg Registry Settings File

o Execute Verify_installation_Acrobat10.bat, which is located at
C:\FDAMedGuidesPrinteninstallation, according to the instructions given in Section 4.7.

l installation =]

(-;(:)v| = Computer + Local Disk {C:) = FDAMediuidesPrinter = installation - - lmjl Search installation rel
Qrganize = Open  Print  Mew folder == v E] 9
E Wideos ;I Mame = Date modified | Tvpe | Size | |
8 Computer J CMOP_S5L_Certificates Z/92015 323 PM File Falder
F_Eru Local Disk () |2 FDAMedauidePrinter Task 10/3/2011 1;36 PM #ML Document 4 KB
| .businesschijects @ NebworkServiceTaskSettings 20912015 2:11 PM Reqistration Entries 2KB
. BR J @ MetworkServiceTaskSettings_acrobat10 21912015 2:43 PM Registration Entries 2KB
. FDAMediauidesPrinter 551 _Certificate_installation Si6f2013 11:26 PM Windows Batch File 3KE
v Installation Verify_inskallation 22015241 PM Windows Batch Fils 4KB
: t\'}’ormace istallation_acrobat10 2{9j2015 2:46 FM Batch Fil=
J medguides
. kemp LI

Figure 50 Verify_installation_Acrobatl10.bat File

e Change the Acrobat Reader path in fda_med_guides.properties file to the path of Acrobat Reader
version 10 according to the instructions given in Section 4.3.1.
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8. Appendix

After extracting the contents of the ZIP file, the below FDA Med Guides Printer Tool folder structure and

files should be available on the C:\ drive.

Path
C:\FDAMedGuidesPrinter

Type
Folder

Description

Main folder. Root folder for
application files. These
include the JAR, batch and
properties files.

C:\FDAMedGuidesPrinter\lib

Folder

Sub-folder containing
supporting third-party Java
libraries

C:\FDAMedGuidesPrinter\installation

Folder

Folder containing pre-defined
configuration files

C:\FDAMedGuidesPrinteninstallatiol\CMOP_SSL_Cer
tificate

Folder

Folder containing CMOP
SSL certificate

C:\FDAMedGuidesPrinter\workspace

Folder

Workspace main folder.

C:\FDAMedGuidesPrinter\workspace\medguides

Folder

Path to med guides local
repository. Folder contains
copies of original FDA Med
Guides as downloaded from
the CMOP Portal Site.

C:\FDAMedGuidesPrinter\workspace\temp

Folder

Path to area for temporarily
processing stamped med
guides. Folder contains
scratch files of altered med
guides

C:\FDAMedGuidesPrinte\START _fda_med_guides_au
tomatic_printing.bat

Batch file

Batch file to initiate the FDA
Med Guides Printer Tool
Java program

C:\FDAMedGuidesPrinter\fda_med_guides.properties

Configuration
file

User-configurable items for
the FDA Med Guides Printer
Tool

C:\FDAMedGuidesPrinter\fda_med_guides_logging.pro
perties

Configuration
file

User-configurable items for
the logging engine

C:\FDAMedGuidesPrinter\fda_med_guides_automatic_
printing_1.0.1.0.jar

Java archive

Main jar file containing all
Java code for the FDA Med
Guides Printer Tool

C:\FDAMedGuidesPrinter\installation\ Batch file Batch file to add CMOP SSL
SSL_Certificate_installation.bat certificate to the Java trust
store and set JRE HOME
C:\FDAMedGuidesPrinteninstallatiol\CMOP_SSL_Cer | Certificate SSL Certificate that will be
tificate\VA Internal Root CA_X509.cer file added to the Java trust store
C:\FDAMedGuidesPrinter\installation\ XML file Configuration file used to
FDAMedGuidePrinterTask.xml create the
FDAMedGuidePrinterTask
task
C:\FDAMedGuidesPrinter\installation\ Windows Configuration file used to set
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NetworkServiceTaskSettings.reg

Registry
import file

up the Adobe Reader setting
for use by the NT
AUTHORITY\NETWORKS
ERVICE user

C:\FDAMedGuidesPrinter\installation\
Verify_installation.bat

Path
C:\FDAMedGuidesPrinter\lib\commons-io-2.4.jar

Batch file

Type
Java archive

Batch file used to confirm a
successful deployment of the
FDA Med Guides Printer
Tool

Description

Supporting third-party
Apache Commons

Java library

C:\FDAMedGuidesPrinter\lib\commons-lang3-3.3.2.jar

Java archive

Supporting third-party
Apache Commons
Java library

C:\FDAMedGuidesPrinter\lib\commons-logging-
1.1.3jar

Java archive

Supporting third-party
Apache Commons
Java library

C:\FDAMedGuidesPrinter\lib\fontbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

C:\FDAMedGuidesPrinter\lib\jempbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

C:\FDAMedGuidesPrinter\lib\pdfbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

Log files in folder C:\FDAMedGuidesPrinter *.log Log files are used for
debugging purposes only and
are created AFTER the initial
use of the program.
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