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Introduction

The main purpose of the VistA Blood Establishment Computer Software (VBECS) is to automate the
daily processing of blood inventory and patient transfusions in a hospital transfusion service.

35
1 1 Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all data,

printed or electronic, must be in accordance with VA policy on security and privacy.

3
{1 Do not change the system! The U.S. Food and Drug Administration classifies this software as a

medical device. Unauthorized modifications will render this device an adulterated medical device under
Section 501 of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring
and implementing this software through the Freedom of Information Act require the implementer to
assume total responsibility for the software and become a registered manufacturer of a medical device,
subject to FDA regulations. Adding to or updating VBECS software without permission is prohibited.

233 . . . .
L 1 Changes to the system configuration must be documented with screen captures and kept with the

installation record.

Related Manuals and Reference Materials

o Health Level Seven Implementation Support Guide for HL7 Standard Version 2.3.1, Message &
Interface Services (M&IS), VHA Ol - Health Systems Design & Development Web site (°1999).

e Kernel Systems Manual Version 8.0, Chapter 1: Sign-On Security/User Interface, pp. 13-20.

“Locking Down Windows Server 2003 Terminal Server Sessions,” Microsoft Web site (October 29,

2003).

National Software Package Distribution, SOP 196-5.

Release of Patches, SOP 196-8.

VBECS Application Interfacing Support Software Installation and User Configuration Guide.

VistA Blood Establishment Computer Software (VBECS) Installation Guide.

VistA Blood Establishment Computer Software (VBECS) User Guide.

VistALink Version 1.0 Developer-System Manager Manual, Chapter 6: Security Management, pp. 34—

35.

o  Windows Server 2003 Security Guide 2.1, Microsoft Corporation (May 8, 2006).
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How This Technical Manual-Security Guide Is
Organized

Outlined text is used throughout this guide to highlight warnings, limitations, and cautions:

23 . s .
! I Warnings, limitations, cautions

Terms
For consistency and space considerations, the pronouns “he,” “him,” and “his” are used as pronouns of
indeterminate gender equally applicable to males and females.

In many instances, a user may scan a barcode or enter data manually (by typing). The term “enter” is used
throughout this guide to mean “enter manually.”

See the Glossary for definitions of other terms and acronyms used in this guide.

Figures and Tables

If you refer to figures and tables from the technical manual-security guide in your local policy and
procedure documents, you may wish to use their titles only, without figure or table numbers: as the
technical manual-security guide is updated, those numbers may change.

Screen Shots

Because VBECS is a medical device, screen shots must be captured at various points throughout the
technical manual-security guide to meet FDA requirements for objective evidence and documentation. A

(camera) at the beginning of each step that requires a screen capture will identify these points. For
more information, see Appendix A: Instructions for Capturing Screen Shots.

Appendices
The appendices contain truth tables and other materials for reference.

While pressing the Ctrl button, left click on a section name or page number in the table of contents to
move to that section or page. The index does not incorporate this feature.
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Remote Desktop Configuration

Configure the screen resolution, sound, and connection speed, and create a Remote Desktop Connection
shortcut on each VBECS workstation.

Screen Resolution
To set the screen resolution:

1) Double click % (the Remote Desktop Connection icon).
2) Click Options (Figure 1).

Figure 1: Remote Desktop Connection Options

4 Remote Desktop Connection

Computer: ||

I Corinect H Cancel ” Help ] ’ Options == ]

3) Click the General tab (Figure 2).
4) Enter the VBECS server cluster name or cluster IP address in the Computer field. Enter
VHAMASTER in the Domain field. Do not enter a user name or password.

Figure 2: General Tab: Computer and Domain

%2 Remote Desktop Connection Eh__[gl

General |Disp|a5.l | Local Resources | Programs | Experience |

Logan settings
E Type the name of the computer, or choose a computer from
— the drop-down list.

LComputer. |VBECSServerName| e

User name: |

Password: | |

Domain: |VHAMASTEH

[ 5ave my passward

Connection settings
D Save curment gettings, or open saved connection.

[ Save Az ] ’ Open... ]
[ Conrect ] [ Cancel ] [ Help ] [ Options << J
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5) Click the Display tab (Figure 3).
6) Click, hold, and slide the pointer to a screen resolution of Full Screen.

| General | Display | Local Resources | Programs | Experience |

Bemote desktop size

Choose the size of your remote desktop. Drag the slider all the
way to the right ta go fullscreen.

LESS 7: MDI’E
Full Screen
Colors
[ High Color (16 bi) [+
N .

Mote: Settings on the remote computer might overide this setting.

Display the connection bar when in full screen mode

[ Comect | Concel ][ Hep | [Gplions << |

7) Click on the General tab.
8) Click SAVE to save the setting.

July 2010 VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0 Page 6
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Sound

To enable sound:

1) Click the Local Resources tab (Figure 4).
2) Select Bring to this computer from the Remote computer sound drop-down list.

33
L1 Failure to properly configure the sound disables audible alerts throughout VBECS.

Figure 4: Remote Computer Sound

%2 Remote Desktop Connection |Z||:E|

General | Display | Local Resources |F'loglams || Ewperience

Remote computer sound

Keyboard Do ot play
i Leave at remote computer
@ [for example ALT+TAR)

| In full gcreen mode only w

Local devices

Connect automatically to these local devices when logged on
ﬁ ta the remote computer:

[ Disk drives
[ Printers
[ 5erial ports
I Connect H Cancel ” Help ] [ Optiong <4
July 2010 VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0
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Connection Speed
To set the connection speed:

1) Click the Experience tab (Figure 5).
2) Select LAN (10 Mbps or higher) from the Choose your connection speed to optimize

performance drop-down list.
Figure 5: Connection Speed

SE) ]

G Remote Desktop Connection

| General | Display | Local Resources || Programs | Experience

Performance
@ Choose your connection speed to optimize peformance .

LAN (10 Mbps or higher) ™

Modem (28.8 Kbps)

Modem (56 Kbps)

Broadband (128 Kbps - 1.5 Mbps)
LAN {10 Mbps ar higher}

Custom
 — ===

Menu and window animation

Themes
Bitmap caching

Connect ][ Cancel ] [ Help ] [ Options <<
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July 2010
Technical Manual-Security Guide Version 5.0



Save Settings
To save the settings:

1) Click the General tab (Figure 6).
2) Click Save As.

Figure 6: General Tab: Save As

%2 Remote Desktop Connection

General | Display | Local Resources | Programs | Experience|
Logon gettings
Type the name _u:uf the computer, or choose a computer fram
— the drop-daow lizt.
Computer: |\-"BEESSewerName| w |
Uzer name: | |
Pazzword: | |
Domain; |VHAM.~‘-‘«STEH |
[15ave my password
Cannection settings
D Save cument settings, or open saved connection.
’ Save bz ] [ Open... ]
l_ Connect J [ Cancel ] [ Help ] [ Optionz << ]
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Create a Remote Desktop Connection Shortcut for VBECS

1) To create a Remote Desktop Connection shortcut for VBECS (Figure 7), save the file as
VBECS.rdp in the All Users, Desktop folder.

Figure 7: Remote Desktop Connection Shortcut for VBECS

Save As @

Save in: |Lf} Desktop v| 0 ? s -

]

Recent

=Y

Desklop

2>

iy Documents

=
-z
[y Fy
7E
=}
=
@

o

File: narme: |VBEESIrdp V| [ Save ]

My Network. | Save as lype: | Remate Desktop Files [~ RDP] w | [ Cancel ]

2) Double click the shortcut to launch the remote desktop connection to VBECS.
3) The Windows start-up sound confirms that the sound functions.
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Server Hardware and System Configuration

The VBECS application requires that hardware and system software serve five users in a standard
configuration and up to 25 users in an integrated Veterans Integrated Service Network (VISN)
environment.

The System Schematic diagram (Figure 27) describes the major system components: a Windows 2003
Server system (the execution environment for the VBECS application) and Windows XP workstations,
with which the user will access the VBECS application using Windows Terminal Services [Remote
Desktop Protocol (RDP)]. The VBECS server will also communicate with and exchange information with
VistA applications through messages formatted using Extensible Markup Language (XML) and Health
Level Seven (HL7) over Transmission Control Protocol/Internet Protocol (TCP/IP) networking.

Server and Shared Array Disks

Server Disk Configuration

Each VBECS server has two disks in a RAID 1 (mirroring) configuration (Figure 8). This means that if
one disk fails, the server will continue to run normally.

Figure 8: Server Disks

Shared Array Configuration

The shared disk array consists of nine disks (Figure 9).
e The first four disks are used to store VBECS specific data. These disks are configured as RAID 5.
e The fifth disk is a hot spare. It can be used if one of the other disks fails. Note that the LED on it
will be off.
o Disks 6 and 7 are for log storage. These disks are configured as RAID 1.
o Disks 8 and 9 are for cluster support. These disks are configured as RAID 1.
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Figure 9: Shared Array

Controller 1

Confroller 2

Disks

Power Button

Replacing a Disk

All disks in the system, both server and array, are hot swappable. This means that if a disk should fail, it
can be replaced without powering down the system or disrupting users. Simply remove the failing disk
and replace it with a new one. It will take a couple of minutes to rebuild. For more information on
monitoring and viewing disk health, please see the HP Array Diagnostic Utility section.

Printers

Laser Printer

A laser printer capable of printing 8.5" x 11" sheets may be used. Printer naming and drivers must be
consistent across both servers.

Installing a Printer

To install or reinstall a printer, execute the following instructions on each server node:
1) Log into the first server with your Windows ID.
2) Click Start, Control Panel, Printers and Faxes, Add Printer.
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3) Inthe Add Printer Wizard screen, click Next (Figure 10).
Figure 10: Add Printer Wizard

Add Printer Wizard |

Welcome to the Add Printer
Wizard

Thiz wizard helps pou install & printer or make printer
cohhEctions.

. It wou have a Plug and Play printer that uzes USB
‘_1|) or a hat pluggable port such az IEEE 1394 or

infrared, you do not need to use thiz wizard, Attach
and turn on your prinker, and WWindows will install it
for pou.

For more information about ingtalling this type of
Plug and Play printer. see Frinter Help.

To continue, click Mext.

% Back

Cancel |

4) Make sure the Local printer attached to this computer radio button is selected.
5) Uncheck the Automatically detect and install my Plug and Play printer check box.
6) Click Next (Figure 11).

Figure 11: Add Printer Wizard

Add Printer Wizard

Local or Network Printer
The wizard needs to know which twpe of printer to et up.

Select the option that dezcribes the printer you want to use:

' Local printer attached to thiz computer

r dutamatically detect and install my Plug and Flay printee

& network, printer, or & printer attached to another computer

L Tozet up a netwark printer that iz not attached to a print zerver,
‘_1|) uze the "'Local printer'' option.

¢ Back I MHeut > I Cancel
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7) Select the Create a new port radio button.
8) Select Standard TCP/IP Port from the drop-down menu. Click Next (Figure 12).

Figure 12: Add Printer Wizard

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through parts.,

Select the port you want your prinker to use, |f the part iz naot listed, vou can create a
riews pork.

= Use the follawing port ILF'T'I: [Recommended Printer Fart] j

Miate: Most computers uze the LET: port to communicate with & local printer.
The connestorn for this port shauld [ook samething like this:

¢ Create a new pork;

Type of port: Standard TCP/P Port

For more information about creating printer portz, see Prinker Help.

< Back I Meut > I Cancel |

9) In the Add Standard TCP/IP Printer Port Wizard screen, click Next (Figure 13).
Figure 13: Add Standard TCP/IP Printer Port Wizard

Add Standard TCP/IP Printer Port Wizard |

‘ Welcome to the Add Standard
TCP/IP Printer Port Wizard

Thiz wizard helps pou add a port for & network, prinker.

Before continuing be sure that:

1. The device iz turned oh.
2. The netwaork, is connected and configured.

To continue, click Next.,

¢ Back Cancel |
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10) Enter the IP address of the printer in the “Printer Name or IP Address” field (the Port Name field
will populate automatically). Click Next (Figure 14).

Figure 14: Example of TCP/IP Settings

Add standard TCP/IP Printer Port Wizard |

Add Port
Far which device do you want to add a port?

Enter the Printer Mame or IP address, and a port name for the desired device.

Printer Mame or IP Address: I-| 0.3.21.150

Part Mame: |IF'_1 0.3.21.150

< Back I Mest > I Cancel

11) Click Finish (Figure 15).
Figure 15: Example of Review Settings

Add Standard TCP/IP Printer Port Wizard |

‘ Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following characteristics.

SHMP: Yes
Praotocal; RawS, Port 9100
Device: 10.3.21.160

Part Marme:; IF_10.3.21.150
Adapter Type: Hewlett Packard Jet Direct

To complete thiz wizard, click Finizh.

£ Back Cancel
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12) To select a driver, click Have Disk (Figure 16). Note: If your site has chosen to use their own
printer, you must point to your own driver at this point.

Figure 16: Add Printer Wizard

Add Printer Wizard

Install Printer Software
The manufacturer and model determine which printer software to uze,

J Select the manufacturer and madel of paur printer. [F pour prinker came with an installation
[ dizk, click Have Disk. [F pour printer iz not listed, consult paur printer docurmentation far
compatible printer zoftware.

b anufachurer |i| Printers I:I

Agfa — 5 AGFAAcouSet w52 3 -

i'm” ¥ AGFA-AccuSetSF v2.3

AE;; S AGFA-AccuSet 800

APS.PS ¥ AGFA-BecuSet BO0SF v52.3

ACT ll Bk AmCa A Cor OONCE 0D 0D ll
Egb This driver is digitally signed. Windows Update | Have Disk.. |

Tell me why diver signing is important

< Back

Cancel |

13) Enter \\10.3.21.77\HP\english\Win32_2000_XP_S2003\PCL6\. Select hpc9050c.inf. Click
Open (Figure 17).

Figure 17: Navigate to the Driver

Locate File @

Look in: | 3 PCLE v 02 @
J 3 hpc20S0c. inf
Recent
mex
L
Desktop

My Documents

File harme: hpc9050:, inf hd | I Open ]

Fdy Mebwark Filez of bwpe:

& e
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14) Click OK (Figure 18).
Figure 18: Install From Disk

Install From Disk

H Inzert the manufacturer's installation digk, and then
@ make sure that the comect drive iz selected below.

X

Copy manufacturer's files from;

|Z:'l,english'l,Drivers'l,'-.-'-.-'in32_2IZIEIEI_XP_52IIIEIS'I,P'CLEu v| T Browse... |

15) Select HP LaserJet 9040 PCL 6. Click Next (Figure 19).

Make sure that the 9040 driver is selected.

Figure 19: Add Printer Driver Wizard

Add Printer Wizard |

Install Printer Software
The manufacturer and model determine which printer zoftware to uze.

A _f'k Select the manufacturer and model of wour printer. If your printer came with an installation
- dizk, click Hawe Dizk. |f vour printer iz naot liztked, consult pour prinker documentation for
compatible printer software,

Printers |
S HF Laser)et 9050 FCL 6

.....

*HP Lazerlet 9040 PCL £

5k This diver s digitally signed windows Update | HaveDisk.. |
Tel me why diver signing iz imporkant

¢ Back I Hest > I Caricel |
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16) For a single-division site, enter VBECS Printer as the printer name. For a multi-divisional site,
enter VBECS Printer and the site name (e.g., VBECS Printer Hines). Click Next (Figure 20).

Figure 20: Example of Add Printer Wizard

Add Printer Wizard |

Mame ¥ our Printer
ol must azsigh a hame to this prinker.

Type a hame for thiz printer. Because some programs do not zupport printer and zerver
niame combinations of more than 31 characters, it iz best to keep the name as short az
pozzible.

Brinter name:
WEELCS Printer

< Back I Mest » I Cancel |

17) Click the Do not share this printer radio button. Click Next (Figure 21).
Figure 21: Add Printer Wizard

Add Printer Wizard

Printer Sharing
Y'ou can share this printer with other network, uzers.

If wou want to share this printer, you must provide a share name. “'ou can use the
zuggested name or lwpe & new one. The share name will be vizible to ather networl:
LZErs,

&+ Do not share this printes

(" Share name: |“YEELCSF

< Back I Meut » I Cancel
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18) Click Next (Figure 22).
Figure 22: Add Printer Wizard

Add Printer Wizard

Print Test Page
Ta confirm that the printer iz installed prapey, pau can print a test page.

Do pow want bo prink a test page?

< Back I Hemt » I Cancel

19) Repeat these instructions on the other server node.

Label Printer

VBECS is configured to work only with Zebra printers: VBECS uses Zebra printing language to
communicate with the printer. Other requirements:

e Ethernet connectivity: the label printer must have an Ethernet card.
e Must print on 4" x 4" label stock
e  Must print at 300DPI

Prior to configuring the label printer, load the ribbon and label stock and ensure that the printer is on. If
the printer does not display PRINTER READY, there is a problem that must be resolved before
proceeding. Refer to the Zebra user guide or printer CD for more information.

Set the IP Address on the Printer

1) Press SETUP/EXIT to access the configuration menus.

2) Press + or —to scroll through the configuration menu options. Stop when IP PROTOCOL is
displayed and press SELECT. If there is a prompt for a password, press — to change positions and
+ to change numbers. Enter 1234. Press SELECT.

3) Press + to select PERMANENT. Press SELECT. The IP address is configured to be static.

4) Press + to navigate to the IP ADDRESS menu option. Press SELECT.

5) Press + or — to change numbers (as in Step 2) to enter the IP address specified in the Configuration
Checklist. Press SELECT.

6) Press SETUP/EXIT to save the new configuration. PERMANENT is displayed. Press
SETUP/EXIT to save the changes.
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Test the Printer

To print a label, press and hold the Network Configuration button (on the back of the printer just above
the Ethernet socket) until the DATA LED on the front of the printer blinks. Retain the test label for
validation records. If the printer configuration on the label print is blank or faint or it is printing off
center, adjust the settings.

Adjust Label Darkness
If the printer configuration on the label print is blank or faint, adjust the darkness:

1) Press SETUP/EXIT. Press + or — until DARKNESS is displayed. Press SELECT.

2) Press + to adjust the darkness to a higher number. Press SELECT. Move up in small increments:
setting the printer to a setting that is too dark may compromise the quality of the labels.

3) Repeat these steps to retest the printer.

4) If parts of the label are cut off, adjust the X and Y offsets.

5) Press SETUP/EXIT twice to permanently change the setting.

Adjust Label Offsets
If the printer is printing off center, adjust the X and Y offsets:

1) Press SETUP/EXIT. Press + or — until LABEL TOP (if vertical alignment is not correct) or LEFT
POSITION (if horizontal alignment is not correct) is displayed. Press SELECT.

2) Press + or — to adjust the alignment to a higher number. Press + in the LABEL TOP menu to move
the printing down on the label. Press + in the LEFT POSITION menu to move the printing to the
right on the label.

3) Press SELECT. Adjust in small increments until the label is centered on the label stock.

4) Press SETUP/EXIT twice to permanently change the setting.

Scanners

Scanners used with VBECS must be able to scan Codabar, ISBT 128, and PDF-417 barcodes. To
configure a scanner:

1) Connect the scanner to the workstation.
2) To configure a Hand Held 4600 barcode scanner, scan the barcode in Figure 23. Repeat for all
scanners.

Figure 23: Configure a Barcode Scanner
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3) To test the scanner, open Notepad. Print and scan the barcodes in Figure 24, Figure 25, and Figure
26. The Codabar and ISBT barcodes must scan as “~123456789”; the PDF 417 must scan as
“~Testing.”

4) Save and print the Notepad file for validation records.

Figure 24: Codabar
1S

Figure 25: 128

BT

Figure 26: PDF 417
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Figure 2

7: System Schematic
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Server Configuration

23

. 7) The U.S. Food and Drug Administration classifies this software as a medical device. Unauthorized
modifications will render this device an adulterated medical device under Section 501 of the Medical
Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring and implementing this
software through the Freedom of Information Act require the implementer to assume total responsibility
for the software and become a registered manufacturer of a medical device, subject to FDA regulations.

3
i 1 VBECS is a medical device; all updates and changes to it must be tested and documented. This will

be centrally managed. The VBECS servers must be added to site exclusion lists so they are not part of
local update mechanisms. Ensure that login scripts do not run on VBECS servers as they may attempt to
install unauthorized software. Do not install the ePolicy agent on the VBECS systems: exclude them from
Systems Management Server (SMS) updates. Install Windows updates only after approval is granted.

Table 1: Server Configuration

Hardware Clustered Database Server (two identical systems)

Multiple processors (2—4 processors) Pentium 4 Xeon 2.0 GHz processors (or greater)

Processor with 512kb level 1 cache

Memory 2-gigabyte (or greater) main storage (RAM)

Shared Storage Controller Unit. Disk configuration: 8 hot swappable SCSI hard drives
(minimum 10,000 RPM). The system drives require 18 gigabytes (or greater) storage
capacity. The application data drives require 36 gigabytes; log volume and historical
data drives require 72 gigabytes (or greater) storage capacity. A ninth disk has been
included that serves as a hot spare. If a live disk should fail, it can be replaced with this
one.

Storage

Microsoft Windows 2003 Server Enterprise with Microsoft Clustering Services

Operating System providing failover data-device sharing

Network Controller Multiple 10/100 network cards configured to provide fallback in event of failure.

Primary and secondary (redundant) power supply to server chassis and an

Power Supply uninterruptible power source (UPS)

Backup Internal tape backup with software

Integrated Lights Out A hardware device attached to the servers that allows for remote management
(iLO)

This configuration is designed to promote 24/7 availability and use of the application. A clustered
database server configuration will provide near immediate failover if one node of the server fails.
Multiple processors will provide for more efficient processing of database access requests and operating
system processes.

Dual power supply and UPS will ensure that the machine will not lose operating power. The disk storage
configuration will allow the server disks to be shadowed; if a main disk fails, the shadow disk will
automatically continue system operation until the primary disk is replaced. Hot swappable disk drives can
be replaced without shutting down the server. Internal tape backup on the application data disk will allow
an image of the application data to be restored to another machine if the server is damaged.

33
1 1 VBECS is a Terminal Server application. The VBECS lab workstations are configured to run at LAN
speeds (10 Mbps). If your network cannot support this, please file a Remedy ticket.
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Required Hardware
Table 2: Required Hardware

Hardware

Description

Zebra Printer

Zebra printer capable of producing barcode labels (network capable)

Barcode Scanner

Symbol Model LS4006i barcode scanner for each workstation

Report Printer

Laser printer or comparable with sufficient speed to handle high-volume reports
(network capable)

Workstation Configuration
Table 3: Workstation Configuration

Hardware Description

Processor Suitable for Windows XP

Memory 256 megabytes (or greater) main storage (RAM)

Monitor 17" monitor or greater

Video Video card capable of displaying minimum of 16-bit color at 1024 x 768 resolution

Disk Storage

9 gigabytes (minimum)

Operating System

Microsoft Windows XP Professional with Microsoft Terminal Services Client

Network Controller

10/100 network card

Input Devices

U.S. 101-key keyboard, mouse

Audio

Sound card and speakers (may be internal)

Off-the-Shelf Software Requirements

F3 3

L 1 Do not upgrade, change, or add software to the VBECS server as this may compromise the integrity

of VBECS.

Table 4: Off-the-Shelf Software Requirements

Software Description
.NET Framework Version 1.1
SQL Server SQL Server 2000 Enterprise Edition

Crystal Reports

Crystal Reports .NET

Backup software

VERITAS Backup Exec Version 10.0

McAfee VirusScan

Version 8.0
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Implementation and Maintenance

2
g The U.S. Food and Drug Administration classifies this software as a medical device. Unauthorized
modifications will render this device an adulterated medical device under Section 501 of the Medical
Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring and implementing this
software through the Freedom of Information Act require the implementer to assume total responsibility
for the software and become a registered manufacturer of a medical device, subject to FDA regulations.

Periodic System Maintenance

The system will fail to function as intended when maintenance checks are not performed or are not
performed correctly. Follow all instructions in the VistA Blood Establishment Computer Software
(VBECS) Installation Guide for configuration.

Table 5: Periodic System Maintenance

Action Frequency Description

Backup tape Daily If using Backup Exec, backups automatically occur every

rotation morning per the time specified in the VBECS Installation
Guide. Refer to local policy for data retention and offsite
storage requirements.

Monitor Microsoft | Daily MOM emails alert messages to the VBECS Administrators mail

Operations group, which is defined in the Installation Guide, as problems

Manager (MOM) occur on the clustered servers. Investigate all alerts to

Alerts completion.

Review Database | Weekly Every Saturday morning, 6 emails are sent with the results of

Integrity Reports (Saturday) the Database Integrity check jobs. Each email will contain a

report that must be manually reviewed for successful
completion.

See the SQL Maintenance Jobs section for more details.

Windows Updates

2nd Tuesday of

A VistA Informational patch is released when the updates have

the month been tested and approved for installation.

Firmware Updates | As needed A VistA Informational patch is released when the updates have
been tested and approved for installation.

VBECS Updates As needed A VistA Informational patch is released when the updates have

been tested and approved for installation.
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SQL Maintenance Jobs

The VBECS databases are contained within Microsoft SQL Server and require regular maintenance jobs
to backup, validate integrity, and improve performance. The jobs are automated and configured to run
according to the specifications shown in Table 6. The following is a list of the SQL Server databases
needed by the VBECS application:

Table 6: VBECS SQL Maintenance Jobs

msdb (contains information relating to the SQL Server jobs)
master (required for SQL Server and all databases within to operate)
VBECS V1 PROD (VBECS production account database)
VBECS V1 PROD_MIRROR (VBECS production account audit database)
VBECS V1 TEST (VBECS test account database)
VBECS V1 _TEST_MIRROR (VBECS test account audit database)

Database Affected

Job Name

Frequency and Time
(local time) Job
Runs

Description

N/A

ResetServerLogFile

Daily at 12:00:10 am

Truncates and starts a new error log
file for SQL server.

All databases

WeeklylntegrityCheck

Weekly (Saturday) at
12:11:50 am

Checks the physical integrity of the
database and generates a report for
manual verification.

vbecs_v1_prod

vbecs_v1_test

ExpireComponentsOrder

Daily at 1:00:00 am

Expires component orders when the
associated specimen expires or other
specific criteria are met.

MarkedPresumedTransfused

Daily at 1:10:00 am

Marks units as presumed transfused
if transfusion or bedside verification
information was not returned to the
blood bank within 48 hours.

All VBECS databases ShrinkLog Daily at 1:50:00 am Removes free_space at the end of the
database log file.
All databases DailyBackup Daily at 2:00:00 am Full database backup
UpdateStats Daily at 2:20:00 am Updates statistics on all user defined

All VBECS databases

tables to improve performance.

TruncateDataFiles

Daily at 2:30:00 am

Removes unused space from
database files

All databases

Copy VBECS DB Backups to L
Drive

Daily at 2:40:00 am

Copies the latest database backup
files to L:\Program Files\ Microsoft
SQL Server\MSSQL\Backup\
<database> folder and renames the
file to include the current date time.

L Drive Delete old Backup files

Daily at 2:50:00 am

Deletes database backup files that
are more than 7 days old.

All VBECS databases

VBECS_V1_PROD_RelndexT
ables

Daily at 3:00:00 am

Re-Indexes the database tables to
improve performance.

SQL Database Job Alerts

If any of the SQL database jobs should fail, an email alert is sent via SMTP to expedite intervention.
Please file a remedy ticket to report the job failure. The email recipients for these alerts are determined by
a configuration setting in the VBECS Service Monitor established when VBECS was initially installed.
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See Figure 28. The EmailRecipients attribute value listed in the VVbecsServiceMonitor.exe.config file
(C:\program files\vista\vbecs service monitor) will receive the database job alerts. This is the same
recipient list where VBECS service alerts are sent. Any changes made to this file will need to be
duplicated on both VBECS servers.

Figure 28: Example VBECS Service Monitor file’s EmailRecipients Setting

I VbecsServiceMonitor.exe.config - Notepad

File Edit Format Wew Help

<!=- how many times to send database error/warning emails (per hour ex. 4 = every 15 minutes) --= ~
<add key="EmailFrequencybatabasewarning” value="4 >
<| P T T T T T T T O T L T T T R R R R TR R
<!=- how many times to send service error/warning emails (per hour ex. 4 = every 15 minutes) --»
<add key="EmailFrequencyservicewarning” walue="4 >
<| P T T T T T T T O T L T T T R O T e R R R R R
<! == whether to send out email notification for errorsswarnings encountered -->
<add key="EmaiInotificationreguested” walue="trua" />
<| P T T T o T T T T R R T o T T e R R R R R
<!— to email account(s); separate multiple addresses by semicolon --»

k

A e e L YL T P TR P P P R R PR A PRSPPI

! & Mg

<add key="Emailsender" wvalue="vbecsservicemonitor@va.gov' />

<| P T T T o T T T T T T R T R R R R R
<!== machine name where services to be monitored are running -->

<add key="machinename" value="VHAISHMULZT" />

< >

The job failure alerts will be formatted similar to the one shown in Figure 29.
Figure 29: Example of a VBECS Job Failure Email

B Job Failed - Message (Plain Text)

! Fle Edt Wiew Insett  Format  Tools  Actions  Help
i uReply (o Forward | ClRephvtoal | S| 0 (4 o X | e - # - A @ H
From: Mo Replies [vhaishopsga@va.gow] Sent:  Fri 5/8/2009 1:46 PM
Tae VH& CIO WBECS Engineers
Cct
Subject:
E-mail: *#*% Please do not reply to this message. If you havwe any questions,
please contact the VAL Serwvice Desk 1-8588-596 HELP (4357) *+*
Server: VHAISHIOV?
Jokh: VBECS W1 PROD DailyEackup
Step: Fun VEECS V1 PROD DsailyBackup
Aotion: FALILED
Message: Executed az user: VHAMASTERZVHATEZTVhec=3gl. Line 3: Incorrect syntax
near ','. [SQLSTATE 42000] (Error 170). The =step failed.
Arttachinent:

The Weekly Integrity job will send an alert regardless if the job succeeds or fails. This email will contain
an attachment (DatabaselntegrityReport.log) which will need to be manually reviewed to determine if the
job completed successfully. To validate the jobs successful completion, open the log file attachment, and
verify that the second line from the bottom contains “CHECKDB found 0 allocation errors and 0
consistency errors.” See Figure 30 for an example of a successful integrity report log. If six emails are
not received Saturday morning from the Weekly Integrity jobs or a report does not indicate a successful
completion, please file a remedy ticket. The reports are also physically stored on the VBECS cluster
under D:\Program Files\Microsoft SQL Server\Backup\<database name>.
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Figure 30: Example of Database Integrity Report

I DatabaselntegrityRe port.log - Notepad

Eile Edit Format Wiew Help

There are 280 rows 1n & pages for object 'Brokenrule'. [SQLSTATE 0L1000] ~
DBCC results for 'antibodyParameter'. [SOLSTATE C1000] B
There are 355% rows n 4 pages for object 'antibodyParameter’. [SOLSTATE 01000]

CECC results for 'Bloodunitstatus'. [SQLSTATE 01000]

There are 0 rows in 0 pages for object 'BloodUnitStatus'. [SQLSTATE 01000]

DECC results for 'BrokenRuleset'. [SQLSTATE 01000]

There are 327 rows in 5 pages for object 'Brokenruleset'. [SQLSTATE 01000]

pECC results for 'ReagentTyperarameter'. [SQLSTATE 010007

There are 0 rows in 0 pages for object 'ReagentTypeParameter'. [SQLSTATE 01000]

DECC results for 'RackTest'. [SQLSTATE 010007

There are 0 rows in 0 pages for object 'RackTest'. [SQLSTATE 01000]

DECC results for 'orderedunitComment’'. [SQLSTATE 01000]

There are 0 rows in 0 pages for aobject '"oOrderedunitcComment’. [SOLSTATE CL000]

CECC results for 'UserrolerFunction’ . [SQLSTATE 01000]

There are 31 rows _in 1 pages for cbhject 'UserrolefFunction’'. [SOLSTATE 01000]

CHECKDE found O allocation errors and O consistency errors in database '"VBECS _W1_PROD'. [SQLSTATE 01000] )
DECC execution completed. IT DBCC printed error messages, Contact your System admifistrator. [SOLSTATE UL000

W

1
< I >

Windows Updates

If your servers reside at a data center that has its own update distribution system, please refer to Appendix
E: Data Center Instructions.

The VBECS development team must test every Microsoft Windows update. Once the development team
is satisfied that the update causes no adverse effects, they will notify sites that there are Windows or
Firmware updates. A VistA information patch in the VBEC namespace will be created by the VBECS
team each time an update is available describing where to obtain the update and how to apply it. The
patch will be released to customers by VA Product Support.

Updates are approved with Windows Software Update Service. Approved updates will be downloaded to
your servers automatically. However, a server administrator must install the updates locally.

VA Product Support will notify the sites of updates required for installation.

1) Since most updates require a reboot, coordinate a time with the blood bank manager to apply the
updates.

2) At the agreed upon time, log onto the first server as a user with administrative privileges.

3) A shield shaped icon will appear in the System Tray (lower right corner of desktop). Click on it
(Figure 31).

Figure 31: Windows Software Update Notification

@ Updates are ready for your computer IE

Click here ko install these updates,
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4) Leave Express Install selected. Click Install (Figure 32).
Figure 32: Example of Automatic Updates

£ putomatic Updates

Eﬁ How do you want to install updates?
windows Found 1 update.

* Ewpress Install (Recommended)

The easw waw to install updates that are applicable to wour computer. This will
ensure that wour compuker is up o dake with the latest softweare.

" Custom Install (Adwanced)

Roke: You mav need to restart wour computer For the updates to take effect.

Cancel I

5) When the update process is complete, you may be prompted to reboot. If so, reboot the server at
this time.
6) After the server completely reboots, repeat this process on the second server.

ePolicy and Virus Definitions

The VBECS development team must test virus definitions before they are applied to the servers. The
VBECS development team will send the virus definitions: do not apply virus definitions locally.

33
L 1 Do not change the system! The U.S. Food and Drug Administration classifies this software as a

medical device. Unauthorized modifications will render this device an adulterated medical device under
Section 501 of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring
and implementing this software through the Freedom of Information Act require the implementer to
assume total responsibility for the software and become a registered manufacturer of a medical device,
subject to FDA regulations. Adding to or updating VBECS software without permission is prohibited.

Commonly Used System Rules
This section includes system rules that apply to several or all options.

o  Only one instance of Configure Interfaces may run at a time.

e VBECS captures changes to verified data for inclusion in the Audit Trail Report.

e VBECS protects application data through encapsulation. Encapsulation promotes data security by
hiding the implementation details.

35
1 1 The dialogs defined in Configure Interfaces and Configure Divisions cannot run when VBECS is

operational. VBECS cannot run when a dialog in these options is operational.
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Firmware Updates

Occasionally, hardware including the server components, printers and scanners require firmware updates.
Forum informational patch messages are posted when the updates have been tested and approved for
installation.

Hardware Utilities and Backup Exec Alerts

HP Event Notifier

Hardware alerts are generated with HP Event Notifier. Event Notifier will generate email alerts whenever
a hardware failure occurs. Examples of hardware failures include, but are not limited to; controller,
network interface card and fan failures. An example of a network interface card losing connectivity is
displayed in Figure 33.

Figure 33: Example of an Email Alert from Event Notifier

B NIC Agents: NIC Connectivity Lost - Message (Plain Te... (2 |[E][X]

! Fle Edit View Insert Format Tools Actions Help

- Reply | =fiReply to Al | i Forward | (& -5 |53 | ¥ [ X | @ &
From: vhaishnodz1 Sent: Wed 1/30/2008 2:48 PM
To: Jensen, Carl (Patriot); Askew, David (SAIC)

Cc:
Subject: MIC Agents: NIC Connectivity Lost

I’[‘he system has detected the following event: M
SHMFP Trap: 18006

Date time: 01/30/2008 02:47:26 FM

Computer: VHAISHNCDZZ2

Source: NIC Agents

Type: Error

Category: (5)

Description:

L 'MNIC Connectivity Lost' trap indicates the
logical network adapter is failed and
connectivity i=s lost.

Details:
Lffected RAdapter S5lot O

Lffected Adapter Port 2
-

When an alert is received, a server administrator should investigate the problem as soon as possible in
order to prevent VBECS downtime. If necessary, contact HP support for assistance at 800.633.2600.

Configuring Event Notifier

To add or modify hardware alerts on servers, take the following steps:
1) Log into the server with administrative rights.
2) Click Start, HP Management Agents, Event Notifier Config.

July 2010 VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0 Page 30
Technical Manual-Security Guide Version 5.0



3) Click Next (Figure 34).

Figure 34: Welcome Screen

I':ﬁ-\'delcume to the Event Motifier Configuration Wizard

wielcome to the Event Matifization 'wizard!!

In arder for you ta be properly notified of Management Agents
events, you need to comrectly zetup the Event Matification
TEIWICE.

There are two [2] steps:
1. Canfigure the ST mail server infarmation,

2. Configure the list of notification recipients.

Click 'Mext' to beqin configuration.

< Back

Help

4) Enter the following (Figure 35):
o From address: <servername>@va.gov
e Mail server: <servername>

o Reply address: <servername>@va.gov
Click Next.

Figure 35: Example of SMTP Configuration

-'TT',U;MaiI {SMTP) Server Information

Step 1: In this step, you will enter the name of the outgoing
Simple Mail Tranzfer Protocol[Sk TR mail zerver.

Enter the required name of the mail server and the optional
reply addregs. The reply address iz the e-mail address where
you would like to receive any undeliverable mail meszages.

From address: |vhaishnod23@va.gov

M ail server: |vhaishnod23

Reply address: |vhaishnod23@va.gcﬁ-{

Click 'Mext' to configure natification recipients.

{ Back I Mest » I Cancel Help
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5) Click Add (Figure 36). Note that Remove or Edit can be used for modification and deletion of
existing groups respectively.

Figure 36: Recipients

-fn,l};Event Recipients Information

Step 2 |n this step, you configure users to be notified of
kM anagement Agents events.

Uze the Add button to add a new uzer. Uze the Remaove to
remove a uger or the Edit button to modify a user. Select a
uzer then press the Events button to select which events
cause notifications.

Recipients | Type | Address

| o]

Bemave | Edit... | Ewvents. . |

ﬂﬂ { Back | Finizh | Cancel | Help |

6) Enter the following (Figure 37):

o Display name: Arbitrary name that describes the email group being entered.

e E-mail address: Email group address of support personnel (Figure 37). Note: Use the support
email address that was defined in the VBECS Installation Guide (Appendix: Contact
Information).

Click OK.

Figure 37: Example of Notification Recipient Information

Motification Recipient Information |
The dizplay name and e-mail addrezs
are required to zend natification.

Fleaze enter the addrezs carefully ﬂl
becauze it will not be verified.
Help |

Fecsiver s -

Display name: I"JBEES Engineers

E-mail address: IvhaciDvbecsengineers@med.'-.fa.gu:w
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7) Click Finish (Figure 38). Repeat these instructions on the other server.

Figure 38: Example of Event Recipients Information

-':'—-J};Evenl: Recipients Information

Step Z: |n thiz ztep, vou configure users to be notified of
b anagement Agents events.

IJze the Add button to add a new user. Uze the Remove to
remove a uger o the Edit button to modify a uzer. Select a
Lzer then prezs the Events buttan to zelect which events
cause notifications.

Recipients | Type | Addresz
i BVEECS Engin... JRE vhaciovbeczenginesrs(@,
1] | »l
Add... Hemowve | Edit... | Events... |
< Back | Finizh | Cancel | Help

HP System Utilities

There are several pre-installed utilities on the system that are useful when checking hardware health and
diagnosing problems. All of these tools are launched from the Start menu and all require administrative
rights. Please see HP documentation for specific information regarding further use of any of these tools.
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HP System Management Homepage

This tool quickly lets the administrator see the status of all major components of the system including the
shared array (Figure 39).

Figure 39: System Management Homepage

System Model: ProLiant DL380 G4

Current User:  vhamaster\vhaishjd

W System Management Homepage for VHAISHNODZ1

Support | Forums | Helo

logout
home
Overall System Status
I no failed/degraded items I
f Management W NIC +« Operating System
Other Agents Processor
HP Insight Diagn +f Embedded HP NC7782 ¥ Logical Disks
" o Embedded NECS8431 Gigabit Server Adapter Port 1 Processors
¥ Intearated Lights-Out o Embedded HP NC7702 o Server
%luat_mt Server Adapter Port 2 File System Snace Used
¢ wirtual interface 1
Mernary

.. 4 items not shown

Other Software
HPE tia

J Storage J System J System Config

o Euternal Storage Connections

+f Environment

+/ 5cs1 controller Port 1 in Slot

o Memory Subsystem

2
¥ Smart Array 642 Controller in
Slot 1

¥ Smart Array 6i Controller on

+f Power Subsystem
+ Processor Subsystem
Expansion Slots

¥ autorecovery
Security
Software Yersion Info
System Board
System Info

Ui 2YSTEm ReSOUrtEs
System Board System Resources

+ Storage System MARALYPNTS

HP Array Configuration Utility
This tool shows the state of disks, both server and shared array (Figure 40).

Figure 40: Array Configuration Utility

/] Array Configuration Utility - Microsoft Internet Explorer

K7} Array Configuration Utility 7.60.18.0

Configure Available Device(s)

Select Controller

jH =] Smart Array 642 Controller
in Slot 1

Configuration View

=] L—EA MSAS00 G2 Controller in MARALYPN7S

B &5, Parallel SCSI Array A with Spare

1| Smart Array 6i Controller in
Embedded Slot

72.8 GB Parallel SCSI Drive at Box 1: Bay 1

72.8 GB Parallel SCSI Drive at Box 1: Bay 2

72.8 GB Parallel SCSI Drive at Box 1: Bay 3

Rescan Controllers

72.8 GB Parallel SCSI Drive at Box 1: Bay 4

¢ @b @b @ ap

72.8 GB Parallel SCSI Drive at Box 1: Bay 5 (Spal

B &= Parallel SCSI Array B

f==F 77000 Darallol @CS] Drio at Bov 4 - Do &
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HP Array Diagnostic Utility

This tool generates a report showing the status of disks, both server and shared array (Figure 41). It is
useful for diagnosing disk problems.

Figure 41: Array Diagnostic Utility

a Array Diagnostic Utility - Microsoft Internet Explorer

[/2) Array Diagnostic Utility 7.80.6.0

Array Diagnostic Report (All Array Controllers)

Completed Report

Array Diagnostic Utility Version 7.80.&.0
Array Diagnostic Ucilitcy Inspection Report Wersion 7.80.Z2.0

Date/Tine:
Computer Modal:

Monday, September 01, Z008 5:01: 53PN
HP Server

SLOT SUMMARY:
Slot Mum

Array Controllers and Host Adapters Detected

Smart Array &i Controller

Smart Array 64Z Controller
|
—{ID 0) Modular Smart Array 500 (Redundant)
—{ID 0) Modular Smart Array &00

SLOT 0 Smart Array 61 Controller ERROR REPORT:
SCEI Port 2 Driwe ID 0O BIS copies within this driwve do not match

SUBSTSTEM INFORMATION:

Chassi erisl Num: TSES41NE

HP ProLiant Integrated Log Viewer
All hardware related issues are logged here (Figure 42).

Figure 42: HP ProLiant Integrated Management Log Viewer

88 HP ProLiant Integrated Management Log Yiewer - ' YHAISHNDDZ1
Log Wiew Help
M achine: I\,.mesHNDDZ‘] j Browse | Befrazh |
Descripkion I Class | Severit: | Counk | |Jpdate Time ﬂ
@ External Storage Swstem Power Supply; General Failure {Chassis Ma,..  Power Subsyskem Repaired 1 862005 5:41 P.M—l
@ Syskem Power Supplies Mot Fedundant Power Subsyskem Repaired 1 B/6/Z005 Sr41 AM
@ System Power Supply: General Failure (Power Supply 1) Fower Subsystem Repaired 1 G/6 2008 5:41 AM
@ External Storage System Power Supply: General Failure (Chassis Ma..,  Power Subsystem Repaired 1 7/8/2008 5:57 AM
@ Syskem Power Supplies Mok Redundant Power Subsyskem Repaired 1 782005 5:57 AM
@ Syskem Power Supply: General Failure (Power Supply 13 Power Subsyskem Repaired 1 FI8JZ005 5:57 AM
@ External Storage Swystem Power Supply: General Failure (Chassis MA,.,  Power Subsyskem Repaired 1 &/ 102008 6:24 Al
@ System Power Supplies Mot Redundant Power Subsystem Repaired 1 6/10/2008 6124 Al
ﬂ Swshern Power Sunnbky: General Failire (Prvier Sonnly 1% Prwer Sihswshem Renairer 1 AN N0NR ﬁ:?4:l r
Mok Filkered
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Backup Exec Alerts

Backup Exec job failure alerts are sent by Backup Exec. Whenever the nightly job fails, an alert will be
sent. An example of one of these alerts is displayed in the screen capture below (Figure 43).

Figure 43: Example of an Email Alert from Backup Exec

B Backup Exec Alert: Job Failed (Server: "VHAISHNODZ2") (Jo... [= |[B][X]
! fle Edit WView [Insert Format Tools Actions  Help

i daReply | iiReply to All | i-ghForward | (< -5 | A | ¥ |23 X | @ !

From: e VHAISHMODZ 2 [VHAISHNODZ2@+ Sent: Tue 2/5/2008 1:45 PM

To: carl.jensen2@va.gov

Ce:

Subject: Backup Exec Alert: Job Failed (Server: "WHAISHMODZ 2™} (Job: "TestRun 000067)

|iSEIver: "YWHAISHNODZ2™) (Job: "TestBRun 0000&6™) TestRun
00006 -- The job failed with the following errcr: Job
failed running its test run. See logfile for details.

When an alert is received, a server administrator should investigate the problem as soon as possible in
order to ensure proper data backup.

Configure Backup Exec Alerts

To add or modify Backup Exec Alerts on servers, take the following steps:

e Log into the server (not the cluster) that has Backup Exec installed with administrative rights.
o Click Start, All Programs, Symantec Backup Exec 10d for Windows Servers.
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e Click Alerts (Figure 44).
Figure 44: Backup Exec Main Screen

f.s. Symantec Backup Exec - [Job Monitor]

File Edit Wew MNetwork Tools

Window Help

(5] %]

Backup | Restore \ Policy || Dvernview | Joh Setup || Job Monitor || Alerts | Reports | Devices | Media | ‘

General Tasks

Delete

Active Job Tasks

Scheduled Job Tasks

Custom Filter Tasks

Manage custorn filters

Job List | Calendar |

Ready

Figure 45: Example of Alerts

Current Jobs -1 ltem Filter: SR =]
Skate &~ Job Mame Device Mame Job Type Job Status | Priorit

Sched...  WBECS Backup all Devices (WHAL..  Backup Scheduled Mediurr
4] | i
Job History - 43 ltems FLET A Filter - Al jobs hd
Job Mame Device Mame Job Twpe Job Status | Percent ... | Start Time | Enc &

WBECS Backup  HP 1 Backup Successful 100% 2/18/2005 3:00 AM 21
Q WBECS Backup  HP 1 Backup Successful 100% 2/17)2008 3:00 &M 21
Q WBECS Backup  HP 1 Backup Successful 100%: 2f16/2008 3:00 AM  2/1—
Q VBECS Backup  HP 1 Backup Successful 100% 2/15/2005 1:19PM  2/1
Q TestRun 00... Al Devices (YHAISHM...  Test Run Successful 100% 2/15/2005 1:17 PM 21
Q WBECS Backup  HP 1 Backup Successful 100% z[/15/2008 3:00 M 21
@ WBECS Backup  HP 1 Backup Successful 100%: 2142008 3:00 AWM 2/1
Q WBECS Backup  HP 1 Backup Surcessful 100% 2/13/2008 3:00 AM 21
Q VBECS Backup  HP 1 Backup Successful 100% 2/12/2008 3:00 AM 21
Q WBECS Backup  HP 1 Backup Successful 100% 2/11§2008 3:00 &M 21
@ WBECS Backup  HP 1 Backup Successful 100% 2/10/2008 3:00 AM  2/1 o
] | 3

'] 1 Scheduled Job, 0 Jobs on Hold, 0 Active Jobs | [%3) [[3I vHAISHNODZ4
e Click Configure e-mail and pagers (Figure 45).
M E3

f.s. Symantec Backup Exec - [Alerts]

File Edit Wew Metwark Tools

Window Help

Backup | Restore \ Policy H Overview | Job Setup | Job Monitor || Alerts || Reports | Devices | Media | ‘

General Tasks

Alert Tasks

Clear all inforrnational
alerts
& alert category enabled
Canfigure alert
categories

Notification Tasks

Configure e-rmail and
pagers

Confhigure FECipients
Assign recipients to alert
categories

Custom Filter Tasks

Active Alerls | Alert History I

Active Alerts - 52 ltems
Typs = | Cabegaor

| Message

[1[{=1 gl Filter - &1l alerts

| Time Alerk Received

| Job Mame

Errar Device Error
Error Job Failed
Errar Job Failed
Errar Job Failed
Errar Job Failed
Errar Job Failed
Error Job Failed
Error Job Failed
Job Failed
Error Job Failed
Errar Job Failed
Errar Job Failed
Errar Job Failed
Errar Job Failed
Errar Job Failed
Frent Inh Failed

“D00000000000000

Storage device configuration error,

WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
VBECS Backup — The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
YBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
YBECS Backup — The job Failed with ...
WBECS Backup - The job Failed with ...
WBECS Backup - The job Failed with ...
WRFCS Farkon -- The inh Failed with ...

41912007 11:21:03 AM

{

4{27/2007 3:00:03 AM  YEECS Backup
4/28{2007 3:00:04 AM  VBECS Backup
4{29(2007 3:00:00 AM  VBECS Backup
4/30{2007 3:00:01 AM  YBECS Backup ~

5{2/2007 3:100:03 AM  VBECS Backup
5/3/2007 3:00:03 AM  YEECS Backup
5/4/2007 3:00:04 AM  VBECS Backup
5/5(2007 3:00:00 AM  VBECS Backup
5/6/2007 3:00:01 AM  YEECS Backup
5{7/2007 3:100:01 AM  WBECS Backup
5/8(2007 3:100:02 AM  VBECS Backup
5/9/2007 3:00:03 AM  YBECS Backup

5/10/2007 3:00:04 &AM YBECS Backup
5f11/2007 3:00:00 AM  VBECS Backup
SZIZ007 30001 M WRFCS Rarkin T

Active Alert Properties

Storage device configuration error,

Problems were encountered during the configuration of your storage devices. Please
use the Windows Event Wiewer to view the application Log for more information.

|'-|_

Ready
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e Enter the following (Figure 46):
e Check the Enable box
e  SMTP mail server: <server name>
e Sender name: <server name>

e Sender address: <server name>
Click OK.

Figure 46: Example of SMTP Configuration

Motification Configuration Properties

Wikd Caonfiguration | Pager Configuration I
SMTF Configuration | M&P| Configuration

le

SMTP mail server:
Ivhaishnnd24

SMTP port;

o

Sender name:
Ivhaishnndz-ﬂf

Sender address;

Ivhaishnodzﬂl@va.gov

k. I Cancel I Apply | Help |

e Click Configure recipients on the main Alerts screen. Click New (Figure 47). Note that Remove or
Properties is used for deletion and modification of existing groups respectively.

Figure 47: Configure Recipients

Configure Recipients

LConfigure the recipients available to receive alert notifications:

Eemaove

Fraperties

=
o
£

Cloze Help
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e Click OK to select Person (Figure 48).
Figure 48: Recipient Type

Recipient Type E |

Select the recipient type:

e Enter the following (Figure 49):
o Name: Arbitrary name that describes the email group being entered.
e Check the Enable box.
e Address: Email group address of support personnel (Note: Use the support email address that
was defined in the VBECS Installation Guide (Appendix: Contact Information).
Click OK.

Figure 49: Example of Recipient Properties

Person Recipient Properties E

Marmne: |VEEES Engineers

SMTP Mail | MAFI Mail | iM Mail | Pager |

¥ Enable
Address:

Ivhaciovbecmngineers@vagov

Test |

r— Limit the numnber of notifications sent
[~ Enable

Matify me a mawximum of I5 times
within |5 minutes.

" Beset the notification limits after |1 3 rririLtes,

r~ Limit when natifications can be sent

[~ Enable Sehedule |

ak. LCancel I Help
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e Click Close (Figure 50).
Figure 50: Example of Configure Recipients

Configure Recipients |

Configure the recipientz available to receive alert notifications:

ﬁ YEECS Engineers

Hemaowve

It

Froperties

Cloze I Help

Integrated Lights Out

Integrated Lights Out (iLO) is a separate hardware component of the server that allows for increased
remote administrative capabilities via a separate network connection. For example, the server can be
turned on and diagnostic information can be viewed through the iLO console. For instructions on
installing iLO and defining users, please see Appendix: Implementing Integrated Lights Out of the
VBECS Installation Guide. This section assumes you have already executed those instructions.

To install iLO

1) Attach the iLO ports on the back of each server to the VA network with an Ethernet cable.
2) Record the following information:

July 2010

IP address for iLO port on server #1:
IP address for iLO port on server #1:
Default Gateway:
Subnet Mask:
DNS:

WINS (if applicable):
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3) Log into Server 1 with your Windows ID. Reboot and watch the startup sequence. Press F8 when
prompted (Figure 51).

Figure 51: Press F8

ProLiant Systen BIOS - P56 (12,/28,2886)
Copyright 1982, 2886 Hewlett-P rd Development Company, L.P.

Proc 1: Dual-Core Intel(R) » (3.88 GHz/1333 MHz, 4MB L2)
Proc 2: Dual-Core Intel(R) sor (3.88 GHz-/1333 HMHz, 4MB L2)
Power Regulator Mode: Dynamic Power Savings

Advanced Memory Protection Mode: Advanced ECC Support
Redundant ROM Detected - This system contains a valid backup system ROM.

Integrated Lights-0Out 2 Standard press [FB1 to configure

4) The iLO configuration screen will appear. With the arrow keys, select Network, DNS/DHCP and
click Enter (Figure 52).

Figure 52: DNS/DHCP
Integrated Lights-0Out 2
m-letw:u“k User Settings About

NIC and ICP/IP
DNS/DHCP
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5) The Network Autoconfiguration screen launches. Turn off DHCP by pressing the space bar. Press
F1 to launch Advanced options (Figure 53).

Figure 53: Disable DHCP

6) Disable DHCP in all four options in the top panel. Enter WINS from Step 2 (if applicable)
addresses. Enter DNS server addresses from Step 2. Press F10 to save (Figure 54).

Figure 54: Advanced
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7) Select Network, NIC and TCP/IP and click Enter (Figure 55).
Figure 55: TCP/IP

8) Enter a static IP address, subnet mask and default gateway (from Step 2). Press F10 to save
(Figure 56).

Figure 56: Network
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9) Select User, Add (Figure 57).
Figure 57: Add user

10) Enter the following (Figure 58):
o  User name: Administrator’s first and last name
e Login name: Network 1D of the administrator
e Password: A complex password consisting of letters, number and special characters with a
minimum length of eight.
Press F10 to save.

3. 3
.| f Note that the iLO ID and password operate independently of the Windows credentials. Changing the
Windows password will not affect the iLO password!

Figure 58: Add a user
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11) Repeat Steps 9 and 10 to add additional administrators.
12) Press Escape to close the iLO configuration.
13) Repeat this entire section on Server 2.

To access iLO

1) From any computer in the VA wide area network (WAN), launch a web browser and enter the iLO IP

address of the server you would like to administer (Figure 59). Press Enter.

Figure 59: Internet Explorer

A HINES, IL - Campus Management - Microsoft Internet Explorer E'E'rX'
File Edit View Favorites Tools Help

4:
eBack - Q - \ﬂ @ _;\J /..-\JSEarch ‘»:1‘\'( Favarites {‘} <]~ “_4 Wl - L‘J‘ﬁ _3 3
10.3.21.8 T v|Beo ks
Gougle G v Go ¢ 2 A~ 9 ﬁ ~ 9% Bookmarks= @ 1blocked @Setﬁngsv

Address

£ - = il
UniTED STATES 5
DEPARTMENT OF VETERANS AFFAIRS INTRANET

WA Intranet Home About VA Organizations Find a Facility Employee Resources

Campus
Management Home CamMpPus MANAGEMENT

l}f;ice of <
Information an
Technology HINESJ' IL

Office of
Information

Welcome to Hines, Campus Management
Site Search

< ' >

X | Discussions ~ | "f; % tg ﬁ | ﬁ | ﬂDiscussions not available on http: fjvaww 1.va.gov/ ()]

@j ® Internet
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2) Click Yes to proceed (Figure 60).
Figure 60: Security Alert

Security Alert

changed by others. However, there is a problem with the site’s

Information you exchange with this site cannot be viewed or
:J. securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the cerificate to determine whether
you want to trust the cerifying authority.

a The security cerificate date is valid.

& The name on the securty cerificate is invalid or does not
match the name of the site

Do you want to procesd 7

[ Yes ] | ED | [lﬁew Certficate ]

3) Enter your username and password and click Log In (Figure 61).
Figure 61: Example of iLO Login

A HP Integrated Lights-Out Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help

J
eBa\:k M Iﬂ @ 7;\] /.7\1 Search ‘yi‘\'(FavuntEs {‘3 [i\:' :\7 ‘Q‘ﬂ j '3

Address ‘@ https:/{10.3.21.98/login.htm v‘ Go | Links *
Google |G+ viGoo g [~ D B~ ¢2 Bookmarksv b 1blocked ? (@ settings+
®
INTEGRATED LIGHTS-OUT
invent

Account Login

This s a private system. Do not attempt to login unless you are an authorized user.
Any authorized or unauthorized acoess and use may be monitored and can result in criminal or civil prosecution under applicable law.

Login name: |vhaishjoeuser

Password: [sssessses ‘

® Copyright 2007 Hewlett-Packard Development Company, L.P.

Contains security software licensed from RSA Data Security Inc.
Portions Copyright 1989, 1951, 1992 by Carnegie Mellen University
Derivative Work - 1998, 1998-2000 Copyright 1996, 1338-2000 The Regents of the University of California

X | Discussions ™ | ;f; % :g gl ﬁl BDiscussions not available on https:ff10.3.21.98/ 9
&] Done S 8 Internet
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4) The iLO summary page is displayed (Figure 62).

Figure 62: iLO Summary Page

2 HP Integrated Lights-Out - Microsoft Internet Explorer

File Edit View

Favorites Tools Help
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.a:
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Server
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Server and
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Server Name: VHAISHNODZ2
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INTEGRATED LIGHTS-OUT  Current User: Carl Jensen

Remote Console | Virtual Devices | Administration
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Insight Agent | Log out I

Active Sessions:

Server Name:

Server Power Status:

iLO IP Address:
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Latest iLO Event Log Entry:

Latest Integrated Management Log
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iLO Firmware Version:

iLO self-test:
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Browser login: Carl Jensen - 10.3.17.164

External Storage System Power Supply:
General Failure (Chassis MARALYPN7S,
Slot 1, Power Supply 1)

1.91
05/04/2007
Passed

@

a

é 0 Internet

System Status tab (Figure 62)

Brief explanation of iLO menu items:
e  Status Summary: Basic iLO configuration

Remote Console tab
Options in this tab are unavailable at this time.
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Virtual Devices tab (Figure 63)

Options in this tab allow you to accomplish tasks remotely that would normally require you to be at the
server console.
o Virtual Power: Turn the server on or off
Power Regulator: Adjust power settings
Virtual Media: Connect to a drive on a remote machine
Virtual Indicator: Control Server Unit ID light
Virtual Serial Port: Virtual serial port status
Virtual Serial Port Configuration: Virtual Serial Port Configuration

Figure 63: Virtual Devices Tab

2l HP Integrated Lights-Out - Microsoft Internet Explorer Z E f$__(|
File Edit Wew Favorites Tools Help "!’
eBack @ \_)' \ﬂ @ h /_\J Search “f:'\'_(Favorites E} < - :\‘.,; ‘U‘ﬁ _5 'ﬁ
Address |@ https: /10,3, 2198 ie_index.htm v| Go  Links *
Google (Cl» viGe oS R~ @ B~ 1y Bookmarksw & 1blocked > (@) settingsw
e Server Name: VHAISHNODZ2
[éﬂl iLO iLO Name: ILOUSE641N522
- : INTEGRATED LIGHTS-OUT  Current User: Carl Jensen
Insight Agent | Log out I
=
Virtual Power ?
Power
Regulator
Virtual
Media 3 °
Server is currently ON
Virtual
Indicators
virtual Virtual Power
Serial Port Select a method and press the virtual power button
Virtual
Serial Port below.
Configuration
@ Momentary Press M
O Press and Hold
) Cold boot of system
' Reset system
Virtal Prwear 4
X | Discussions ¥ | 'f; % t; ﬁl [Ed] | @) Discussions nat available on https://10.3.21.98/ Q)
@ S Internet
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Administration tab

The User Administration item is used to configure iLO users (Figure 64). The other options are not
being used at this time.

Figure 64: Administration Tab

2 HP Integrated Lights-Out - Microsoft Internet Explorer |:||E|fg|
File Edit WVew Favorites Tools Help -:f
Qut- © M BB P frrowe @ -2 @ LA 38
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e Server Name: VHAISHNODZ2
Wl iLO iLO Name: ILOUSE641N522
INTEGRATED LIGHTS-OUT  Current User: Carl Jensen
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In=sight Agent | Log out I

User Administration ?

Settings

Select a user

Administrator
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Network
Settings

SMMP/Insight
Manager
Settings

Directory
Settings

Upagrade
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HIEE [ ViewModity | [Delete |
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System Shut Down and Restart Instructions

The system may need to be shut down occasionally for maintenance. Because of the clustered nature of
VBECS, the system has to be shut down in a specific order. Shutting down the system requires that a user
be physically present at the VBECS system.

To shut down the system

1) Log into either of the servers. Click Start, Shut Down. Enter a comment in the Comment field and
click OK (Figure 65).

Figure 65: Example of Shut Down Window

@ What do you want the computer ko do?

Shut down

Ends vour session and shuts down Windows so that you
can safely turn off power.,

r Shutdown Event Tracker
Select the option that best describes why wou want to
shut down the computer

Option: v Planned
IOther (Planned) j

A shutdown or restart For an unknown reason

Cormmenk:

Server maintenance

[o]'4 I Cancel Help
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2) After the first server is completely shut down, log into the other server and click Start, Shut Down.
Enter a comment and click OK (Figure 66).

Figure 66: Example of Shut Down Window

@ What do you want the computer ko do?

Shut down

Ends your session and shuts down Windows so that you
can safely turn off power,

r Shukdown Event Tracker
Select the option that best describes why wou want to
shut down the computer

Oplion: ¥ Planned
IOther (Planned) j

A shukdown or restart For an unknown reason

Caommenk:

Server maintenance

Ok I Cancel | Help |

3) After both servers are completely shut down, the shared storage may be shut down by pressing the
power button in the lower right corner (Figure 67).

Figure 67: Shared Disks

Controller 1

Comtroller 2

Disks

To start the system

1) Press the power button on the share storage. Wait until both controllers display a message of Startup
Complete before continuing.

2) Start up one of the servers and allow it to come to the log on screen before continuing. This one will
become the active node.

3) Start up the other server.
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Maintenance Operations

These maintenance operations are performed, using the VBECS Administrator software, during the initial
installation of VBECS and during post-installation maintenance activities.

When VBECS Administrator is used for the first time, Configure Interfaces is the only option available.
Completion of Configure Interfaces enables Configure Divisions. Completion of Configure Divisions
enables Configure Users.

Configured options will be available at startup to perform maintenance operations.

233
1 1 Do not change the system! The U.S. Food and Drug Administration classifies this software as a

medical device. Unauthorized modifications will render this device an adulterated medical device under
Section 501 of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring
and implementing this software through the Freedom of Information Act require the implementer to
assume total responsibility for the software and become a registered manufacturer of a medical device,
subject to FDA regulations. Adding to or updating VBECS software without permission is prohibited.

e VistALink is installed and running on the associated VistA system.

e The user is defined in VistA, and has a DUZ and Access and Verify Codes necessary to establish a
VistA connection.

e The user has a valid Windows account and is defined as a member of the Active Directory (AD)
domain group (see Add and Maintain Users in Active Directory).

e The user is defined as a member of the Windows Administrator group on the Active Directory domain

group.

e The VBECS database is installed and operational.
¢ The VBECS BUNDLE 1.0 KIDS build is installed and configured in VistA.
e The VistA data conversion patch LR*5.2*335 is installed in VistA.
e The VistA data conversion is complete.
Outcome

e Parameters necessary to establish the connection to VistA through VistALink are available to the main
VBECS application, as defined in the Configure Interfaces option.

VBECS-VistA HL7 interface parameters are defined in the Configure Interfaces option.

One or more divisions are defined for use in VBECS in the Configure Divisions option.

One or more divisions are activated as local facilities in VBECS in the Configure Divisions option.
The System Administrator has VBECS login® access to all active divisions.

VBECS users are defined and able to use VBECS in the Configure Users option.

! There is a slight difference in terminology between VistA and VBECS: VistA uses “log on” and “logon,” and
VBECS uses “log in” and “login.” Therefore, both terms are used throughout this manual. “Log in” and “login” are
used generically when referring to both systems at one time.
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Limitations and Restrictions

233 - . . .
L1 When the division changes from full service to transfusion only or from transfusion only to full
service, information must be in a final state.

e The VBECS Administrator performing the initial installation and setup must have the XOBV
VISTALINK TESTER option defined as a secondary option in VistA.

Additional Information

o Refer to the completed Appendix: Configuration Worksheet in VBECS Application Interfacing Support
Software Installation and User Configuration Guide for required information when performing
maintenance operations.

User Roles with Access to This Application
VBECS Administrator

Log into VBECS Administrator

User Action VBECS Administrator

1. Tolog into VBECS Administrator, Displays the user and server names.

double click @\-‘) (the Remote
Desktop Connection icon).

Enter your password.

2. Double click the VBECS Opens VBECS Administrator.
Administrator icon.
NOTES

When the user logs into VBECS Administrator for the first time to
set VistALink parameters, the system does not display the VistA
Logon — Authorization screen. Continue at Step 6.

3. Continue to the VistA logon screen | Opens the VistA Logon — Authorization screen. The user may log onto
(Figure 68). VistA or continue and log on as needed.

NOTES

The VistA logon screen is displayed only after initial setup of
VistALink parameters.

4. Log onto VistA when VBECS Allows a user to log on by entering VistA Access and Verify Codes,
Administrator starts up or at the separated by a semicolon (;), in the Access Code data entry field.
invocation of any option that uses When a user accesses an option that requires a VistALink connection and
VistALink when VistALink is not the connection becomes unavailable, allows the user to restore the
connected. connection.

When a reconnection attempt is successful, VBECS closes the connection
status window and returns to the desktop. The VistALink Connected icon
in the status bar indicates a successful connection. When a reconnection
attempt is unsuccessful, attempts to reconnect to VistALink until the user
cancels.

NOTES

When a user logs into VBECS Administrator, the connection to
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VistA is established through VistALink.

When the VistALink connection is not restorable, VBECS
Administrator displays a message that the requested use cannot
be executed because VistALink is unavailable.

5. Enter the VistA Access and Verify Verifies that user credentials for the VBECS Administrator and VistA
Codes. Access and Verify Codes belong to the same user.

6. Continue working in VBECS Displays the main menu.
Administrator (Figure 69).

Figure 68: Example of VistA Logon

Authorization

I Togen] =27

P - e P
e weERRET EREERRREET wwww
PR P ) R P
EEE e e R
PR P . P
EEE R R R R
PR g R R P

3»os NOTICE <<
This account is established for software demonstration, testing and user
training only.
The data in this TEST system is protected by the same confidentiality
regulations, statutes, and penalties for unauthorized disclosure as
the production system.

Authorization

\ / Access Coce® || ﬁ Log On I
f : Werify Coce* I ﬁ
N Cancel |

Change Yerity Code [

* Reguired Field
Server: [SPADT |volume: ROU  |UCI CLE3  Device: NLAD:535392762  Port: 24593

Figure 69: Example of VBECS Administrator

(4 VBECS Administrator,
File Help

JLogin o: vHaisDTOM B o vistatink |
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Configure Interfaces

The System Administrator sets parameters for the connection to VistA to enable retrieval of VistA data
and to configure HL7 interfaces between VBECS and VistA.

1. To configure VBECS VistALink and | Displays the menu options used to configure VBECS.
HL7 interface parameters, click
File on the main menu of the
VBECS Administrator software.

2. Click Configure Interfaces (Figure | Displays the VBECS Configure Interfaces dialog for data entry.
70).

Figure 70: Configure Interfaces

3 VBECS Administrator

Configure Divisions
Configure Users

Exit

JLosin - vHasDTOMLE [ vistatine )

Configure VistALink Parameters

1. To configure VistALink parameters, | Displays the Configure VistALink group and allows data entry of the IP
select VistALink from the Select address (or domain name) and port number of the VistA system VistALink
Interface list box (Figure 71). listener.

Allows the user to test the VistALink connection parameters.

NOTES

The user may modify the IP address (or domain name) and port

number, as required.

2. Enter avalid IP address (or domain | Validates that the IP address is in the standard four-octet notation (e.g.,
name) and port number of the 127.0.0.1) or that the Domain field was filled in.
VistA system VistALink listener in Validates that the port number is a whole number from 1024 to 65535.
the M Server group box fields.
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User Action

VBECS Administrator

NOTES

The IP Address field represents the VistALink IP address to which
VBECS will direct messages. Refer to the Hardware Information
section of Appendix B, row 6 for test, and row 7 for production:
Configuration Worksheet in VBECS Application Interfacing
Support Software Installation and User Configuration Guide.

The Port Number field represents the VistALink port number to
which VBECS will direct messages. Refer to the Hardware
Information section of Appendix B, row 8 for test, and row 9 for
production: Configuration Worksheet in VBECS Application
Interfacing Support Software Installation and User Configuration
Guide.

3. Click Test Connection.

U} Capture a screen shot.

NOTES

The Test Connection button is enabled only when valid entries
exist in the IP Address (or Domain) and Port Number fields.

If connection to the VistA system is successful, the VistA Logon
— Authorization dialog is displayed and the user is required to
enter valid Access and Verify Codes.

If connection to the VistA system is unsuccessful, hover over the
red square and a detailed error message will display.

4. Click Save to save changes.

Displays a confirmation dialog.

5. Click Yes to commit changes to the
database.

Figure 71: Configure Interfaces: VistALink

» VBECS - Configure Interfaces

EIEX

o)

Select Interface
wistalink

=
PatientUpdate
Patientherge

* Required Field

Configure Interfaces E

Configure “istALink
M Server

Connection Methoc*
+ P sddress  |10.3.29.202

7 Domain |

19511

Part Mumber*

'mles:t Connection

| I:l |Suc:c:essfu|!
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Configure CPRS HL7 Interface Parameters

User Action

VBECS Administrator

1. To configure CPRS HL7 Interface
Parameters, select CPRS from the
Select Interface list box in the
VBECS - Configure Interfaces
dialog (Figure 72).

Displays the Configure Interface group and allows data entry of HL7
interface-related parameters.

2. To configure Interfaced Application
group parameters, enter a valid IP
address, port number, and facility
ID in the related data fields.

Validates that the IP address is in the standard four-octet notation (e.g.,
127.0.0.1) or that the Domain field was filled in.
Validates that the port number is a whole number from 1024 to 65535.

NOTES

The IP Address field represents the VistA CPRS IP address to
which VBECS will direct messages. The Domain name field
represents the fully qualified domain name to which VBECS will
direct messages. Refer to the Hardware Information section of
Appendix B, row 6 for test, and row 7 for production:
Configuration Worksheet in VBECS Application Interfacing
Support Software Installation and User Configuration Guide.

The Port Number field represents the VistA CPRS port number
to which VBECS will direct messages. Refer to the Hardware
Information section of Appendix B, row 10 for test, and row 11 for
production: Configuration Worksheet in VBECS Application
Interfacing Support Software Installation and User Configuration
Guide.

The Facility ID is used in the MSH segment of the HL7 interface
to help identify the system. This free-text field is usually set to the
primary site’s station number. Messaging to VBECS will fail if this
Facility ID is not supplied.

3. To configure VBECS Application
group parameters, enter a valid IP
address, port number, and facility
ID in the related data fields.

Validates that the IP address is in the standard four-octet notation (e.g.,
127.0.0.1).
Validates that the port number is a whole number from 1024 to 65535.

NOTES

The IP Address field represents the VBECS cluster server IP
address to which CPRS will direct messages. Refer to the
Hardware Information section of Appendix: Configuration
Worksheet, row 1 in VBECS Application Interfacing Support
Software Installation and User Configuration Guide.

The Port Number field represents the VBECS cluster server port
number to which CPRS will direct messages. Refer to the
Hardware Information section of Appendix B, row 4 for test, and
row 5 for production: Configuration Worksheet in VBECS
Application Interfacing Support Software Installation and User
Configuration Guide.

The VBECS Facility ID must be different from the VistA. The
Facility ID is used in the MSH segment of the HL7 interface to
help identify the system. This is a free-text field set to the primary
site’s station number. Messaging to VBECS will fail if this Facility
ID is not supplied.
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User Action

VBECS Administrator

The data entered in this group is used by the VBECS CPRS HL7
Listener Service when using a single listener interface. This
service is installed as disabled and the VBECS HL7 Multi
Listener is enabled. In this configuration, the Port Number field
must be set to a port that is not currently used by any other
services on the Cluster Server. Refer to the Hardware
Information section of Appendix B: Configuration Worksheet,
rows 4 and 5 in VBECS Application Interfacing Support Software
Installation and User Configuration Guide.

(This step is optional.)

4. To configure Message Options
group parameters, enter an ACK
timeout period and a nhumber of
retransmission attempts in the
related data fields.

Validates that the ACK timeout period is a whole number from 1 to 999
(seconds) (default: 10).

Validates that the number of retransmission attempts for failed messages
is a whole number from 1 to 99 (default: 5).

(This step is optional.)

5. To configure Purge Criteria group
parameters, enter the number of
days after which completed
messages and messages in error
are to be purged from the database
in the related data fields.

Validates that purge periods are whole numbers from 1 to 30 (days)
(default: 7).

6. To configure the Interface Failure
Alert Recipient group parameter,
enter a valid email address in the
related data field.

Validates that the interface administrator’'s email address is entered and
conforms to Internet message format RFC 2822.

NOTES

VBECS Windows Services uses this email address to notify local
IRM support or the Blood Bank ADPAC when interface errors
occur.

7. To configure the Logging
Configuration group parameter,
click or clear the Log Events and
HL7 Messages to Event Log
check box.

% Capture a screen shot.

NOTES

This check box indicates whether to record incoming and
outgoing HL7 messages in the Application Event Log on the
VBECS Cluster Server. (This is the only way to view VBECS HL7
messages on the VBECS server.)

8. Click Save and Yes to confirm the
save.

9. To close the VBECS — Configure

Interfaces dialog, click ﬂ in the
upper right corner.

Validates that the data was saved.
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Figure 72: Example of Configure Interfaces: CPRS

VBECS - Configure Interfaces

6 Configure Interfaces E

Select Interface Configure Interface
wWiztaLlink Interfaced Application
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ACH Timeout l 0 3: ZBCE Re-Transmit Attempts* m
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Completed Messages*? 3: days lezzages in Error* 7 3: days

Interface Faiure Alert Recipient
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* Reguired Field
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Configure Patient Update HL7 Interface Parameters

User Action

VBECS Administrator

1. To configure Patient Update HL7

Interface Parameters, select
PatientUpdate from the Select
Interface list box in the VBECS —
Configure Interfaces dialog (Figure
73).

Displays the Configure Interface group and allows data entry of HL7
interface-related parameters.

. To configure Interfaced Application
group parameters, enter a facility
ID in the related data fields.

NOTES

The IP Address and Port Number fields are disabled: no
outbound messages are sent to VistA for this interface.

The facility ID is used in the MSH segment of the HL7 interface
to help identify the system. This is a free-text field set to the
primary site’s station number. Messaging to VBECS will fail if this
Facility ID is not supplied.

. To configure VBECS Application
group parameters, enter a valid IP
address, port number, and facility
ID in the related data fields.

Validates that the IP address is in the standard four-octet notation (e.qg.,
127.0.0.1).
Validates that the port number is a whole number from 1024 to 65535.

NOTES

The IP Address field represents the VBECS cluster server IP
address to which VistA will direct messages. Refer to the
Hardware Information section of Appendix: Configuration
Worksheet, row 1 in VBECS Application Interfacing Support
Software Installation and User Configuration Guide.

The Port Number field represents the VBECS cluster server port
number to which VistA will direct messages. Refer to the
Hardware Information section of Appendix B, row 4 for test, and
row 5 for production: Configuration Worksheet in VBECS
Application Interfacing Support Software Installation and User
Configuration Guide.

(This step is optional.)

. To configure Message Options
group parameters, enter an ACK
Timeout period and number of
retransmission attempts in the
related data fields.

Validates that the ACK timeout period is a whole number from 1 to 999
(seconds) (default: 10).

Validates that the number of retransmission attempts for failed messages
is a whole number from 1 to 99 (default: 5).

(This step is optional.)

. To configure Purge Criteria group
parameters, enter the number of
days after which completed
messages and messages in error
are to be purged from the database
in the related data fields.

Validates that the purge periods are whole numbers from 1 to 30 (days)
(default: 7).

. To configure the Interface Failure
Alert Recipient group parameter,
enter a valid email address in the
related data field.

Validates that the interface administrator's email address is entered and
conforms to Internet message format RFC 2822.

NOTES

VBECS Windows Services uses this email address to notify local
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User Action VBECS Administrator
IRM support or the Blood Bank ADPAC when interface errors
occur.
7. To configure the Logging
Configuration group parameter, NOTES

click or clear the Log Events and
HL7 Messages to Event Log
check box.

Capture a screen shot.

This check box indicates whether to record incoming and
outgoing HL7 messages in the Application Event Log on the
VBECS Cluster Server. (This is the only way to view VBECS HL7
messages on the VBECS server.)

8. Click Save and Yes to confirm the
save.

9. To close the VBECS — Configure

Interfaces dialog, click Ei in the
upper right corner.

Validates that the data was previously saved.

Figure 73: Example of Configure Interfaces: PatientUpdate

VBECS - Configure Interfaces

Select Interface Configure Interface

CPRE IP Address
Patient lpdate
Patiertterge Facility D

VBECS Application
IP Addrezs*

Facility D

Message Options
ACK Timeout*

Purge Criteria

E-mail Address®

Wistalink Interfaced Application

CampletedMessages*l; 3: days Messages in Error® 7 3: days

Irterface Failure Alert Recipient

Logging Configuration

FEIX
o I o nigure Intertaces] |- = 22

| Port Mumber

I3

|1 032112 Part Mumber* |S001

|WEECS

o 3: SECE Re-Transmit .&nemms*m

|IDcaI drm supportiEea.goy

Log Everts and HL7 Messages to Evert Log | v

Clear Save
* Required Field m
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Configure Patient Merge HL7 Interface Parameters

User Action VBECS Administrator
1. To configure Patient Merge HL7 Displays the Configure Interfaces group and allows data entry of HL7
Interface Parameters, select interface-related parameters.

PatientMerge from the Select
Interface list box in the VBECS —
Configure Interfaces dialog (Figure
74).

2. To configure Interfaced Application
group parameters, enter a facility NOTES
ID in the related data field.

The IP Address and Port Number fields are disabled: no
outbound messages are sent to VistA for this interface.

The facility ID is used in the MSH segment of the HL7 interface
to help identify the system. This is a free-text field set to the
primary site’s station number. Messaging to VBECS will fail if this
Facility ID is not supplied.

3. To configure VBECS Application Validates that the IP address is in the standard four-octet notation (e.qg.,
group parameters, enter a valid IP 127.0.0.1).
address, port number, and facility Validates that the port number is a whole number from 1024 to 65535.
ID in the related data fields.
NOTES

The IP Address field represents the VBECS cluster server IP
address to which VistA will direct messages. Refer to the
Hardware Information section of Appendix B, row 1:
Configuration Worksheet in VBECS Application Interfacing
Support Software Installation and User Configuration Guide.

The Port Number field represents the VBECS cluster server port
number to which VistA will direct messages. Refer to the
Hardware Information section of Appendix B, row 4 for test, and
row 5 for production: Configuration Worksheet in VBECS
Application Interfacing Support Software Installation and User
Configuration Guide.

(This step is optional.) Validates that the ACK Timeout period is a whole number from 1 to 999
(seconds) (default: 10).
4. To configure Message Options Validates that the number of retransmission attempts for failed messages
group parameters, enter an ACK is a whole number from 1 to 99 (default: 5).

Timeout period and number of
retransmission attempts in the
related data fields.

(This step is optional.) Validates that the purge periods are whole numbers from 1 to 30 (days)

(default: 7).

5. To configure Purge Criteria group
parameters, enter the number of
days after which completed
messages and messages in error
are to be purged from the database
in the related data fields.

6. To configure the Interface Failure Validates that the interface administrator's email address is entered and

Alert Recipient group parameter, conforms to Internet message format RFC 2822.
enter a valid email address in the
related data field. NOTES
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User Action

VBECS Administrator

VBECS Windows Services uses this email address to notify local
IRM support or the Blood Bank ADPAC when interface errors
occur.

7. To configure the Logging
Configuration group parameter,
click or clear the Log Events and
HL7 Messages to Event Log
check box.

t{fé’
BO Capture a screen shot.

NOTES

This check box indicates whether to record incoming and
outgoing HL7 messages in the Application Event Log on the
VBECS Cluster Server. (This is the only way to view VBECS HL7
messages on the VBECS server.)

8. Click Save and Yes to confirm the
save.

9. To close the VBECS — Configure

Interfaces dialog, click B in the
upper right corner.

Validates that the data was previously saved.

Figure 74: Example of Configure Interfaces: PatientMerge

i) VBECS - Configure Interfaces

Patierthlerge Facility &

VBECS Application
IP Address*

Facility D

Mezzage Options
ACHK Timeout*

Purge Criteria

E-mail Address*

Select Interface Configure Interface

wistmLink Interfaced Application

CPR3 P Address Part Mumber
PatientUpdate |

CDmpIehadI\l1essa5|ges"El 3: days Meszages in Error® 7 3: days

Interface Failure &lert Recipient

Logging Configuration

FBIX]
%) P Configure Interiaces] =2

|83

|1 032112 Part humber* (5002

|WBECS

ﬁD 3: SECS Re-Tranzmit Atempts* m

|I0c:al Jrm supportiEva goyv

{ og Everts and HL? Me=ssages to Evert Lag | W

* Recuired Field

Clear Save
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Configure Divisions
The System Administrator configures VBECS as a single division or as multidivisional.

Assumptions

The VistA data conversion is complete.

VBECS-VistA connection parameters are set.

VistALink is installed and running on the associated VistA system.

The user is defined in VistA, and has a DUZ and Access and Verify Codes necessary to establish a

VistA connection.

e The user has a valid Windows account and is defined as a member of the Active Directory domain
group (see Add and Maintain Users in Active Directory).
The IP address of the label printer is known.

e The name of the division report printer is known (if multi-divisional).

The VBECS database is installed and operational.

Outcome

e One or more divisions are defined in VBECS.
e One or more divisions are activated as local facilities in VBECS.
e The System Administrator has VBECS login? access to all active divisions.

Limitations and Restrictions

e  All units in a division must be in a final status to allow the division to change from full service to
transfusion only or from transfusion only to full service.

Additional Information

e A VBECS Administrator/Supervisor may further configure:
o VBECS users in Update User Roles.
o VBECS division parameters in Configure Division, Product Modifications, and Configure
Testing.
e The user must log onto VistA using Access and Verify Codes.

User Roles with Access to This Option
System Administrator

Add and Maintain Divisions
The user defines and maintains division attributes.

235
L 1 Changes made in the VBECS Administrator option mapping orders to another VBECS division do

not affect delivered orders. Orders delivered to a VBECS division must be completed, rejected, or
canceled in that division. Resubmit orders after mapping is completed to send an order to another VBECS
division.

% There is a slight difference in terminology between VistA and VBECS: VistA uses “log on” and “logon,” and
VBECS uses “log in” and “login.” Therefore, both terms are used throughout this manual. “Log in” and “login” are
used generically when referring to both systems at one time.
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User Action

VBECS Administrator

1. To add and maintain divisions in
VBECS, click File on the main
menu of the VBECS Administrator
software.

e Displays the menu options used to configure VBECS.

2. Select Configure Divisions
(Figure 75).

e Displays the Configure Division dialog and allows entry of
division parameters.

3. To edit a defined division, click the
Division Identification tab (Figure
76). Select a division code or
name from the drop-down menu
or, to configure a new division,
click the ellipsis button. Select a
division from the list (Figure 77).

NOTES

The user may not edit the division code or name.

A division may be full service (default) or transfusion only. When
a unit not in a final status exists, a user may not change the type
of transfusion service.

When a division is transfusion only, VBECS disables electronic
crossmatch.

When a division changes from full service to transfusion only,
units already in inventory are not restricted to patients and must
be returned to the blood center.

When a division changes from transfusion only to full service,
inventory units are restricted to patients without ABO/Rh
confirmation. The facility must decide how to handle this existing
inventory.

VBECS prevents the user from changing a division from full
service to transfusion only or from transfusion only to full service
when there are open or partially completed worksheets or
processes in the division.

The Division Name and Division Code are identified in the VistA
INSTITUTION file (#4). The Division Name stored in VBECS is
the INSTITUTION file NAME field (#.01); the Division Code
stored in VBECS is the STATION NUMBER field (#99). When
either value change in VistA, rerun these steps to update the
VBECS database with the current values from VistA.
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User Action

VBECS Administrator

4. To receive orders from VistA
Institutions to the selected
Division, check the Map orders
from VistA institutions check box.
Click the Active checkbox for each
institution that applies.

NOTES

Changes made to institution mappings require a restart of the
VBECS HL7 Multi Listener service. For more information, see
Table 8 in the VBECS Windows Services section.

One or more VistA institutions from the list of valid institutions
retrieved from VistA may be associated with the selected
VBECS division from the list of valid institutions retrieved from
VistA.

A VistA institution may be associated with only one VBECS
division.

A VistA institution defined as a VBECS division is not eligible for
selection as an associated institution to a different VBECS
division.

To associate additional institutions, enable an optional VistALink
query to retrieve a list of all institutions associated with the VistA
site that are currently defined within the VistA database but not
in the selected VBECS division. VBECS displays the list to the
user for selection.

5. Select the FDA Registered Facility
associated with the division or, to
search for the facility by name or
FDA Registration Number, click
the ellipsis button (Figure 76).

e Allows the user to associate a division with a facility from the
National Facility Table.

NOTES

The user must associate a division with a facility from the
National Facility Table. If there is no matching facility, VBECS
Administrator asks the user to contact the VA Service Desk.

When this occurs, wait for customer support to respond or, to
continue establishing a division, select and configure any facility
from the National Facility Table. When the configuration is
complete, use the Local Facilities option in VBECS to define the
local facility that matches the information missing from the
National Facility Table.

Return to Configure Divisions to re-associate your division with
the newly entered local facility.

When a division is configured, VBECS displays, “I certify that
the blood products listed were properly maintained, in
accordance with the Code of Federal Regulations, while in
storage at this institution. Components were inspected when
packed for shipment and found to be satisfactory in color and
appearance.”

6. Select the VistA Lab Blood Bank
Accession Area associated with
the selected division from the
drop-down menu (Figure 76).

NOTES

The Lab package uses the Accession Area to track blood bank-
related workload for the division.

7. Enter the desired number of
minutes in the Lock Inactivity
Timeout field.

e Allows the user to set the lock inactivity timeout period (5 to 15
minutes) (default: 5 minutes).

NOTES

The lock inactivity timeout period specifies how long a user can

be idle and in control of data being edited. VBECS warns the
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User Action

VBECS Administrator

user 60 seconds before the lock inactivity period expires that he
will lose priority for the data. When he responds within 60
seconds, VBECS clears the warning and resets the lock activity
timer. Otherwise, VBECS informs him that his lock was released
and he must reenter his changes.

VBECS uses optimistic and pessimistic locking to prevent data
corruption. If a user attempts to edit data locked by another
user, VBECS alerts him that the record is in use and prevents
access (pessimistic locking).

If more than one user attempts to change data simultaneously,
VBECS accepts only the first update and warns the other users
that the record changed (optimistic locking, which is non-
configurable and a fail-safe to pessimistic locking).

8. To activate or inactivate the ¢ When the user saves a previously active division as inactive,
division, click or clear the Active inactivates user roles for that division.
VBECS Division? check box
(Figure 76). NOTES
The system will not allow the user to activate a division that has
Capture a screen shot. orders mapped to another VBECS division. VBECS displays,
“Unable to activate. The VBECS division currently has orders
mapped to another VBECS division.”
The system will not allow the user to inactivate a division that
has orders mapped to it. VBECS displays, “Unable to inactivate.
This VBECS division currently has orders mapped to it. Release
this mapping prior to inactivation,”
9. Click the Service Type tab. Click e Allows the user to identify the facility as full service or
the Full-Service Facility or transfusion only.
Transfusion-Only Facility radio
button (Figure 79). NOTES
3%

BO Capture a screen shot. 1 1 when the division changes from full service to transfusion
only or from transfusion only to full service, information must be
in a final state. VBECS does not check for pending orders or
active units in inventory, so there is a risk of corrupting
information. There is a risk of having unconfirmed units
available for transfusion if any are issued.

10. Click the Printers tab. e Allows the user to enter the COM and TCP port numbers and
the IP address for the label printer.
Clear or click the Division Uses e Allows the user to select the default printer for the division when
Label Printer check box. more than one printer is installed on the system.
NOTES
Edit the COM port number and/or
the TCP port number. Standard values for COM and TCP ports:
e COM=2
Enter the IP address (Figure 80). e TCP=9100
BC Capture a screen shot.
11. Click the Time Zone tab. e Allows the user to set the time zone and daylight saving
parameters.
Select a time zone.
In the Daylight Savings field, select
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US Standard DST, Do not
observe DST, or Custom DST.

Enter start and end dates for
custom DST (Figure 81).

ﬁ Capture a screen shot.

Click Save.

12.

Click Save and OK to commit the
changes or add the new division to
the VBECS database.

e Commits changes and additions to the database.

NOTES
Multidivisional sites must repeat Steps 3-11 for each division.
The VBECS Administrator/Supervisor who configured the

divisions must add himself as a user to all divisions to enable
the functionality of canned comments in the VBECS system.

13.

To close the VBECS — Configure

Divisions dialog, click in the
upper right corner.

Figure 75: Configure Divisions

{3 VBECS Administrator,

ILogin ID: YHAISDTOMLIB
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Figure 76: Example of Configure Division: Division Identification

% VBECS Administrator - [VBECS - Configure Division] ([=1{E3]
& Fie Hep - x
6 Configure Division w
Division Identification l Service Typ-e] Printers] Time Zune]
Division Associated FOA Registered Facility
Division Code = J Facility Name® JJ
Division Name| j Accession Area
Area Name*
- | o
o L Lock Timeout
DivsaiCore | Moo | Lock Inactivity Timeout* ’? mins
Status
-
Clear
VBECS Division Configuration
Active | Division Code | Division Name | Faciity Name ServiceType | Accession Area | |
539 VA HEARTLAND - WEST, .. VAMC Kansas .. Full Service BLOOD BANK ;
53944 COLUMBIA, MO VAMC WAMC Columbia... Full Service COBLOOD BANK ¢
539AS5 TOPEKA, KS VANC WVAMC Topeka, .. Full Service TOBLOOD BANK ¢
53946 LEAVENWORTH VANC WAMC Leaven..  Ful Service LEBLOOD BANK ¢
S39AT WICHTA VAMC WAMC Wichita, .. Transfusion Only  WIBLOOD BANK ¢
53968 BELTON Viestern Plains .. Full Service BLOOD BANK ;
49 2
[ ShowInactive Divisions
* Required Field
Login ID: VHAISHIENSEC T vistalink
Figure 77: Example of Select VistA Divisions
¥istA Divisions (%]
Select a Vists Divizion®
Code | Mame |
=00 CAMP MASTER
a3e3 FT.LOGAR
20038 GLEMZ FALLS
SO0P2, IX ALBANY-PRRETP
DI9PA CIMN-PEETP
* Required Field | Cancel
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Figure 78: Example of Facility Search

VBECS - Facility Search

Search Criteria®

FD&, Feg. Mo.

Search Results

Partial Facilty Mame |VAMC

Rt

Selected Facility

FD& Reg. Mo, [1373999
ICCBBA Reg. Mo, w0520

Facility Mame:

1673525
2371868
2573426
1675415
1873702
1071667
1070228
1073561
117371
1373477
1374122
3005524120
1070194
1171818

<

* Required Field

FDA& Reg. Mo. | Facilty Name

WAMC Albuguercue, N

SWAMC Alexandria, LA
WAMC Altoons, PA
YAMC Amarillo, TX
WYAMC Ann Arbor, M
WAME Asheville, NC
WAMC Atlarta, GA
WAMC Augusta, GA
AN Battimore, WD
W AMC Batavia, MY
WAKC Bath, MY

W AMC Battle Creek
YAMC Bay Pines, FL
WAMC Beckley W

| £

|*

[vamc aany,

Facilty Address

113 Holland Avenue
Albany

MY, 12203

= Phone
&) Fax

Callection Facility? ~d

Testing Facility? r

Active Facility? r
Ok | Cancel

Figure 79: Example of Configure Division: Service Type

VBECS Administrator - [VBECS
& File Help

figure Division]

(4]

{* Full-Service Facility

Configure Division w

Division dentification ~ Service Type | Printers | Time Zone |

" Transfusion-Only Facility

Clear

<

-
*Required Field

Login ID: VHAISHIENSEC

Active | Division Code | Division Name | Faciity Name ServiceType | Accession Area | L
589 VA HEARTLAND - WEST, .. VAAMC Kansas ..  Full Service BLOOD BANK ¢
58944 COLUMBIA, MO VAMC VAMC Columbia... Full Service COBLOOD BANK ¢
589A5 TOPEKA, KS VAMC VAMC Topeka, ... Full Service TOBLOOD BANK ¢
58946 LEAVENWORTH VAMC VAMC Leaven...  Ful Service LEBLOOD BANK ¢
589AT WICHITA VAMC VAMC Wichita, ... Transfusion Only  WIBLOOD BANK ¢
BELTON Western Plains ...  Full Service BLOOD BAMK

>

W VistaLink
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Figure 80: Example of Configure Division: Label Printing

VBECS Adm
@ Fie Hep E

a Configure Division E

Division Identification ] Service Type  Printers ITIITDB Zone ]
v Division Uses Label Printer Default Report Printer

COM Port Number* |4 < | wBECS Printer |
TCP Port Mumber* 21777 El:
IP Address® 10.3.21.148

Clear Save

VBECS D n Configuration

Active | Division Code | Division Name | Facilty Name Service Type | Accession Area | |

sa8 VA HEARTLAND - WEST, .. VAMC Kansas.. Full Service BLOOD BANK ¢
S89A4 COLUMBIA, MO VAMC VAMC Columbia... Full Service COBLOOD BANK
S89A5 TOPEKA, K3 VANC VAMC Topeka, .. Full Service TOBLOOD BANK ¢
58946 LEAVENWORTH VAMC VAMC Leaven..  FullService LEBLOOD BANK
S89A7 WICHTA VAWC VAME Wichit Transfusion Only  WIBLOOD BANK ¢

BELTON Western Plains ... Full Service BLOCD BANK

>

Al
-
* Required Field

Login ID: VHAISHJENSEC m VistAlLink

Figure 81: Example of Configure Division: Time Zone

VBECS Adm
& Fie Help E,

6 Configure Division E

Division Identification ] Service T)rpe] Printers  Time Zone 1

Time Zone* Central Standard - Daylight Savings* Do not observe DST -
Daylight Savings Start Daylight Savings End

Clear Save

VBECS D n Configuratiorr
Active | Division Code | Division Name | Facilty Name Service Type | Accession Area | |
s89 VA HEARTLAND - WEST, .. VAMC Kansas... Full Service BLOOD BANK ¢
S89A4 COLUMBIA, MO VAMC VAMC Columbia... Full Service COBLOOD BANK
S89A5 TOPEKA, K3 VANC VAMC Topeka, .. Full Service TOBLOOD BANK ¢
58946 LEAVENWORTH VAMC VAMC Leaven..  FullService LEBLOOD BANK
S89AT WICHITA VANC AMC Wichita, . Transfusion Only  WIBLOOD BANK ¢

BELTON Western Plaine ...  Full Service BLOOD BANK

< >
=
* Required Field
Login ID: VHAISHJENSEC N VistAlink
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Configure System Administrators

Each non-data center site must assign an onsite system administrator to perform regular maintenance
tasks such as applying a Windows update and troubleshooting. If your servers reside at a data center,
personnel at that location will be administering the servers and you may skip this section.

Assumptions

e The user has a valid Windows login and was given permission to manage the Active Directory
administrator group (set up at installation).
e Users to be configured have a valid Windows account.

Outcome
e Administrators are defined and able to administer the VBECS servers from the client.

Limitations and Restrictions

3
1 I Each VBECS user must have a unique Windows login ID. If a Windows login ID becomes inactive

and is eligible for re-use in Active Directory, do not re-use it for VBECS: it may result in corrupted data
in VBECS.

Additional Information
e None

Add or Remove System Administrators
The user adds and inactivates VBECS users.

User Action Active Directory Users and Computers

1. Install Active Directory tools (on
the Administrator's computer only)
from the Windows Server 2003
Enterprise Edition installation CD
or as a free download from
Microsoft.

2. Open the Control Panel. e Allows the user to view and add users in Active Directory for
VBECS.

Double click Administrative
Tools.

Double click Active Directory
Users and Computers (Figure
82).

3. Navigate to the Organizational e Displays administrator group in the right panel.
Unit (OU) in which your VBECS e Displays the properties window.
local groups reside. Double click
the name of the user group (on NOTES
the right) to which you wish to add
the user (Figure 83). e Add a user to the administrator group to allow administrative
access to the server through Remote Desktop Connection.

4. Click the Members tab (Figure

84). NOTES
Click Add to add a user. If the Add button is disabled, you do not have access to this
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User Action

Active Directory Users and Computers

To remove a user, select the user
name and click Remove.

group. File a Remedy ticket to gain access.

5. If the From this location field does
not display the location of the user
to be added, click Locations and
enter the correct domain (Figure
85).

e Allows the user to enter the domain.

6. Inthe Enter the object names to
select field, enter the Windows
login ID for the user to be added.

NOTES

Click Check Names to verify that the login ID is valid.

Click OK.
7. Click OK. e Closes the Properties window.
8. Exit.

Figure 82: Example of Active Directory User and Computers Console

£ Active Directory Users and Computers E]E|E|
@ File  Action  Wiew ‘Window  Help == J
e ElE @ v &
@ Active Directory Users and Computers [WHAISHZD | vha.med.va.gov 23 objects
+-[1 Saved Queries Name .
= @ it s (it
Hhn (A cmop
+-[&5] CMop e :
+ D Computers Pmpu Ers
ks Disabled Lsers | D!sabled Users
+ DisabledComputers @Dlsabl.edCOmputers
T Domain Cantrallers Domam Controllers
Ex EMC | EMC
+-{] Field Offices (I Field OFfices
+1-(_] ForeignSecurityPrincipals [FareignecurityPrincipals
+) Learn @Learn
+ MetadirectoryServices MetadirectoryServices
(&) MHY (< MHY
* MismanagedComputers (€8] MismanagedComputers
+ MismanagedUsers (23 Mismanagedisers
+-(&5] Mational Accounts (23] National Accounts
+ @ National Contractors National Contractars
+ Mational Groups (& National Groups
+ Mational Servers . R
- ol (&3] Mational Servers
+1- (] Users ot
+ (&3] VEECS Cusers
(& veECS 2
- -
< AN ES »
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Figure 83: Example of Administrator User Group

<# Active Directory Users and Computers : E'E'
@ File  Action  View ‘Window  Help = J
&~ BHE B XEFNE @ 8@ T4

= YBECS Administrators # | YISNOL 1 objects
TestSite "

VIS0 .
VISHOZ €7 YHAYISNO 1BBAdmins
WISMOS
WISMO4
YISHOS
(&3] vISNDG
WISNOT
WISMOS
WISMOD
WISM10
WISH11

o O O O O O O O B

[£

|

>

[
|

Figure 84: Example of Group Properties

DesMoinesBloodBanklsers Properties

General | Members |Memheer tanaged By
Members:
Marmne Active Directary Folder
Add... Femaove
[ ()4 ] [ Cancel Lpply
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Figure 85: Example of Select Users

Select Users, Contacts, Computers, or Groups @g|

Select thiz object tupe:

Users, Groups, or Other objects Object Tupes. ..

Erarn thiz location;

vha.med.va.gow Locations...

Enter the object names to select [examples]:

Configure Users

The System Administrator matches VistA users to VBECS users and sets user security levels. If this is a
data center site, use the form (Appendix D: Active Directory Request Form) to submit Active. Directory
modifications and skip the “Add and Maintain Users in Active Directory” section (proceed to the
“Configure VBECS Users” section after the data center has completed your request).

Assumptions

The VistA data conversion is complete.

VBECS-VistA connection parameters are set.

VistALink is installed and running on the associated VistA system.

VBECS application configuration files have the correct values for Domain and user group fields.

At least one division in VBECS is configured.

The user is defined in VistA, and has a DUZ and Access and Verify Codes necessary to establish a

VistA connection.

o All users of the Blood Bank medical device software are assigned the VBECS VISTALINK
CONTEXT option as a secondary option. VistALink uses the VBECS VISTALINK CONTEXT
option to provide user context sign-on security to VistA.

e The user has a valid Windows login and is defined as a member of the Active Directory domain group.

e The System Administrator created Active Directory local groups, as directed in Appendix: Blood Bank
Configuration Checklist, Create Local Groups, in VistA Blood Establishment Computer Software
(VBECS) Installation Guide.

e The VVBECS database is installed and operational.

Outcome
e VBECS users are defined and able to use VBECS.
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Limitations and Restrictions

33
1 1 Each VBECS user must have a unique Windows login ID. If a Windows login ID becomes inactive

and is eligible for re-use in Active Directory, do not re-use it for VBECS: it may result in corrupted data
in VBECS.

A user must not change their Windows login 1D after being configured in VBECS. If the user’s name
changes, the name fields in Active Directory can be modified without changing the login ID.

Additional Information

e A VBECS Administrator/Supervisor may further configure VBECS users in Update User Roles.
o The user must log onto VistA using Access and Verify Codes.

User Roles with Access to This Option
System Administrator

Add and Maintain Users in Active Directory
The user adds and inactivates VBECS users.

User Action Active Directory Users and Computers

1. Install Active Directory tools (on
the Administrator’s computer only)
from the Windows Server 2003
Enterprise Edition installation CD
or as a free download from

Microsoft.
2. Open the Control Panel. e Allows the user to view and add users in Active Directory for
VBECS.
Double click Administrative
Tools.
Double click Active Directory
Users and Computers (Figure
86).
3. Navigate to the OU in which your e Displays two user groups in the right panel, one for VBECS
VBECS local groups reside. Administrator and one for VBECS.
Double click the name of the user e Displays the properties window.

group (on the right) to which you
wish to add the user (Figure 87). NOTES

The VBECS local groups (VnnxxxVbecsUsers and
VnnxxxVbecsAdministrators, where nn is your VISN number and
XXX is your site identifier) were created in Appendix : Blood Bank
Configuration Checklist, Create Local Groups, in VistA Blood
Establishment Computer Software (VBECS) Installation Guide.

The VBECS Administrator/Supervisor who configured the
divisions must add himself as a user to all divisions to enable the
functionality of canned comments in the VBECS system. He may
inactivate himself later without affecting canned comments.

e Add a user to either group to allow access to the server through
Remote Desktop Connection and to VBECS Administrator or
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User Action Active Directory Users and Computers

VBECS (depending on the group).

4. Click the Members tab (Figure
88). NOTES

Click Add to add a user. If the Add button is disabled, you do not have access to this
group. File a Remedy ticket to gain access.

To remove a user, select the user
name and click Remove.

5. If the From this location field does e Allows the user to enter the domain.
not display the location of the user
to be added, click Locations and
enter the correct domain (Figure
89).

6. Inthe Enter the object names to
select field, enter the Windows NOTES
login ID for the user to be added.

Click Check Names to verify that the login ID is valid.

Click OK.
7. Click OK. e Closes the Properties window.
8. Exit.

Figure 86: Example of Active Directory Users and Computers
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Figure 87: Example of Active Directory Users
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Figure 88: Example of Group Properties
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Figure 89: Example of Select Users

Select Users, Contacts, Computers, or Groups

Select thiz object tupe:

Uzerz, Groups, or Other objects

Erarn thiz location;
vha.med.va.gow

Enter the object names to select [examples]:

Locations...

Cancel

Configure VBECS Users

The Active Directory setup must be completed prior to configuring users in VBECS.

User Action VBECS Administrator
1. To add and maintain users in e Displays the menu options used to configure VBECS.
VBECS, click File on the main
menu of the VBECS Administrator
software.
2. Select Configure Users (Figure e Allows the user to enter or edit user information.
90).
3. To edit an existing user, select a e Displays the Windows user ID and name.
user ID from the drop-down list
(Figure 91) or, to search for a new | NOTES
user ID to add to VBECS, click
the ellipsis button to the right of VistALink lists active VistA Blood Bank users. VistA Blood Bank
the drop-down list (Figure 92). users are identified by the LRBLOODBANK and LRBLSUPER
security keys.
Enter user parameters.
When VBECS finds users that are inactive in VistA, it asks
For each user, VBECS stores: whether the user wishes to inactivate them in VBECS. Yes
e VistA DUZ inactivates the VBECS users. No allows the user to continue
e Windows Login ID without inactivating the users (Figure 95).
e Windows Username
o Email Address (optional) The user may not edit the VistA DUZ or user name, the Windows
e User Initials login ID or user name, or the division code or name.
e Active Status ) )
e Division Code There is a one-to-one correspondence between Windows and
e User Role VistA users. A VistA DUZ may be associated with only one
« Division Active Status Windows login ID and vice versa.
The user may:
e Activate or inactivate but not delete a defined user from
VBECS.
e Rescind a defined user’s access privileges at one or more
divisions but not delete his record or ID from the database.
The user ID stored in VBECS is the user’'s Windows Logon ID.
VBECS displays the data that a user enters in a session. The
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User Action

VBECS Administrator

user may edit and save the data. When a user cancels, VBECS
warns that it will not save the data. VBECS closes the form and
returns the user to the main menu screen that may include
unrelated open windows.

VBECS associates the technologist ID, date, time, and division
with each process for retrieval by division.

4. To search for a VistA user, click
the ellipsis button to the right of
the VistA DUZ field (Figure 93).

e Allows the user to search for VistA Blood Bank users by name or
DUZ.

NOTES

The user may not edit the VistA DUZ or user name, the Windows
login ID or user name, or the division code or hame.

5. Enter the email address of the
user in the E-mail field in the
Additional Info group. VistA
provides the initials, if available. If
not, enter them.

e Allows the user to enter Additional Information about the user for
identification.

NOTES

User initials may be loaded from VistA. VBECS requires unique
user initials for use as the technologist ID.

6. To select a VistA division to
associate with the user, click the
ellipsis button to the right of the
Division Code drop-down menu
(Figure 94).

e Allows the user to select a division to associate with the user

NOTES

A single user may be associated with multiple divisions.

7. Select a user role from the User
Role drop-down menu. Click or
clear the Active Role? check box
to activate or inactivate the role.

e Allows the user to assign security roles to the Blood Bank user.

e If auser was removed from the role of Administrator/Supervisor
and was the only Administrator/Supervisor user left for a division,
displays “You are trying to remove the last
Administrator/Supervisor for your division, which would disallow
system configuration in the future. You may not proceed.” If all
entered data is satisfactory, saves user details and access
changes to the file and adds or updates the user information in
the list view.

NOTES

One role at a time may be assigned to a user at a division. A
user may have only one active user role per division.

VBECS allows the assignment of a security level to one or more
users at a time. VBECS warns that there must be at least one
level 6 VBECS Administrator/Supervisor in the division and does
not allow the user to change the last Administrator/Supervisor.

®

Click Update and Save.

e Displays a confirmation dialog.

9. Click Yes to commit changes to
the database.

e Click Yes to commit changes to the database.

10. To close the Edit Users dialog

box, click E in the upper right
corner.
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Figure 90: Configure Users

VBECS Administrator

Configure Interfaces

Configure Divisions
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Figure 91: Example of Edit User
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Figure 92: Example of Windows Users

Windows Users B
a __ Windows Users
=elect & Windowes User®
MT Login I Marme ;I
YEHLMD Ten Yehu
WYEHLDS Mine %ehu
YWEHLUIOS Eight “'ehu
YWEHLIOY Seven Vehu
WEHLIOE Six Vehu
WEHLIOS Five YWehu
WYEHUOS Four “ehu
WEHUOS Three Vehu
WEHLIOZ Ty "ehu
WEHLIOM one Wehu
-
| | »

* Required Field Qb I Cancel |

Figure 93: Example of VistA Users
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Figure 94: Example of VistA Divisions

Yisth Divisions

0 P VistA Divisions

—=elect a Vistd Division®
Code I Mame I
00 CAMP MASTER

* Required Field 2 | Cancel |

Figure 95: Example of Inactive Users

Inactivate Users? B |

The following user(s) have been marked as
inactive in VistA, but are still active in VBECS:

LERC YEHL

Do you want to inactivate the user(s) in VBECS?

Yes Mo
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Transmit Workload Data

VBECS workload data is recorded in VBECS when records that qualify as Workload Events are saved in
VBECS. This data is transmitted to the VistA Laboratory workload recording system for national and
local workload reporting.

Assumptions

o Workload codes were assigned to VBECS processes using Workload Codes.
Healthcare Common Procedure Coding System (HCPCS) codes were assigned to blood products using
Blood Products.

e Arecord was saved or inactivated immediately preceding workload data collection.

e The connection to VistA is active.

Outcome
¢ Information was transmitted to VistA for inclusion in appropriate reports.

Limitations and Restrictions
e None

Additional Information

o Workload Event data must include information required for Decision Support System (DSS), Patient
Care Encounter (PCE), and Billing Awareness. Once in VistA, existing VistA functionality will handle
required reporting.

e The system accumulates and periodically transmits workload information to the VistA Lab workload
recording process. The data is transmitted from VBECS to VistA by the VBECS Workload Capture
Remote Procedure called by a nightly Lab background process.

o  Workload multipliers for all Blood Bank activities in VistA File #64 must be set to one (1) to avoid
excessive LMIP counts. This allows the workload multiplier set in VBECS to be correctly reflected on
VistA reports.

User Roles with Access to This Option
All users

Transmit Workload Data

These steps are associated with the “Save” function within any class that performs a Workload Event such
as recording a blood test result or interpretation for a unit or a patient, modifying a unit, and pooling units.
VBECS must know which classes perform Workload Events and how to classify the work accomplished
for reporting. When the database is updated, the VistA technologist ID of the updater, the division, and
the date and time of the update are recorded. In some instances, a mechanism to capture Laboratory
Management Index Program (LMIP) workload information exists. In addition, for certain events that
involve patient processing, the patient location, treating specialty, service, etc., are captured to satisfy
PCE or DSS reporting requirements.
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These steps address the initial recording of these events.

User Action VBECS
1. Click Save to save a record from Creates a Workload Event for every process record saved.
an option. Recognizes the activity as a new Workload Event.
Checks for required reporting properties based on the type of record
being saved.
Determines the proper workload codes and other related information to be
included.
NOTES
One or more workload codes can be collected with each
Workload Event saved. A workload code may be multiplied for
certain Workload Events.
2. Exit.

Inactivate a Workload Event

VBECS updates VistA to inactivate the associated workload information (for a patient or a unit) so that
PCE and Billing Awareness can be updated to reflect that the transaction is not valid.

User Action VBECS
1. Inactivate a saved record. Recognizes the activity performed as an inactivation of an existing
Workload Event record.
NOTES
See Appendix B: Workload Process Mapping to Application
Option Table.
2. Complete the update and choose | Prompts to confirm the save. Saves workload data.
to save.
NOTES
When a previously saved workload-generating event is
invalidated (such as in Remove Final Status, Invalidate Test
Results, or invalidating previously logged-in units through Edit
Unit Information or Invalidate Shipment), VBECS must create
and transmit the same Workload Event information to VistA as a
negative number.
3. Confirm the save. Saves workload data.
NOTES
When a saved Workload Event is associated with a patient,
VBECS needs to link the Workload Event to the patient for future
reports.
4. The option ends when the record
is saved.

Notify VBECS Central Administrator

When maintenance operations are configured, the Implementation Manager notifies the VBECS Central
Administrator to install ePolicy and MOM.
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External Interfaces

VBECS uses VistALink Remote Procedure Calls (RPCs) and HL7 messaging with Microsoft Windows
Services for data exchange using a client-server mode interfacing architecture. These services are cluster
aware and continue to function in the event of a server failover.

Data exchange between the VBECS medical device software and other VistA applications is maintained
by private Database Integration Agreements (DBIAs) with the VBECS Application Interfacing Support
Software (VAISS) M software and HL7 messaging specifications with other VistA applications. The
VAISS M software in the VistA environment is not classified as a medical device and is; therefore,
exempt from the VBECS Blood Bank software FDA 510(k) submission. The purpose of this software is
to provide data exchange with other VistA applications through a controlled environment.

When communication failures occur in the VistA environment between VBECS and other VistA
applications, MailMan sends an email message to the G.VBECS INTERFACE ADMIN mail group. The
message includes details of the error to assist with troubleshooting. Refer to Table 9 in the
Troubleshooting section for a list of potential error messages and their solutions.

VBECS is not Clinical Context Management compliant. VBECS utilizes Remote Desktop Connection to
connect to its dedicated server. If VBECS were to implement Clinical Context Management, the context
would be with the VBECS server environment and require other software such as CPRS to be installed on
the VBECS server. This is not compatible with the basic design of the encapsulated medical device.

Health Level Seven Interfaces

The VBECS Health Level Seven (HL7) software is a set of Microsoft .NET libraries written in C sharp
(C#) that provide HL7 messaging support for VBECS.

The C# software is invoked by Microsoft Windows Services that run outside the VBECS application on
the VBECS Cluster server to allow messaging transactions to occur without user intervention or the need
for the VBECS application to be running. Some of the key common functionality provided by the
software includes:

o Client-Server Transport Layer with HL7 Lower Layer Protocol support
o Message Queuing
o Message parsing and building libraries

Client-Server

The C# software provides a transport layer with HL7 Lower Layer Protocol support that uses a client-
server architecture to allow bidirectional HL7 message exchange between VBECS and other VistA HL7
enabled applications. The software includes a common communications driver that allows VBECS to
send and receive HL7 messages to and from multiple VistA applications. The software was designed to
support multiple interfaces running concurrently without the operations of one interface interfering with
another.
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Each interface requires two separate roles of the client and server (Figure 96).

e Sending System = TCP Client (initiates connection to the Receiving System)
o Receiving System = TCP Server (listens for connections)

Figure 96: Client-Server Over TCP/IP Channels

The Sending System: The Receiving System:
1. Sends requests to connect to the receiver 1. Continuously listens for connection requests.
system. 2. Grants connection requests.
2. Connects to the receiver. <«—| 3. Receives HL7 message data streams from
3. Sends an HL7 message data stream to the client.
receiver. 4. Calls the specified parser to process
4. Waits for acknowledgement. message.
5. Disconnects if the connection is not 5. Returns acknowledgement.
persistent.

Transport Layers and Lower Layer Protocols

A transport layer defines the physical connections between VBECS and other systems. Examples include
TCP/IP networks and serially cabled connections.

The VBECS HL7 software supports multiple HL7 interfaces developed for VBECS and configured
through VBECS Administrator by an authorized user. Some of the information, such as TCP/IP addresses
and port numbers, are required by the transport layer and lower layer protocols to provide network
connectivity and data exchange with an interfaced system.

An HL7 Lower Layer Protocol (LLP) defines how the systems communicate and exchange HL7 messages
across a transport layer. While not defined within the HL7 standard itself, several LLPs are defined in
Health Level Seven Implementation Support Guide.

LLPs provide the lower layer communication functionalities to exchange messages between systems,
such as flow control and error recovery. “Lower layer” refers to a portion of the Open Systems
Interconnect (OSI) model, which is divided into seven layers. The lower layers (1 through 4) include the
physical connection between the systems and the communications protocol used. The HL7 standard itself
defines the seventh and highest application layer.

The VBECS HL7 software supports only the Minimal Lower Layer Protocol (MLLP) over the VA
TCP/IP transport layer. More information regarding the MLLP can be found in Section C.4: Minimal
Lower Layer Protocol, Appendix: Lower Layer Protocols, of Health Level Seven Implementation Support
Guide.

TCP Client (Sender)

The VBECS HL7 software allows VBECS to send outbound HL7 messages to a TCP/IP listener that
supports the MLLP and receive an HL7 acknowledgement message over the same connection. The
software provides the transport layer used to deliver the messages and receive the acknowledgement to
the message.

To provide guaranteed message delivery of outbound messages from VBECS, all outbound messages will
be created when certain events occur and are queued in the VBECS message log. A client monitor service
polls the message log periodically to check for new outbound messages and sends them to the receiving
system associated with the message type.
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TCP Server (Listener)

All VBECS HLY7 Listeners are implemented as Windows Services to provide minimal downtime with
minimal user interaction. The default services are configured to start automatically on system reboot by
default, but can be changed. HL7 interfaces operate using a single or multi listener Windows Service. The
multi listener windows service is the default HL7 listener and can accept and process HL7 messages for
all VBECS HLY7 interfaces.

Computerized Patient Record System

Computerized Patient Record System (CPRS) is used to create requests for blood products and diagnostic
tests performed in the blood bank with VBECS. An HL7 interface exists between CPRS and VBECS to
transmit requests and provide updates regarding the requests to both sides of the interface. VBECS and
CPRS exchange data using OMG-019 General Order Messages and ORG-020 Response to General
Order Message (Acknowledgement) messages.

Orders in VBECS are directed to a VBECS division based on the division associated with the patient
location (hospital location) selected in CPRS during the order entry process. If a patient order is
associated with a hospital location for a division other than one defined in VBECS, the order will be
returned to CPRS and canceled immediately. MailMan will send an email message to the ordering
physician in VistA indicating that the order was canceled. The error text associated with the order will
indicate that the division is not supported in VBECS. A new order must be created for a hospital location
with a valid blood bank division. The CPRS interface supports HL7 version 2.4.

VistA Patient Updates

VBECS maintains a separate patient table for blood bank patients with a limited subset of patient-specific
data, provided by the VistA system, for blood bank patient orders created through CPRS. VBECS must
maintain updates on patient-specific data when changes are made in the VistA system. The patient-
specific data that VBECS maintains includes the patient name, date of birth, date of death, gender, social
security number, Integration Control Number (ICN), and the VistA internal entry number from the VistA
Patient file. The Registration HL7 interface allows VBECS to receive ADT-A08 HL7 messages for all
VistA patient data update events. The Patient Update interface supports HL7 version 2.3.

VistA Patient Merges

Occasionally, two entries in the VistA patient file are identified as duplicate records for the same patient
and the two records must be merged into one. The duplicate records are validated through existing
processes in VistA and are merged into a single record. When this occurs, VBECS must receive
notification of the merge event and determine whether either of the two patient records exists in the
VBECS Patient table. When matching records are identified, VBECS alerts the user. The user must
update the patient record manually to match the VistA record. The MPI Patient Merge HL7 interface
allows VBECS to receive ADT-A40 HL7 messages when two VistA patient records are merged into one.
The Patient Merge interface supports HL7 version 2.4.

VistALink Remote Procedure Calls

Remote Procedure Calls (RPCs) provide a method of data exchange through VistALink for VBECS. The
VBECS software provides data to or receives data from the VAISS located in the VistA M environment
through RPCs. This data exchange is controlled through DBIAs between the blood bank medical device
software and the VAISS VistA M software.
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The VAISS software provides a set of M Application Programmer Interfaces (APIs) that call VBECS
RPCs through the VBECS VistALink RPC XML Listener Windows Service and return blood bank data
to other VistA applications. The VAISS software also provides a set of VistA RPCs under the VBECS
namespace in the Remote Procedure File (#8994) that are called by the VistA VistALink Listener client-
server software. These calls are not public utilities and may be subject to change.

Table 7: Remote Procedure Calls

Database
Integration
Agreement
RPC Name (DBIA) This RPC:
Supports order entry of Blood Bank requests from the Blood
VBECS Order Entry 4619 Bank order entry dialog in CPRS.
Provides a list of assigned, crossmatched, autologous and
VBECS Patient Available Units | 4620 directed blood units that are available for a patient.
VBECS Patient Transfusion
History 4621 Provides a list of past transfusions performed for a patient.
Provides a list of orderable blood products, or component
VBECS Blood Products 4622 classes, to the VistA Surgery package.
Provides patient specimen testing results, component requests,
VBECS Patient Report 4623 and available blood units for a patient to be displayed in CPRS.
Provides the most current ABO Group and Rh Type identified
VBECS Patient ABO_RH 4624 for a patient.
VBECS Patient ABID 4625 Provides a list of antibodies identified for a patient.
VBECS Patient TRRX 4626 Provides a list of transfusion reactions for a patient.
Provides Blood Bank workload data to the VistA Laboratory
Service package for workload reporting to national and local
VBECS Workload Capture 4627 entities.
Inserts completed workload-related data into the VBECS
database after the VistA Laboratory Services package has
completed workload-reporting transactions. Upon completion of
the insert, the RPC returns an XML response to the VBECS
Application Interfacing Support Software that initiated the
VBECS Workload Update communication indicating a successful or unsuccessful
Event 4628 transaction.
Provides a list of all Laboratory Blood Bank Accession Areas in
VBECS Accession Area VistA and their associated divisions to VBECS for workload
Lookup 4607 reporting purposes.
Returns a list of all Blood Bank users identified in the VistA
VBECS Blood Bank User system to VBECS. Blood Bank users are identified by the
Lookup 4608 Security Keys of either LRBLOODBANK or LRBLSUPER.
Returns a list of all VAMC divisions associated with a VistA
VBECS Division Lookup 4609 system.
Returns a list of Blood Bank related HCPCS codes to be
VBECS HCPCS Codes associated with processes, or procedures, performed in
Lookup 4610 VBECS.
VBECS Laboratory Test Returns a list of VistA Laboratory tests to be associated with
Lookup 4611 blood components in VBECS.
VBECS Lab Test Results
Lookup 4612 Returns a list of VistA Laboratory test results for a patient.
VBECS Medication Profile Returns a list of medications for a patient from the VistA
Lookup 4613 Pharmacy package.
Returns data from the VistA Laboratory Services package
based on a Lab order number. The data is used to validate a
VBECS Lab Accession UID VBECS specimen test request for a patient and specimen
Lookup 4614 received in the Blood Bank for that test.
VBECS Workload Codes 4615 Returns a list of Blood Bank related workload related data that
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Database
Integration
Agreement
RPC Name (DBIA) This RPC:
Lookup is associated with processes in VBECS.
Provides a patient lookup function using standard VistA patient
lookup criteria. A list of matching patients found in the lookup is
returned to VBECS along with required patient identifiers and
VBECS Patient Lookup 4616 demographics.
Provides a lookup of VistA users that hold the PROVIDER
VBECS Provider Lookup 4617 security key.
VBECS Hospital Location Returns a list of hospital locations associated with a division in
Lookup 4618 VistA.
VBECS Lab Order Lookup by Returns a list of Laboratory Services data related to an order
uiD 4633 based on a specimen UID.
Provides BloodBank post-transfusion related data to the VistA
VBECS Dss Extract 4956 DSS Blood Bank Extract application for DSS reporting.

VBECS Windows Services

233 . . . . o
1 1 Changes made to individual HL7 listeners must be validated in the test account before using in

production.

235
L 1 The VBECS Service Monitor must be stopped before stopping another VBECS service: the VBECS

Service Monitor will attempt to restart any VBECS service that was stopped. This service needs to be
stopped within the Cluster Administrator. The Cluster Administrater utility can be accessed from the
cluster server by clicking Start, Administrative Tools, Cluster Administrator (Figure 97).

Stopping the service through the services window in the control panel will not stop the service.

VBECS uses Microsoft Windows Services (services) to provide minimal downtime and minimal user
interaction. These services are installed on each physical server of the VBECS cluster server group. The
Cluster Administrator controls the state and opearation of the VBECS services. See Table 8 for a
complete listing of VBECS services. The Install VBECS Services and the VBECS Application section of
the VistA Blood Establishment Computer Software (VBECS) Installation Guide describe how these
services are installed. For details on stopping and starting VBECS services see the Restarting VBECS
Services section.
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Figure 97: Example of VBECS Services in Cluster Administrator

& Cluster Administrator - [VHAISHCLUZ1 (VHAISHCLUZ1)] H=1E
B2 File Wiew Window Help .= ﬂ
|&] x|z B 2e|5fz
= 'E'E—i WHAISHCLUZ1 Marme Stake Dwner SroUp Resource Type | Description |
+ (0 Groups Eﬂ] Cluster IP Address Online WHAISHNODZE Cluster Group IF Address
Azseuites |1 Chuster Mame online YHAISHNODZZ Cluster Group Metwork Mame
#+ 1 Quster Corfigration [/ gy o, oriine YHAISHNODZZ Cluster Group Physical Disk
B &A;\S':NOEZI m MSDTC Resource Cnline WHAISHNODZZ Cluster Group Distributed Transaction Coordinator
Clive Groups
1 Active Resuﬁrces m Diisk. [: Cnline YHAISHNODZZ Group 0 Phrysical Disk
T Metwork Interfaces m SOL IP Address1{¥HAISHIQLZL) Cnline YHAISHNODZZ Group 0 IF Address
- VHAISHNODTZZ m SGL Mebwork Mame{YHAISHSGLZ L) Cnline YHAISHNODZZ Group 0 Metwork Mame
L
D Active Groups m 0L Server Cnline YHAISHNODZE Group 0 0L Server
D Active Resources m 0L Server Agent Cnline YHAISHNODZE Group 0 0L Server Agent
(3 Metwark Interfaces t@ SQL Server Fulloext Cniline WHAISHNODZZ Group 0 Microsoft Search Service Instance
Disk L online YHAISHNODZZ Group 1 Phrysical Disk
m WBECS CPRS HL7 Client Manitar Cniline YHAISHNODZZ WBECS Group PROD Generic Service
m WBECS HL7 Multi Listener Cniline YHAISHNODZZ WBECS Group PROD Generic Service
Eﬂl WEBECS Scheduled Repart Runner onling YHAISHNODZZ WBECS Group PROD Generic Service
Eﬂl WBECS WistaLlink RPC XML Listener Online WYHAISHNODZZ WBECS Group PROD Generic Service
m WEBECS Service Maonitar Online WYHAISHNODZEZ WBECS Group SM Generic Service )
m WBECS Test CPRS HL7 Client Monitor Cniline YHAISHNODZZ WBECS Group TEST Generic Service
m WBECS Test HLF Multi Listener Cniline YHAISHNODZZ WBECS Group TEST Generic Service
Eﬂl WBECS Test scheduled Report Runner  Online YHAISHNODZZ WBECS Group TEST GEMeric Service
m WBECS Test VistALink RPC XML Listener  Online YHAISHNODZZ WBECS Group TEST GENEric Service
For Help, press F1 MM

Reconfiguring the VBECS HL7 Multi Listener and VistALink Services

VBECS HL7 Multi Listener Service

If changes need to be made to the configuration of the VBECS HL7 Multi Listener service due to a
change in IP address or port number, first take the VBECS Service Monitor resource and VBECS HL7
Multi Listener resources offline. Navigate to the C:\Program Files\VistA\WVBECS\WinServices\VBECS
HL7 Multi Listener, and locate the file named VbecsHL7ListenerService.exe.config. The file contents
will look similar to the following example:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>0
<add key="PrimaryDbConnectionString" value="Connection Timeout=90;Data
Source=VHAISHSQLZ1;Initial Catalog=VBECS_V1_PROD;persist security info=False;packet
size=8192;integrated security=SSPI;Application Name=VBECS HL7 Multi Listener" />
<add key="serviceName" value="VBECS HL7 Multi Listener" />
<add key="allowPing" value="true" />
<add key="listenerlpAddress" value="10.3.21.82" />
<add key="listenerPortNumber" value="21994" />
<add key="monitorService" value="true" />
<add key="monitorInterval" value="5000" />
<add key="monitorMaxRetries" value="3" />
<add key="monitorServiceStartTimeout" value="5" />
<add key="BuildNumber" value="1.0.6.2" />
</appSettings>
</configuration>

Modify the value for the key named listenerlpAddress and the value for the key named
listenerPortNumber. Save the file, close it and bring the VBECS HL7 Multi Listener and the VBECS
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Service Monitor resources online. Repeat the update of the configuration file on the other server. There is
no need to bring any more resources online; the Cluster Administrator handles both nodes at the same
time.

Test account: The test account listener (VBECS Test HL7 Multi Listener) is changed in the same
manner. It is located at C:\Program Files\VistA\VBECS Test\WinServices\VBECS Test HL7 Multi
Listener.

If troubleshooting requires use of the other listener services, take the VBECS Service Monitor and
VBECS HL7 Multi Listener resources offline. Bring the single listeners online as required. Once they are
configured properly in the Configure Interfaces section of this guide, then bring the VBECS Service
Monitor resource online.

All of the services communicate directly with the VBECS database. Therefore, prior to restoring the
database, all of the VBECS service must be stopped and restarted accordingly.

VBECS VistALink Service

If changes need to be made to the configuration of the VBECS VistALink RPC XML Listener service due
to a change in IP address or port number, first stop the VBECS Service Monitor service, then stop the
VBECS VistALink RPC XML Listener service. Navigate to the c:\Program
Files\VistA\WBECS\WinServices\VBECS VistALink RPC XML Listener, and locate the file named
VistALink.Listener.WinService.exe.config. The file contents will look similar to the following example:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<sectionGroup name="VistALink">
<section name="RpcL.ist"
type="gov.va.med.vbecs.DAL.VistALink.Listener.Core.RpcListConfigSectionHandler,VistALink.Listen
er.Core" />
</sectionGroup>
</configSections>
<appSettings>
<add key="PrimaryDbConnectionString" value="Connection Timeout=90;Data
Source=vhaishsqlz1;Initial Catalog=VBECS_V1 PROD;persist security info=False;packet
size=8192;integrated security=SSPI;Application Name=VBECS VistALink RPC XML Listener" />
<add key="serviceName" value="VBECS VistALink RPC XML Listener" />
<add key="serverName" value="vhaishsqlz1" />
<add key="databaseName" value="VBECS_V1_PROD" />
<add key="listenerPortNumber" value="21992" />
<add key="allowPing" value="true" />
<add key="listenerlpAddress" value="10.3.21.81" />
<add key="monitorService" value="true" />
<add key="monitorInterval" value="3000" />
<add key="monitorMaxRetries" value="3" />
<add key="monitorServiceStartTimeout" value="5" />
<add key="BuildNumber" value="1.0.6.2" />
</appSettings>
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<VistALink>

Modify the value for the key named listenerlpAddress and the value for the key named
listenerPortNumber. Save the file, close it and restart the VBECS VistALink RPC XML Listener service
and the VBECS Service Monitor service.

Test account: The test listener (VBECS Test VistALink RPC XML Listener) is changed in the same
manner. It is located at C:\Program Files\VistA\WVBECS Test\WinServices\VBECS Test VistALink RPC
XML Listener.

All VBECS services start with the VBECS namespace prefix. There are duplicate services for production
and test accounts that provide functionality for their respective databases.

Table 8: Windows Service Manager

Windows Service Name This Service:

VBECS CPRS HL7 Client Monitor The startup type is set to manual. The cluster administrator will
manage the starting of this service. It polls the VBECS Production
database for HL7 update messages to be sent to CPRS in the VistA
Production account.

VBECS CPRS HL7 Listener Is initially installed as disabled. It is a single listener HL7 service for
the Production CPRS HL7 interface. It should be used only as a
backup for the VBECS HL7 Multi Listener service or for
troubleshooting HL7 interface problems so that other HL7 interfaces
using the multi listener are not adversely affected.

VBECS HL7 Multi Listener The startup type is set to manual. The cluster administrator will
manage the starting of this service. This is the default HL7 listener
service for all Production HL7 interfaces.

VBECS Patient Merge HL7 Listener Is installed as disabled. It is a single listener HL7 service for the
Production Patient Merge HL7 interface. It should be used only as a
backup for the VBECS HL7 Multi Listener service or for
troubleshooting HL7 interface problems so that other HL7 interfaces
using the multi listener are not adversely affected.

VBECS Patient Update HL7 Listener Is installed as disabled. It is a single listener HL7 service for the
Production Patient Update HL7 interface. It should be used only as
a backup for the VBECS HL7 Multi Listener service or for
troubleshooting HL7 interface problems so that other HL7 interfaces
using the multi listener are not adversely affected.

VBECS Scheduled Report Runner The startup type is set to manual. The cluster administrator will
manage the starting of this service. It runs scheduled VBECS
reports for the Production database.

VBECS VistALink RPC XML Listener The startup type is set to manual. The cluster administrator will
manage the starting of this service. It provides a client-server
TCPI/IP listener service for VistALink RPC XML messages from the
VAISS APIs. It calls VBECS RPCs to provide Blood Bank data from
the VBECS Production database to VistA Production account
applications.

VBECS Test CPRS HL7 Client Monitor The startup type is set to manual. The cluster administrator will
manage the starting of this service. It polls the VBECS Test
database for HL7 update messages to be sent to CPRS in the VistA
Test account.

VBECS Test CPRS HL7 Listener Is installed as disabled. It is a single listener HL7 service for the
Test CPRS HLY7 interface. It should be used only as a backup for
the VBECS Test HL7 Multi Listener service or for troubleshooting
HL7 interface problems so that other HL7 interfaces using the multi
listener are not adversely affected.
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Windows Service Name This Service:

VBECS Test HL7 Multi Listener The startup type is set to manual. The cluster administrator will
manage the starting of this service. This is the default HL7 listener
service for all Test HL7 interfaces.

VBECS Test Patient Merge HL7 Listener Is installed as disabled. It is a single listener HL7 service for the
Test Patient Merge HL7 interface. It should be used only as a
backup for the VBECS Test HL7 Multi Listener service or for
troubleshooting HL7 interface problems so that other HL7 interfaces
using the multi listener are not adversely affected.

VBECS Test Patient Update HL7 Listener Is installed as disabled. It is a single listener HL7 service for the
Test Patient Update HL7 interface. It should be used only as a
backup for the VBECS Test HL7 Multi Listener service or for
troubleshooting HL7 interface problems so that other HL7 interfaces
using the multi listener are not adversely affected.

VBECS Test Scheduled Report Runner The startup type is set to manual. The cluster administrator will
manage the starting of this service. It runs scheduled VBECS
reports for the Test database.

VBECS Test VistALink RPC XML Listener The startup type is set to manual. The cluster administrator will
manage the starting of this service. It provides a client-server
TCPI/IP listener service for VistALink RPC XML messages from the
VAISS APIs. It calls VBECS RPCs to provide Blood Bank data from
the VBECS Test database to VistA Test account applications.

VBECS Service Monitor The startup type is set to manual. The cluster administrator will
manage the starting of this service. It monitors all VBECS
Production and Test services to ensure that they are running and
accepting incoming requests, where appropriate.
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Troubleshooting

Performance Improvements

Stopping and Starting VBECS Test Services

The VBECS Test Services needs to be stopped when a newly released patch is completely
installed in the Production environment and no further testing is required in the Test

Environment. Stopping the services will increase the overall performance of the system because

only a few services will be running.

Stopping VBECS Test Services
1) Click Start, Administrative Tools, Cluster Administrator.

2) If Open Connection to Cluster window does not appear, click File, Open Connection.

3) Type <CLUSTER_NAME= in the Cluster or server name field and click OK (Figure 98).

Figure 98: Example of Open Connection to Cluster

F‘_.';,—-! Cluster Administrator

File ‘Wiew Help
B o4 x|z

Open Connection to Cluster

Cluster or server name:

IvhaisthuB j Browse... |

Ok I Cancel |

Far Help, press F1 l_ A

4) The Cluster Administrator window populates. Expand the Groups folder, and verify that

VBECS Group PROD, VBECS Group SM and VBECS Group TEST exists as shown in

(Figure 99).
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Figure 99: Example of All VBECS Groups Services Online

gz Cluster Administrator - [YHAISHCLUT (vhaishclu7)]
=60 File  Wiew ‘Window Help == =]
& @|a| x|=| B 2|8
=- E‘Eﬂ YHAISHCLLUZ Marme | State | Cnriet | Descripkion |
] @Cluster Group Crline YHAISHMULZE
@Group 0 Online YHAISHMULZE
@VBECS sroup S Online VHAISHMULZG
@VBECS Group TEST Online VHAISHMULZ6
@Group 1 onling VHAISHMULZE
@VBECS Group PROD  Online YHAISHMULZG
[+]- Cl Cluster Configuration
=g YHAISHMULZG
-] Active Groups
[ Active Resources  —
{7 Metwork Interfaces
=- WHAISHMULZ?
(7] Active Groups LI
For Help, press F1 I_WI_ v

5) Right-click on VBECS Group TEST and select Take Offline (Figure 100).
Figure 100: Example of VBECS Group Test Services Offline

Cluster Administrator - [¥HAISHCLUZ1 {vhaishcluz1)]
File Yiew Window Help - |ﬁ' |£|

- A | Mame | Skake I Description I
- {:I Groups [3)¥BECS Test CPRS HL? Client Monitor Offline WHATSHMULZ1
Cluster Group (/3 ¥BECS Test HLZ MUl Listener Offline WHAISHMULZ1
Group 0 [13)%BECS Test Scheduled Report Runner Ffline WHATSHMULZ 1
Group L [3wBECS Test vistalink RPC xpiL Listener Offline ¥HAISHMULZL

VBECS Group PROD
WBECS Group SM

[ | Resolrces

-] Cluster Canfiguration
=)@ YHAISHNODZ1

{7 Active Groups

{7 active Resources
{27 Metwork Interfaces
HAISHMODZ 2

D Ackive Groups

----- 71 Active Resources LI

Faor Help, press F1 I_ ’W l— p:
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The VBECS Test Services needs to be started when installing a new patch in the Test Environment and
during the testing phase.

Starting VBECS Test Services

1) Click Start, Administrative Tools, Cluster Administrator.
2) If Open Connection to Cluster window does not appear, click File, Open Connection.
3) Type <CLUSTER_NAME> in the Cluster or server name field and click OK (Figure 101).

Figure 101: Example of Open Connection to Cluster

5 Cluster Administrator =] B3
File Wiew Help

8| olal x|=| B

Open Connection to Cluster

Action

[pen connection to cluster

LCluster or zerver name:

vhaizhclub j Browse... |

Ok I Cancel |

Far Help, press F1 v

4) The Cluster Administrator window populates. Expand the Groups folder, and verify that
VBECS Group PROD, VBECS Group SM and VBECS Group TEST exists as shown in
Figure 102.

Figure 102: Example of VBECS Group TEST Services Offline

&5 Cluster Administrator - [YHAISHCLUZ1 (¥haishcluz1)]

File Wiew ‘Window Help ===l
i | &
i Mame | State Description |
=0 Groups @VBECS Test CPRS HL7 Client Maonitar Cffline WHAISHMULZ1
@VBECS Test HL7 Multi Listener Offline WYHAISHMULZ1
@VBECS Test Scheduled Report Runner Offline WHATSHMULZ1
@VBECS Test YistaLink RPC xML Listener Offline WYHAISHMULZ1

£
E-mp) YHAISHNODZL

{:I Active Groups
{7 Active Resources
-1 Mebwork Inkerfares
=@ YHAISHNODZZ

{7 Active Groups
{771 Active Resources ﬂ

For Help, press F1 [ o [ 4
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5) Right-click on VBECS Group Test and select Bring Online (Figure 103).
Figure 103: Example VBECS Group TEST Services Online

& Cluster Administrator - [YHAISHCLUZ1 (vhaishcluz1)]

e Wiew window Help 18| x|

5l ol

| | MName | Skate | Descripkion
[ vBECS Test CPRS HLT Client Manitor online YHATSHMULZ1
i Cluster Group ([0 ¥BECS Test HL7 Muli Listener anline YHALSHMULZ1
| Group 0 ([ vBECS Test Scheduled Report Runner online WHALSHMULZ1
§ Group 1 ([ ¥BECS Test vistALink RPC %ML Listener anline YHALSHMULZ1

i YEECS Group PROD

-7 Resources

L] Clusker Configuration
=g YHATSHNODZ

{1 Active Groups
{7 Active Resources
{7 Metwark Interfaces
=-@g] YHAISHNODZZ

[0 Active Groups
{77 Active Resources LI

Far Help, press F1 I_ MM v

Verify NIC Card Configuration

If the VBECS application experiences network latency issues, such as problems when scanning
barcodes, check the NIC card configuration settings.

1) Log into Server #1.

2) Click Start, Control Panel, Network Connections, Public. Click Properties.

3) Click Configure (Figure 104).

Figure 104: Example of Public Properties

=4 Public Properties [ 2]
Gereral | Authentication I Advanced I

Connect using:

Is_n HF NC7752 Gigabit Server Adapter

Thiz connection uzes the following items:

O .@; Network Load B alancing
v .@; File and Printer Sharing for Microsoft Metworks

%= HP Netwark Configuration Utility | hd
4 »
Install... | Uninztall | Froperties |
— Description
Allows your computer to access rezources on a Microzoft
nebwark.

™ Show icon in notification area when connected
¥ Matify me when this connection has limited or no cornectivit

Ok Cancel
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4) Click on the Advanced tab (Figure 105).
Figure 105: Example of NIC Properties

HP NC7782 Gigabit Server Adapter Propetties K E3

General |Advanced| Driver I Details' Hesourcesl

HF* MC7782 Gigabit Server Adapter

Device type: Metwork, adapters
Manufacturer: Hewlett-Packard Campany
Location: PCI bz 3, device 1, function 0

 Device status

Thig device iz working properly. ;I

If you are having prablems with thiz device, click Troubleshoot to
start the troubleshoater,

Device usage:
|Ige this device [enable) j

QK | Cancel |

5) Click Speed and Duplex (Figure 106) (e.g. 200Mb Full).
Figure 106: Example of HP NC7782 Gigabit Server Adapter Properties

HP NC7781 Gigabit Server Adapter Properties [ 2]

General Adwvanced | Diriver I Hesourcesl

The following properties are available for this network, adapter. Click,
the property pou want ko change on the left, and then select itz value
on the right.

Froperhy: Walue:

802.1p QOS5 100 Mb Ful |
Checksum Offload
Ethernet@wires peed

Flows Cortral

Large Send Offload

Locally Administered Address

a ] papilities
WL Speed

ak. I Cancel |

6) Verify NIC Card Configuration section with the Switch Port Speed.
7) If both values are the same, click Cancel and continue to Step 11 for Server #2.
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8) If the values are different, make the values match. (Figure 107).
Figure 107: Example of Updated HP NC7782 Gigabit Server Adapter Properties
HP NC7781 Gigabit Server Adapter Properties EE
General Advanced | Driver | Resources |

The following properties are available for this network, adapter. Click
the property vou want to change on the left, and then select itz value

an the right.
Property: W alue:
B02.1p 005 1000 Mb Ful =]
Checksum Offload 10 b Eal
Ethermeti@wireS peed 10Mb HL;”
Flow Contral 100 Mb Full

Large Send Offload
Locally Admiristered Address

100 b Half

Speed & Duplex
wiake Up Capabilities
Wil Speed
1] I Cancel |
9) Click OK.

10) The remote desktop reconnection message popup will be received (Figure 108).
Figure 108: Example of Reconnecting Message

Reconnecting

11) Log off Server #1 when the remote session is restored.Log into Server #2.
12) Click Start, Control Panel, Network Connections, Public. Click Properties.
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13) Click Configure (Figure 109).
Figure 109: Example of Public Properties

_L_ Public Properties EE |

General I Authentication I Advanced I

Connect using:

B8 HP MC7782 Gigabit Server Adapter Configure...

Thiz connection uzes the fallawing items:

O .@ Metwork, Load Balancing
.@ File and Printer Sharing for Microsoft Metworks
S HP Metwork. Configuration Ltility

grns

1] |
Inztall.. | Urinztall Properties I
Dezcription
Allows your computer to access resources on a Microzoft
nebwiork,

[T Show icon in notification area when connected
v Motify me when this connection has limited or no connectivity

(] Cancel
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14) Click on the Advanced tab (Figure 110).

Figure 110: Example of NIC properties

HP NC7782 Gigabit Server Adapter Properties H

Gieneral |Advanced| Drivver I Detailsl Hesourcesl

|'§""F_Fﬁ HPF MCY782 Gigabit Server Adapter

Device type: Metwark adapters
t anufacturer: Hewlett-Packard Company
Location: FCI buz 3, device 1. function 0

 Device statuz

This device is working properly.

start the troubleshooter,

IF you are having problems with this device, click Troubleshoot to

Device usage:

Use thiz device [enable)

| Cancel |

15) Click Speed and Duplex (Figure 111) (e.g., 100Mb Full).
Figure 111: Example of HP NC7782 Gigabit Server Adapter Properties

HP NC7781 Gigabit Server Adapter Properties

General Advanced IDriver I Flesourcesl

The following properties are available for this network adapter. Click.
the property you want to change on the: left, and then select its value

on the right.
Froperty:

W alue:

202.1pQ0OS

Checksurn Offload
Ethernet@w/ireSpeed

Flows Contral

Large Send Offload

| Lacally Administered & ddrass
upl

“whake Up Capabilities
WL Speed

100 Mb Ful d

oK I Cancel
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16) Verify NIC Card Configuration section with the Switch Port Speed (Figure 112).
17) If both values are the same, click Cancel and do not proceed with these remaining steps.
18) If the values are different, make the values match.
Figure 112: Example of Update HP NC7782 Gigabit Server Adapter Properties
HP NC7781 Gigabit Server Adapter Propetties EE
Genersl Advanced IDriver I Flesourcesl

The following properties are available for this network. adapter. Click
the property you want to change on the left, and then select its value

on the right.
Property: Walue:

B0Z1p 003 1000 Mb Full =l
Check sum Offload 10 Mb Ful
EthemetiEwireSpeed 10 Kb Hu If

Flav Control 100 Mb ,? I

Large Send Offload 100 Mb Hu I

miriztered &ddress 2

Up
Wil Speed
0K I Cancel |
19) Click OK.

20) The remote desktop reconnection message popup will be received (Figure 113).
Figure 113: Example of Reconnecting Message

Reconnecting

21) After the remote session is restored, click Start, Administrative Tools, Cluster Administrator.
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22) If the Passive Cluster Node (Server #2) is marked # (Figure 114).

Figure 114: Example of Passive Cluster Node Offline

& Cluster Administrator - [¥HAISHCLUG (vhaishclub)]

Filz W¥iew Window Help

o|a| XE] B =]

g5 YHAISHCLUS
EI D Groups

EECS Group PROD
BECS Group S5M
D Resources

{2 Cluster Configuration
g YHAISHMULZ0

-7 Active Groups

7] Metwaork Interfaces
@p] VHAISHMULZL

D Active Groups
D Active Resources
-7 Metwark Interfaces

For Help, press F1

Mame

Skate

I CIANEr

Eraup

I Resource Type |

4]

| i

[ M 4

23) Wait a few minutes for the Passive Cluster Node (Server #2) to come back online = (Figure

115).

Figure 115: Example of Passive Cluster Node Online

51 Cluster Administrator - [YHAISHCLUG (vhaishclu6)]

Flle Wiew  Window Help

& P& x|=]| B 2

=- '?lgT! YHAISHCLUG
=1 Groups

£ Clusker Group

BECS Group PROD
BECS Group M
D Resources

I:I---D Cluster Configuration
Emg) YHAISHMULZD

{:I Active Groups
SEEE o chive Resources
7] Metwark Interfaces
Eag] YHAISHMULZ

D Active Groups
D Active Resources
{21 Network Interfaces

ame

State

| CIAMEN

EFaUp

| Resource Type |

4] | i
Fat Help, press F1 l_ WI— S
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24) Verify that all Active Resources of the Active Cluster Node have State marked Online (Figure
116).

Figure 116: Example of Active Cluster Node Resources Online

Cluster Administrator - [YHAISHCLUG (vhaishclug)]
Eile Wiew Window Help =@l =l

Dlal X&) B

[=1-E5j VHAISHCLUE Name l State | Owner | Group | Resource Type | Desct
=10 aroups 110 Cluster 1P address online YHAISHMULZO Cluster Group 1P Address
J Cluster Group u Cluster Mame Online YHAISHMULZO Cluster Graup Network Mamne
J Group O 11 oisk D: Online YHAISHMULZ0 Group 0 Physical Disk.
y \fg”E“CpS leup orcD (A isk L: Online YHALSHMULZ0 Graup 1 Physical Disk
} YBECS Group M t@ Disk Online YHAISHMULZO Cluster Group Physical Disk,
{13 Resources l:ﬂl M3DTC Resource Online: YHAISHMULZ0 Cluster Group Distribited Tra...
B3 Cluster Configuration u SL IP Address1(WHAISHCLUESCL) Online WHAISHMULZO Group 0 IP Address
m S0L Metwork Mame{YHAISHCLUGSQL) Online WYHAISHMULZO Group 0 Metwork Mame
Achive Groups m S0L Server Online YHAISHMULZO iaroup 0 S0L Server
D 1 e t@ S0L Server Agenk Online YHAISHMULZO iaroup 0 S0L Server Agent
{7 Metwark Interfaces I:Q Sl Server Fulltext Online WYHATSHMULZ0 Group 0 Microsoft Searc...
WHAISHMULZ1 u WBECS CPRS HLF Client Monitar Online YHAISHMULZO WBECS Group PROD GEMErc Service
D Active Graups u WBECS HL7 Multi Listener Online YHAISHMULZO WBECS Group PROD EEneric Service
D Active Resources u VBECS Scheduled Report Runner Online VYHAISHMULZO WBECS Group PROD GEnEric Service
{0 Metwork Interfaces m YBECS Service Maonitor Online YHAISHMULZO WBECS Group SM Generic Service
I:Q WBECS WistALink RPC =ML Listener Online WHAISHMULZO WBECS Group PROD Generic Service
4 | bl
For Help, press F1 l_ Wl_ 2

233 . . . . i .
L1 If resource(s) state remains offline, please file a Remedy ticket immediately.

25) Log off Server #2.
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VistA Query Timeout

The VistA cache refresh interval is the time (in seconds) that VBECS waits before it attempts to copy new
VistA data to the VBECS database (to cache it). VistA data is cached for Workload Codes, CPT Codes,
HCPCS Codes, and Hospital Locations.

1) To update the refresh interval, locate the VBECS.exe.config file in the installation directory for
VBECS: C:\Program Files\VistA\WVBECS (Figure 117).

Figure 117: Example of a Directory Structure

@ C:\Program File:
Fils Edt Yisw Favortes Tools Help | o
QBack + ) - (¥ | S search | Foders | (-
Address [ Ci\Program FleslvistAlVBECS B>
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(@ veskiop o[ DWinservices File Folder 6/7/2006 3:32 PM
{4 My Documents = [&HHactivex.di 460KE  Application Extension 8152005 10:57 AM A&
2 9 My Computer % reports.di 4,328KE  Application Extension  4j26/2006 12:40PM A
\5 315 Floppy (A _@VBE(S‘Admm.axe 444 KB Application 2fz2z}2006 4129 PM A
1 e Local Disk () 2] vBECS.Admin.exe config 2KE CONFIGFile S/24/2006 3:58 AM A
) compag %] vBECS. AppResources.di 612KE Application Extension  4/26/2006 12:40FM A
& crosvsTEm % vBECS BOL.dI 1,000KE  Application Extension  4/26/2006 12:40FM A
= dbeoy (8 VBECS.chm 1,965KE Compiled HTML Help...  12/28/2005 151PM &
) Dotuments snd Settings [%] vECs. Comman.dl 520KE Application Extension  4/26/2006 12:40PM &
— || vBECS. Contrals.dl 2,143KB  Application Extension  4j26/2006 12:40PM A
I Program Fiks %] vBECS.DAL.dI 272K Application Extension  4/26/2006 12:40FM A
) sk €9 VBECS exe 6,743KB  Application 4/26/2006 12:40PM A
Common Files [=] 4KE  CONFIG Fille 5/24/2006 10:00 AM A
& compag %] VBECS.HLT. 24KB  Application Extension  4j26/2006 11:15AM A
) comPlus Applications %] veECs. Hv th... S6KE  Application Extension  4/26/2006 12:40PM A
1) InstaliShield Installstion Information %]x:ECS‘VAL‘ B Scan For virusss... 43KB Applcaion Extarion - 4/2¢/2006 12340 oo
) Intemet Explorer =l vbecsErrar, 3KB Text Document 6/21/2006 12:35PM A
“avasaft 5] ¥istAlink. €l Send To v 40KB  Application Extension  4j26/2006 11:13AM A
Vicrosoft Bassline Security Anslyzer 2 %] vistaLink. O o 276KE Application Extension  4/26/2006 11:13 AW &
Microsoft Opsrations Manager 2005 G
Microsoft SQL Server
Microsoft Visual Studio .NET 2003 Create Shorteut
MetMesting Delete
Metwork Associates Renams
. g Qutlook Express Properties
STAT
1) SystemTools
153 Uninstall Information
() ¥ERITAS
I visths -
() ARCHIVE
) Backup
1 (3 WBECS
[ WinServices
|2 WBECS Service Marnitor
[ WBECS Test
Windows Media Flayer
1) Windows MT
5 windowsUpdate =
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2) To open the file, right click it. Select Notepad (Figure 118). Click OK.
Figure 118: Example of the Open With Dialog

B L2\ Program Files' ¥istA| VIECS

Eie Edt Yew Fgeortes Jook  Hep 3
Qs = O - ¥ | 0 semeh [ Foiaers | (0 |
et | Ci\Program Fles\VLAIVEECS 8 |
| Fokders x| MNome - Sao | Type | | Attriutes |
[ Desitop o Cowinseraces Fie Folder e 332 P
) by o = Ernavea HOKD Apphston Ditenson  O/ISZO00S 10T AM A
- § o Computer (Sl Reperts.d 43IKE Agpkcstion Extermion  4{26/2006 1Z40PM A
T B A ey () By VBECS Addrinxe KB Applcation INOEAIIPH A
- ~1Plo(a|MI{.'). || VBECS e, ve.config ZNE CONFIG Fie SM[EO0EMERAM A
- & A |SIVBECS AppRiesurces &l S12KB Apphation Extersion  4{2612006 12:400M A
& cpegeTEM [Sveecs poLa LOUOKD  Apohcaton Extenson  ARGI0G 1240 A
. e P veecs.ce LAGSKD  Compled HTML Melp... 12200061519 A
- T8 vBECS. Common.di ot peenitoe Bteootn et aann o
3 VBECS. Contrs. 8 openwnn _________________HH]
[SvEECS DR a
OIVBECS oum . I
| VBECS eme.config Fle:  VEECS e config
VBECSHLT. Optribeary. & -~ progaens
Avircssara.d
VBECS.VAL | wwwm:
B YbuscsErvor g _w
|8 vistadink Chert.cl 1) Cther Programe:
| &) st ink Operdibeary.dl 8 Intemat Explorer
Marcsoft Baselre Securky Anshzer 2 .
Micsoncdt Cpme stioe. Manuager 7005 @ tacroscht Dussine Secuty Arstyas
¥ Pant
(=) windowss Meda Flayer
@ windowss Pchure and Fas Wiewer
2 werdsd
1 Cndock: Lipress
D 5TAT
1 SystemTenk
1 Urinstall Infoemation r i i
3 venitas o
* I Lhee porcagravn yous vearit b rrak i thee It or o your computer, you can kg,
Bt et a0Crceiate oo0ram on the Web.
] ot |
B < poLeg ki)
Bl 0 Askand on vhashed e ()
S Quenien () |
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3) Inthe VBECS.exe.config file, find the entry for “VistACacheRefreshintervalinMinutes” (Figure
119).

Figure 119: Example of a Configuration File

B ¥BECS.exe.config - Notepad [_[O] <]
Elle Edit Faormat Wiew Help
<7xml wersion="1.0" encoding="utf-8" 7=
<configuration:
<configsections:>
<section name="exceptionmanagement” type="gov.va.med.vbhecs. Exceptionmanagement. Exceptionmanagersectiondandler, VBECS.C

N

<sectionGroup name="vistAlLink">

<section name="Client” type="System.cConfiguration.NamevalueSectionHandler” />

<section name= DebugAccesstst type="system.Configuration. NamevalueSectionHandler"” />
</sectionaroups>

<section name="Debugbivisionselection” type="System.Configuration.NamevalueSectionHandler” />
«/configsections>

<appsettings>
Fe <a3d key="PrimarybbConnactionstring” value= Cummect1un Timeout=90; Data Source=VHAISHSQVZ;Initial Catalog=vBECS_W1_PROC

<add key="DbgueryTimeoutseconds” value="120"

<add key="guildnumber" value="1.0.6. 0 VEs

<add key="ExceptiommailFrom” walue="" s>

<add key="ExceptiommailTo” walue="" s>

<add key="ErrorLogFilename” walue="vhecserror,log” />

<l-— Use "p" for ?ive production s stam use "m" for mirror test system -->

<add key="vhecsEnviromnmentType" Va{

<add key="vhecsUsersDomainGroupMams" va1ue— HinesBBTestUsers" />

<add ke ecsAdm1n?oma1nGrDupName va1ue- HineseeTEstAdMinS " />

2

“yha.med.va. gov" S

</app5ett1ngs>

<gxceptionmanagement mode="on'">
<publisher assembly="vBECS.Common” type="gov.va.med,vhecs, exceptionmManagement. exceptionemailrublisher” dnclude="*" />
<publisher assembly="vBECS.Common type="gov.va.med.vhecs, exceptiorManagement. exceptionFilerub]isher” 1nc7ude— S
<publisher assembly="vBECS.Common" Type="gov.wva.med.vbacs. Exceptionmanagement. exceptionmanager” fnclude="#" /=
</exceptionmanagement >

<loo
Debug division selection, will make UCIB to skwg division selection if the solution is compiled in DEBUG
and If matching user name is found in the Tist below.

user name keys must be in lower case

——>
<pebugbivisionselection:

<a ey="vhaishjensec" wvalue="589" />

<add key="vhaisdtomTib" value="589" />
</DebugD1v1swumse1ectwum>

<vistalinks>
<Client>
<add key="sSendTimeoutInseconds" va1ue "Ig" />
<add key="RreceiveTimeoutInseconds" wvalue="30" />
</Clients

-
This section is to hold access and verify codes used for debug purposes

keys are user WT login names and walues are access and verify codes separated with A character

The application in pEBUG configuration will prepopulate supplied access & verify codes in

4 | Ay

4) Edit the value to whatever is required. Save the file. This value is in minutes, so the current value
of 1440 minutes is equivalent to 24 hours (to convert minutes to hours, divide by 60).

VBECS Exception Logging

VBECS logs all errors that occur in the system in the application event viewer on the cluster. A user
defined as an administrator on the cluster can connect to the cluster through Remote Desktop Connection
to view these errors.

1) Click Start, Control Panel, Administrative Tools.

2) Open the Event Viewer and see the application section to view the errors that VBECS logs.

3) Double click the application icon on the right side of the screen list view.

4) In the list view on the right side of the screen, click the date column header to sort the errors by
date.

5) Evaluate “Error” and warning errors and submit a Remedy ticket if the error was logged at the
same time a VBECS user reported an error. Ignore informational messages. The VBECS
development and maintenance team will investigate the ticket.
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VBECS Exception Workarounds

When an exception occurs in VBECS, click Details. Copy the details to the clipboard. Include all details
of the exception in the Remedy ticket. A common exception that occurs within VBECS was traced to a
Microsoft .NET 2003 problem that will not be resolved until VBECS is upgraded with the
implementation of Microsoft .NET 2005. The exception shows in the details:

1) Exception Information
P

Exception Type: System.NullReferenceException

Message: Object reference not set to an instance of an object.
TargetSite: IntPtr CallWindowProc(IntPtr, IntPtr, Int32, IntPtr, IntPtr)
HelpLink: NULL

Source: System.Windows.Forms

StackTrace Information

*hkkkhkhhhhkkhkkhkhhkhkhkkhkhkhikhkhkkhkhhhkhkhhiikhhkkhhiikhkkkhiikx

at System.Windows.Forms.UnsafeNativeMethods.CallWindowProc(IntPtr wndProc, IntPtr hWnd, Int32
msg, IntPtr wParam, IntPtr IParam)

at System.Windows.Forms.NativeWindow.DefWndProc(Message& m)

at System.Windows.Forms.Control.DefWndProc(Message& m)

at System.Windows.Forms.Control. WmUpdateUIState(Message& m)

at System.Windows.Forms.Control.WndProc(Message& m)

at System.Windows.Forms.ScrollableControl.WndProc(Message& m)

at System.Windows.Forms.ContainerControl.WndProc(Message& m)

at System.Windows.Forms.ParkingWindow.WndProc(Message& m)

at System.Windows.Forms.ControlNativeWindow.OnMessage(Message& m)
at System.Windows.Forms.ControlNativeWindow.WndProc(Message& m)

at System.Windows.Forms.NativeWindow.Callback(IntPtr hwWnd, Int32 msg, IntPtr wparam, IntPtr
Iparam)

This exception occurs randomly when a screen is loading. When this occurs, the user must click Shut
down on the exception message and try the option again.
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When the user prints a report that accepts a given date range, a Crystal Report Windows Forms Viewer
window may appear (Figure 120).

Figure 120: Crystal Reports Message

Crystal Report Windows Forms Yiewer

i Error in File C:yDOCUME~1\WHSDCE~1\LOCALS~ 1 Templ 1\ temp_ff23e443-b707-4ead-b49b-ddcd6dzac994, rpk;:
S, The request could not be submitted Far background processing.

The user may change the date range given (alter the start or end date by plus or minus one day) to resolve
this problem. (This documented Crystal problem will be fixed in a future version of VBECS when Crystal
Reports is upgraded.)

Restarting VBECS Services

When troubleshooting VBECS application interfaces, it may be necessary to stop and restart the VBECS
services. To do so, use the Cluster Administrator utility. (Do not use the Services utility found under the
Administrative Tools.) VBECS services are organized into three groups:

e VBECS Group PROD contains the services for the VBECS production environment.
e VBECS Group TEST contains the services for the VBECS test environment.
e VBECS Group SM contains the monitoring services used by both VBECS environments.

To manipulate VBECS services using Cluster Administrator:

1) Click Start, Administrative Tools, Cluster Administrator.
2) If prompted, enter the cluster alias or IP address in the Cluster or Server name field and click
OK (Figure 121).

Figure 121: Opening a Connection in Cluster Administrator

Open Connection to Cluster X

Action:

|I:Ipen connection o cluster j

ﬂ Browsze. ..
ok | Cancel |

Lisker o server name:
WHAISHCLLE
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3) Navigation within Cluster Administrator (See Figure 122):
a) Click the Resources folder in the left panel to populate the right panel with a list of the active

resources.

b) To stop a service, right-click the service Name and Group combination and select Take

Offline.

c) To start a service, right-click the service Name and Group combination and select Bring

Online.

Figure 122: Troubleshooting VBECS Services with Cluster Administrator

VHAISHCLUZ1 (VHAISHCLUZ1)

YHAISHCLUZL
+-{_ 7 Grewp

D Resources
+-{_1 Cluster Configuration
+- g YHAISHWODZ1
+- @ YHAISHNODZZ

Mame | Skate | Owner | Group | Resource Type | D
ull Cluster IF Address Online WHAISHMODZ2 Cluster Group IF Address
m Cluster Mame Online YHAISHMODZZ Cluster Group Mebwork Name
m Diisk Crline WHAISHMODZZ Clusker Group Pheysical Disk
u MSDTC Resource Crline WHAISHNODZZ Cluster Group Distributed Tra. ..
m Disk D: Crline WHAISHMODZZ Group 0 Phyysical Disk.
m SGL IP AddressL{YHAISHIOLZ1) Crline YHAISHMODZZ Group 0 IP Address
m SGL Metwark Mama{YHAISHSQLZ 1) Crline WHAISHMODZZ Group 0 Mebwork Mame
Ull SCL Server Online WHAISHMODZZ Group 0 S0L Server
m SOL Server Agent Crline WHAISHMODZ 2 Group 0 S0L Server Agent
m SGL Server Fulltext Crline WHAISHMODZZ Group 0 Microsoft Searc...
u Digk L: Crline WHAISHNODZZ Pheysical Disk
u:l PRS HL7 Client Monitar N WBECS Group PROD GENEric Service

m WEECS HL7 Mulki Listener
m WBECS Scheduled Repart Runner

um WBECS YistaLink RPC XML Listener

|3 vBECS Service Manitar

m WBECS Test CPRS HL? Client Monits

u WBECS Test HL7 Multi Listener

ull WBECS Test Scheduled Repart Run
m WBECS Test WistALink RPC #ML Lists

<

Take OFfline
Initiate Falure
Change Group

Delete
Rename

Mew
Configure Application

Properties

a7
Chrl+T :

22
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13
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VBECS Group PROD
VEECS Group PROD
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VBECS Application Interfaces
Table 9: Troubleshooting VBECS Application Interfaces

Source

Description of Problem

Possible Cause

Solution

VBECS: Order
Alerts and
Pending Order
List

New orders or
cancellations of existing
orders in CPRS are not
showing up in VBECS.

The OERR-VBECS Logical
Link is not running on the
VistA system.

Start the OERR-VBECS
Logical Link.

The VBECS HL7 Multi
Listener Windows Service is
not running or is locked on the
VBECS Cluster server.

Start or restart the VBECS HL7
Multi Listener Windows
Service.

Network connectivity issue

Contact local system support.

The HL7 message is missing
patient last or first name or
one or more name
components length(s)
exceed(s) the VBECS
maximum supported value.

VBECS responds to the new
order request with an
application reject (AR)
acknowledgement message
indicating Patient Name(s) not
found in HL7 Message or
Patient's Name(s) field size(s)
exceed(s) VBECS maximum
supported value. Rejected
patient order messages due to
invalid patient name message
content are recorded on the
Windows Event Log and an
email message is sent to the
interface failure alert recipient
set in VBECS Administrator for
immediate action.

VBECS Admin:
Configure
Division

New orders are not
showing up in VBECS.

Order mappings to institutions
within a division’s
configuration were changed.

Stop and restart the VBECS
HL7 Multi Listener Service.

VBECS: Patient
Update Alerts

VistA patient updates are

not showing up in VBECS.

The patient being updated in
VistA is not in the VBECS
Patient table and is, therefore,
not a Blood Bank patient.

No action is required.

The fields that were updated
in VistA are not stored in
VBECS, therefore, no data
will be updated.

No action is required.

The Taskman scheduled
option VAFC BATCH
UPDATE is not scheduled to
run or has not reached the
time limit in the schedule.

Schedule the VAFC BATCH
UPDATE option to run at the
desired increment or use the
option “One-time Option
Queue” in the Taskman
Management Options to start
the task.

The VBECSPTU Logical Link
is not running on the VistA
system.

Start the VBECSPTU Logical
Link.

The VBECS HL7 Multi
Listener Windows Service is
not running or is locked on the
VBECS Cluster server.

Start or restart the VBECS HL7
Multi Listener Windows
Service.

Network connectivity issue

Contact local system support.

July 2010

VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0

Technical Manual-Security Guide Version 5.0

Page 114



Source

Description of Problem

Possible Cause

Solution

The HL7 message is missing
patient last or first name or
one or more name
components length(s)
exceed(s) the VBECS
maximum supported value.

VBECS responds to the patient
update request with an
application reject (AR)
acknowledgement message
indicating Patient Name(s) not
found in HL7 Message or
Patient's Name(s) field size(s)
exceed(s) VBECS maximum
supported value. Rejected
patient update messages due
to invalid patient name
message content are recorded
on the Windows Event Log and
an email message is sent to
the interface failure alert
recipient set in VBECS
Administrator for immediate
action.

VBECS: Patient

VistA Patient Merge
events are not showing up

The two patient identifiers in
the merge do not exist in
VBECS and, therefore, cannot
be merged.

No action is required.

The VBECPTM Logical Link is
not running on the VistA
system.

Start the VBECSPTM Logical
Link.

The VBECS HL7 Multi
Listener Windows Service is
not running or is locked on the
VBECS Cluster server.

Start or restart the VBECS HL7
Multi Listener Windows
Service.

Merge Alerts in VBECS. Network connectivity issue Contact local system support.
The HL7 message is missing Failed patient merge
- : messages due to invalid
patient last or first name or ;
patient name message content
one or more name .
are recorded on the Windows
components length(s) Event Log and an email
exceed(s) the VBECS 9 h
maximum supported value message 1S sent to the .

) interface failure alert recipient
set in VBECS Administrator for
immediate action.

VistA: HL7 The VistA HL7 System The VBECS HL7 Multi | ot 0 vestart the VBECS HL7
System Link Link Monitor shows more Llstener_Wlndo_ws Service is Multi Listener Windows
Monitor MESSAGES TO SEND not running or is locked on the Service
than MESSAGES SENT VBECS Cluster server. )
for the OERR-VBECS
Logical Link and is hung in | Network connectivity issue Contact local system support.
an “Open” state.
T.he VlstA HL7 System T.he VBECS HL7 Multi o Start or restart the VBECS HL7
Link Monitor shows more Listener Windows Service is Multi Listener Windows
MESSAGES TO SEND not running or is locked on the Service
than MESSAGES SENT VBECS Cluster server. )
for the VBECSPTU Logical
Link and is hung in an Network connectivity issue. Contact local system support.
“Open” state.
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Source

Description of Problem

Possible Cause

Solution

The VistA HL7 System
Link Monitor shows more
MESSAGES TO SEND
than MESSAGES SENT
for the VBECSPTM
Logical Link and is hung in
an “Open” state.

The VBECS HL7 Multi
Listener Windows Service is
not running or is locked on the
VBECS Cluster server.

Start or restart the VBECS HL7
Multi Listener Windows
Service.

Network connectivity issue.

Contact local system support.

CPRS: Orders
Tab

CPRS does not display the
correct status of a Blood
Bank order after it was
updated in VBECS.

The VBECS CPRS Client
Monitor Windows Service is
not running or is locked on the
VBECS Cluster server.

Start or restart the VBECS
CPRS Client Monitor Windows
Service.

The VBECS-OERR Logical
Link is not running.

Start the VBECS-OERR
Logical Link in Background
mode.

Network connectivity issue

Contact local system support.

CPRS: Blood
Bank Order
Dialog

CPRS displays “Not able
to open port” message in
Patient Information screen
in Blood Bank Order
Dialog.

The VBECS VistALink XML
RPC Listener Service is not
running or is locked on the
VBECS Cluster server.

Start or restart the VBECS
VistALink XML RPC Listener
Service.

Network connectivity issue

Contact local system support.

CPRS: Reports
Tab, Blood Bank
Report

CPRS displays “-—--
BLOOD BANK REPORT 1S
UNAVAILABLE----**

The VBECS VistALink XML
RPC Listener Service is not
running or is locked on the
VBECS Cluster server.

Start or restart the VBECS
VistALink XML RPC Listener
Service.

Network connectivity issue.

Contact local system support.

CPRS: Blood
Bank Order
Dialog: Signing
an Order

CPRS displays an “Error
Saving Order” dialog
screen with the text “The
error, One or more orders
to the VBECS system
failed and are queued for
later delivery.”

An error occurred in the
VBECS HL7 Multi Listener
Windows Service, which
caused a failure to respond to
CPRS with acceptance.

Log onto the VBECS Cluster
Server and review the System
Application Event Log for error
details. Click Start,
Administrative Tools, Event
Viewer. Select Application.

Network connectivity issue.

Contact local system support.

VBECS Cluster
Server
Application Event
Log: Source is
VBECS
SimpleListener

An application error has
been logged to the Event
Log where the Message
under Exception
Information is “Could not
access ‘CDO.Message’
object.”

The HL7 Multi Listener
Windows Service has
encountered an error trying to
send an email message to the
Interface Administrator.

Disable port 25 blocking in
McAfee. Open the VirusScan
Console and select Access
Protection. Click the Task
menu option, the Properties.
Uncheck Prevent mass mailing
worms from sending mail, port
25 under Ports to block.

An application warning
was logged in the Event
Log with the description
stating, “An unsupported
HL7 message was
received from IP Address
[IP address].”

The IP address in the
description of the error will
indicate where the
message is coming from.

If the IP address is associated
with the local VistA system,
the HL7 Application
Parameters in VistA were not
set up correctly for the
supported protocols.

Refer to the VBECS
Application Interfacing Support
Software Installation and User
Configuration Guide for HL7
setup procedures in VistA.

If the IP address is not from
the local VistA system, a
rogue HL7 system is sending
messages to the VBECS
server.

Contact IRM to identify the
location of the server with
which the IP address is
associated. Notify the site that
the message is coming from
the problem so that the
messages can be routed to the
correct location.
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Source

Description of Problem

Possible Cause

Solution

VBECS Cluster
Server
Application Event
Log: Source is
VBECS HL7
MailServer

An application error was
logged in the Event Log
with the source of VBECS
HL7 MailServer where the
Message under Exception
Information is, “Could not
access ‘CDO.Message’
object.”

The HL7 Multi Listener
Windows Service
encountered an error trying to
send an email message to the
Interface Administrator.

Disable port 25 blocking in
McAfee. Open the VirusScan
Console and select Access
Protection. Click the Task
menu option, Properties.
Uncheck Prevent mass mailing
worms from sending mail, port
25 under Ports to block.

VBECS Cluster
Server
Application Event
Log: Source is
CPRS HL7
Parser

An HL7 message sent
from CPRS to VBECS was
rejected. The description in
the Event Log is
“Exception message:
Division [division] is not
supported by this instance
of VBECS.”

An invalid or unsupported
division associated with the
Patient Location was selected
in CPRS when the order was
created.

The order must be created in
CPRS again with a valid
Patient Location associated
with a VBECS-supported
division.

An HL7 message sent
from CPRS to VBECS was
rejected. The description in
the Event Log is
“Exception message:
Division [division] is not
active in this instance of
VBECS.”

The division associated with
the Patient Location that was
selected in CPRS when the
order was created is not
active in VBECS.

The order must be created in
CPRS again with a valid
Patient Location associated
with a VBECS-active division.

VBECS Build Version Numbers

VBECS builds are numbered as “Major.Minor.Patch.Build.” “Major” is the version of the product. The
“Minor” number is incremented for minor system changes. The “Patch” number is incremented for minor
bug fixes. The “Build” number is incremented with each build but is not displayed publically to
customers. For example, “1.2.1.0” represents the first version of VBECS with two minor system changes
and one patch. VA Product Support requires the full four digits of the VBECS version number.

Cluster Connectivity Lost

Problem: Connections to the cluster are lost. The cluster is not pingable by name or IP address, but
individual nodes are still up.

Probable Cause: A network outage that affects both nodes simultaneously will cause the cluster to fail.

Solution:

1. Log into one of the cluster nodes and restart. Wait 1 minute.
2. Restart the other cluster node.

3. After the node in #1 has finished rebooting, verify that the cluster is back up.

4. When both nodes have restarted, stop and start services per the instructions in the previous

section.

Printing Fails to Report Printer

Problem: The printer fails to print.

Probable Cause: A printer name is not consistent with what is configured in VBECS or a driver is

incorrect.

July 2010

VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0

Technical Manual-Security Guide Version 5.0

Page 117



Solution:

Verify Printer Name
1. Log into VBECS Administrator and note the default printer in Configure Division.
2. Verify that the printer name on the server is consistent with the name noted in step 1.
3. If still broken, verify printer drivers are consistent.

Verify Printer Drivers

Log into one of the servers with administrator rights.

Open Control Panel, Printers and Faxes.

Double click the printer noted in step 1 under Verify Printer Name.

Select Printer, Properties and click the Advanced tab.

Note the driver name in the Driver field.

Repeat Steps 1 through 5 on the other server. If drivers are inconsistent, update the server that is
not working with the correct driver.

oL E
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Zebra Printer Problems

Problem: The printer prints, but there is not text on the label or text is too light.
Probable Cause: The printer is out of ribbon or the DARKNESS setting is too light (Figure 123).

Solution: Increase the DARKNESS setting after verifying printer has ribbon.
Figure 123: Example Zebra Printer Settings

View Printer Configuration

Vi 060376.06 GY090205.34901-010.E.VT
(+10 DARKNESS )]
z 1P FRINT SPEED

+000 TELR OFF

TELR OFF PRINT MODE
NCN-CCNTINUOUS MEDIL TYPE

VEE SENSOR TYPE

AUTO SELECT SENSOR SELECT

( THERMAL-TRANS. PRINT METHOD )
105 D8/12 MM FPRINT WIDTH

1221 LABEL LENGTH

39.0IN  9585MN MAXINUM LENGTH
BIDIRECTIONAL PARALLEL COMHN.
R5232 SERIAL COMN.

9600 BAUD

5 BITS DATAL BITS

NONE PARITY

XON/ XOFF HOST HANDSHAKE

NONE PROTOCOL

000 NETWORE ID

NORMAL MODE COMMUNICATIONS

<~> 7EH CONTROL PREFIX

<*> 5EH FORMAT PREFIX

<,> 2CH DELIMITER CHAR

{ ZPL II ZPL MOLE i
CALIERATION MEDIL POVER UF
CALIBRATION HEAD CLOSE

Problem: The printer doesn’t print. It also cannot be pinged or be seen in a web browser (Figure 124).
Probable Cause: Network settings are not correct on the printer

Solution: Correct the printer’s network settings (see the section titled “Set the IP Address on the
Printer”).
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Figure 124: Zebra Printer Web Console

/= ZBR2718104 - READY - Windows Internet Ex... [ |[8][X]

@Hv £ http:/10.148.218.13 ¥ | | *¢ || X

File Edit ‘Wiew Fawaorites Tools  Help

W (& ZER2715104 - READY | | -8 y

Zebra Technologies
7.1TC Z4MPlus-300 dpi

ZBR2718104
Wired PrintServer
Status: READY 2
€0 Internet F100% -

Problem: The printer doesn’t print and network settings have been verified (see previous).
Probable Cause: One or more settings are incorrect.

Solution: Verify that the PRINT METHOD, CONTROL PREFIX, FORMAT PREFIX, DELIMITER
CHAR and ZPL MODE match the settings in Figure 123.
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Scanner Problems

Problem: When scanning, characters appear in the field that do not match the label being scanned.
Often, the bad characters are not alphanumeric.

Probable Cause: Network latency causes data to become corrupted.

Solution: The lab supervisor will program an inter-character delay into the scanner to fix the
issue. This puts a small time delay between each character as it is sent over the network, which
results in slightly slower scan speeds.

Figure 125 through Figure 132 are configuration barcodes arranged from a 10 millisecond inter-
character delay all the way up to an 80 millisecond delay respectively. We suggest that you start
with the 10 millisecond delay. If that does not resolve the problem, proceed with larger delays
until the problem is corrected.

Note that these barcodes include all of the configuration information for the scanners. There is
no need to scan any additional barcodes to configure the scanner.
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Figure 125: 10 milliseconds
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Figure 129: 50 milliseconds
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Archiving and Recovery

The VBECS database will be backed up once daily at an established time to a tape drive. If a disaster
occurs, the data in VBECS can be recovered from the backup media.

Assumptions

e The SQL Server job that backs up the database is running correctly.
e Replacement hardware will have a tape drive that is compatible with the one lost in the disaster.

Outcome
e VBECS data is successfully recovered.

Limitations and Restrictions

e Only the VBECS data is backed up. The operating system is not backed up. In the event of a disaster,
the operating system will have to be reinstalled and configured.

Additional Information
e None

VBECS Backup

If your servers are maintained at a data center, ignore this section since data center personnel will perform
this task.

To preserve VBECS data in case of database corruption or destruction of hardware, the VBECS databases
are copied over to shared storage via a scheduled job configured with the VBECS installation. VBECS is
comprised of the following SQL databases: VBECS_V1 PROD and VBECS V1_PROD_MIRROR
(production) VBECS_V1_TEST and VBECS_V1_TEST_MIRROR (test VBECS account). Both
production and test share the use of the msdb and master SQL databases. It is critical that every VBECS
database is backed up nightly to tape. Remove the tape and take it to another location in accordance with
local policy. For more technical details on backups, see VistA Blood Establishment Computer Software
(VBECS) Installation Guide. For details on tape storage and backup frequency, refer to local policy.

VBECS Recovery

35
1 1 Unauthorized modifications will render this device an adulterated medical device under Section 501

of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring and
implementing this software through the Freedom of Information Act require the implementer to assume
total responsibility for the software and become a registered manufacturer of a medical device, subject to
FDA regulation.

If your servers are maintained at a data center, ignore this section since data center personnel will perform
this task.

File a remedy ticket in the event of a disaster that destroys or damages the VBECS system. The VBECS team
and VA Product Support will work to recover or rebuild the system.
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Reinstall the System

If your servers are maintained at a data center, ignore this section since data center personnel will perform
this task.

35
L 1 This section should not be followed once application data has been entered. Following these steps

will cause all VBECS application data to be lost.

1) Install the image on the server hard drive.

2) Reinstall VBECS using VistA Blood Establishment Computer Software (VBECS) Installation
Guide.

3) Make sure all VBECS Services are stopped on both servers. All VBECS service names begin with
“VBECS” (Figure 133). To stop a service, open Cluster Administrator and take all VBECS
Services offline.

Figure 133: Example of VBECS Services

‘FFET-! Cluster Administrator - [YHAISHCLUZ1 {vhaishcluz13]

File  Wiew ‘window Help
o4l X[s| B ===
-8 YHAISHCLUZ1 Hame | state
% gruups [0 cluster 1P Address onling
EsOUrCes "
{:l Cluster Configuration %;::‘Zt;r Hlarme g:::::
E‘ E' EAISHNODZI m Disk Ls Cnline
Active Groups ) )
I:I Active E::n:nr‘n:e:‘- ':@ Disk Q: OnI!ne
D A I:ﬂl MSDTC Resaurce Online
] VHAISHNODZ2 [0 50L 1P Address1(vHAISHSGLEL) online
20 active Groups m 0L MNebwark MamelYHATSHIQLZ1) Cnline
[ Active Resources (0500 Server orline
L] Mebwark Interfaces ([5QL Server Agent online
L S0l Server B ket Opline
':@ YBECS CPRS HL? Client Maonitor nline
I:ﬂl YEECS HL7 Multi Liskeney Online
I:Q YBECS Scheduled Report Runner Online
m YBECS Service Monitor Online
':ﬂ] WEECS Test CPRS HLT Client Manitor nline
I:ﬂl WBECS Test HL¥ Mulki Listener Online
m YBECS Test Scheduled Report Runner Online
':@ WBECS Test WistaLink RPC XML Listener nline
I:ﬂl YEECS WistaLink RPC XML Listener Online

4) Log onto the server that is connected to the tape drive and has Backup Exec installed on it. Log in
as an Administrator.
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5) In Cluster Administrator (Figure 134), make sure this node is the active node in the cluster. If not,
drag Cluster Group and SQL Server to the Active Groups folder of this node to make it the active
node.

Figure 134: Example of Cluster Administrator

51 Cluster Administrator - [YHAISHCLUT {vhaishclu7)]

El\e View Window Help =181 x|
& o|a] x|=] B m[[zfE

5yl VHAISHCLLT Hame [ state | 2uaner Description

'Cl Groups i cluster Group online YHAISHMULZE

{3 Resources cilisqL server oriline VHAISHMUL2E

{2 Cluster Configuration
] YHAISHMULZG
; Active GrOLPS
~{7] Active Resources
: {2 Metwork Interfaces
=1 g WHAISHMULE?
{1 Active Groups
= D Active Resources
-7 Netwark Interfaces

For Help, press FL l_ UM S

6) Click Start, All Programs, Symantec Backup Exec 10d for Windows Servers. The main
Backup Exec console is displayed (Figure 135).

Figure 135: Example of Backup Exec Console

£« Symantec Backup Exec - [Job Monitor] M=l 3
File Edit Yiew MNebwork Tools Window Help

Backup | Restore | Policy || Overview | JobSetup || Job Monitor || Mlerts | Reports | Devices | Media | ‘

Job List | Calendar |

General Tasks
Current Jobs -1 ltem [Tl Filter - All iobs ;[l
Delete Skate -~ Job Mame Device Mame Job Type | Job Skatus | Priorit | Percent ..

@ Sched...  VWBECS Backup All Devices (WHAL..,  Backup Scheduled  Medium Mone

Active Job Tasks

Scheduled Job Tasks & 0| | |

Job History - 18 ltems 1 {{=1 ol Filter - 21l jobs -

Job Marme Device Mame Job Type Job Skatus | Percent ... | Skark Time = ™ &
YBECS Backup  HP 1 Backup Successful 100% 1/11}2007 3:00 A
Q YBECS Backup  HP 1 Backup Successful 100% 1/10j2007 3:00 &
@ YBECS Backup  HP 1 Backup Successful 100% 1/9/2007 3:00 AM

Custom Filter Tasks & @ YBECS Backup  HP 1 Backup Successful 100% 14812007 3:00 A

Manage custom filters @ YBECS Backup  HP 1 Backup Successful 100% 1/7/2007 3:00 AM
@ Restore 00001 HP 1 Restore Successful 100% 1/6/2007 3:00 PM
@ Catalog 00002 HP 1 Catalog Successful 100% 1/6/2007 2:45 PM
Inventary D... HP1 Invventory Successful 100% 1/6/2007 2:44 PM

ﬁ. WRFCS Rarkin  HP 1 Rarkiin St |rrr-z<ﬂ il 11N%n 11RE2NN7 3:00 .C;IV =

Done ['®]'1 Scheduled Job, 0 Jabs on Hold, 0 Active Jobs | (W) (8 vHAISHNODZ2 4
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Inventory the Tape

1) Place the tape that reflects the most recent system backup in the tape drive.
2) Click the Devices button (Figure 136).

3) Right click HP 1 under the server node (not the drive pool).
4) Select Inventory. The Inventory Job Properties window appears (Figure 137).

Figure 136: Example of Devices

r's. Symantec Backup Exec - [Devices] _ (O]
File Edit ‘Wiew MNebwork Tools  window  Help

Backup | Restare | Falicy || Oy e | Job Setup | Job Monitor | HNerts | Reports | Devices | Media |

Devices -1 ltem

General Tasks

= E@ Starage Devices Media Label = | I
Rename (=)&) Device Poals LTC000001
_ - - All Devices (WHAISHNODZZ)
Properties =-F@ YHAISHNODZZ
¢S stand-alone Drives
Device Tasks 1 IR} | |
O Paused H - Robotic Libraries

& Enabled -5 Backup-ta-Disk Falders
@ Removable Backup-to-Disk Devices

% Cascaded Drive Poals

Mew catalog

4 3
Eiect media hd _IJ _I
Dane [ 1 Scheduled Job, 0 Jobs on Hold, 0 Active | [} [[® vHAISHNODZZ /2

5) Click Run Now. Click OK to close information messages that appear.
Figure 137: Example of Inventory

Inventory Job Properties !El

Properties

Settings Job name: Ilnventor_l,l Diive 0006

General

Motification
Frequency

Schedule

Job priciity: IMedium j

Cancel Help
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6) Click Job Monitor (Figure 138) and make sure the job completed successfully.

Figure 138: Example of Successful Inventory

'-5, Symantec Backup Exec - [Job Monitor] M=l E3
Eile Edit “ew MNetwork Tools ‘Window Help

Policy || Ouerview | Job Setup | Job Monitor | Derts | Reports | Devices | Media |
-

Job List | Calendar |

Backup | Restore |

General Tasks

Current Jobs -1 ltem Filter: [[FlEgr i j
State = Job Mame Device Mame | Job Type | Job Status | Priarit:
E Sched...  WBECS Backup All Devices (WHAL..  Backup Scheduled  Mediur
Active Job Tasks
gl | 2

% Job History -1 [tem (1L =Tl Fiter - All jobs =l
Job Marme Device Marme Job Type ob Status ™ Percent ... | Stark Time

_‘E Inventory Dn., HP1 Inventory QC_CEES_FM 100%: 1/11f2007

Scheduled Job
Tasks

Custom Filter Tasks # 1| | _;I
Ready '™ 1 Scheduled Job, 0 Jobs on Hold, 0 Active .| [¥ (@ vHaIsHODZZ 2

Catalog the Tape

1) Click Devices again. Right click HP 1 under the server node.
2) Select Catalog. The Catalog Job Properties window appears (Figure 139). Click Run Now. Click
OK to close information messages that appear.

Figure 139: Example of Catalog
M=l E3

Catalog Job Properties

Properties
Device: ICDMPAQ 1 j

Target
Device Passward, I

Settings
General
Natification

Frequency
Schedule

Confirm I
Password

i RunHow I Cancel Help
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3) Click Job Monitor (Figure 140) and make sure the job completed successfully.
Figure 140: Example of Successful Catalog

File Edit Wiew MNetwork Tools Window Help

Backup | Restore | Folicy || Oueruiaw | Job Setup | Job Monitor | Merts | Reports | Devices | Mediza |

= Job List | Calendar I

General Tasks

Current Jobs -1 ltem Filter: |[gl=rlile j
Skate = Job Marne Device Mame | Job Type | Job Skatus | Priarit
gs:hed. .. WBECS Backup all Devices (YHAL,.,  Backup Scheduled  Mediun

Active Job Tasks
4] | i3

¥ Job History - 2 ltems Filter: |[RalEs |
Job Mame Device Mame Job Twpe ob-Sta I Fercent ... I Start Time

Scheduled Job
Tasks

E Catalog 00003 HP 1

Catalog

Successful
Successful

100%
100%:

1112007
1112007

@ Inventory D... HF1 Inventory

Custom Filter Tasks & | |4 | | _>|
Done W] | Scheduled Job, 0 Jobs on Hold, 0 Active .| [%) (@ vHAISHNODZZ 4

Restore Files

1) Click Restore.
2) Select all four folders under temp\Backup (Figure 141).

Figure 141: Example of Restore Properties

Restore Job Properties !E m
- Selections
@ Selection list: Yiew by Wiew format

Source |Hestore nonoz2 7| | & Resouce {* Graphical Advanced... |
Selections ) : - - " Media ¥ Show file details
Resouce Credentials Load Selections from Existing List... |  Text
Device =

Search Catal . . .
Destination sarch Latalogs | IV Previewpane W Include subdirectories

File Redirection

ticrozoft SOL Redirection (1 ¥BECS W1 _PROD ||| _Mame & | Comment
Microzoft Exchange Redire (3 ¥BECS _¥1_PROD_MIRROR B YHAISHNODZZ
Microzoft SharePoint Redic (23 VBECS_w1_TEST =)
Settings (Z1 VBECS_v1_TEST_MIRROR _|LI
General | | > 1| | _;I

Pre/Post Commands allliesources

Microzoft SOL General

Microgoft Exchange Mame: All Resources

Microzoft SharePoint

Latus Doming

Meffare SMS

Metwark and Firewall

Linus/Lnix

Motification
Frequency

Schedule

< | =l

Fiun Maow I Cancel Help
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3) Create the “temp\yyyymmddBackup” directory on the D: drive (Figure 142).
Figure 142: Example of Backup Directory

% D:temp’, 2007011 1Backup

File Edit Wiew Fawvaorites Tools  Help | ;',"
(JBack = ) - T | ' Search | [~ Faolders | -

fddress | On\kempl 2007011 1Backup j G0
Falders x| Mame =

@ Desktop -

D My Documents
= 3} My Compuker
@ 314 Floppy (840
S Local Disk ()
[= = DB Daka (D)
D 23 |
I 7ece923ea?1eed2foal 3 2ed9eeahi
I FdefzbrSaeacE 350335097 deceh

IC5) Program Files
_IJ |
I r 4 | | 3

=I5 temp
s 00701 11Backup
4) Click File Redirection on the left (Figure 143). Click the Redirect file sets check box.
5) In the Restore to drive field, enter D: (Backup Exec automatically populates the field with the
server name).
6) In the Restore to path field, enter D:\temp\yyyymmddBackup\ (yyyymmdd represents the current
date).
7) Click Run Now.
8) Click OK on information messages that appear.
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Figure 143: Example of Restore Properties

Restore Job Properties !E[
= - File Redirection

Froperties |

Source V' Rediect file sats
Selections Fiestare to drive: [\\WHAISHNODZZAD: =
Resource Credentials
Device Server logon account: ISystem Logon Account Qhangel Clea |

Destination
File B edirection Restore to path: I\temp\2DD?D1 11Backupl

Microzoft SOL Rediection
Microzoft Exchange Redire
Microzoft SharePoint Redir
Settings
General
Advanced
Pre/Post Commands
Microzoft SOL
Microzoft Exchange
Microsoft SharePoint
Latus Doming
Metw are SM5
Metwork and Firewall
Linus/Unix
Motification
Frequency
Schedule

Fath logon account: | Ehgngel Elgarl

Fun Mow I Cancel | Help

4
9) Click Job Monitor (Figure 144) and make sure the job completed successfully.
Figure 144: Example of Successful Restore
'x, Symantec Backup Exec - [Job Monitor] [ _ (O] x|
File Edit Wiew Network Tools Window Help
Backup | Restore | Policy || Overview | Job Setup || Job Monitor || Merts | Reports | Devices | Media | ‘
Job List | Calendar |
General Tasks
Current Jobs -1 ltem Filter: [fER |
Delete Skate -~ Job Mame Device Mame Job Type | Job Status | Priorit | Percent ..
Sched...  WBECS Backup Al Devices (vHAL..  Backup Scheduled  Medium Mone
Active Job Tasks
1] | i
Job History - 3 ltems Filter: [fER |
Job Mame Device Mame Job Type _Inh Stabys | Percent ... | Stark Time ¥
o e e 8 Restore 00002 HP 1 Restore Qs;:;iup 100%  1J11j2007 11:79 ...
W, Catalog 00003 HP 1 Catalog =il 100% 1/11/2007 10:25 ...
@ Inventory D... HP 1 Inventory Successful 100% 1/11/2007 10025 ...
Custom Filter Tasks
Manage custom filters
1| | |
Ready '] 1 Scheduled Job, 0 Jobs on Hold, 0 Active Jobs | [#}y [(® vHAISHNODZZ 4
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Restore the Databases

35
1 1 If you find the need to perform a database restore, contact customer support to have qualified

personnel assist you with the database restore.

VA Service Desk Primary Contact

For Information Technology (IT) support, call the VA Service Desk (VASD), 888-596-HELP (4357) toll
free, 24 hours per day, 7 days per week. [Users with access to the VASD-supported request tool (e.g.,
Remedy) may file a ticket in lieu of calling the VASD.]

VA Service Desk Alternate Contacts

o During business hours: As an alternate to the toll-free number, call 205-554-4710 through 205-554-
4725), Monday through Friday (excluding holidays), 8:00 a.m. to 7:30 p.m. (Eastern Time).

e Qutside business hours: Call 205-554-3459 through 205-554-3465, 205-554-3472, 205-554-3475, or
205-554-3482 through 205-554-3485).

o Web site: http://vaww.va.gov/emc/index.asp?s=6&p=nhd_home (VHA Enterprise Management
Center).

e Email: vhacionhd@va.gov.
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Failover

VBECS does not have a seamless failover mechanism. If one server fails, the user will receive a message
that the remote connection was lost. VBECS will lose information entered since the last save. The user
must reopen a Remote Desktop Connection session. It may take 30 to 60 seconds for the Windows cluster
and SQL Server running on it to fail over, which will open on the secondary server (without the user
being aware of it). The user will have to reenter all information that was lost since the last save.

The connection between VBECS and VistA can be lost for a number of reasons:

e Aserver can fail in the VBECS cluster or the VistA server can fail. When this connection is lost, no
messages can be exchanged. When the connection between VBECS and VistA is lost due to a failure of
VBECS, the messages are queued on the VistA side. Orders placed during this downtime will remain
in the queue. Once the VBECS system fails over and a connection is reestablished with VistA, the
messages come across. The order alerts icon located in the VBECS status bar will display the orders
that were in the queue at the time of failure.

e VBECS can fail because of a power outage. The UPS device will sound an alarm to alert the staff that
the power is out. The IRM staff will inform the VBECS users to save their work and exit the system
before the battery runs out.

o  Aserver may fail because of a subcomponent failure such as a network interface card failure. MOM
will monitor the servers for subcomponent failures. If a failure occurs, MOM will alert the IRM.

If only one node in a cluster is damaged, failover will occur. The IRM must check the MOM alerts for
notification that the act occurred and fix the other node immediately to restore it to operation. When only
one node is operating, no further failover can occur.

If a user’s client workstation fails in the middle of a VBECS session, the session remains active on the
server for a period set by the server administrator. The standard session time out is 15 minutes. If the user
resolves the issues with the client workstation and reconnects to the VBECS server through Remote
Desktop Connection before the session times out, the session will remain as it was when the client failed.

If a server fails due to a hardware issue, such as a network interface card failure, a Remedy ticket must be
entered. If this failure occurs on only one node, users may continue to use the software after the system
successfully fails over. The failover process will occur in 90 seconds. If both nodes in the cluster fail, file
a Remedy ticket and refer VBECS users to Downtime Forms and Instructions in the VistA Blood
Establishment Computer Software (VBECS) User Guide.
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Performance

VBECS may delay a critical function such as patient transfusion if the network suffers latency issues. File
a Remedy ticket when latency issues arise.

VBECS was re-factored after performance testing results showed latency issues for VistA queries. As a
result, many queries are cached in the VBECS database. Due to the criticality of having correct and
current patient data, patient lookups cannot be cached.

Locking

VBECS is designed with pessimistic locking controlled within the application code: if one user selects a
record for edit, the record is locked by that user. If another user tries to edit that record, a message will tell
him that the record is locked and who has the record. The second user is not granted access to the record.

Locks have a timeout period defined in the configure division portion of the VBECS Administrator
application. When a lock times out or is released by a user completing his edit, another user can edit that
record.

If the application code fails due to a logic bug, optimistic locking is in place to prevent data corruption.
When a record is retrieved, a row version is also retrieved. When a record is saved, the row in the
database gets an updated row version; before the save takes place, the save routine checks that the row
version supplied matches the row version in the table. If it does not match, the routine notifies the caller
that another user changed the data. The save does not complete; the user must retrieve the updated record
and start his edits again.
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Security

VBECS contains sensitive data and performs a critical function, so it is critical to secure the system. It is
important to secure the server from both users and malicious attacks from an individual who is trying to
gain access to the system. This information section describes the measures taken to secure VBECS.

Active Directory

Access to the VBECS servers is controlled through AD. Each VBECS site will have two groups set up in
AD, one for normal VBECS users and one for VBECS Administrators (this is not a server administrator).
Unless the user is a system administrator, he must be a member of one of these two groups to gain access
to the server. Users will use their normal Windows user names to log in.

These groups also play a role in application level security. Even if a user were able to access the server,
he would not be able to access VBECS.

Group Policy

Group policy controls the user experience (what the user sees and has access to on the VBECS server). To
configure this correctly, the recommendations in “Locking Down Windows Server 2003 Terminal Server
Sessions” and “Windows Server 2003 Security Guide” (Microsoft Web site) were followed to establish a
baseline for group policy.

Group policy can be applied to user accounts or to the servers directly. In the case of VBECS, group
policy is applied to the servers (it is easier to manage). It is also undesirable to have group policy
associated with the user, which may inhibit his use of other systems. Enabling loopback processing
applies the policy to any user that logs into the server.

Virtual Local Area Network

As a medical device, VBECS must exist in a segregated part of the LAN [Virtual Local Area Network
(VLAN)]. The VLAN is configured to only allow necessary communication in and out of the VBECS
system. Unneeded ports are blocked.

Microsoft Operations Manager

Microsoft Operations Manager (MOM) is a proactive monitoring tool. MOM will constantly monitor
each server for system abnormalities. If MOM detects a problem, an email will be sent to the system
administrator defined during the installation process. MOM will monitor these high-level categories:

Windows Server 2003 Operating System
CPU health and usage

Network interface cards

SQL Server

Clustering

Memory usage

Hard disk health and usage

VBECS executables and services
Windows Services
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Application-Wide Exceptions
Table 10 explains system exceptions to aid VA Product Support in determining the cause and resolving

system issues.

Table 10: Application-Wide Exceptions

System Exceptions

Description

ArgumentException

Base class for all argument exceptions.

ArgumentNullException

Thrown by methods that do not allow an argument to be null.

ArgumentOutOfRangeException

Thrown by methods that verify that arguments are in a given range.

ComException

Exception encapsulating COM HRESULT information.

Exception

Base class for all exceptions.

ExternalException

Base class for exceptions that occur or are targeted at environments
outside the runtime.

IndexOutOfRangeException

Thrown by the runtime only when an array is indexed improperly.

InvalidOperationException

Thrown by methods when in an invalid state.

NullReferenceException

Thrown by the runtime only when a null object is referenced.

SEHEXxception

Exception encapsulating Win32 structured exception handling information.

System.ArithmeticException

A base class for exceptions that occur during arithmetic operations, such
as System.DivideByZeroException and System.OverflowException.

System.ArrayTypeMismatchException

Thrown when a store into an array fails because the actual type of the
stored element is incompatible with the actual type of the array.

System.DivideByZeroException

Thrown when an attempt to divide an integral value by zero occurs.

System.IndexOutOfRangeException

Thrown when an attempt to index an array via an index that is less than
zero or outside the bounds of the array.

System.InvalidCastException

Thrown when an explicit conversion from a base type or interface to a
derived type fails at run time.

System.NullReferenceException

Thrown when a null reference is used in a way that causes the referenced
object to be required.

System.OutOfMemoryException

Thrown when an attempt to allocate memory (via new) fails.

System.OverflowException

Thrown when an arithmetic operation in a checked context overflows.

System.StackOverflowException

Thrown when the execution stack is exhausted by having too many
pending method calls; typically indicative of very deep or unbounded
recursion.

System.TypelnitializationException

Thrown when a static constructor throws an exception, and no catch
clauses exist to catch it.

SystemException

Base class for all runtime-generated errors.
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Glossary

Acronym, Term
ABO

ABS
Access Code

Active Directory

API
CPRS
DBIA
DSS
HCPCS
HL7
ICN
LLP
LMIP
MLLP
MOM
osl

Oou
PCE
RDP
RPC
TCP/IP
UPS
VAISS
VBECS
VDL
Verify Code

VISN
VLAN
XML
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Definition

A group for classifying human blood, based on the presence or
absence of specific antigens in the blood, which contains four blood
types: A, B, AB, and O. The ABO group is the most critical of the
human blood systems. It is used to determine general compatibility
of donor units to a recipient.

Antibody screen, antibody screen test.

A field in the VistA New Person file used to uniquely identify a user
on the VistA system.

A hierarchical directory service built on the Internet's Domain
Naming System (DNS).

Application Programmer Interface.
Computerized Patient Record System.
Database Integration Agreement.

Decision Support System.

Healthcare Common Procedure Coding System.
Health Level Seven.

Integration Control Number.

Lower Layer Protocol.

Laboratory Management Index Program.
Minimal Lower Layer Protocol.

Microsoft Operations Manager.

Open Systems Interconnect.

Organizational Unit.

Patient Care Encounter.

Remote Desktop Protocol.

Remote procedure call.

Transmission Control Protocol/Internet Protocol.
Uninterruptible power source.

VBECS Application Interfacing Support Software.
VistA Blood Establishment Computer Software.
VistA Documentation Library.

A field in the VistA New Person file used to verify the identity of a
user associated with an Access Code.

Veterans Integrated Service Network.
Virtual Local Area Network.
Extensible Markup Language.
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Appendices

Appendix A: Instructions for Capturing Screen Shots

Throughout the technical manual-security guide, the Administrator is asked to capture screen shots to
document configuration options. To capture a screen shot:

1) Open a blank document (for example, in Microsoft Word) and save it as (click File, Save As)
“mmyydd Technical-Security Validation Record,” or another easily identified file name.

3.3

i f If you wish to place a document on both servers for ease of copying and pasting, assign file names
similar to “mmyydd Technical-Security Validation Record Server1” and “mmyydd Technical-Security
Validation Record Server2.”

2) When the screen you wish to capture is displayed, press the Print Screen key.
3) Inthe Technical-Security Validation Record document, place the cursor where you want to insert
the picture.

4) Click @ (the paste icon) or select Edit, Paste (Figure 145).
Figure 145: Paste

S Yieww  Favorites  Tools

Undo Delete Chrl+2 R

E i
Zuk Chrl+% E

'S Copy Chrl+C b

Paste Shortout

5) Label the screen shot within the document with the technical manual-security guide step, page
number, and server on which the picture was taken (Figure 146).

Figure 146: Screen Shot
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Appendix B: Workload Process Mapping to Application Option Table

Table 11 associates record saves with workload processes. The data fields identified for transmission at

the completion of a Workload Event are based on current VistA workload-related files and fields. VBECS

will transmit information to a new flat file. There are no donor workload types in VBECS.

Table 11: Workload Process Mapping to Application Option

Transaction Type
[P (Patient), U

Record Save VBECS (Unit), M
Option Process (Miscellaneous)] Explanation

ABO Forward P An ABO/Rh test for “pre” or “post” is enabled and a
Record a and reverse valid interpretation other than Not Tested is

Transfusion
Reaction Workup

Record Patient
ABO/Rh

Invalidate Patient
Test Results*

typing (patient)

selected. A workload event is accrued separately for
“Pre” and “Post” entries.

Accrue workload when a CPRS-ordered ABO/Rh
test is performed.

o

Accrue workload when a completed ABO/Rh test is
invalidated.

Record Patient
ABO/Rh

Invalidate Patient
Test Results*

ABO Forward
and reverse
typing (patient)
Repeat Test

Accrue workload when a reflex or repeat ABO/Rh
test is performed, completed, and saved.

< <Z

Accrue workload when a reflex or repeat ABO/Rh
test is invalidated.

ABO/Rh
Confirmation

Edit Unit
Information*

ABO forward
typing (unit)

C

An ABO confirmation test is performed. When
multiple units are selected in a batch, each unit in
the batch accrues a workload event. Note: Workload
generated during Anti-D testing is not included in the
unit's confirmation test. Workload is not accrued
when an ABO or Rh discrepancy override is
processed and VBECS releases all patient
assignments. Workload is not accrued when VBECS
guarantines the unit due to a discrepancy. There is
no special handling for workload collection for
additional confirmation tests on a unit.

Accrue workload when an ABO confirmation test is
invalidated.

ABO/Rh
Confirmation

Edit Unit
Information*

ABO/Rh
forward typing
(unit)

An ABO/Rh confirmation test is performed. When
multiple units are selected in a batch, each unit in
the batch accrues a workload event. Note: Workload
generated during Anti-D is part of the unit's
confirmation test. Workload is not accrued when an
ABO or Rh discrepancy override is processed and
VBECS releases all patient assignments. Workload
is not accrued when VBECS quarantines the unit
due to a discrepancy. Any unit successfully
confirmed accrues workload. For split modifications:
workload is not inherited by split units. A split unit
that requires confirmation accrues confirmation
workload at the time of testing. There is no special
handling for workload collection for additional
confirmation tests on a unit.

Accrue workload when an ABO/Rh confirmation test
is invalidated.
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Record Save
Option

VBECS
Process

Transaction Type
[P (Patient), U
(Unit), M
(Miscellaneous)]

Explanation

Accept Order

Accept Order

M

Accrue workload when an order is accepted. When
a multiple orders are selected, each order accrues
workload.

Antibody P User enters additional workload associated with the
identification individual reflex-ordered ABID. The selected VBECS
Enter Antibody Work-Up multiplier will multiply against the VistA multiplier
Identification and display the (multiplication) product on the
Results Division Workload Report.
Invalidate Patient P Accrue workload when the ABID is invalidated.
Test Results*
Antibody P An ABS test for “pre” or “post” is enabled and a valid
Record a Screen interpretation other than Not Tested is selected. A
Transfusion (patient) workload event is accrued separately for “Pre” and
Reaction Workup “Post” entries.
Record Patient P Accrue workload when an ordered ABS test is
Antibody Screen performed.
Invalidate Patient P Accrue workload when a completed ABS test is
Test Results* invalidated.
Record Patient Antibody M Accrue workload when a reflex or repeat ABS test is
Antibody Screen Screen performed, completed, and saved.
Invalidate Patient (patient) M Accrue workload when a reflex or repeat ABS test is
Test Results* Repeat Test invalidated.
Antigen M Accrue workload when Antiserum QC in Unit or
phenotyping, Patient Antigen Typing includes the testing of both
Single Test the positive and negative control cells, per specificity
phase (QC) by lot number, when only one phase of reactivity is
Unit Antigen Typing chosen for the test grid (IS or AHG). One workload
/ Patient Antigen event is collected per completed tab for regular or
Typing repeat antigen tests.
Antigen M Accrue workload when Antiserum QC in Unit or
phenotyping, Patient Antigen Typing includes the testing of both
Multiple Test the positive and negative control cells, per specificity
phases (QC) by lot number, when only multiple phases of
reactivity are chosen for the test grid, IS/RT, RT/37,
or weak D. One workload event is collected per
completed tab for regular or repeat antigen tests.
When weak D is the selected test, QC may not be
Unit Antigen Typing accrued for the rack selection. QC is accrued when
/ Patient Antigen positive and negative cells must be tested for the lot
Typing number.
Cancel Pending Cancel Order M Accrue workload when an order on the pending
Order order list is canceled. When multiple orders are
canceled, each order accrues workload.
Cancel Order M Accrue workload when an order on the pending task
Cancel Active list is canceled. When multiple orders are canceled,
Order each order accrues workload.
Crossmatch P This process is invoked when an individual unit is
unit, electronic selected for patient assignment and the unit is
Select Units for electronically crossmatched. When multiple units
Crossmatch are selected, each unit accrues workload.
Crossmatch P Accrue workload when an individual unit crossmatch

Enter Crossmatch
Results

unit, serologic
immediate spin

is selected to include only the IS phase, is
completed, and is saved. When multiple units are
selected, each unit accrues workload.
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Transaction Type
[P (Patient), U

Record Save VBECS (Unit), M
Option Process (Miscellaneous)] | Explanation
P Accrue workload when a completed crossmatch test
Invalidate Patient is invalidated. This applies to the workload originally
Test Results* saved with the serologic immediate spin test.
Crossmatch P A crossmatch test for “pre” or “post” is enabled and
unit, a valid interpretation other than Not Tested is
serological selected. A workload event is accrued separately for
Record a Coombs “Pre” and “Post” entries.
Transfusion When multiple units are selected, each unit accrues
Reaction Workup workload.
P Accrue workload when an individual unit crossmatch
is selected to include all phases or only the AHG
Enter Crossmatch phase, is completed, and is saved. When multiple
Results units are selected, each unit accrues workload.
P Accrue workload when a completed crossmatch test
Invalidate Patient is invalidated. This applies to the workload originally
Test Results* saved with the test, serological Coombs.
Crossmatch, M Accrue workload when an individual unit crossmatch
Repeat Test is selected to include all phases or IS or only the
AHG phase, is completed, and is saved. When
Enter Crossmatch multiple units are selected, each unit accrues
Results workload.
Invalidate Patient M Accrue workload when an individual unit crossmatch
Test Results* is invalidated.
Daily Rack M Accrue workload when Daily QC rack completed for
Quality Control one individual rack includes all rows in configured
Enter Daily QC (QC) QC. When multiple racks are tested, each
Results completed and saved tab accrues a workload event.
DAT (QC) M Accrue workload when Reagent QC completed in
Patient DAT testing includes the testing of both the
positive and negative control cells, per specificity
per lot number, when only one phase of reactivity is
Record Patient chosen for the test grid (IS or AHG). One workload
Direct Antiglobulin event is collected per completed tab for regular or
Test repeat antiglobulin tests (PS, 1gG, Comp).
Direct P A DAT test for “pre” or “post” is enabled and a valid
Record a Antiglobulin interpretation other than Not Tested is selected. A
Transfusion Test (DAT) workload event is accrued separately for “Pre” and
Reaction Workup “Post “entries.
P Accrue workload when a DAT is completed and
Record Patient saved. This count is used for all antiglobulin tests
Direct Antiglobulin (PS, 1gG, Comp) when ordered from CPRS or
Test Reflex testing.
Invalidate Patient P Accrue workload when a completed DAT, PS, IgG,
Test Results* or Comp is invalidated.
Record Patient Direct M Accrue workload when a reflex or repeat DAT test is
Direct Antiglobulin Antiglobulin performed, completed, and saved. This applies to all
Test Test (DAT) repeat antiglobulin tests (PS, 1gG, Comp).
Invalidate Patient Repeat test M Accrue workload when a completed Repeat DAT,
Test Results* PS, 1gG, or Comp is invalidated.
Deglycerolize U Accrue workload when an individual blood unit is

Modify Units

unit

processed by the Deglycerolize modification type.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.
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Record Save
Option

VBECS
Process

Transaction Type
[P (Patient), U
(Unit), M
(Miscellaneous)]

Explanation

Remove Final
Status*

u

An individual blood unit’s status is invalidated when
the original modification process was
“Deglycerolize.”

Discard or
Quarantine Unit

Remove Final
Status*

Discard unit

Accrue workload when an individual blood unit’s
status is invalidated. When a batch of units is
selected, each unit accrues workload.

Accrue workload when a unit is discarded for waste
or credit. When a batch of units is selected, each
unit accrues workload.

Modify Units

Remove Final
Status*

Freeze unit

Accrue workload when an individual blood unit is
processed by the Freeze modification type. Note:
Workload is not accrued when a patient assignment
is processed and VBECS releases all other patient
assignments. Workload is not accrued when VBECS
is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was “Freeze.”

Modify Units

Remove Final
Status*

Irradiate unit

Accrue workload when an individual blood unit is
processed by the Irradiate modification type. When
a batch of units is irradiated, each unit accrues
workload. Note: Workload is not accrued when a
patient assignment is processed and VBECS
releases all other patient assignments. Workload is
not accrued when VBECS is required to quarantine
the unit.

An individual blood unit’s status is invalidated when
the original modification process was “Irradiate.”

Modify Units

Remove Final
Status*

Leukoreduce
unit

Accrue workload when an individual blood unit is
processed by the Leukoreduce modification type.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was
“Leukoreduce.”

Split a Unit

Remove Final
Status*

Split unit

Accrue workload when a unit modification of Split
and a single workload event is recorded regardless
of the number of units created by the modification.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.

A Split Unit has its unit status invalidated. A single
workload event is recorded regardless of the
number of units originally created by the
modification.

Modify Units

Remove Final
Status*

Rejuvenate
unit

Accrue workload when an individual blood unit is
processed by the Rejuvenate modification type.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was “Rejuvenate. “
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Record Save
Option

VBECS
Process

Transaction Type
[P (Patient), U
(Unit), M
(Miscellaneous)]

Explanation

Modify Units

Remove Final
Status*

Thaw

u

Accrue workload when an individual blood unit is
processed by the Thaw modification type. When a
batch of units is thawed, each unit accrues
workload. This applies to Thaw FFP and Thaw Cryo.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was “Thaw.” This
modification type is applicable to Thaw FFP and
Thaw Cryo.

Modify Units

Remove Final
Status*

Wash unit

Accrue workload when an individual blood unit is
processed by the Wash modification type. Note:
Workload is not accrued when a patient assignment
is processed and VBECS releases all other patient
assignments. Workload is not accrued when VBECS
is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was “Wash.”

Modify Units

Remove Final
Status*

Volume
Reduce

Accrue workload when an individual blood unit is
processed by the Volume Reduce modification type.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
when VBECS is required to quarantine the unit.

An individual blood unit’s status is invalidated when
the original modification process was Volume
Reduce.

Issue Blood
Components

Issue unit

Accrue workload when a unit is issued to a patient.
When a batch of units is processed, each unit
invokes one workload process.

Justify Patient
ABO/Rh Change

Justification

Workload is accrued when a patient's ABO or Rh
typing is justified. One workload event is accrued
per patient justification.

Login Equipment

Login
Equipment

Accrue workload when a lot number of any type of
equipment is logged into the system. When multiple
lot numbers are processed in a batch, each lot
number’s workload is counted.

Login Reagent

Login Reagent

Accrue workload when a lot number of any type of
reagent is logged into the system. When multiple lot
numbers are processed in a batch, each lot
number’s workload is counted.

Login Supply

Login Supply

Accrue workload when a lot number of any type of
supply is logged into the system. When multiple lot
numbers are processed in a batch, each lot
number’s workload is counted.

Maintain Specimen

Maintain
Specimen

Accrue workload when a specimen is maintained
during order acceptance and is required for
acceptance of the order. Note: This is collected in
addition to the accept order workload accrued by
accepting an order. Marking a specimen
unacceptable does not create a negative workload
event.
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Transaction Type
[P (Patient), U

Record Save VBECS (Unit), M

Option Process (Miscellaneous)] | Explanation

Patient antigen Patient antigen | P Accrue workload when a patient antigen phenotype

phenotype phenotype test with IS/RT or IS/37 phases is completed and
(multiple saved. One workload event is collected per
phases) completed tab for repeat or regular antigen tests.

Invalidate Patient P Accrue workload when a patient antigen phenotype
Test Results* test as defined by the antiserum specificity tested
with any phases is invalidated.
Patient antigen Patient antigen | P Accrue workload when a patient antigen phenotype
phenotype phenotype test with AHG or IS phase is completed and saved.
(single phase) One workload event is collected per completed tab
for repeat or regular antigen tests.
Invalidate Patient P Accrue workload when a patient antigen phenotype
Test Results* test as defined by the antiserum specificity tested
with a single phases is invalidated.
Pool unit U Accrue workload when a pooled unit is created and
a single workload event is recorded regardless of
the number of units included in the pooled unit. This
applies to the Pool modification type. Add/Remove
unit from a pool does not accrue any workload.
Note: Workload is not accrued when a patient
assignment is processed and VBECS releases all
other patient assignments. Workload is not accrued
Pool Units when VBECS is required to gquarantine the unit.
Edit Unit U Accrue workload when a unit is inactivated if the
Information* pooled unit was created in VBECS.
N/A No effect on workload accrual when a unit is
Remove Final removed from a modified status that was included in
Status a pool.
Quarantine U Accrue workload when a unit is marked for
Discard or unit quarantine. When a batch of units is selected, each
Quarantine Unit unit accrues workload.
Release U Accrue workload when an individual blood unit with
Free Directed Unit directed unit the restriction type of “directed” is released for use
For Crossover as an allogeneic unit.
Release unit U Accrue workload when an individual unit is released
from patient from patient assignment. When multiple units are
Release Unit from back to selected, each unit accrues workload.
Patient Assignment | inventory
Release unit U Accrue workload when a unit is released from
Discard or from quarantine. When a batch of units is selected, each
Quarantine Unit Quarantine unit accrues workload.
Return Issued Unit | Return Issued U Accrue workload when a unit is returned from issue
unit status.
Thaw/pool U Accrue workload when an individual unit has a
Cryo modification of Thaw/Pool Cryo. A single workload
event is recorded regardless of the number of units
included in the pooled unit. Note: Workload is not
accrued when a patient assignment is processed
and VBECS releases all other patient assignments.
Workload is not accrued when VBECS is required to
Modify Units guarantine the unit.
U Accrue workload when a unit is inactivated (unit
Edit Unit record inactivated) when the pooled unit was
Information* created in VBECS.
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Record Save
Option

VBECS
Process

Transaction Type
[P (Patient), U
(Unit), M
(Miscellaneous)]

Explanation

Remove Final

N/A

There is no effect on workload accrual when a unit
is removed from a modified status that was included

Status in a Thaw/pool Cryo pool.

Enter Post- Transfuse Unit | U Accrue workload when an individual blood unit’s

Transfusion Details status is updated to “transfused.”

Remove Final U An individual blood unit’s status is invalidated when

Status* the unit was in a status of “transfused.”
Transfusion P Accrue workload when a transfusion reaction

Record a Reaction investigation is saved. This does not include

Transfusion Investigation workload accrued by the optional TRW serologic

Reaction Workup testing.

Invalidate Patient P Accrue workload when a transfusion reaction

Test Results* investigation previously saved is invalidated.

Unit Antigen U Accrue workload when a unit antigen phenotype test

phenotyping, with IS/RT or 1S/37 phases is selected and

Multiple Test completed for an individual blood unit. There is no

phases special handling for workload collection for

Unit Antigen Typing additional repeat antigen typing tests on a unit.

U Accrue workload when a unit antigen phenotype test
Edit Unit with Multiple Test phases is invalidated for an
Information* individual blood unit.

Unit Antigen U A unit antigen phenotype test with AHG or IS phase

phenotyping, is selected and completed for an individual blood

Single Test unit. There is no special handling for workload

phase collection for additional repeat antigen typing tests

Unit Antigen Typing on a unit.

U Accrue workload when a unit antigen phenotype test
Edit Unit with Single Test phase is invalidated for an
Information* individual blood unit.

Unit login U An individual unit record is activated as “saved” to
an incoming shipment invoice. When multiple units
are entered, each unit added to the database

Incoming Shipment accrues workload.

U Accrue workload when a unit is inactivated and
logged in through incoming shipment or is a pooled
unit created in VBECS. When the unit was created

Edit Unit by split modification, no workload is invalidated in
Information* this option.

Unit logout U An individual unit’s status is updated to “transferred”
on a confirmed outgoing shipment invoice. When
multiple units are selected, each unit accrues
workload. Accrue workload on confirmation of the
invoice, not the addition of a unit to a temporary
outgoing shipment invoice: an invoice may be

Outgoing Shipment confirmed only once.
Remove Final U An individual unit status is invalidated when the unit
Status* had a previous unit status of “transferred.”
Update Equipment | Update M Accrue workload when a lot number of any type of
Record Equipment equipment is updated in the system.

Record
Update Reagent Update M Accrue workload when a lot number of any type of
Inventory Reagent reagent is updated in the system. When multiple lot

Inventory numbers are processed in a batch, each lot
number’s workload is counted.
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Transaction Type
[P (Patient), U

Record Save VBECS (Unit), M

Option Process (Miscellaneous)] | Explanation

Update Supply Update Supply | M Accrue workload when a lot number of any type of
Inventory Inventory supply is updated in the system. When multiple lot

numbers are processed in a batch, each lot
number’s workload is counted.

*Accumulates negative workload when it is associated with inactivation of a unit or removal of a final
status.
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Appendix C: Known Defects and Anomalies

Copies of Known Defects and Anomalies are available at the VDL: VistA Documentation Library (VDL),
VHA Ol - Health Systems Design & Development Web page.
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Appendix D: Active Directory Request Form

Fill out this form and email or fax it to your data center contact to have users added or deleted from the
VBECS Active Directory groups. Email or fax it to your data center contact for action. Contact the
Implementation Team to verify your data center contact, if necessary. The data center administrator
facilitating this request will return this form to you when the changes are completed.

Blood bank information

Site Name:

Site identifier:

VISN number:

Contact name:

Phone number:

Email:

Fax Number:

Data Center information

Technician name:

Phone number:

Email:

Fax number:

VBECS Users (users of normal VBECS): RnnxxxVbecsUsers group (nn is data center
identifier and xxx is site identifier)

Specify the action, name and Windows ID of each technician requiring a change in access. The data
center administrator will fill in his/her initials in the last column to confirm the change.

Row Action Last name, first name Windows ID Initials (for data
center
administrator only)

1 | Add[ ] Delete [ ]
2 | Add [ ] Delete [ ]
3 | Add [ ] Delete [ ]
4 | Add [ ] Delete [ ]
5 | Add [ ] Delete [ ]
6 | Add[ ] Delete [ ]
7 | Add [ ] Delete [ ]
8 | Add [ ] Delete [ ]
9 | Add[ ] Delete [ ]
10 | Add [ ] Delete [ ]
11 | Add [ ] Delete [ ]
12 | Add [ ] Delete [ ]
13 | Add [ ] Delete [ ]
14 | Add [ ] Delete [ ]
15 | Add [] Delete [ ]
16 | Add [ ] Delete [ ]
17 | Add [] Delete [ ]
18 | Add [ ] Delete [ ]
19 | Add [ ] Delete [ ]
20 | Add [ ] Delete [ ]
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VBECS Administrators (users of administrative unit of VBECS):
RnnxxxVbecsAdministrators group (nn is data center identifier and xxx is site identifier)

Specify the action, name and Windows ID of each technician requiring a change in access. The data
center administrator will fill in his/her initials in the last column to confirm the change.

Row

Action

Last name, first name Windows ID

Initials (for data
center
administrator only)

Add

Delete

Add

Delete

Add

Delete

Add

Add [ ]

Add [ ]

Add [ ]

Add [ ]

Add [ ]

Delete []

PO |INOO|ARWIN|F-

Add [ ]

Delete []
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Appendix E: Data Center Instructions

Purpose

This appendix describes the tasks that must be completed by the data center for a successful VBECS
installation, and is divided into 3 main sections depending on when the activities take place:

o [Initial Setup Tasks: These tasks must be completed prior to installation of any VBECS systems.
e Ongoing Tasks: These are continual maintenance tasks.
o Installation Time Tasks: These tasks are to be completed at the time of a VBECS installation.

Initial Setup Tasks
Execute these tasks once, prior to setting up the VBECS systems in the data center.

Active Directory

VBECS User and Server Administrator Requirements
VBECS depends on Active Directory for remote server access for both VBECS and administration.

Set up two groups set up in Active Directory. The groups must have a “Universal” scope and a “Security”
type.

o  RnnxxxVbecsUsers (replace nn with your two-digit region number and xxx with the site location code):
These are normal users of the VBECS system. Members of this group will have access to the server
and are allowed to launch the VBECS application.

o  RnnxxxVbecsAdministrators (replace nn with your two-digit region number and xxx with the site
location code): These are users who must access the administrative component of VBECS. Members of
this group will have access to the server and are allowed to launch the VBECS Administrator
application.

Create a server administrator group to be shared across servers. This group must have a “Universal” scope
and a “Security” type. This group will have administrative access to the VBECS servers at installation:

o RxxVhecsServerAdmins (replace xx with your two-digit region number): These are traditional server
administrators who need full administrative privileges to the system. For MOM support, add the VA IT
Engineering CIS Monitoring Team group to this administrator group.

VBECS Server Requirements

For Group Policy purposes, VBECS servers will reside in their own OU, which will contain only VBECS
servers. You may also create OUs under the main OU for organizational purposes. For more information,
see the Group Policy section.

Group Policy

Import the VHA VBECS Terminal Server Policy from the VHAMASTER domain. If the VBECS
development team changes the policy, import it again.

When importing the policy, clear the VBECS Windows Software Update Services settings (see Computer
Configuration/Administrative Templates/Windows Components/Windows Update).

Place the group policy in the top-level server OU. For more information about OUs and server
organization, see the Active Directory section.
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Configure the policy so that it is not applied to the RxxVbecsServerAdmins Active Directory group. See
the example in Figure 147.

Figure 147: Example of a Group Policy Not Applied to VBECSAdministrators Group

Advanced Security Settings for VHA VBECS Terminal Server, Policy
Pemmizsions | Qwner | Effective Permissions

To view mare information about Special permizsions, select a permission entw, and then click Edit.

FPermizzion entries:

Type M arne Permizzian ~
Dermy Enterprize Adming [VAME nterprize Adming) Apply Group Policy
Deny Domain Adming YHARKAS TERA\Domain Admins] Apply Group Policy
Deny  WBECSAdministrators WHAMASTERWEE CSAdministrators) Apply Group Policy
Allans WBECSAdministrators [WHAMASTERYWEECSAdministrators) Special
Allons WBECSAdministrators WHAMASTERYWEECS Adrministrators) Special
Al E nterprize Admins VAL nterprize Adminz) Special
Al Domain Adming MHARMAS TERADomain Adminsz] Special
Allow EMTERPRISE DOMAIN COMTROLLERS Special 3
Alless A tanbin sbad | lears Cracmisl

< >

Toreplace all permizsion entries with the default settings, click Default.

[ 1] l[ Cancel ]

Service Accounts

VBECS requires dedicated service accounts for Microsoft Cluster and Microsoft SQL Server. Add these
accounts to your RxxVbecsServerAdmins group. Define these service accounts once to be shared across
VBECS servers (xx represents the two-digit region number):

¢ Microsoft Cluster: RxxVBESVCCLUO01
e Microsoft SQL Server: RxxVBESVCSQLO01
At installation, give the passwords for these accounts to the installer.

Terminal Server License Server

VBECS is a Terminal Server application and requires a license. Ensure that there is at least one Terminal
Server License server set up for your domain.
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VLAN

Since VBECS is a medical device, VBECS servers and printers must reside in a VLAN. Do not turn on
the VLAN until installation is complete. Since this is a data center installation, the servers will reside on a
VLAN separate from that of the printers, which reside at the blood bank.

Table 12 details the communication requirements for the VLAN. Figure 148 depicts how VBECS

resides in the network.

Table 12: VBECS Communication Requirements

Servers, Workstations,
Printers

IP Address

Notes

Data center domain controllers

(all), WINS, DNS

See data center network
administrator

Data center WSUS

See data center network
administrator

VHAMASTER WINS

10.3.29.33
10.3.29.34
10.39.129.200

va.gov domain controllers

10.3.21.197
10.3.30.1
10.2.21.27
10.204.1.10
10.3.21.193

med.va.gov domain controllers

10.2.21.26
10.4.229.41
10.3.30.2
10.3.21.194
10.30.20.27

VHAMASTER (vha.med.va.gov)

domain controllers

10.4.229.2
10.5.21.192
10.4.21.192
10.6.21.192
10.2.21.192
10.191.10.7
10.6.197.13
10.1.21.192
10.3.27.33
10.3.21.192
10.224.151.15
10.190.40.20
10.40.198.21
10.63.196.55
10.15.32.250
10.189.77.230
10.222.228.3
10.189.110.3
10.61.192.172
10.61.192.139
10.189.1.1
10.224.151.90
10.208.13.14
10.3.30.25
10.189.37.217
10.189.46.203

VISN WINS

See VISN network
administrator

VISN domain controllers

See VISN network
administrator

Due to DNS “round robining,” all local domain
controllers must be accessible.

July 2010

VistA Blood Establishment Computer Software (VBECS) Version 1.5.0.0

Technical Manual-Security Guide Version 5.0

Page 159



Servers, Workstations,
Printers

IP Address

Notes

VistA

See your network

administrator

MOM

10.3.31.51
10.3.31.52

ePolicy

10.204.9.190
10.254.36.43
10.254.36.45

SMTP support

10.2.27.92
10.3.27.92
10.208.13.3
10.6.27.92
10.252.92.14
10.252.92.15
10.252.93.14
10.252.93.15
10.252.94.14
10.252.94.15
10.252.95.14
10.252.95.15

VBECS workstations

See Appendix: Blood
Bank Configuration
Checklist (installation

guide)

VBECS printers (label and
report)

See Appendix: Blood
Bank Configuration
Checklist (installation

guide)

If the printers reside at the same location as the
servers, just place them in the same VLAN.
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Figure 148: VLAN Schematic

S VBECS Network Schematic

policies may
diciate that the
clients be
contained in a
[VLAN because of
the Remote

Desktop
Connection
software,
Client
workstations (in
r—-——"—" """ |
1 ﬂ
| Windows Services: Active
:L Directory, DNS, Group Policy,
""" WINS, etc.
WVBECS Data
Center VLAN

Microsoft Operations
Manager

ePFolicy

Zebra tag Report printer
printer

VBECS best fits into the domain limited model described in Medlical Device Isolation Architecture Guide.
The system will have to communicate with Microsoft resources on the network as well as centralized
resources such as ePolicy, Microsoft Operations Manager, VistA, and Windows Software Update Services.

WVBECS itself is written in C# .NET and uses SQL Server for its database. Clients will access VBECS
through Remote Desktop Connection.

Ongoing Tasks
Execute the tasks in this section continually.

Back Up the VBECS Database
Back up the VBECS database nightly:
e Back up all folders and files in the \\<cluster name>\d$\Program Files\Microsoft SQL

Server\MSSQL\BACKUP directory.
e Maintain backups for at least seven days.
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VBECS Updates

When the VBECS development team releases a VBECS patch, install the patch in accordance with
instructions supplied by the development team.

Windows Updates

The VBECS development team must test every Microsoft Windows update. Once the development team
is satisfied that the update causes no adverse effects, a VistA information patch in the VBEC (yes VBEC)
namespace will be created by the VBECS. This patch will describe where to obtain the update and how to
apply it. The patch will be released to customers by VA Product Support.

Installation of patches needs to be coordinated with the blood bank manager since most updates require a
reboot.

Installation Time Tasks

Complete the Checklists and Password List

Complete these checklists and password list in the VistA Blood Establishment Computer Software
(VBECS) Installation Guide prior to installation:

o Appendix B: Blood Bank Hardware Checklist: This checklist helps ensure that the correct server
hardware is on-site.

e Appendix E: Server Configuration Checklist: This checklist contains server details such as names and
IP addresses.

e Appendix H: Password List: This list includes passwords for the cluster and SQL server user IDs.

Update the VBECS Server Administrators Group

Refer to the appendices in the VistA Blood Establishment Computer Software (VBECS) Installation Guide
to complete the installation of VBECS:

e Add the installers to the VBECS Server Administrators (RxxVbecsServerAdmins) group. See the
Windows 1Ds of VBECS Installers cell in the Contact Information table of the Server Configuration
Checklist (Appendix E). Upon successful completion, delete the installers from the group.

e Add the executor of the VBECS data conversion to the VBECS Server Administrators group. See the
Data Conversion section of the Blood Bank Configuration Checklist (Appendix).
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Appendix F. Database Conversion Updates

Changes to the VBECS 1.5.0.0 database required Data Transformation Services (DTS) package changes.
Sites performing database conversion must follow these steps to complete conversion on the VBECS
server:

The DTS package confirms the target VBECS database is not in use as configured by the Maintenance
Operation section of the VBECS Technical Manual-Security Guide. The DTS package also checks if a
completed conversion exists in the VBECS database prior to inserting the converted records in the
VBECS database. If either condition is true, the conversion process terminates.

1) To prepare for the execution of the DTS package:
Log onto an account on the VBECS system with Administrator privileges.
Click Start and Run from the Windows taskbar.
Enter cmd in the Run Window. Click OK.
2) To run the conversion:
Enter cd c:\dbconv\dts at the command prompt.
Enter dtsrun /f conversionpackagemultidb.dts at the command prompt. Press the Enter
key.
3) After the DTS package verifies the VBECS database is able to be converted a message displays
(Figure 149) to the user to confirm the conversion settings where:

a) SQL SERVER - Displays the value supplied in the SERVER NAME field of the
DBCONV.INI settings file (e.g. VHAXxxxSQLZ1). This is the target SQL Server
name where conversion will occur.

b) DATABASE - Displays the value supplied in the DATABASE NAME field of
the DBCONV.INI settings file (e.g. VBECS_V1 _PROD). This is the target
database name where conversion will occur

Figure 149: Example of DTS Run Message

VBECS Database Conversion Ig|

»_?/ ‘ou are about ko run conversion on [SOL SERVER]. .[DATABASE]. Are wou sure ywou wank to continue?

wo |

4) Verify the Server and Database names are correct and click Yes to proceed with conversion, if the
settings are incorrect click No to stop the conversion.
Note: If you reply No, repeat the CONV Utilities Used for the Database Conversion section
of Blood Bank Pre-Implementation Data Validation, Mapping, and Conversion LR*5.2*335
ADPAC Guide to correct the Server and Database hame. FTP the files back to the VBECS
server when conversion is complete.
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5) The DTS will run and display (Figure 150) when complete.

Figure 150: Example of Congratulation Message

VYBECS Database Conversion le

V\l’) Congratulations! 32147 Patient Records were converted in [30L SERYER]. . [DATABASE]

Warnings and Notifications Displayed by the DTS Package

The target VBECS database already configured for use:

After the user presses Enter to start the DTS package target database is checked to see if it is in use. An
error message displays to the user if the database is in use and the conversion process terminates (Figure
151).

Figure 151: Database in Use

VYBECS Database Conversion

@ [50L SERVER]. .[DATABASE] cannot be converked,

The database is already in use and running conversion could result in daka loss,

Please contack the WYBECS installation Team

e SQL SERVER - Displays the value supplied in the SERVER NAME field of the DBCONV.INI
settings file (e.9. VHAXxxxSQLZ1). This is the target SQL Server name for conversion.

o DATABASE - Displays the value supplied in the DATABASE NAME field of the
DBCONV.INI settings file (e.g. VBECS_V1_PROD). This is the target database name that
contains existing VBECS data.
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Conversion already executed against target database:

After the user presses Enter to start the DTS package checks the target database to see if a database
conversion has already successfully completed. If a completed conversion is detected, a message (Figure
152) is displayed and the conversion process terminates.

Figure 152: Conversion Already Run Message

VYBECS Database Conversion

@ Conversion was already run against [S0L SERYER]. . [DATABASE].

Please contact the WBECS installation Team

e SQL SERVER - Displays the value supplied in the SERVER NAME field of the DBCONV.INI
settings file (e.g. VHAXxxxSQLZ1). This is the target SQL Server name.

o DATABASE - Displays the value supplied in the DATABASE NAME field of the
DBCONV.INI settings file (e.g. VBECS_V1 PROD). This is the target database name where
conversion has been completed.

Patient name length error:

When the conversion process is running, patient names supplied from VistA are evaluated. The
conversion process terminates and a failure message (Figure 153) appears if any of the following
conditions occur:

e The length of PatientLastName and PatientFirstName is greater than 29.

e The length of PatientLastName, PatientMiddleName and PatientFirstName is greater than 28.
The Patient record will need to be updated on VistA and the files retransmitted to the VBECS server, at
which point the DTS conversion can be started again.

Figure 153: Example of Patient Name Length Failure

o |G WINDOWS  system32' . cmd.exe

DTSRun OnFinish: DISStep_DISExecutefQLTask_4

DTSRun OnStart: DISStep DISExecuteSQLTask_5

DTSRun OnErvor: DISStep DTSExecuteSQLTask 5, Ervor = -21472179080 (8AA40E14>
Error string: Patient names exceed limit for ZRTTEZLYY.HKHUYLUI CETHWE CU
Error source: Microseoft OLE DB Provider for 5QL Server
Help file:
Help context: @

Error Detail Records:

Error: -21472179808 (8@840E14); Provider Errvor: GHHABE <(C358)
Error string: Patient names exceed limit for ZRTTZLYY, KHUYLUI CXTHWE CU
Error source: Microsoft OLE DB Provider for S5QL Server
Help file:
Help context: @A

DTSRun OnFinish: DISStep DTSExecuteSQLTask 5
DTSRun:= Package execution complete.

G dbconusDTE >rundts
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DTS set-up error:
A failure message is displayed and the conversion process terminates (Figure 154) if one of these
conditions occur:

o Required conversion text files are not found.

o DBCONV.INI file contains settings pointing to an invalid SQL Server name.

o DBCONV.INI file contains settings pointing to an invalid database name.

e The user executing conversion does not have sufficient privileges for the database.

Figure 154: DTS Failure Message

VYBECS Database Conversion &|

@ Failure while waiting For final TXT Fil
Flease contact the WBECS installation Team
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Appendix G: Services Allowed to run on VBECS Servers
The following services are permitted to run on VBECS servers.

July 2010

Application Experience Lookup Service
Automatic Updates

Cluster Service

COM+ Event System

Computer Browser

Cryptographic Services

DCOM Server Process Launcher
DHCP Client

Distributed Link Tracking Client
Distributed Transaction Coordinator
DNS Client

Error Reporting Service

Event Log

FTP Publishing Service

HID Input Service

HP Insight Notifier

HP Insight Foundation Agents

HP Insight NIC Agents

HP Insight Server Agents

HP Insight Storage Agents

HP Proliant Remote Monitor Service
HP Smart Array SAS/SATA Event Notificaion Service
HP System Management Homepage
HP Version Control Agent

HTTP SSL

I1S Admin Service

IPSEC Services

Logical Disk Manager

McAfee Framework Service
McAfee McShield
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o McATfee Task Manager

e Microsoft Search

e MOM

e MSSQLSERVER

e Net Logon

e Network Connections

e Network Location Awareness (NLA)

e NT LM Security Support Provider

e Plug and Play

e Pml Driver HPZ12

e Print Spooler

e Protected Storage

e Remote Access Connection Manager
e Remote Procedure Call (RPC)

o Remote Registry

e Secondary Logon

e Security Accounts Manager

e Server

e Shell Hardware Detection

e Simple Mail Transfer Protocol (SMTP)
e SQLSERVERAGENT

e System Event Notification

e Task Scheduler

e TCP/IP NetBIOS Helper

e Terminal Services

e VBECS Services (enabled services depends on site configuration)

¢ Windows Management Instrumentation

e Windows Time

e Workstation

e World Wide Web Publishing Service
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Appendix H: Auditing on VBECS Servers

The following events are audited on VBECS servers. These events may be viewed in Event Viewer logs
(under Administrative Tools).

e Account logon events (Success, Failure)

e Account management (Success, Failure)

o Directory service access (Success, Failure)
e Logon events (Success, Failure)

o Object access (Success, Failure)

e Policy Change (Success, Failure)

e System events (Success, Failure)
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