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Introduction

VBECS is a Blood Bank application that facilitates ongoing compliance with Food and Drug
Administration (FDA) standards for medical devices and enhances the VA'’s ability to produce high-
quality blood products and services to veterans. The system follows blood bank standards, standards of
national accrediting agencies, FDA regulations, and VA policies.

2

3 |? Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all data must
be in accordance with VA security and privacy policies.

2

0T The U.S. FDA classifies this software as a medical device. Unauthorized modifications will render
this device an adulterated medical device under Section 501 of the Medical Device Amendments to the
Federal Food, Drug, and Cosmetic Act. Acquiring and implementing this software through the Freedom
of Information Act requires the implementer to assume total responsibility for the software and become a
registered manufacturer of a medical device, subject to FDA regulations. Adding to or updating VBECS
software without permission is prohibited.

This document describes how the Enterprise Operations (EO) VBE Systems Administrator and VBE
Database Administrator patch VBECS. It describes the steps that must be executed and the arguments that
must be supplied. It specifies how to read output and the actions that must be performed as a result of the
output.

Related Manuals and Reference Materials
¢ VistA Blood Establishment Computer Software (VBECS) 2.0.0 Technical Manual-Security Guide
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Patch Installation Guide Version 1.0




This page intentionally left blank.

January 2015 VistA Blood Establishment Computer Software (VBECS) Version 2.0.0.6 Page 2
Patch Installation Guide Version 1.0



Orientation

How This Installation Guide Is Organized

23y . .
11 Maintain the order of the steps for successful installation.

This guide is organized as follows:

Appendices

Appendix A: Downloading and Verifying the Patch File is completed by the EO VBE System
Administrator.

Appendix B: Installing the VBECS Patch is completed by the EO VBE Database Administrator.

Appendix C: Configuring Internet Explorer for VBECS FTP Use provides guidance for setting up Internet
Explorer options.

Appendix D: Troubleshooting contains examples of troubleshooting messages.

Appendix E: Installation Logs and Database Backup Files contains file details.

Warnings
Outlined text with a caution icon is used throughout the guide to highlight warnings, limitations, and
cautions:

35
i 1 Read and follow these Warnings, Limitations, and Cautions statements.

Screen Shots

Because VBECS is a medical device, screen shots must be captured at verification points throughout the
installation. These screen shots are used to meet regulatory requirements for objective evidence and
documentation.

o (camera) at the beginning of each step that requires a screen capture will identify these points.

To capture a screen shot:

1) When the screen you wish to capture is displayed:
e Press Alt+Print Screen to capture only the screen where the cursor is located.
e Press Print Screen to capture the entire screen.

2) Inthe VBECS 2.0.0.6 Patch Installation Form (commonly referred to as “Patch Installation
Form” throughout this document), place the cursor where you want to insert the screen shot.

3) Press Ctrl + V to paste.

35
11 Screen shots included in this guide are examples only and may not display actual data.
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VBECS Patch Support Team

Problems?

Contact the VBECS Patch Support Team POC listed in the Patch Installation Form for any problems
encountered while patching. Send a copy of the installation log file (see Appendix E: Installation Logs
and Database Backup Files) to the group at VAOITVBECSImplementationSupport@va.gov.

Office Hours (Monday — Friday, 8am — 3pm CT).

Title

Name

Work Phone

Official Cell Phone

Project Manager

Kevin Kania

815.254.0334

630.740.3493

Lead Developer

Carrie Van Stedum

708.777.1293

708.655.9877

Database

Administrator

Kwame Adu-Poku

708.279.4830

260.804.9410

Systems
Administration Carl Jensen 970.744.3105 970.744.3105
Support
Developer Greg Lohse 708.786.5951 630.881.0775
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Diagram 1: Patch Workflow
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VBECS Patch Workflow

Refer to Diagram 1: Patch Workflow for a visual display of the activities.

1 VBECS Project Manager (PM): Initiates a Patch Request
The VBECS PM or designee:

35
L 1 If requesting a patch for the Production environment: VBECS 2.0.0.6 must be installed and

validated in the Test environment before the Production environment can be patched to VBECS 2.0.0.6.

1) Verifies that VBECS 2.0.0.5 is installed and validated in the target environment.

2) Confirms with the blood bank that Patch VBEC*1*54 has been applied to the appropriate
VistA account.

3) Prepares a Patch Installation Form for the EO Build Manager by following the directions at the
start of the form.

4) Sends an email to the VA IT SDE EO EAS VBE Build Management group to create a
Service Request (SR) for the patch, attaching the Patch Installation Form from the previous
step.

2 EO VBE Build Manager: Begins Patch Preparation
The EO VBE Build Manager:

35
L 1 For fields enclosed in brackets (e.g., <VBECS App Server>), refer to the Patch Installation Form

for their intended values.

1) Receives the email with the attached Patch Installation Form and creates an SR.

2) Creates a Change Order (CO) to have the patch installed on the <VBECS App Server> at the
time specified in the <Patch Installation Date>. Records their name and the CO number on
the Patch Installation Form.

3) Creates a request for EO VMware System Administration AITC to take a snapshot of <VBECS
App Server> (snapshots require a 24-hour advance notice).

4) After receiving confirmation that the snapshot has completed, checks the box in the Patch
Installation Form.

5) Saves and attaches the working Patch Installation Form to the CO.

6) Notifies the VBECS Patch Support Team to verify the <Environment> specified in the Patch
Installation Form is ready to proceed.

@ The patch will fail if Step 6 is skipped and the patch environment is not verified by the VBECS
Patch Support Team.

7) Waits for a response from the VBECS Patch Support Team that the patch process can proceed.

8) Assigns the CO to an EO VBE Systems Administrator and EO VBE Database Administrator
instructing them to continue with Section 3 of this guide.
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3 EO VBE System Administrator (SA): Readies the App Server
The EO VBE SA:

35
L 1 For fields enclosed in brackets (e.g., <VBECS App Server>), refer to the Patch Installation Form

for their intended values.

1) Retrieves the Patch Installation Form from the CO and records their name on it.

2) Adds the assigned EO VBE DBA or DBA group to the local Administrators group of the
<VBECS App Server> to be patched.

3) Places Systems Central Operations Manager (SCOM) into Maintenance Mode for <VBECS
App Server>.

4) Completes Appendix A: Downloading and Verifying the Patch File.
5) Saves and attaches the Patch Installation Form to the CO.
6) Notifies the EO VBE DBA to complete Section 4 of this guide.

4 EO VBE Database Administrator (DBA): Installs the Patch
The EO VBE DBA:

233 . . . . .
L 1 For fields enclosed in brackets (e.g., <Environment>), refer to the Patch Installation Form for their
intended values.

1) Retrieves the Patch Installation Form from the CO and records their name on it.

2) Determines which SQL AlwaysOn server is Primary; if Server A is not Primary, performs a
manual failover to make Server A the Primary replica for all Availability Groups [refer to the
Applying Updates to VBECS SQL Server System section of VBECS 2.0.0 Technical Manual-
Security Guide].

3) Completes Appendix B: Installing the VBECS Patch for the <Environment> specified in the
Patch Installation Form.

4) Saves and attaches the completed Patch Installation Form to the CO.
5) Notifies the EO VVBE Build Manager to complete Section 5 of this guide.
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5

EO VBE Build Manager: Reviews the Patch Documentation

The EO VBE Build Manager:

233

L 1 For fields enclosed in brackets (e.g., <VBECS App Server>), refer to the Patch Installation Form
for their intended values.

1)

2)

3)
4)

6

Notifies the EO VBE SA to do the following:
¢ Remove SCOM from Maintenance Mode for <VBECS App Server>.
¢ Remove the DBA’s local administrative permissions from <VBECS App Server>.

Reviews the completed Patch Installation Form and verifies that all EO actions are recorded. If
any problems (failures or incomplete documentation) or deviations are encountered, notify the
VBECS Patch Support Team immediately for further instruction.

Completes the Review section of the Patch Installation Form.

Prints, scans and emails the completed Patch Installation Form to the VBECS Patch Support
Team (VAOITVBECSImplementationSupport@va.gov).

VBECS Project Manager (PM): Notifies the Blood Bank

The VBECS Project Manager or designee:

1)

2)

3)

Notifies the blood bank their <VBECS App Server> has been successfully patched to 2.0.0.6
and to verify the system by placing, accepting and resulting one test order.

Files a copy of the completed Patch Installation Form on the appropriate SharePoint folder and
in the Project Document Storage System.

Changes the final workflow task of the CO to completed. This completes and closes the CO.
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Glossary

Acronym, Term
AITC

CA

(6{0)

DBA

EO

FDA

FTP

NMEA

Remote Desktop Connection
(formerly Terminal Services)

SCOM
SR

VA
VBE
VBECS

VistA

January 2015

VistA Blood Establishment Computer Software (VBECS) Version 2.0.0.6

Definition

Austin Information Technology Center.
CA Service Desk Manager.

Change Order.

Database Administrator.

Enterprise Operations.

Food and Drug Administration.

File Transfer Protocol.

Non-eMail Enabled Account, meaning that these accounts are for
admin use only and do not have an email account associated with
them.

The connectivity tool used to access VBECS on the server.

Systems Center Operations Manager.

Service Request.

Department of Veterans Affairs.

Enterprise Operations project name for VBECS.
VistA Blood Establishment Computer Software.

Veterans Health Information Systems and Technology Architecture.
VistA software, developed by the VA, is used to support clinical and
administrative functions at VA Medical Centers nationwide. VistA is
composed of packages that undergo a verification process to ensure
conformity with name spacing and other VistA standards and
conventions.
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Appendices

Appendix A: Downloading and Verifying the Patch File
Prerequisites for VBECS FTP Download:

e You must be an administrator on <VBECS App Server>.
e You must be a member of VA IT SDE EO EIS Wintel Admins All (AITC) with an email-enabled
account.
Once the above prerequisites are met:
1) On aremote desktop connection to <VBECS App Server>, open Windows Explorer.

2) Inthe Address field, type ftp://10.3.9.181:20001 (Figure 1) and press Enter. If you encounter
problems accessing the FTP site, contact the VBECS Patch Support Team.

Figure 1: Connecting to VBECS FTP Site
B*10.3.9.181 [_ O]

]| Search 10.3.9.181

Organize B - 0
e —
1 Libraries

= D t
% oCUmMeEnts LI

3) On the Log On As dialog, enter your domain and Windows user account and password and
click the Log On button (Figure 2).

33
1 1 Note: NMEA (Non-eMail Enabled Account) accounts cannot be authenticated by the FTP server, so

you must access the FTP site using an email enabled Windows user account.

Figure 2: Example of FTP Log In

Log On As E

Either the server does not allow anonymaous logins or the e-mail address was not
accepted,

FTP server: 10,3.9.1581

User name: I Yadomainuserame j
Password: I Ooooooooo|

After you log on, ¥ou can add this server to your Favarites and return to it easily,

& FTP does not encrypt or encode passwords or data before sending them ko the
server, To protect the security of your passwords and data, use Web Folders
(‘WebDAY) instead.

Learn more about using Web Folders,

™ Log on anorymously ™ Save password

Log ©n I Cancel
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@ If access problems are encountered, contact the VBECS Patch Support Team. Do not proceed until
the issue is resolved.

4) Copy the VBECS_Patch_2.0.0.6_011215.zip file to the C:\temp directory.

233 . . . .
L1 If you encounter the "Your current settings do not allow you to download files from this location'
error, see Appendix C: Configuring Internet Explorer for VBECS FTP Use for instructions on how to
resolve this problem.

5) Right-click on VBECS_Patch_2.0.0.6_011215.zip and select Extract All.

6) After the Extraction Wizard opens, uncheck Show extracted files when complete and click
Extract (Figure 3).

Figure 3: Extracting the VBECS Patch File

‘ Extract Compressed (Zipped) Folders E

k ) 1, Eutract Compressed (Zipped) Folders

Select a Destination and Extract Files
Files weill be extracted to this folder:

I Cihvternp\WEBECS_Patch_2.0.0.6_011215 Browse,.. |

[~ Show extractad files when complete

E:xkract I Cancel |

7) In Windows Explorer, right-click on the newly created VBECS_Patch_2.0.0.6_011215 folder
and select Properties.
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8) In the folder properties window (Figure 4), verify:
e Sizeis45.0 MB (47, 210, 792 bytes)
e Contains 152 Files, 21 Folders

Figure 4: Example of VBECS Patch Folder Properties
.. YBECS_Patch_2.0.0.6_011215 Properties H

Gereral | Sharingl Securit_l,.ll Previous Yersions I Eustomizel

| IVBEES_F’atch_E.D.D.E_D'I 1215

Type: File folder [.6_011215]

Location: C:htemp

| Size: 45.0 MB [47. 210,732 buytes) I

Size on disk:  45.2 MB [47 427 584 hytes)

| Contairs: 152 Files, 21 Folders I

Created: Today, Januar 12, 2015, 1 minute ago

Aftributes: [¥ Read-only [Orly applies to files in foldert

[ Hidden Advanced... |

QK I Cancel | Apply |

@ If the number of files and number of bytes do not match, stop and contact the VBECS Patch Support
Team. Do not proceed until the issue is resolved.

D After verifying that the contents match Figure 4, capture a screen shot of the

VBECS_Patch_2.0.0.6_011215 Properties window and insert it into the Patch Installation
Form.

10) Click OK to dismiss the Properties window.

11) Select the VBECS_Patch_2.0.0.6_011215.zip file, and while holding down the Shift key,
press the Delete key. Click Yes to confirm file deletion.

12) Return to Section 3 Step 5 and continue.
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Appendix B: Installing the VBECS Patch

35
1 1 Plan to execute the VBECS patch when no active users are on the servers. The patch will identify any

user connections found at the time the patch is started.

35
{1 Do not run any additional applications on the server while the patch is executing.

1) On aremote desktop connection to <VBECS App Server>, open Windows Explorer and
navigate to C:\temp\VBECS_Patch_2.0.0.6_011215.

2) Double-click the prepare.bat file. Shortcuts for prod and test are created (Figure 5).

35
{1 For Environments where Production databases have not been migrated for the <VBECS App

Server>, only test shortcuts will be created.

Figure 5: Example of Patch Shortcuts

B vBECS_Patch_2.0.0.6_011215 M= E3
g( _)v| .~ Computer + Local Disk (C:) - temp ~ VBECS_Patch_2.0.0.6_011215 - ~ |23 | search veeCs_Patch_2.0.0.6_011215 D]
Organize *  Indudeinlibrary +  Sharewith * Burn  Mew folder R m ﬂ

= N ) ;
'+ Favorites 21  MName Date modified | Type | Size | |
B Desktop | config 1/10/2015 1:48 FM File folder
& Downloads . nant 1/10/2015 1:52 FM File folder
Tl recent Pl
a RecEntriaces | pateh_bins 1/10/2015 1:48PM  File folder
| patch_sql 1/10,/2015 1:45 FM File fold
7 Libraries path_sa 10/ e Tolaer
3 Documents . scripts 11042015 1:48 PM File folder
,J”. Music . utils 11042015 1:48 PM File folder
=] Pictures prepare 1/9/2015 3:57 PM Windows Batch File 1KB
B videos || prepare 1/10/2015 1:48 FM Text Document 3KB
-~ @ Prod 1/10,/2015 1:4% FM Shortout 2KB
1M Computer
— B Test 1/10,/2015 1:4% FM Shortout 2KB
€l Network LI
10 items

3) Double-click the shortcut for the <Environment> specified in the Patch Installation Form.
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4) Verify all information displayed in the VBECS Patch window against the Patch Request
Information table of the Patch Installation Form. Enter any contact information displayed as
([NotFound]) before continuing (Figure 6).

e Contact Name — enter your full name.
e Contact E-mail — enter your email address.
e Contact Phone - enter your telephone number.

@ If any of the information presented does not match the Patch Installation Form, stop and contact
the VBECS Patch Support Team. Do not proceed until the issue is resolved.

Figure 6: Example of VBECS Patch Window
-]

Main |

<Environment>
2005

2.0.0.6
RO5ISHVNMNVEBEP 1
<VBECS Database>

<VBECS App Server>
SQL Primary Replica RO5ISHSGLVBEPR1
Bl VBECS Patch
Contact Name Installer, Pat
Contact E-mail Pat _Installer@va.gov
800.555.1212
Contact Phone

Your Telephone number. Recorded in the patch output log.

E---&ﬁ WBECS Patch Process

ol Verfy cument database version
Create database backups
Patch VBECS database objects
Patch VBECS application files

Close | St |

w0 Capture a screen shot of the VBECS Patch window and insert it in the Patch Installation
Form.

6) Click Start.

5)
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35

L 1 If the patch detects abnormalities with your system environment, you will be presented with
additional screen prompts not described in this section. Consult Appendix D: Troubleshooting for further
information on how to proceed.

7) A prompt to verify that all required VistA patches are installed appears (Figure 7).
Figure 7: Example of VistA Patch Required Message
VBECS Patch
=% Before the VBECS patch can be applied, the following VistA

! patches are reguired:
= VBEC*1*54
Click YES if these patches are installed in VistA Test and you are

ready to continue.
Click NO to cancel the VBECS patch installation.

8) Click Yes only if the VistA Patches box on the Patch Installation Form is checked; otherwise,
click No and consult the VBECS Patch Support Team.

9) A prompt to verify that a VM snapshot of <VBECS App Server> has been taken is displayed
(Figure 8). Consult the EO Build Manager section of the Patch Installation Form to verify a
snapshot has been completed.

o Click No if the checkbox is not checked, and contact the EO Build Manager.
e Click Yes only if the snapshot box is checked.
Figure 8: Example of VBECS Patch: VM Snapshot Required

@™ VBECS requires a VM snapshot of ROSISHNICAPP 1 before the
L !l patch can be applied.

Click YES if a WM snapshot has been taken and you are ready to
continue,
Click MO to cancel the VBECS patch installation.
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10) If any existing user connections are detected, you will receive the following prompt (Figure 9).
Click Yes to continue after verifying with the EO Build Manager that the users have been
notified of the patching process.

Figure 9: Example of VBECS Patch: Review Connected Users

¥BECS Patch I

F % Please review all connected users and confirm that wou want ko
'-.\ ‘.-' end their session.
= Sessions [ROSISHAPPYEBE4]:
SID [NETY {sys) O
(sws) 1
- 22 YHAISHKozloDO
Mo information is avallable.-= 24 vhaishvansto
(ISH-LT7WANSTEDC)
User names: van Stedum, Carrie
e-mail: Carrie.VanStedum@va.gowv
phone: 708-777-1293
- Z7 whaishadupok (ISH-LT7KWPOKL)
User name; Adu-Paoku, Kwarne
e-mail: Kwame, Adu-Poku@ea,goy
phone: 708-279-4630
(svs) AE536

Selecting ves will end the session and continue patching.

11) Refer to Figure 10 for the following:

e A green “patch is working” animation (TEEEEETEN) in the bottom left of the VBECS Patch
window will be in motion while the patching is in progress.

e Ablue progress bar (HENNREEREERER) will increment based on the overall patch progress.

o VBECS Patch Process displays checkpoints in the patching routine. A green check mark Y
indicates that the process step completed successfully; a # indicates a failure.

@ If the patch fails to successfully complete within 10 minutes, contact the VBECS Patch Support
Team immediately. Do not stop the patch process and do not release VBECS for use until the issue is
resolved.

Figure 10: Example of a Running VBECS Patch
|

ANNEENNEENEENEREEEEEER overall nstall Progress |

Er-/% VBECS Patch Process ™ |
J Verify cument database version

g Create database backups

----- »J Patch VBECS database objects

o Patch VBECS application files

TTRRIEERENE Patch is Working
[||||||||||| ]

12) If all checkpoints complete, “The VBECS Patch process completed successfully” message
displays.
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@ If a Patch Failure message is displayed, refer to Appendix D: Troubleshooting. If no solution to the
failure message is found, contact the VBECS Patch Support Team immediately. Do not proceed or
release VBECS for use until the issue is resolved.

233 . . I . .
L 1 By design, there may be non-fatal errors and warnings within the log file output. Ignore warnings
and non-fatal errors upon successful completion of the VBECS Patch process.

13) If the patch completed successfully, enter today’s date on the Patch Installation Form.
14) Click Close to close the VBECS Patch success message.

15) Click Close on the VBECS Patch window to exit the application.

16) Using windows explorer, navigate to C:\temp.

17) Select the VBECS_Patch_2.0.0.6_011215 folder, and while holding down the Shift key, press
the Delete key. Click Yes to confirm folder deletion.

18) Check the box in the Patch Installation Form.
19) Log off the <VBEC App Server> remote desktop connection.
20) Return to Section 4 Step 4 and continue.
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Appendix C: Configuring Internet Explorer for VBECS FTP Use
On the VBECS Application Server:
1) Click Start: type internet options and select the top menu item that displays (Figure 11).

Figure 11: Example of Internet Explorer Window

Internet Options

0 Allow @ program through Windows Firewall
Block or allow pop-ups

L
L+ Connect to a network

+- See more results

Iinternetu:uptiu:uns| Log off >|

2) Select the Security tab: select Trusted sites and click Sites (Figure 12).
Figure 12: Example of Internet Explorer Internet Options Security Tab

‘General Security IPrivacy I Conbentl Connections I Programs I Advanced I

Internet Options

Internet

Trusted sites =
ites |
"? This zone contains websites that you =

"W trustnot to damage your computer or
your files.

Use current Use default Use blank

Browsing history

Delete temporary files, history, cookies, saw

passwords,
v ,-' and web form information.

[™ Delete browsing history on exit r Security level for this zone
Allowed levels for this zone: All
Delete... I
_ - Medium
Search I - Prompts before downloading potentially unsafe
~ . content
é}- A CimgEsEEn s ﬂl -_I_I- - Unsigned ActiveX controls will not be downloaded
Tabs - ;
Change how webpages are displayed in Settings | [~ Enable Protected Mode (requires restarting Internet Explorer)
| tabs. Custom level... Default leyvel |
Appearance
Reset all zones to default level |
Colors | Languages | Fonts | Accessibility |
oK I Cancel I ApEly | OK I Cancel | Apply |
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3) Make sure Require server verification... is unchecked. Enter ftp://10.3.9.181 and click the
Add button (Figure 13).

Figure 13: Adding VBECS FTP to the Trusted Sites

Trusted sites

& You can add and remove websites from this zone. All websites in
-,«" this zone will use the zone's security settings.

Add this website to the zone:

| ftp:/f10.3.9.181

Websites:

Bemowve |

[~ Require server verification (https:) for all sites in this zone:

ot =

4) Click Close and click Custom level.
5) Scroll down and verify that Downloads, File download is Enable. Click OK (Figure 14).

Figure 14: Security Settings-Internet Zone

:& Security Settings - Trusted Sites Zone

~Setkings
F —————
,9'3 Dowrloads

,3-'3 File download

) Disable

&% Font download
) Disable
{*) Enable J
) Prompt
,9'3 Enable \MET Framework setup
{0 Disable
{*} Enable
|| Miscellaneous
|| Access data sources across domains
{®) Disable
O Enable

™ Pracmnt hd
a | »

*Takes effect after you restart your computer

~Reset cusktorn settings

Resetto:  [edium (default) =l Reset... |
oK I Cancel |

6) Click OK to close the Internet Properties windows.
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Appendix D: Troubleshooting

Error Example Screen Shot and Solution

Message

A Security Security Alert

Alert is i E
\r;ﬁ;vm 'our current secunity zettings do not allow pou to
attempting to ?. download files from this location.

download

from the FTP
site.

]9

Solution:
Follow the instructions detailed in Appendix C: Configuring Internet Explorer for VBECS FTP Use
and retry the FTP connection.

The Start
button of the
VBECS patch
is disabled.

EI---&5 WBECS Patch Frocess

; J Werify curent databaze version
J Create database backups

4 Patch VBECS database objects
e Patch WVBECS application files

([T Clos Stat

Solution:
This is normal. The Start button is disabled while the patch is running and after the patch completes.

Users Remote

Remote Desktop Connection X
Desktop
Connection ,"/ ) our Remote Deskbop Services session has ended.
was L7
terminated by " You were logged off the remote computer, Your nebwork adminiskrator or another user might have
the patch. ended your session, Try connecking again, aor contack technical suppart Far assistance,
Help |
Solution:
This is normal. The patch terminates all opened remote desktop connections to the application
server. No users are allowed on the system during patching.
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Error Example Screen Shot and Solution
Message
The patch
was denied . L _ ) _
access to an [:8] Flease contact VBECS support for a determination on how to proceed and indude the following details:
application = C:\temp\WBECS_Patch_2.0.0.5_013113\scripts\update. build. xml(252, 10):
file. Cannot copy 'C:‘I,temp‘l,\a'EECS_PatdLIZ.O.U. 5_0131_:1,3‘|patd'1_bins‘l,\.|'EECS.d1m' to 'C:\,?rogram File_s‘l,h"ls_t.i'-\‘l,h"BECS Prod\WBECS.chm'.
The process cannot access the file 'C:\Program Files\VistA\WBECS Prod\WBECS. chm' because it is being used by another process,
Close
Solution:
Close the identified file being accessed by a user and restart the patch.
Ensure that no users are connected to the application server.
The patch
detected
active W% C:\temp\WBECS Patch_2.0.0.5_013113\scripts\update. build.xml{121, 14):
database '-,8-'
connection(s) — ERROR: All connections to the |I|daiﬁbase must be terminated before patching.
The following database connections were found:
User Login Server SPID
2 [ 3
Close |
Solution:
Close the identified connection/application and restart the patch.
Use the information contained in the message to identify the user/machine connected to the
database:
1. VBECS database name where the connection was found.
2. User Windows ID of the connection.
3. Server where the database connection exists.
4. SQL Process ID.
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Error Example Screen Shot and Solution

Message

A problem YBECS Patch Failed %]

occurred

‘t"r’]h"g ”Eda“”g #®y  Ciitempivbecs-patch-2,6-2,0.0.5lscriptsiupdate. build xmi(144, 10):

e SQ I | External Program Failed: C:itemplvhecs-patch-2.6-2.0,0.51 ki) SOLCMD.EXE (return code was 643

database. k.
Solution:
Use SQL Server Management Studio to verify on the Dashboard that all replicas are online and
running and the Primary Replica is Server A. If the problem persists contact the VBECS Patch
Support Team.

The wrong VBECS Patch Failed

patch is being
executed for
the current
VBECS build.

IQI C:\temp\WBECS_Patch_2.0.0.5_013113\scripts\update. build, xml (105, 10):
b The VBECS build number retrieved from the
3 atabase does not match the build number
this patch was intended for| 2
VBECS patch process cannot continue,

Close |

Solution:
Verify you are using the correct patch for your build.
Use the information displayed in the message to identify where the problem lies and contact the
VBECS Patch Support Team.
1. Build number found in the VBECS database.
2. VBECS Build number the patch is designed to update (<VBECS Build Source>).
3. VBECS database name (<VBECS Database>).
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Appendix E: Installation Logs and Database Backup Files

The patch installation creates a database backup before any changes are made. In addition, the patch also
creates a log file containing the details of the patch execution.

The VBECS databases are backed up in the H:\AG\PatchBackups\VBECS_2.0.0.5_to_2.0.0.6 folder on
the SQL Primary Replica (at the time of patching).

The database backup files are created with the following naming convention:
VBECS_SSS_<Environment>_<yyyymmdd>_<hhmm>.BAK and
VBECS_SSS_<Environment> MIRROR_<yyyymmdd> <hhmm>.BAK as file name where:

= <SSS> represents the Site Code.

= <yyyymmdd> represents the date the patch began execution.

= <hhmm> represents the hour and minute the patch began execution.
For example, VBECS_AUS_TEST_20150731_1517.BAK and
VBECS_AUS_TEST_MIRROR_20150731_1517.BAK

Patch logs are stored on the application server under D:\Prod Logs\Patch or D:\Test Logs\Patch, depending
on the <Environment> being patched.

The patch installation log file name is created with the following naming convention:
VBECS_<mmddyy>_2.0.0.5_to_2.0.0.6_hhmm.log
o <mmddyy> represents the date the patch began execution.
e <hhmm> represents the hour and minute the patch began execution.

For example, VBECS_081214 2.0.0.5_to_2.0.0.6_1251
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This is the last page of VistA Blood Establishment Computer Software (VBECS) Release 2.0.0.6
Patch Installation Guide.
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