SECTION 16727�MOTION INTRUSION DETECTION (MID) SYSTEM


SPEC WRITER NOTE:


1.	Delete between // ___ //if not applicable to project. Also delete any other item or paragraph not applicable in the section and renumber the paragraphs.


2.	System is required in pharmacy, agent cashier, canteen retail store, canteen storerooms, canteen managers office, supply service warehouse, and other locations as defined by the DVA. Refer to VHA Program Guide.





PART 1 - GENERAL


1.1 DESCRIPTION


A.	This section specifies the furnishing, installation, and connection of the Motion Intrusion Detection (MID) system.


B.	The system shall consist of interior space sensors, control communicators, keypad(s), batteries, audible signaling devices, and communications interface devices.


1.2 RELATED WORK


Section 16050, BASIC METHODS AND REQUIREMENTS (ELECTRICAL): General electrical requirements and items that are common to more than one section of Division 16.


B.	Section 16111, CONDUIT SYSTEMS: Conduits, fittings, and boxes for raceway systems.


C.	Section 16127, CABLES, LOW VOLTAGE (600 VOLT AND BELOW): Low voltage power and lighting wiring.


D.	Section 16450, GROUNDING: Requirements for personnel safety and to provide a low impedance path for possible ground currents.


1.3 SUBMITTALS


A.	Submit in accordance with Section 16050, BASIC METHODS AND REQUIREMENTS (ELECTRICAL).


B.	Shop Drawings:


1.	Sufficient information, clearly presented, shall be included to determine compliance with drawings and specifications.


2.	Include motion sensor area coverage calculations, taking into consideration the room obstructions, fixtures and equipment shown on the Architectural Drawings.


3.	Drawings shall clearly and completely indicate the function of each component of the MID.  Indicate termination points of devices and indicate interconnections required for operation of the system.  In addition, provide a layout drawing which shows spacing of components, location, and details of mounting and positioning.


4.	Overall system schematic shall indicate the sequence of operation, the relationship of integrated components on one diagram, and show power source, system controls, plus number, size, identification, and maximum lengths of interconnecting wires.


C.	Manuals:


1.	Provide complete maintenance and operating manuals including technical data sheets and overall system schematics. Two weeks prior to the final inspection, submit four copies of the above data to the Resident Engineer.


D.	Certifications:  Two weeks prior to final inspection, submit four copies of the following to the Resident Engineer:


1.	Certification that the materials are in accordance with the drawings and specifications.


2.	Certification, by the Contractor, that the complete installation has been properly installed, tested and adjusted.


1.4  APPLICABLE PUBLICATIONS


A.	Publications listed below (including amendments, addenda, revisions, supplement, and errata) form a part of this specification to the extent referenced. Publications are referenced in the text by the basic designation only.


B.	National Fire Protection Association (NFPA):


70-2002	National Electrical Code (NEC)


C.	Underwriters Laboratories, Inc. (UL):


464-1996	Audible Signal Appliances


609-1996	Local Burglar Alarm Units and Systems


634-2000	Connectors and Switches for Use with Burglar Alarm Systems


639-1997	Intrusion Detection Units


681-1999	Installation and Classification of Burglar and Holdup Alarm Systems


1635-1996	Digital Alarm Communicator System Units


PART 2 - PRODUCTS


2.1 GENERAL


	Shall be in accordance with NEC UL, as specified and as shown on the drawings.


2.2 system functional requirements


A.	Detection:


1.	System shall consist of sensors to detect intrusion attempts.


2.	Provide and adjust sensors so that coverage is maximized without mutual interference inside the protected area.


B.	Alarm Detection and Reporting: The MID system shall collect, communicate, and display a minimum of //8// //  // programmable zone alarms. When a sensor zone includes multiple detection devices, the system shall maintain the capability to maintain individual detection devices in an alarm state. A single alarm shall be annunciated within approximately 2 seconds after sensor activation.


C.	Intrusion Detection Alarms: The system shall sense and respond with local and remote visible and audible signals the activation of detection sensors.


D.	Tamper:


1.	System and component enclosures or cabinets shall be provided with covers having spring-loaded corrosion-resistant electrically-supervised tamper switches. Tamper switches shall be inaccessible until the switch is activated, shall be held closed by the protected door or cover, and be wired to break the supervised circuit when the protected door or cover is disturbed.


2.	Tamper alarms shall be clearly distinguishable from intrusion detection alarms.


E.	Fail-Safe:


1.	Provide a fail-safe capability in critical elements of the MID system, which will include but not be limited to monitoring the communication link integrity and provided self-test. When diminished functional capability is detected, the system shall annunciate a fault.


2.	Fail-safe alarms shall be clearly distinguishable from intrusion detection alarms.


F.	Line Fault:


1.	The MID system communications link shall be provided with an active method of line fault detection.


2.	Line fault alarms shall be clearly distinguishable from intrusion detection alarms.


G.	Power Loss: The MID system shall have the capability to detect when a critical component experiences temporary or permanent loss of power.  The system shall annunciate the component which experienced the power loss.


H.	Electrical Power: Power requirements shall be 115 VAC from a dedicated, lockable circuit breaker in branch circuit panelboard, transformed through a two-winding isolation transformer and rectified to low-voltage DC. AC power shall be continuously monitored, and if interrupted shall be automatically switched to a backup source without interruption or degradation of MID system function. Upon restoration of normal power, the system shall automatically switch back to the AC power source.


I.	Backup Power: Provide dedicated batteries in the MID system control and communication cabinet. Batteries shall be capable of providing continuous system operation for up to // 4// //  // hours of normal operation without recharge.


SPEC WRITER NOTE: Select the type sensors required for the project. Delete //    // if not applicable to the project.





2.3 COMPONENTS


A.	Component Enclosures:


1.	Annunciator housings, power supply enclosures, sensor control and terminal cabinets, control communicators, wiring gutters, and other component housings, collectively referred to as enclosures, shall be formed and assembled to be sturdy and rigid.


2.	Doors and covers shall have ventilation openings as necessary.  Provide doors with a single lock.  Covers of junction boxes provided to facilitate initial installation of the system shall be held in place by tack welding, brazing, or one-way screws.


3.	Unless otherwise indicated, enclosures shall be designed for wall mounting.  Mounting holes shall be in positions which remain accessible when major operating components are in place and the door is open, but shall be inaccessible when the door is closed.


B.	Interior Space Sensors:


1.	Passive Infrared (PIR) Sensors: Sensors shall detect intruder presence by monitoring the level of infrared energy emitted by objects within a protected zone. Sensor shall initiate an alarm upon observing increased or fluctuating infrared energy caused by the presence and motion of an intruder whose temperature is as little as 1.6 degrees C (3 degrees F) different from the background temperature. Sensor shall be sensitive to infrared energy emitted at wavelengths corresponding to the human body and other objects at ambient temperatures. Detection pattern for wall-mounted sensors shall be 15 m by 15 m (50 ft by 50 ft), unless otherwise indicated.  Detection pattern for ceiling-mounted sensors shall be 6.28 rad (360 degrees), unless otherwise indicated. Sensor shall alarm if an intruder moves within the area of protection more than 1525 mm (5 feet) at a velocity of 30 mm per second (0.1 foot per second), and one step per second, assuming 150 mm (6 inches) per step. Detection sensitivity shall be irrespective of the direction of motion. Sensor shall also alarm at velocities faster than 30 mm per second (0.1 foot per second), up to 3050 mm per second (10 feet per second). Sensor shall not alarm in response to general area thermal variations. Sensor shall have RFI and white light immunity. Sensor shall be housed in a tamper-alarmed enclosure.


C.	Sensor to Control Communicator Supervision: Provide hardwire direct current line supervision for sensor to control communicator links which are within the MID protected area. Circuit shall be supervised by monitoring changes in the current that flows through the detection circuit. Supervision circuitry shall initiate an alarm in response to opening, closing, shorting, or grounding of the conductors.


D.	Control Communicator Hardwire Link: The control communicator to central alarm reporting processor communications link shall operate over a maximum of //2// //4// //____// standard voice grade telephone leased or proprietary lines. Telephone lines shall be provided by the Government.


E.	Control Communicators:


1.	Control communicator shall conform to UL 609.  Communicator shall provide for connection and control of MID sensors and shall report status to multiple function keypads //and// //existing// //central alarm reporting unit//. Provide control communicator in a locked enclosure that is tamper protected so that openings cannot be created to defeat the system.


2.	Each control communicator shall provide power and data interfaces to and control of a group of up to //8// //12// //____// sensor zones and shall perform the following functions:


a.	Continuously monitor the status (secure or alarm) of sensor zone status outputs connected to each control communicator zone input by monitoring the current through the end-of-line resistor.


b.	Continuously supervise lines connecting each sensor zone status output to each control communicator zone input.


c.	Retain activated sensor zones in memory. Display activated sensor zones. Require a command to be entered on keypad to clear memory.


3.	Features:


a.	Multiple function keypad, suitable for remote mounting from the control communicator and having light emitting diode (LED) or liquid crystal display (LCD) readout of alarm and trouble conditions by zone. Alphanumeric English language display, with keypad programmability, and EE-PROM memory are preferred.


b.	Trouble indications distinguishable from intrusion alarms.


c.	Minimum of four zones selectable as entry and exit or interior follower (time delayed interior zone when entry is gained through normal entry and exit point).


d.	Complete system test activated at the keypad.


e.	Capability for opening and closing reports to remote monitoring location.


f.	Adjustable entry and exit delay times.


g.	Integral battery charger.


h.	Rechargeable 6 ampere-hour minimum sealed lead-acid battery.


i.	Minimum of two relay outputs, fused.


j.	Siren/bell output, fused and supervised.


k.	Capability for a minimum of two multiple function keypads.


l.	Capability to shunt or bypass selected interior zones while arming perimeter protection and remaining interior zones.


m.	Capability for a minimum of seven assignable pass codes, keypad programmable from suppressed master code.


F.	Siren: Provide 30 watt, 8 ohm speaker and siren driver rated for 6 to 12 volts DC and having two distinct sound outputs. Siren shall produce a sound level output of 80 dB (min) to 90 dB (max) within the protected area.  Siren shall conform to UL 464 and UL 609, as applicable.  Provide siren in metal enclosed, weather-resistant box having tamper switches on front cover and on back of box.


PART 3 - EXECUTION


SPEC WRITER NOTE:  Coordinate drawings and ensure system is shown and room numbers are entered below.





3.1 INSTALLATION


A.	Install in accordance with the NEC, and as shown on the drawings.


B.	Install all wiring in conduit.


C.	Locate the motion intrusion detectors in //Pharmacy//Room(s) _____ //, Agent Cashier Office// Room(s) _____ //, Canteen Retail Store// Room(s) ____ //, Canteen Manager's Office // Room(s) ____ //, Supply Service Warehouse//Room(s) ___//, and //other room(s) ____.


D.	Locate the control communicator in the Security Unit Operations Room // ____ //.


E.	MID Operation Test:


1.	Test shall ensure that the requisite degree of intrusion detection is provided. Initially, test each sensor and subsystem component individually. When the function of each component within a particular subsystem, such as each sensor within a particular zone, is verified, certify that the subsystem of the entire MID has satisfactorily met the specifications.  Test each subsystem similarly until each detection zone has been certified.  When subsystem certification is complete, test the entire integrated system to ensure that subsystem elements are compatible and function as a complete system. The integrated system test shall be accomplished in linear fashion, end-to-end, and shall verify that each simulated intrusion performed within each detection zone produces an appropriate alarm or signal, and that alarm is correctly annunciated at the keypad (and central station receiver). Provide for approval, not later than 30 days prior to formal inspection and test, a detailed operational test plan of how each component, subsystem, and entire IDS will be tested.  When tests are complete and corrections made, submit a signed and dated certificate with a request for formal inspection and tests.


2.	Operational tests shall be witnessed by the Resident Engineer.  Notify Resident Engineer // 24 // //  // hours in advance of tests.


F.	Training Maintenance and Operating Personnel:  Furnish instruction for operating staff in system operation and troubleshooting and preventive maintenance procedures.  Instruction shall consist of // one // // ____ // man-day(s), 8 hours per day, and shall be held during normal working hours. Commence instruction after the system is fully operational, and complete the instruction prior to system acceptance and turnover to the Government.


G.	Adjustment / Alignment / Synchronization / Cleaning: Subsequent to installation, clean each system component of dust, dirt, grease, or oil incurred during installation or accrued subsequent to installation from other project activities. Prepare for system activation by following manufacturer’s recommended procedures for adjustment, alignment, or synchronization. Prepare each component in accordance with appropriate provisions of the component’s installation, operations, and maintenance manuals.


3.2 SPARE PARTS


	Furnish two spares of each type of sensor provided.


- - - E N D - - -
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