INSTRUCTIONS for 

DECLARATION OF HIPAA DE-IDENTIFICATION

for Research
Atlanta VA Healthcare System

Protocol Title: 

IRB Protocol Number: 

Principal Investigator: ______________________________
Phone: _________________

Contact Person (if different from PI): _____________________
Phone: _________________

If you are a researcher using de-identified health information, you must complete either section I. or II. of this form and submit it to the SIO. 

1. HIPAA recognizes two ways of establishing that a study is using de-identified information, and therefore outside the requirements of HIPAA:

a. Through removal of the 18 identifiers listed on the Declaration: Section I, Safe Harbor De-identification or

b. Through a documented statistical analysis: Section II, Statistical Analysis De-identification.

2. Sign the section that applies to your study.

If you have questions regarding this HIPAA requirement or this form please contact the SIO Office.
Declaration of HIPAA De-identification

For Research Purposes
Atlanta VA Healthcare System

	I. Safe Harbor De-identification (45 CFR 164.514)(b)(2)

As the Principal Investigator for this study, I certify the following:

A. To the best of my knowledge, the information used in the study could not be used (alone or with other information) to identify an individual who is a subject, and 

B. None of the following types of information, regarding subjects or relatives, employers, or household members of subjects, are used in this study:

1. Names;

2. All geographic identifiers except state or the first three digits of a zip code
;

3. The month and day (the year can be kept) from all dates directly related to an individual, including birth date, admission date, discharge date, date of death. Ages over 89 are combined in a single category of “Age 90 and older.”

4. Telephone numbers; 

5. Fax numbers;

6. Electronic mail addresses;

7. Social security numbers;

8. Medical record numbers;

9. Health plan beneficiary numbers;

10. Account numbers;

11. Certificate/license numbers;

12. Vehicle identifiers and serial numbers, including license plate number;

13. Device identifiers and serial numbers;

14. Web Universal Resource Locators (URLs);

15. Internet Protocol (IP) address numbers;

16. Biometric identifiers, including finger and voice prints;

17. Full face photographic images and any comparable images, and

18. Any other unique identifying number, characteristic, or code, except as permitted for re-identification. 

C. If I assign a code or other means of record identification to allow de-identified information to be re-identified:

1. The code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual, and

2. I will not use or disclose the code or other means of record identification for any purpose other than re-identification, and I will not disclose the mechanism for re-identification.

	
D. Before I allow a code to be used to re-identify this information:

1. I will verify that the purpose of the re-identification is within the scope of the original protocol.  I will obtain approval of an amendment from the HSSC and comply with the requirements of HIPAA; or

2. I will verify that the purpose of the re-identification is outside the scope of the original protocol.  I will submit a full New Study Application, obtain HSSC approval, and comply with the requirements of HIPAA.

	Principal Investigator’s signature:


	Date: 




	
	

	II. Statistical Analysis De-Identification. (45 CFR 164.514)(b)(1)

     As the Principal Investigator for this study, I certify the following:

A. ____________________ is a person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable, and he/she has done the following:

1. Determined that the risk is very small that the information I am using in this protocol could be used, alone or with other reasonably available information, by an anticipated recipient to identify an individual who is the subject of the information, and

2. Documented the methods and results of the analysis that justifies the determination.

B. I have attached the following documentation:

1. Documentation that demonstrates that the person listed in A. has the requisite knowledge and experience, and

2. Documentation that justifies the determination, as required by A.2.

C. If I assign a code or other means of record identification to allow de-identified information to be re-identified:

1. The code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual, and

2. I will not use or disclose the code or other means of record identification for any purpose other than re-identification, and will not disclose the mechanism for re-identification.

D. Before I allow a code to be used to re-identify this information:

1. I will verify that the purpose of the re-identification is within the scope of the original protocol.   I will obtain approval of an amendment from the HSSC and comply with the requirements of HIPAA; or

2. I will certify that the purpose of the re-identification is outside the scope of the original protocol.  I will submit a New Study Application, obtain HSSU approval, and comply with the requirements of HIPAA.

	Principal Investigator’s signature:


	Date:


� Regular 5-digit zip codes must be removed for Safe Harbor de-identification. However, the first 3 digits of zip codes may be retained, except for 3-digit zip codes where the population is less than 20,000. All data from these zip codes must be recorded under “000.”
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