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Part I.  Executive Overview

Background

The Clinger-Cohen Act of 1996 and the Office of Management and Budget (OMB) Capital Programming Guide require reviews of information technology (IT) investments to ensure they are functioning effectively and satisfying customers’ needs.  In response to this legislation, VA developed Directive 6000, "VA IRM Framework".  This policy requires the Department’s Chief Information Officer (CIO) to conduct reviews of major IT investments.  In compliance with this policy and in support of the CIO, the Office of Information Resources Management (OIRM) conducted a post-implementation review of the Integrated Data Communications Utility (IDCU).  

IDCU is a nationwide IT investment used by the many different elements of VA to connect and interact with a multitude of telecommunications environments within VA and with remote systems and other VA staff, through an unlimited wide area network connectivity.  IDCU was developed to provide both the interoperability and interconnectivity required at present and in the future.  With the start up installation of IDCU in 1988, it was estimated that the volume of data traffic would double the next year.  The original VA traffic projections were surpassed early on with an average growth of 5% per month.  The IDCU was designed to support the projections and additional traffic attributable to the introduction of new technology, such as Frame Relay.  

Scope and Methodology 

An OIRM Post Implementation Review (PIR) team planned and coordinated the requirements and tasks associated with this review with the Central Office (CO) staffs of the Office of Telecommunications (045B), the Veterans Benefits Administration (VBA), the Veterans Health Administration (VHA) and the National Cemetery System (NCS).  The review concentrated on the following focus areas defined in OMB's Capital Programming Guide.  
· Customer/User satisfaction:  Users involvement with enhancing the IT investment; how well the user's business processes are supported; and the IT investment's performance. 

· Internal business:  Compliance with standards, maintenance of the system, and security issues.

· Strategic impact and effectiveness:  System impact and effectiveness, alignment with the Department's mission goals, and cost savings.

· Innovation:  Workforce competency (training), use of advanced technology; and program quality.

The information concerning these focus areas was collected through personal interviews with various VA staff and users at the following sites:  

· VA Medical Center in Martinsburg, WV

· Regional Office in Baltimore, MD

· Benefits Delivery Center in Philadelphia, PA

· Quantico Systems Integration Center

· IDCU Network Operations Center (NOC) in Martinsburg, WV

· Information Technology Support Service (ITSS)

· Chief Information Officer (CIO) offices in CO.  

The sites were selected based on their size and the level of involvement with/usage of the system, as well as their proximity to one another and VA Central Office (VACO). 

Prior to a site visit, a package containing questions specific to each classification of customer was sent to the site point-of-contact (POC).  The POC ensured that the individuals selected by management to be interviewed received a copy of this package. 

Summary

IDCU was developed as an end-to-end data communications system available to all VA customers.  IDCU provides VA with the capability to electronically transport data between and among customer systems located in various facilities, organizations and offices.  As revealed in the Review, the average customer in the field is very satisfied with the service and security provided by IDCU, though the service is actually "transparent", not readily obvious to the customer.  Many customers stated during the interviews that training and user documentation would help in developing a better understanding of what IDCU actually provides.  Another concern for site technical support staffs was the lack of availability of diagnostic tools to investigate problems to determine network or application failures.  The major problem voiced by management in the customer organizations concerned the receipt of cost data and management reports that would allow better service and system management.

The customers felt that the Review was a valid and worthwhile exercise as evidenced by the ratings received on the Review evaluations (Appendix A).  

Part II.  Findings and Recommendations

Introduction

The information contained in this section is based on IDCU documentation, and the results of personal interviews the PIR team conducted with the various IDCU users and IRM staff at several locations.  The 30 individuals interviewed represented a wide range of job functions:  computer specialists, benefits counselors, purchasing agents, adjudicators, program analysts, budget analysts, telecommunications specialists, payroll technicians, and security officers.  Entrance and exit briefings were held with site management during each review.

The findings in this report are grouped into the focus areas previously defined in Part I of this report.  The recommendations were either developed by the PIR team or were suggested by the interviewees.

A.  Customer/User Satisfaction

1.  Finding:  The majority of customers are satisfied with the access and transmission capabilities of IDCU.  IDCU provides a "seamless" method of accessing and moving data from application to application, office to office, or system to system.  To the user IDCU is basically very easy and fast.  During the interviews, the users continuously rated IDCU high, but consistently commented that other than possibly knowing the name of the network, and that information flows through it, as with a telephone line, the system is transparent.  

Recommendation:  Providing background information on what the IDCU is, or even a broad perspective on the network and the concepts behind it would be very helpful for the customer in understanding IDCU and how it relates to their daily activities.

Office of Telecommunications (045B) Response:  The IDCU has expanded the VACO Intranet WEB page (www.vaco.va.gov) with a variety of information on the IDCU that includes:  Summary of IDCU, IDCU Network Services, Additional IDCU Services, Ordering IDCU Services, Contact name and numbers, and Traffic Statistics.  The IDCU is also promoted at the annual VA Information Technology conference held in Austin.  At this year's conference three IDCU classes were provided.  We will look into additional ways to enhance the current methods to reach more customers of the IDCU.  We are actively working to provide more information and WEB enhanced tools to our customers.

Review Team Response:  The Team commends (045B) for the efforts they are taking to advertise IDCU.  The Team considers this recommendation closed based on this updated information on the efforts by (045B).

2.  Finding:  Customer organization management is often frustrated in specific dealings with the IDCU network management:  The cost of providing IDCU support has become an area of great concern to all customer management.  Management at every site stated that if cost information could be provided on a regular basis, system management would be greatly improved.  The same concerns apply to management reporting on network performance, such as utilization, downtime, etc.  Many offices stated that this type of information was requested on a regular basis, but not received. 

Recommendation:  IDCU procedures should be revised to continuously provide the requested information to the various customer organizations on a regular basis.

Office of Telecommunications (045B) Response:  Currently Science Applications International Corporation (SAIC) holds a monthly meeting with VHA, VBA and NCS.  At these meetings specific information is discussed that pertains to network management, ordering of service and billing.

Review Team Response:  Based on the stated concerns of the customer organizations the monthly meeting is not enough to address those concerns.  (045B) should develop  additional and more frequent ways of providing the requested information.

3.  Finding:  The Telecommunications Oversight Board (TOB) was formed to review all telecommunications activities within VA.  The Board was formed in 1997 and is chartered by the CIO Council.  Customer organizations like the concept of a Board of Directors to oversee the IDCU decision making process.

Recommendation:  The Board should be an integral part of the management of IDCU.  Decisions affecting customer organizations should be reviewed, discussed and acted on by the Board.

Office of Telecommunications (045B) Response:  The TOB currently provides oversight to the IDCU decision making process.

Review Team Response:  Is the TOB functioning in a manner beneficial to the customer organizations?  As stated, the customer organizations like the concept.  They will need reassurance that the TOB is performing as chartered.  

4.  Finding:  The Change Control Board (CCB) reviews and evaluates requests for system modifications.  The CCB is composed of SAIC contractors.  The Board's functions include reviewing recommendations for changes and/or improvements.  All changes/modifications must receive final approval by (045B) prior to implementation. 

Recommendation:  To ensure a broad and varied perspective of what system enhancements and/or modifications are implemented, the CCB should consult the TOB before implementation.

Office of Telecommunications (045B) Response:  The SAIC Change Control Board is a technical review board that only reviews IDCU operational type changes that are required to maintain current IDCU services.  These changes are part of the IDCU service provided by the contractor and do not add any additional costs to VA.  Customer requests for normal services or changes are submitted directly to SAIC by the VA Contracting Officer Technical Representatives (COTR) through the VA contracting officer and are not reviewed by the SAIC CCB.  In addition, any type of change or new service that would have a major impact on IDCU service or cost is submitted to the TOB for approval before the service is requested.

Review Team Response:  The Team appreciates this clarification of the role of the CCB.  The Team considers this recommendation closed.

5.  Finding:  Field site customers are concerned about the future of IDCU.  Management and users are concerned that the Administrations are considering separate wide area networks as a replacement for IDCU.  Multiple networks would have a dramatic impact on the quality and timeliness of service provided to the veteran.  

Recommendation:  VA should have a single departmentwide solution for telecommunications.  An integrated voice and data solution should be evaluated, as these appear to be the emerging technologies.

Office of Telecommunications (045B) Response:  The Wide Area Network Follow-on Group (WANFOG) has been tasked by the TOB with developing requirements for a single department wide solution for integrated data networking, this will include an assessment of voice, video and data integration.  Documentation will follow upon completion of the WANFOG tasking.

Review Team Response:  This recommendation will remain open and cannot be closed until the documentation on the single departmentwide solution for integrated data networking is received.

B.  Internal Business

1.  Finding:  There are no formal procedures for making suggestions on system enhancements/improvements.  Most interviewees had never made suggestions regarding changes to the system.  The few who did just told their IRM management or called the "1-800" information number at the NOC.  There was no notification on appropriateness or acceptability of those suggestions.

Recommendation:  Procedures for submitting network enhancements/modifications should be standardized and feedback should be provided.

Office of Telecommunications (045B) Response:  The IDCU WEB page provides a method to input suggestions.  We also provide annual written and voice surveys to customers that provide them an opportunity to input suggestions.  We will look into ways to improve and expand the current procedure.  Additionally, e-mail has always been an available option for customer input.  (045B) will continue to encourage the field IDCU POCs through voice contact, email and WEB based applications to submit suggestions on IDCU system enhancements and improvements.

Review Team Response:  The Team considers this recommendation closed based on this updated information on the efforts by (045B).

2.  Finding:  Personnel assigned to provide IDCU technical and administrative support provide valuable service to all customers.   Customers are very satisfied with the technical support they receive from both their local IRM offices and the Network Operations Center.  Comments showed that the service was not only prompt and courteous, but also highly proficient.

Recommendation:  Continue this high level of professional service.

Office of Telecommunications (045B) Response:  The Wide Area Network (WAN) Service has an on going commitment for world class service.

Review Team Response:  The Team considers this recommendation closed based on the stated commitment by (045B).

3.  Finding:  Many of the trouble calls occur as the result of application/site (non-IDCU) related problems.  According to the interviews at the NOC, 70% to 80% of all trouble calls can be attributed to application/site related problems.  The local site IRM support personnel also stated that many problems turned out to be non-IDCU, but they could not determine this prior to calling the NOC or the "1-800" number.

Recommendation:  Provide an on-line diagnostic capability that can be accessed by site personnel and used to determine whether a problem is actually IDCU or application/site related. 

Office of Telecommunications (045B) Response:  The 70% to 80% is a high estimate.  A more accurate figure would be in the range of 55% to 60%.  The IDCU contractor is currently looking at ways to be more proactive through enhanced procedures and tools for fault isolation.  Under the current management system it would be very difficult to provide users a diagnostic tool that could determine between application and network problems but we intend to explore this capability in the WAN follow on.  We are looking at new WEB enabled applications that could provide this capability.  The IDCU COTRs for VHA, VBA and NCS will be advised of the customer concern.

Review Team Response:  The Team considers this recommendation closed based on this updated information on the efforts by (045B).

4.  Finding:  Network security level is high.  Almost all interviewees felt that the level of security on the network was good.  This applies to both access and the integrity of the data.  One customer reported an attempted "hack" at his site.  The attempt failed.  It was also noted that network access through group accounts (where several individual customers use the same password for system access) is still practiced at some sites.   

Recommendation:  The current level of security should be continuously reviewed and tested to ensure protection of data.  Sites that continue to use group accounts should prohibit that activity in order to be in compliance with VA Directive 6210, Automated Information Systems Security.

Office of Telecommunications (045B) Response:  IDCU security is an on going concern and is evaluated annually and as events warrant.  We are currently in the process of phasing out the X.25 network and with it the async access.  When this is completed it should eliminate the group Ids and passwords.  (045B) will provide documentation when the X.25 network is phased out.

Review Team Response:  The Team will consider this recommendation closed pending receipt of the documentation on the final phase out of the X.25 network.

C.  Strategic Impact and Effectiveness

1.  Finding:  IDCU does a good job of moving data between customers, systems and environments.  Both site and VACO customers had no complaints about the level of IDCU service.  There were repeated concerns that IDCU network management was not responding to input from the customer organizations.  The customers are concerned that without this type of interaction, the goal of "One VA" will not be realized.  These customers desire a network that not only meets the current business requirements of VA, but also is flexible enough to meet their future needs.  Customer organization management is asking for solutions to their problems.  Some of these organizations feel that if IDCU network management can't provide what the customers require, the next step would be the pursuit of multiple, new networks.

Recommendation:  IDCU network management should make a concerted effort to improve and increase the flow of network management information to the customer organizations.   Information meetings with the CO customer management offices should be held.  Customer satisfaction surveys should be conducted for the purpose of addressing customer concerns.  The Telecommunications Oversight Board should be making recommendations on the future infrastructure to meet VA’s business needs.

Office of Telecommunications (045B) Response:  Several of your recommendations have already been implemented.  Currently there are monthly meetings with each agency that provide management health of the network information specific to each agency.  The meetings also afford management an opportunity to directly voice concerns to the contractor.  In addition, the IDCU COTR function has been expanded to include COTRs for all major agencies.

Review Team Response:  The Team commends (045B) for having already taken steps to address several of the recommendations.  Based on the comments of customer management a stronger effort must be made to accommodate all of the recommendations.  The threat of network fragmentation is too important to ignore.  These recommendations should be considered in developing the single departmentwide solution for integrated data networking.

2.  Finding:  Due to the unavailability of a cost benefit analysis, it is unclear whether the IDCU network has provided cost savings to the VA.  The only available information on system savings described the 1992 cost for transmitting a kilocharacter of data as 6.99 cents compared to the 1996 cost of 2.45 cents.  This was a cost reduction of 4.54 cents per kilocharacter.  A copy of the Cost Benefit Analysis from the initial contract was requested.  It was determined that neither the original nor copies were available.  A significant factor in the migration to Frame Relay is the major cost savings.  No cost benefit analysis was available for this undertaking.

Recommendation:   The Office of Telecommunications should retain a copy of the original contract for all of its major IT investments for the life of the contract.  A cost benefit analysis should be done to determine if there were cost savings to the Agency for all IT initiatives of this significance.

Office of Telecommunications (045B) Response:  The recommendations will be taken into consideration to ensure that a cost benefit analysis is conducted and documentation retained.

Review Team Response:  The Team considers this recommendation closed.  It is important for (045B) to note that as a result of the enactment of the Clinger-Cohen Act, a cost benefit analysis is required as part of the Capital Investment Process.

D.  Innovation

1.  Finding:  User training and documentation were not always available.  Most of the IDCU users interviewed stated that no training and user documentation was available. Training and questions were handled by another user in the office.

Recommendation:  The NOC staff advised that formal training is available under the contract and new customers can get on-site training.  Information about this training availability and the access to documentation through the Telemanagement Information System should be widely distributed.

Office of Telecommunications (045B) Response:  We will look to WEB enhanced tools to enhance dissemination of information.  IDCU training information will be added to the VACO WEB page.  We are currently working on our WEB page and will continue to look at ways to provide more and better information to IDCU customers.  In addition the IDCU COTRs will be provided with this information to make it available to their respective POCs.

Review Team Response:   The Team considers this recommendation closed based on this updated information on the efforts by (045B).

2.  Finding:  Service improved when the network was upgraded from X.25 to Frame Relay.  The IDCU POCs, customer management, and the IDCU staff at the NOC commented favorably on the increase in speed and the amounts of data that could be transferred when the network was converted to Frame Relay.

Recommendation:  Complete the conversion and do some cost and response time analysis to determine savings and improve service.

Office of Telecommunications (045B) Response:  We are currently working with all IDCU customers to aggressively migrate all of the IDCU X.25 service to the frame relay network.  This project will continue but it should be noted that, while overall savings may be realized, there could be cost increases for smaller customers.  Upon completion of the conversion to Frame Relay service, (045B) will provide documentation for performance and cost analyses.

Review Team Response:  The Team recognizes the possibility of cost increases for smaller customers, but the overriding factor will be the overall savings realized by the Department.  This is further justification of the need for a cost benefit analysis.  The Team will consider this recommendation closed pending receipt of the documentation for performance and cost analyses. 

Conclusion

The IDCU network provides quality service to the end user.  Customer management has concerns with the way that the network is managed.  All three major components (VBA, VHA and NCS) voiced concerns that without appropriate information sharing and input, they cannot properly monitor and manage their use of the network.  IDCU management has stated that they are aware of these concerns and are doing what they can to make this information available.  For future network contracts, the business processes must be examined and reengineered to allow more systems management information access to the customers who pay for the service.  There were also indications that without these considerations, the customer organizations would actively pursue new networks that operated specifically for their respective organizations.

Office of Telecommunications (045B) Response:  Many changes have been implemented to allow VA IRM managers to take a more active role in managing the IDCU as a VA resource.  The new changes include all aspects of information technology management from detailed billing, review of services, enhanced reporting and direct input to the contractor for new services.  We will continue to review all aspects of IDCU service to provide VA with a nationwide WAN solution that is cost effective and performance orientated.  This includes enhancements to the current service and planning to ensure the WANS meets VA future requirements for cost effective and reliable service. 

Review Team Response:  The possibility of fragmentation of the IDCU network into individual networks maintained by the current customer organizations does not appear to be in the best interest of the Department.  In addition to the budgetary considerations, multiple, individual networks would pose a real threat to the concept of "One VA" and the ability of the Department to maintain the mission of the VA.  The concerted effort to determine the single departmentwide solution for integrated data networking is of utmost importance.  

Part III.  Lessons Learned for Success

· Provide adequate technical training and support at each site to ensure sufficient knowledge and expertise.

· Ensure that user documentation is readily available and is updated regularly to reflect the latest system changes.
· Conduct a formal annual survey of customers to evaluate customer satisfaction.

· Provide adequate information to customers for management of their resources.

· Ensure that a variety of users participate in the decision-making process on system enhancements and/or modifications.

· Ensure that cost benefit analyses are completed and retained on file for duration of the contract.

Appendix A - IDCU Review Evaluations

IDCU Review Evaluations from:  VAMC Martinsburg, RO Baltimore, BDC Philadelphia, SIC Quantico, ITSS CO, VHA CIO,

VBA CIO, and IDCU NOC.  Ratings of the review team and comments are listed below.

Questions




 
   Ratings Received



           
    AVG.

1. Were the objectives of the review

clearly stated?
5
5
5
5
5
5
5
5
5
5
5
5
5
4
4
4
4
4
4
4
3
4.57

2. Were the interview questions provided 

      to you in sufficient time to prepare?
5
5
5
5
5
5
5
5
5
5
5
4
4
4
4
4
4
4
4
4
3
4.47

3. Were the questions that were asked of

      you in the interview clearly stated?
5
5
5
5
5
5
5
5
5
5
5
5
4
4
4
4
4
4
4
4
4
4.57

4. Was the interview conducted in

      a professional manner?
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
4
4
4
4
4.80

5. Do you believe the review will produce some positive results?
5
5
5
5
5
5
5
4
4
4
4
4
4
4
3
3
3
3
3
3
3
4.00

6. How would you rate the review team?
5
5
5
5
5
5
5
5
5
5
5
5
5
5
4
4
4
4
4
4
4
4.66







         Ratings based on a scale of 1 (low) to 5 (high).

Comments:

1.  Doing the review process in person as opposed to by mail or e-mail will be beneficial.

2.  Interviewers made the objectives as well as the questions clear and non-threatening.

3.  IDCU is used for Veterans and their advocates to have electronic access to the VA on a 24 X 7 basis.

Appendix B - IDCU Network Topology
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