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                       VA INTERIM PRIVACY IMPACT ASSESSMENT 2003


Department of Veterans Affairs

Privacy Impact Assessment

Project Manager, Phone #:  Melinda Griffin,  (407) 648-6076
Project Name:  Enterprise Learning Management System 

Project Identifier:  029-00-01-11-01-1185-00-110-031
These questions pertain to new IT systems and/or collections of identifying information of at least ten individuals in the public, excluding Federal employees.

1. What individually identifying information is collected?  Include

a. Sources (veteran, general public, other agencies, etc.) 
Employees of the Department of Veterans Affairs, Federal (non-VA) partners, medical residents, volunteers, students, commercial partners and contractors.
b. Collection media (Web form, paper form, computer transfer, etc.)
Primary collection will be Web form.  VA Human Resources data and participant information from 3rd party Learning Management Content Systems will be imported to the LMS.  Local (i.e. VHA facility level) education tracking information will use paper forms (e.g. sign-in sheets for locally sponsored instructor led training).
2. Why is the information collected?
The VA Learning University (VALU) is planning to implement a prototype for a Learning Management System (LMS) to in order to leverage resources by the automation of the administration and tracking of system wide learning activities and educational resources.  Human resource data is collected for the VA-LMS, in support of the Department of Veterans Affairs strategic goals.
3. The intended use of the information.
The LMS will provide the following:
a. Online registration for all learning modalities
b. Selection, launch and documentation of online training
c. A central VA catalog of educational products and activities
d. Employee managed training
e. Online individual development planning
f. Online competencies and skills assessment
g. Linkage of training with competencies and skills
h. Enterprise wide reporting capabilities

4. With whom will the information be shared? (other agencies, organizations, systems, etc.)
Information in the VA-LMS will be shared with business process owners and managers of learning resources through out the Department of Veterans Affairs. The prototype of the VA-LMS is part of the federal e-Gov initiative which will enable the VA to share composite information with federal partners and other entities (e.g. US Congress) upon request.

5. How will individuals provide consent for collection and use of their personal information?
The VA-LMS will be in compliance with VAD-6102, Internet/Intranet Services, and have links on the home page to the Disclaimer, http://vaww.va.gov/disclaim.htm, and the Privacy Policy: 
The privacy of our customers has always been of utmost importance to the Department of Veterans Affairs and the       VA Learning University.  VALU has a long history of protecting your privacy and our concern for your privacy is no different in the electronic age. Our Internet privacy policy is: 
 -You do not have to give us personal information to visit our site.
-We will collect personally identifiable information (name, email address, Social Security number, or other unique identifier) only if specifically and knowingly provided by you. 

 -Personally identifying information you provide will be used only in connection with EES programs and services or for such other purposes as are described at the point of collection. 

 -Information is collected for statistical purposes and EES sometimes performs analyses of user behavior in order to measure customer interest in the various areas of our site. 

 -We do not give, sell or transfer any personal information to a third party. We may enable "cookies." A "cookie" is a file placed on your personal computer's hard drive by a Web site that allows it to monitor your use of the site.  

Personal information on individuals will be collected to uniquely identify users to the LMS.  This information will not be shared with any other resource.
6. How will information be secured?
Uniquely identifying information on users of the VA LMS will be secured by the following:  
a. Web access to the database using secure sockets
b.  Access control to data will be defined by an individual users role and responsibility in the organization and the need to have access to the information.
c. Masking of uniquely identifying information in reports and queries
7. Is this system or collection part of a Privacy Act System of Records?  (If so, give SOR identifier).
No.  The VA LMS will apply to be a SOR during the prototype phase of the implementation plan.
8. Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.
N/A
