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                       VA INTERIM PRIVACY IMPACT ASSESSMENT 2003


Department of Veterans Affairs

Privacy Impact Assessment

Project Manager, Phone #:  Odd White 304-262-7661

Project Name:  Enterprise Cyber Security Infrastructure Project (ECSIP)

Project Identifier:  029-00-02-00-01-1030-00-111-034

These questions pertain to new IT systems and/or collections of identifying information of at least ten individuals in the public, excluding Federal employees.

1. What individually identifying information is collected?  Include

a. Sources (veteran, general public, other agencies, etc.)

b. Collection media (Web form, paper form, computer transfer, etc.)

Name, last 6 of Social Security Number (SSN), domain name, userid, phone number, facility location and sponsoring Information Security Officer (ISO).  Data is collected from each individual (both government and contractor) requiring remote access to Department of Veterans Affairs computing resources.  

2. Why is the information collected?

All information is necessary to provide positive identification, authentication and authorization of those individuals requiring remote access to Department of Veterans Affairs computing resources.

3. The intended use of the information.

Strictly used by the Office of Information and Cyber Security (OCIS) to provide positive identification, authentication and authorization of those individuals requiring remote access to Department of Veterans Affairs computing resources.  Additionally, used for statistical usage.

4. With whom will the information be shared? (other agencies, organizations, systems, etc.)

Information is only used within the Department of Veterans Affairs.

5. How will individuals provide consent for collection and use of their personal information?

Collections of information contain appropriate consent and release information.

6. How will information be secured?

All information is stored in OCIS databases and secured per VA OCIS standards.

7. Is this system or collection part of a Privacy Act System of Records?  (If so, give SOR identifier).

The Integrated Data Communications Utility (IDCU) System of Records (78VA331) is in the process of being transferred to OCIS to maintain personal information on users requiring remote access to VA internal resources.  The IDCU served this same purpose, but has been decommissioned.

