














	Date:			June 20, 1995





From:	Assistant Secretary for Management (004)





Subj:	Internet Access





To:	Assistant Secretaries, Administration Heads, and Other Key Officials





1.  Significant security concerns have been brought to our attention regarding Internet use and the proliferation of access points.  These concerns could adversely affect the Department of Veterans Affairs (VA) information systems security and corporate databases.  Therefore, I am requesting that no new Internet gateways be installed without the concurrence of the Deputy Assistant Secretary for Information Resources Management.





2.  This request does not include dial up access services such as America On-Line, CAP Access, CompuServe, Prodigy, etc.  While these services are not prohibited, their cost is substantial in aggregate, and it would be preferable to use a secure VA gateway instead.





3.  We need to reach a consensus on the appropriate balance between access to Internet and protecting critical and sensitive financial data and other veteran information.  I have directed that the Telecommunications Working Group (TWG), which has cross-organizational representation, discuss this important issue.  Existing gateways will be inventoried by the TWG and reviewed by the ADAS for Telecommunications.





4.  Our immediate concern is VA's wide area data network, the Integrated Data Communications Utility (IDCU).  Intruders who gain access to the IDCU will learn our addressing scheme to get to any place on the network.  We must ensure that the IDCU does not become a facility through which unauthorized personnel can gain access to your organization's host computers and local area networks.





5.  Thank you for your assistance in this matter.  If you have any questions or need additional assistance please call Steven Pirzchalski on (202) 565-9595.














D. Mark Catlett


