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USE OF PERSONALLY OWNED MOBILE DEVICES POLICY AMENDMENT OF 
DEPARTMENT OF VETERANS AFFAIRS HANDBOOK 6500.10 

1. PURPOSE:  

a. This notice and the new Appendix E, Department of Veterans Affairs (VA) 
Personally Owned Mobile Device Rules of Behavior (ROB), establishes the VA 
Personally Owned Mobile Device policy and revises policy in VA Handbook 
6500.10, Mobile Device Security, dated February 15, 2018, to allow for the 
voluntary use of personally owned mobile devices (smartphones and tablets) 
with the introduction of VA enterprise services for business purposes. This 
notice, along with VA Handbook 6500.10, Mobile Device Security Policy, and the 
VA Information Security ROB for Organizational Users addresses mobile device 
security requirements and policy at the VA. 

b. The term “personally owned mobile device” shall mean a smart phone or tablet 
which is personally owned by the user and not owned by the government.  

2. POLICY: 

a. This notice amends VA Handbook 6500.10, Mobile Device Security Policy, to 
permit the use of personally owned mobile devices by VA organizational users to 
access VA resources to include the following two overarching use cases: 

(1) Administrative/Productivity use case: Microsoft Outlook 365 and Microsoft 
Teams will be utilized as common core office productivity applications 
which will not write to or save data to the personal device. Access to the 
Microsoft Outlook 365 and Microsoft Teams through web-based 
applications will use secure VA user authentication for access to VA 
data.  There is a potential future expansion among the VA Microsoft mobile 
suite of applications. 

(2) Modernized Messaging use case: Upgrade/replacement of unsecure, 
unencrypted, non-Health Insurance Portability and Accountability Act 
(HIPAA)-compliant one-way legacy physical pagers/beepers and 
associated hardware with software-as-a-service (SaaS) text messaging 
solution to communicate secure, end-to-end encrypted, HIPAA-compliant 
mobile application text messages  (one-way or two-way) within internet 
protocol (IP) environment (uniform resource locator (url) and mobile soft 
client application).  

b. As outlined in 2.a. above, VA Handbook 6500.10, is hereby amended as follows:  

(1) Page 5, Section 1.a. Replace “The purpose of the Department of Veterans 
Affairs (VA) Government Furnished Equipment (GFE) Mobile Device 
Security Handbook is to define the types of mobile devices that are 
permitted to access VA resources, the degree of access permitted, how 
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provisioning and development should be handled, how VA will select, 
implement, and use centralized mobile device management technologies, 
and responsibilities related to mobile device security.” with “This handbook 
defines the information security requirements and procedures for the 
deployment, and management of an enterprise-wide mobile device 
platform, and the use of government furnished and personally owned 
mobile devices by mobile device users.  

(2) Page 10, Section 2.j(2). Replace “Permitting VA to examine any VA GFE 
mobile device promptly upon request;” with “Permitting VA to examine any 
government furnished mobile device promptly upon request;”. 

(3) Page 10, Section 3.a.(1). Replace “VA will centrally manage mobile 
devices accessing the VA network through a mobile device management 
system. Only VA GFE mobile devices may be connected to the VA network 
or may be used to store or transmit VA data. To be approved, VA mobile 
devices must be capable of being supported by the mobile device 
management system. Unapproved devices will be blocked from accessing 
the network.” with “VA will centrally manage mobile devices accessing the 
VA network through a mobile device management system. Mobile devices 
must be capable of being supported by the mobile device management 
system. Unapproved devices will be blocked from accessing the network.”. 

(4) Page 11, Section 3.a.(6). Replace “VA will secure each VA GFE mobile 
device by configuring mobile devices as required per VA security 
requirements and configuration baselines before allowing a user to access 
it. VA will implement minimally acceptable baseline security configuration 
requirements for VA GFE mobile devices in accordance with Federal 
Information Security Modernization Act of 2014 (FISMA 2014) and VA 
Handbook 6500 rev.4. VA will configure mobile solutions based on 
existing/established standards. VA will leverage Defense Information 
Systems Agency (DISA) Security Technical Implementation Guides (STIG) 
when developing these threat models.” with “VA will secure all mobile 
devices connecting to the VA network by configuring mobile devices as 
required per VA security requirements and configuration baselines. VA will 
implement minimally acceptable baseline security configuration 
requirements for all mobile devices connecting to the VA network or 
accessing or storing VA information in accordance with FISMA 2014 and 
the VA information security policy.”. 

(5) Page 12, Section 3.b.(1) Replace “VA will use enterprise-wide centralized 
mobile device management to provide consistent management, 
configuration, security, and continuous monitoring of VA GFE mobile 
devices and to ensure that mobile devices are compliant with VA’s security 
policies.” with “VA will use enterprise-wide centralized mobile device 
management to provide consistent management, configuration, security, 
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and continuous monitoring of all mobile devices and to ensure compliance 
with VA’s security policies.”. 

(6) Page 13, Section 3.b.(2)(a)2. Replace “VA prohibits the synchronization or 
connection of VA GFE mobile devices with non-VA owned equipment.” with 
“VA prohibits the synchronization or connection of government furnished 
mobile devices with non-VA owned equipment.”. 

(7) Appendix D is hereinafter titled “Government Furnished Mobile Device 
Rules of Behavior”. 

(8) The attached Personally Owned Mobile Device Rules of Behavior, shall be 
inserted into VA Handbook 6500.10, Mobile Device Security Policy as 
‘Appendix E’. 

c. Users of Government Furnished Mobile Devices shall sign and comply with VA 
6500.10, Appendix D, Government Furnished Mobile Device Rules of Behavior 
(formally titled Mobile Device Rules of Behavior). 

d. Users of Personally Owned Mobile Devices shall sign and comply with the 
attached VA Handbook 6500.10, Mobile Device Security Policy, Appendix E, 
Personally Owned Mobile Device Rules of Behavior.  

3. RESPONSIBLE OFFICE: Office of Information and Technology (OIT) (005), Office 
of Information Security (OIS) (005R). 

4. RELATED HANDBOOK: VA Handbook 6500.10, Mobile Device Security Policy, 
Issued February 15, 2018. 

5. RESCISSION: This notice will be rescinded, and the amended policy and Appendix 
E, Personally Owned Mobile Device Rules of Behavior, will be incorporated into VA 
Handbook 6500.10, Mobile Device Security Policy. Dated February 15, 2018. 

CERTIFIED BY:  

/s/ 
Nathan T. Sanfilippo 
Acting Assistant Secretary for 
Enterprise Integration 

DISTRIBUTION: Electronic Only

BY DIRECTION OF THE SECRETARY 
OF VETERANS AFFAIRS: 

/s/ 
Eddie Pool 
Deputy Chief Information Officer, 
Connectivity and Collaboration Services, 
Performing the Delegable Duties of the 
Assistant Secretary for Information and 
Technology and Chief Information Officer

https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=932&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=932&FType=2


VA Handbook 6500.10  June 09, 2025 
Appendix E 
 

E-1 
 

APPENDIX E. PERSONALLY OWNED MOBILE DEVICE RULES OF BEHAVIOR 
 

1. Background. 

a. To use a personally owned mobile device in the performance of official duties at 
the Department of Veterans Affairs (VA), a user must sign and follow the 
Personally Owned Mobile Device Rules of Behavior in addition to completing 
annual security awareness training and signing the VA Information Security 
Rules of Behavior for Organizational Users. 

b. The term “personally owned mobile device” shall mean a smart phone or tablet 
which is personally owned by the user and not owned by the government. 

c. The use of a personally owned mobile device is voluntary and must be approved 
by the user’s supervisor, VA OIT Area Manager, and VA OIT technical support. 

2. Rules of Behavior. TO PARTICIPATE IN THE BRING YOUR OWN DEVICE 
(BYOD) PROGRAM, I UNDERSTAND THAT: 

a. The BYOD program allows me to use my personally owned mobile device in the 
performance of my official duties as a VA employee in accordance with the 
Personally Owned Mobile Device Rules of Behavior as well as other applicable 
requirements. Participation in the program is voluntary and may be terminated at 
any time. 

b. By choosing to use my device in the performance of my official duties as a VA 
employee, I have a diminished expectation of privacy regarding the work-related 
content and usage of my device as it relates to VA applications and data. VA 
retains the right to monitor, access, and manage VA content and usage to 
ensure compliance with applicable requirements, enforce appropriate 
safeguards, and protect the confidentiality, integrity, and availability of VA 
information. Personal applications and data will not be monitored. 

c. VA will provide technical support remotely for VA-approved applications and 
configurations only. VA technicians will not touch my device for any reason, and 
I will be responsible for following the instructions provided by VA technicians. 

d. VA will not provide any support for the device itself or for any hardware and 
software issues related to non-VA provided features of my device. It is my 
responsibility to contact the cellular service provider, vendors, or other sources 
of technical support for issues with my device or any third-party software used 
on my device. I am responsible for all costs associated with my device, including 
any business-related data/voice plan usage, and will not be reimbursed for any 
costs incurred by using my device in the performance of my official duties. 

e. VA security policy and configuration management baseline will be enforced 
when the VA approved access method is used on my device. I will allow the 
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configuration of VA-approved applications on my device to secure VA data in 
accordance with VA policy. VA security policy and configuration management 
baseline will not be applied to my personal device applications and overall 
personal device settings. I will not attempt to delete or override any controls or 
configurations installed as part of the BYOD program. 

f. Installation of VA-approved applications and configurations may decrease the 
available memory or storage on my device or otherwise compromise its 
functionality. I understand that VA is not responsible for any loss or theft of, 
damage to, or failure in the device that may result from my participation in the 
program. 

g. I will protect my device from theft, loss, and inappropriate use and will not share 
with anyone else passwords or codes to the device or any VA application. I will 
immediately notify my supervisor if it is stolen, lost, or otherwise compromised. 
In addition, I will not give away, sell, surrender, or otherwise dispose of my 
device without first entering a ServiceNow ticket to have my device unenrolled 
from VA’s Mobile Device Management (MDM) software and all VA applications 
and data removed. 

h. I will take precautions to protect VA information, including but not limited to VA 
sensitive information protected by the Privacy Act of 1974; 38 U.S.C.§§ 5701, 
5705, or 7332; and the Health Insurance Portability and Accountability Act 
(HIPAA) Rules. I will use only VA-approved accounts and applications, such as 
Microsoft Outlook and Teams, to perform my duties. 

i. I will not use any other methods to access, download, store, send, or receive VA 
data, including but not limited to text messaging, instant messaging, online chat, 
social media, websites, screenshots, photos, images, and collaboration 
tools/platforms, unless circumstances make use of a non-official account or 
application unavoidable. In those limited situations, I will either copy my own 
official VA.GOV account so that the message is transmitted simultaneously to 
the official account or forward a complete copy of the message to my own official 
VA.GOV account within 20 days of the original transmission. 

j. I will make my device available for inspection in furtherance of investigations 
authorized by law and executed within the scope of a legal warrant. VA will not 
attempt to confiscate a personal device or review personal data on a personal 
device without such a warrant. 

k. The voluntary participation in BYOD and installation of VA mobile applications 
should not be construed as a change to the parameters of my employment and 
availability as set by my VA organization. 

3. VA Personally Owned Mobile Device Rules of Behavior Acknowledgement and 
Acceptance 
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(1) I acknowledge that I have received a copy of these VA Personally Owned 

Mobile Device Rules of Behavior. 

(2) I understand, accept, and agree to follow all rules of these VA Personally 
Owned Mobile Device Rules of Behavior. 

 
 
 

Print or type your full name   Signature    Date 
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