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UPDATE TO VA HANDBOOK 6500.10 MOBILE DEVICE SECURITY POLICY   

1. PURPOSE: This notice amends language in Department of Veterans affairs (VA) 
Handbook 6500.10 Mobile Device Security Policy, dated February 15, 2018, to 
address policy requirements for international travel. 

2. POLICY:  

a. VA Handbook 6500.10 is hereby amended as follows: 

(1) Page 10, section 3, “Policy and Procedures.” Add subsection a (13): 
“International Travel: VA employees are prohibited from taking GFE on 
personal international travel. Employees may be approved for official 
international travel with GFE. All VA employees must adhere to the Mobile 
Device Rules of Behavior, Attachment D, section v.” 

(2) Page 10, section 3, “Policy and Procedures.” Add subsection a (14): VA 
Employees traveling internationally on official VA business must meet the 
requirements for approved travel set forth within the previously mentioned 
Mobile Device Rules of Behavior and applicable VA policies. Official travel 
with GFE to countries designated by the Office of Operations, Security, and 
Preparedness must adhere to VA Notice 25-03, Foreign National Access 
Management, dated October 25, 2024 or accompanying VA Directive 
0736, Meetings/Visits with Representatives of Foreign Governments or 
Industry, Foreign Travel, and Foreign Contacts, Dated February 07, 2018. 

(3) Page 18 Appendix A: Terms and Definitions. Section 6. Replace the last 
sentence in Section 6 with “Devices affected by this Handbook do not 
include mobile phones with clam shell forms that are not classified as 
smart phones” (see 1. Purpose and Scope). Source: NIST SP 800-53. 

(4) Page 29 Appendix D: section v. Replace with “I understand that GFE 
mobile devices are not permitted to be taken on international travel for 
vacation. International personal travel with GFE is not allowed. In lieu of 
GFE, travelers can use virtualization option on their personal devices. 
Employees may request access to a virtual solution for continued limited 
access, as required. However, if I am travelling internationally on VA official 
business, I will notify my VA supervisor, Area Manager, ISSO or designee 
before I take a VA mobile device out of the United States. Before I leave 
and when I return, VA may take actions to protect the device and VA 
information. I may be issued a special device with limited functions for 
international travel. When I return, OIT may inspect the GFE device or 
remove and reinstall of the software.” 

 

https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=932&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=932&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=1553&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=1553&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=903&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=903&FType=2
https://vaww.va.gov/vapubs/viewPublication.asp?Pub_ID=903&FType=2
https://raportal.vpn.va.gov/Main1/WVDOverview.aspx
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3. RESPONSIBLE OFFICE:  Office of Information and Technology (OIT) (005), Office 
of End User Services (005U). 

4. RELATED DIRECTIVE and/or HANDBOOK:  VA Handbook 6500.10 Mobile Device 
Security Policy, dated February 15, 2018. 

5. RESCISSION:  This notice will be rescinded, and guidance incorporated into the 
appropriate directive and/or handbook no later than one year after the date of 
publication. 

 

CERTIFIED BY:  

/s/ 
Nathan T. Sanfilippo 
Acting Assistant Secretary for 
Enterprise Integration 

 

 

DISTRIBUTION: Electronic Only 

BY DIRECTION OF THE SECRETARY 
OF VETERANS AFFAIRS: 

 
 
 
/s/ 
Eddie Pool 
Deputy Chief Information Officer, 
Connectivity and Collaboration Services, 
Performing the Delegable Duties of the 
Assistant Secretary for Information and 
Technology and Chief Information Officer
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