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HOMELAND SECURITY PRESIDENTIAL DIRECTIVE 12, PERSONAL IDENTITY 
VERIFICATION, CREDENTIAL MANAGEMENT PROGRAM 

1. REASON FOR ISSUE: This Directive defines the Department of Veterans Affairs 
(VA) policy, roles, requirements, and responsibilities for the creation, operation, and 
maintenance of a Homeland Security Presidential Directive 12 (HSPD-12), Personal 
Identity Verification (PIV) Credential Management Program necessary to ensure 
Department compliance with HSPD-12, “Policies for a Common Identification 
Standard for Federal Employees and Contractors,” the Federal Identity Credential 
and Access Management (ICAM) policy, guidelines issued by the Office of 
Management and Budget (OMB) in Memorandum M-19-17 of May 2019, “Enabling 
Mission Delivery through Improved Identity, Credential, and Access Management,” 
and with the December 15, 2020, Office of Personnel Management (OPM) 
Memorandum, “Credentialing Standards Procedures for Issuing Personal Identity 
Verification Cards under HSPD-12 and New Requirements for Suspension or 
Revocation of Eligibility for PIV Credentials (Credentialing Procedures).” 

2. SUMMARY OF CONTENTS/MAJOR CHANGES: This revised Directive updates 
Department-wide policies, roles, requirements, and responsibilities for using HSPD-
12 PIV cards to access Federally controlled and VA facilities and information 
systems. The revised Directive aligns with the updated OPM “Credentialing 
Standards Procedures for Issuing PIV Cards under HSPD-12 and New Requirements 
for Suspension or Revocation of Eligibility for PIV Credentials (Credentialing 
Procedures),” issued on December 15, 2020, and with requirements identified in the 
updated Federal ICAM policy (OMB Memorandum M-19-17). This revised Directive: 

a. Updates the role holder information to reflect roles and responsibilities based on 
the deployment of the General Services Administration’s (GSA) shared service 
PIV credential issuance system, known as USAccess (USAccess Program | 
FedIdCard), across the VA enterprise. 

b. Updates the responsibilities of the Secretary, Under Secretaries, Assistant 
Secretaries, and Other Key Officials in support of the USAccess system 
implementation at VA. 

c. Updates the credential types and requirements to reflect the change from PIV, 
Non-PIV, and Flash Badge credentials under VA’s legacy PIV card management 
system (CMS) to PIV credentials (PIV, PIV-I, and PIV-I Flash cards) for the 
USAccess system.  
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d. Updates PIV credential issuance requirements consistent with the OPM 
Memorandum (December 15, 2020) Credentialing Standards Procedures for 
Issuing Personal Identity Verification Cards under HSPD-12 and New 
Requirements for Suspension or Revocation of Eligibility for PIV Credentials 
(Credentialing Procedures)” and FIPS 201-3 or its successors. 

3. RESPONSIBLE OFFICE: Office of Human Resources and Administration/ 
Operations, Security, and Preparedness (006), Office of Operations, Security, and 
Preparedness (007), Office of Personnel Vetting and Credentialing Management 
(PVCM), HSPD-12 and Credential Management. 

4. RELATED HANDBOOK: VA Handbook 0735, Homeland Security Presidential 
Directive 12, Personal Identity Verification, Credential Management Program. 

5. RESCISSION: VA Directive 0735, Homeland Security Presidential Directive (HSPD-
12) Program, issued October 26, 2015, and VA Handbook 0735, issued March 24, 
2014. 

 

CERTIFIED BY:  

/s/ 
Nathan T. Sanfilippo  
Acting Assistant Secretary for 
Enterprise Integration 

BY DIRECTION OF THE SECRETARY OF 
VETERANS AFFAIRS: 

/s/ 
Mark R. Engelbaum 
Assistant Secretary for 
Human Resources and Administration/ 
Operations, Security, and Preparedness 

 

DISTRIBUTION: Electronic Only 

https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://csrc.nist.gov/pubs/fips/201-3/final
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HOMELAND SECURITY PRESIDENTIAL DIRECTIVE (HSPD) 12, PERSONAL 
IDENTITY VERIFICATION, CREDENTIAL MANAGEMENT PROGRAM 

1. PURPOSE. 

a. This Directive provides updated Department-wide policies, roles, requirements, 
and responsibilities to maintain compliance with HSPD-12 PIV credential 
management program requirements. To enhance security, increase Government 
efficiency, reduce identity fraud, and protect personal privacy, HSPD-12 
establishes a mandatory, Governmentwide standard for secure and reliable 
forms of identification issued by the Federal Government to its employees and 
contractors (also to include VA volunteers, Health Professions Trainees, and 
affiliates). This updated Directive ensures VA’s HSPD-12 PIV Credential 
Management Program complies with requirements identified in the updated 
Office of Personnel Management (OPM) Credentialing Standards Procedures 
issued in December 2020 and with the conditions that have been specified in the 
updated Federal ICAM policy (Office of Management and Budget (OMB) 
Memorandum M-19-17). This Directive serves to: 

(1) Provide a trusted framework and common identity infrastructure to access 
VA facilities and information systems. 

(2) Reduce the identity, credential, and access management burden for any 
individual VA employee, contractor, and affiliate organization by fostering 
common interoperable approaches. 

(3) Establish roles to enhance interoperability when collaborating with external 
identity management activities; and 

(4) Provide notification that these policies apply to all VA Administrations, Staff 
Offices, employees, contractors, and affiliates requiring access to VA 
facilities and information systems. 

b. This Directive requires Under Secretaries, Assistant Secretaries, and Other Key 
Officials to collaborate, participate, and recognize shared, related, and 
interdependent responsibility for providing effective and efficient personnel 
credentialing. These key officials are also required to use the USAccess system, 
and the Veterans Affairs Centralized Adjudication Background Investigation 
System (VA-CABS), that are the VA’s enterprise-wide, standardized, and 
integrated systems for adjudication, background investigation and 
reinvestigation processes, and credentialing at their respective facilities.  

Policies established in this Directive are written to meet or exceed Federal 
standards listed in the References section. 

(5) Offices mentioned throughout this document are subject to change pending 
implementation of future organizational changes. 
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Any office that is unable to comply with specific requirements in the VA Directive 
and Handbook 0735 can submit a written waiver (policy exception) request 
memorandum to the VA Secretary through the VA HSPD-12 CM Credential 
Program Management Office and the VA Chief, Operations, Security, and 
Preparedness (OSP). The Chief, OSP will coordinate the consideration of 
any waivers and policy exceptions with the appropriate offices such as the 
Office of General Counsel. Policy waivers and exceptions and associated 
risk acceptance determinations will need to be approved by the VA 
Secretary or Deputy Secretary. 

c. HSPD-12 is the Governmentwide policy for promulgating standards-based, 
secure, and reliable forms of identification issued by VA and the entire Federal 
Government to its employees, contractors, and affiliates. Additionally, the 
Federal Information Processing Standard (FIPS) 201-3, PIV of Federal 
Employees and Contractors (and/or successive versions) remains the 
Governmentwide standard for common identification. FIPS 201-3 establishes a 
standard for a PIV system that meets the control and security objectives of 
HSPD-12. It is based on secure and reliable forms of identity credentials issued 
by the Federal Government to its employees and contractors. These credentials 
are used by mechanisms that authenticate individuals who require access to 
Federally controlled facilities, information systems, and applications. The PIV 
credential is the aggregate output of the processes used for identity proofing, 
vetting, and authoritatively binding the identity of a human credential holder to an 
authenticator. However, as technology evolves, VA must adapt and offer flexible 
solutions to meet changing technological needs and shift the focus from 
managing the lifecycle of credentials to the lifecycle of identities. 

d. VA leveraged the Managed Shared Service Offering from GSA known as 
USAccess, as the next generation (NextGen) PIV solution to replace the legacy 
PIV card system previously used at VA Personal Credential Issuance Facilities 
(PCIFs) located across the VA enterprise. The USAccess system provides 
participating Federal agencies with all the key components necessary to 
manage the full lifecycle of a PIV credential. The service allows for a single 
system to sponsor, enroll, issue, and maintain a common identity credential for 
each applicant and includes built-in workflow processes at every stage of the 
credentialing process. The USAccess PIV card is compliant with the HSPD-12 
and FIPS 201-3, and provides a secure and reliable form of Government 
identification. Federal employees and contractors use PIV cards to access 
facilities and systems. USAccess system equipment installed at VA facilities is 
primarily used to support PIV card issuance and management for VA staff, 
contractors, affiliates, and volunteers. VA may also provide limited PIV card 
support to other Federal Departments and Agencies on a case-by-case basis, as 
formally coordinated with VA HSPD-12 Program Management Office. Examples 
of these cases include completing USAccess enrollments for other agencies 
using USAccess, activating PIV cards that were centrally printed and requested 
by other agencies and delivered to VA PIV Offices, or updating certificates for 
other agencies' PIV cards. 

https://csrc.nist.gov/pubs/fips/201-3/final
https://csrc.nist.gov/pubs/fips/201-3/final
https://csrc.nist.gov/pubs/fips/201-3/final
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2. POLICY. 

a. VA shall comply with Federal Governmentwide credentialing standards and 
procedures for making all decisions regarding issuing, suspending, or revoking 
eligibility of individuals for an HSPD-12 PIV credential to support physical or 
logical access to VA and Federally controlled facilities and information systems, 
for all U.S. and non-U.S. nationals who work at or for VA, whether they are paid 
or unpaid, who require physical or logical access to departmental operations, 
facilities, information, or information technology systems. VA’s personnel 
security vetting processes are provided in VA Directive and Handbook 0710, VA 
Personnel Security and Suitability Program.  

b. VA shall issue PIV credentials using USAccess. The VA’s legacy PIV CMS was 
decommissioned, and legacy PIV CMS cardholders have transitioned to 
USAccess. All VA personnel were required to have a USAccess PIV card 
before or by June 30, 2024.  

c. PIV credentials will be the primary means of identification and authentication to 
VA information systems and VA and Federally controlled facilities and secured 
areas, in accordance with Federal ICAM policy guidance (OMB-M-19-17), and 
in guidance issued by the National Institute of Standards and Technology 
(NIST), and in the Federal Information Processing Standard (FIPS 201-3, or 
successive version). 

d. A Personal Identity Verification-Interoperable (PIV-I) card will be issued to all 
individuals who work at or for VA, whether paid or unpaid, for 180 days or less. 
All PIV-I cards will be terminated in accordance with the specific length of an 
individual’s appointment. No PIV-I cards will be active for more than 180 days. 

e. PIV credentials shall be returned to the appropriate VA authorities such as the 
PIV Sponsor of record, Supervisors, Program Offices’ authorized officials, and 
PCIFs for termination and de-activation when the VA PIV credential holder no 
longer requires access to VA information systems, controlled facilities, and 
secured areas.  

f. VA shall ensure program offices and mission owners identify an individual to 
fulfill the role of PIV card Sponsor for all employees, contractors, and affiliates, 
to help facilitate compliance with the process requirements for PIV card 
issuance and compliance with process requirements for the return of PIV cards 
by employees, contractors, and affiliates when no longer required.  

g. VA shall use PIV credentials where applicable for all U.S. and non-U.S. 
nationals who work at or for VA, whether paid or unpaid, in accordance with 
OPM requirements and enable the acceptance of PIV credentials by 
applications and devices. 

h. VA shall implement NIST SP 800-63-4 and any successive versions, Security 
and Privacy Controls for Federal Information Systems and Organizations, VA 

https://www.va.gov/vapubs/Search_action.cfm
https://www.va.gov/vapubs/Search_action.cfm
https://www.whitehouse.gov/wp-content/uploads/2019/05/M-19-17.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-4.pdf
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Directive 6500 VA Cybersecurity Program and VA Handbook 6500 Risk 
Management Framework for VA Information Systems, and VA Directive and 
Handbook 6510 VA Identity, Credential, and Access Management, in 
combination with the suite of publications that relate to identity management 
issued by NIST, OPM, and the Department of Homeland Security. VA shall 
comply with HSPD-12 PIV credential requirements specified in Federal ICAM 
policy guidance (OMB-M-19-17) and in guidance issued by NIST and in the 
FIPS 201-3 or successive version, requiring the use of PIV credentials as the 
primary means of identification and authentication to VA and Federal 
information systems and VA and Federally controlled facilities and secured 
areas. 

i. VA shall implement policies and maintain records demonstrating that VA 
employs reasonable methods to ensure adherence to OPM and other 
regulatory issuances in determining eligibility for credentialing. 

j. VA shall comply with Federal Governmentwide credentialing-related 
investigative standards to include FIPS 201-3 or its successors and the 
Credentialing Standards issued by OPM in December 2020 that specify that the 
requirement for an initial PIV issuance is a favorably adjudicated Fingerprint 
Special Agreement Check (FP SAC) and a scheduled background investigation 
at the appropriate tier level (interim PIV eligibility) or a favorably adjudicated 
background investigation (final PIV eligibility), unless an exemption applies. 

k. Investigation Requirements and Exemptions:  

(1) Low Risk/Non-sensitive positions that are temporary, intermittent, per diem, 
or seasonal, not to exceed an aggregate of 180 days per year in either a 
single continuous appointment or series of appointments are exempt from 
background investigation requirements. Similarly, contract personnel 
assigned to Low Risk/Non-sensitive positions in a contract with a contract 
term lasting for 180 days or less under a single contract or a series of 
contracts, are exempt from background investigation requirements. These 
short-term positions are still subject to a favorable FP SAC, making them 
eligible for a PIV-I card. 

(2) For any individual who requires issuance of a PIV card, the appropriate 
required background investigation shall be scheduled with the authorized 
Federal investigative service provider (typically the Defense 
Counterintelligence Security Agency (DCSA)), and the Federal Bureau of 
Investigation (FBI) National Criminal History Check (NCHC) portion of the 
background investigation shall be completed and favorably adjudicated 
prior to PIV card issuance. 

(3) All individuals who work at or for VA, whether they are paid or unpaid, who 
have access to departmental operations, facilities, information, or 
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information technology systems are subject to background screenings, 
specifically a FP SAC, prior to being granted such access. 

(4) VA will refer to OPM guidance and VA Directive and Handbook 0710 
Personnel Security and Suitability Program to comply with the OPM 
guidance in determining the PIV credentialing eligibility of non-U.S. 
nationals. If a non-U.S. national has been in the U.S. less than 3 years, the 
agency may not request an investigation. VA will only issue a PIV-I card 
with a duration of no longer than 180 days. If a non-U.S. national has been 
issued a PIV-I credential and, during the lifecycle of the issued PIV-I 
credential, the non-U.S. national meets the 3-year residency requirement, 
then VA will initiate a full background investigation. The OPM Credentialing 
Standards specify the requirements for the personnel vetting of non-U.S. 
nationals in support of PIV and PIV-I credential issuance, including the 
requirements and processes for employment authorization verification. 

(5) Continuous Vetting (CV)-In alignment with VA Directive and Handbook 
0710 Personnel Security and Suitability Program, all positions subject to 
investigation shall be subject to continuous vetting under standards 
directed by the Office of the Director of National Intelligence. CV will 
include a search of records of the U.S. Department of Justice, FBI, and 
other databases to flag relevant security information. CV involves an 
ongoing assessment of an individual to determine if the individual remains 
suitable or fit over time.  

(6) Excepted Service Title 5 and Title 38 Provisions – This Directive, in 
alignment with 5 C.F.R. Part 731, 5 C.F.R. Part 1400, and Directive and 
Handbook 0710 Personnel Security and Suitability Program applies to all 
title 5 and title 38 VA appointments.  

3. RESPONSIBILITIES. 

a. Under Secretaries, Assistant Secretaries, and Other Key Officials shall: 

(1) Comply with Federal and VA policies, procedures, and guidance issued by 
the Office of Operations, Security, and Preparedness (OSP) and those 
established in this Directive and associated policies requiring issuing and 
using HSPD-12 PIV cards to access VA systems and facilities, to include 
requirements for employees, contractors, and affiliates to return to the 
appropriate VA authorities such as to the PIV Sponsor of record, 
Supervisors, Program Offices’ authorized officials, and PCIFs for 
termination and de-activation when the VA PIV credential holder no longer 
requires access to VA information systems, controlled facilities, and 
secured areas.  

https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://www.opm.gov/suitability/suitability-executive-agent/policy/cred-standards.pdf
https://www.ecfr.gov/current/title-5/chapter-I/subchapter-B/part-731
https://www.ecfr.gov/current/title-5/chapter-IV/part-1400
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(2) Comply with Federal and VA policies, procedures, and guidance issued by 
OSP and those established in this Directive and associated policies by 
validating data in USAccess, VA-CABS, and CVS/PIPs. 

(3) Identify program office equivalents of Veterans Health Administration 
(VHA)/ Veterans Benefits Administration (VBA)/National Cemetery 
Administration (NCA) Facility Directors in their organizations and delegate 
responsibilities as outlined in paragraph 3(i) of this Directive.  

(4) Ensure the mission owners of the program offices in VA facilities designate 
and identify individuals to fulfill the role of PIV Sponsor for all employees, 
contractors, and affiliates. This will help facilitate compliance with the 
process requirements for PIV card issuance and compliance with the 
process requirements for the return of PIV cards by employees, 
contractors, and affiliates when no longer required.  

(5) Limit the collection of personally identifiable information (PII) for 
establishing an individual’s identity to what is legally authorized, relevant, 
and deemed reasonably necessary. Once collected, agencies shall ensure 
PII is protected corresponding to the level of risk it carries, which may 
include the implementation of robust practices and technologies. 

(6) Establish processes based on digital identity risk and associated 
assurance levels to allow an individual to bind, update, use, and 
disassociate non-Government furnished authenticators to their digital 
identity when accessing Federal digital services provided to public 
consumers. 

(7) Leverage existing credentials and identity federations that meet the 
agency’s determined acceptable risk level rather than standing up 
processes or capabilities to issue new credentials to users and to revoke or 
destroy credentials in a timely manner. 

(8) Use Federally provided or commercially provided shared services to the 
extent available and as identified by the Office of Information and 
Technology (OIT) or OSP to deliver identity assurance and authentication 
services to the VA employees, contractors, and affiliates.  

(9) Where appropriate, and when individuals’ consent is not obtainable, VA 
must modify the existing Privacy Act system of record notices to include 
routine uses permitting the disclosure of proofing information to reduce the 
public burden for submitting identity data more than once to access 
Federal Government services. 

(10) Ensure all products purchased for HSPD-12-related products and services 
meet all applicable Federal standards and requirements listed on the 
current version of the FIPS-201 and subsequent updates approved 
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products list and tested to ensure interoperability with the current 
environment. 

(11) Ensure training is completed by individuals who fulfill roles under the 
USAccess system; see Appendix B in VA Handbook 0735 for an 
explanation of the USAccess system roles which include: 

(a) Role Administrator; 

(b) Security Officer; 

(c) Sponsor; 

(d) Adjudicator; 

(e) Registrar; and 

(f) Activator. 

(12) Maintain all forms and records that permit the audit of the organization’s 
compliance in accordance with HSPD-12, the operative version of FIPS 
201, Federal Information Security Modernization Act (FISMA), the Federal 
ICAM policy, and all other relevant OMB guidance. 

(13) Ensure personal information collected is handled in a manner consistent 
with the Privacy Act of 1974 (5 U.S.C. § 552a), VA Directive 6502, FISMA 
requirements, and VA Cybersecurity Program guidance (VA Directive 
6500). 

b. Assistant Secretary for Human Resource and Administration/Operations, 
Security, and Preparedness (ASHRA/OSP) shall:  

(1) Advise the VA Secretary on all matters related to the HSPD-12, Personal 
Identity Verification, Credential Management Program.  

(2) Provide guidance and oversight to the Chief, OSP regarding the 
implementation of HSPD-12, Personal Identity Verification, Credential 
Management Program. 

c. Chief, OSP shall:  

(1) Develop departmental policies, standards, processes, and procedures for 
the creation, issuance, usage, maintenance, distribution, and revocation of 
identities and PIV credentials for all U.S. and non-U.S. nationals who work 
at or for VA, whether they are paid or unpaid, who require physical or 
logical access to departmental operations, facilities, information, or 
information technology systems. These standards, processes, policies, and 
procedures also apply to any users (to include Veterans and claimants) 
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who require logical access to VA information services, including resources 
both internally and externally managed and offered through VA in 
collaboration with the Assistant Secretary for Information and Technology 
(AS/IT). 

(2) Collaborate with OIT for requirements where VA must coordinate with 
local, state, and tribal governments, other entities, or individuals to provide 
identity verification and access control appropriate to the risk level and 
develop policies and procedures to ensure only trained and authorized 
personnel are permitted to issue PIV identity credentials to sponsored 
individuals whose identities are verified and who possess an appropriate 
background investigation or have had a background investigation 
scheduled per policy.  

(3) Develop policies and procedures for the proper use of identities and PIV 
identity credentials for access to Department facilities and access to 
information systems.  

(4) Establish, maintain, and issue directives and handbooks governing 
requesting, sponsoring, identity proofing, registering, adjudication of 
background investigations, issuing, provisioning, de-provisioning and using 
identities and PIV identity credentials as elements of identity, credential, 
and access management. 

(5) Develop policies, procedures, and procurement requirements in 
coordination with VBA, VHA, NCA, Staff Offices, OIT, and Office of 
Acquisition, Logistics, and Construction (OALC) Facility Owners and 
Managers for VA physical access control systems that make use of the 
HSPD-12 PIV credential. 

(6) Provide oversight to ensure the use of PIV credentials for physical access 
to VA facilities and secured areas is implemented in accordance with “The 
Risk Management Process for Federal Facilities: An Interagency Security 
Committee Standard” (or any successive version issued by the 
Cybersecurity and Infrastructure Security Agency (CISA)) and NIST SP 
800-116 Rev. l, “Guidelines for the Use of PIV Credentials in Facility 
Access” (or any successive version). 

(7) Maintain operations and maintenance support of VA Central Office 
Physical Access Control System (PACS). 

(8) Support cross-Government identity federation and interoperability in 
partnership with OIT in identifying and resolving obstacles to accepting the 
PIV identity assertions from other agencies to grant access (where 
authorized) to agency information systems, facilities, and secured areas. 
This includes working with OIT in the implementation of processes for the 
electronic verification of PIV identity assertions from other agencies; 
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accepting and leveraging existing, valid PIV credentials, including those 
issued by other agencies and electronically verified, rather than issuing 
new ones; and establishing and maintaining agreements (where required) 
to facilitate cross-Government identity federation. 

(9) Coordinate with OIT to identify VA PIV credential requirements to support 
OIT policies, procedures, and implementation of the Departmental Logical 
Access Control System (LACS) efforts. 

(10) Establish policies and procedures for training all roles identified as 
supporting HSPD-12 PIV card processes. 

(11) Develop policies and procedures for issuing VA PIV credentials (PIV, PIV-I 
and PIV-I Flash) under the USAccess system, to include procedures to 
support maintaining an accurate inventory of active credentials and 
account for credentials that have been deactivated or destroyed. 

(12) Develop PACS policies for all employees, contractors, volunteers, affiliates, 
visitors, and anyone requiring physical access to VA facilities. 

(13) Develop policies and procedures for VA facilities to provide enrollment 
operations and issuance of HSPD-12 PIV credentials as specified in the 
current version of FIPS 201 and the NIST SP 800-79, Guidelines for the 
Accreditation of PIV Card Issuers (PCIs). 

(14) Provide guidance to support position designations for all individuals 
requiring access to VA facilities and information systems as described in 
this Directive and in accordance with roles described in VA Handbook 
0710.  

(15) Collaborate with OIT to publish a quarterly report on the number and types 
of PIV credentials issued to employees, contractors, and affiliates as 
required by OMB and other reports as necessary, to include PIV credential 
reports inventory of deactivated or destroyed credentials. 

(16) Establish and maintain personnel vetting (security, suitability, and fitness) 
programs throughout the Department consistent with applicable laws, 
rules, regulations, and executive orders guiding the HSPD-12 Presidential 
Directive Program implementation and execution.  

(17) Provide broad VA enterprise policy direction, standards setting, 
coordination, and performance assessment for organizational components 
within VA and develop policies, procedures, and practices relating to 
background investigations of employees and contractors and the 
determinations of risk and sensitivity levels of employee position 
descriptions. 

https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=487&FType=2
https://www.va.gov/vapubs/viewPublication.asp?Pub_ID=487&FType=2
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(18) Manage the national security clearance program to ensure access to 
classified information will be limited to those persons whose official duties 
require knowledge or possession of the information. 

(19) Ensure the revocation and de-activation of a VA PIV Role Holder’s 
permissions following a period of 90 days without accessing VA’s PIV 
system to execute role responsibilities.  

(20) Evaluate implementation and effectiveness of VA enterprise PVCM 
practices and procedures, including adjudicative determinations for Public 
Trust/suitability/fitness and national security cases. 

(21) Recommend program enhancements through yearly random evaluations 
and staff visits, in person or virtually, to ensure compliance with minimum 
Federal personnel suitability, security, and fitness program standards. 

(22) Establish departmental standards for: 

(a) PIV credentials issuance based on the background investigations’ 
requirements as described in VA Directive and Handbook 0710; 

(b) Uniform guidelines for adjudication; 

(c) Determining suitability for employment; 

(d) Determining eligibility for and access to classified information; and 

(e) Maintaining a central index of Department-granted security 
clearances. 

(23) Represent VA’s interests on interagency forums and meetings with national 
security, suitability, credential management and personnel security 
concerns, to share best practices, and to actively promote the PVCM within 
the Federal Government.  

d. Assistant Secretary for Information and Technology (AS/IT), Chief 
Information Officer (CIO) shall, in addition to responsibilities in paragraph 3(a) 
above: 

(1) Establish policies, processes, requirements, and standards for logical 
access to VA information systems and deny access as appropriate, per VA 
Directive and Handbook 6500 series. The Office of Information Security 
(OIS) Knowledge Service where the security controls are housed and 
updated can be accessed using the link OIS Knowledge Service. 

(2) Collaborate with the ASHRA/OSP and Chief, OSP on policies and 
procedures related to HSPD-12 and Credential Management for VA 
programs.  

https://www.va.gov/vapubs/search_action.cfm
https://dvagov.sharepoint.com/sites/OITOIS/KnowledgeService/Pages/SecurityControls.aspx
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(3) Maintain and operate a help desk to support identity, credential, and 
access management program-related systems and operations. The 
USAccess Help Desk services are under the oversight of OSP, while OIT 
maintains IT Help Desk services only for VA IT infrastructure supporting 
USAccess. 

(4) Ensure interoperability and conformance to applicable Federal standards 
for the lifecycle of VA IT supporting HSPD-12 PIV system-related 
components implemented on VA network. 

(5) Ensure VA systems and applications are HSPD-12 compliant with 
implementing secure access capabilities using VA PIV card or other 
Federal agency PIV card where applicable, to ensure Username/Password 
exemptions are not required to perform VA business. 

(6) Establish capabilities aligned to Federal ICAM Architecture and Continuous 
Diagnostics and Mitigation (CDM) requirements, in collaboration with OSP, 
enabling continuous vetting and evaluation of personnel suitability/fitness 
subject to HSPD-12. 

(7) Require and implement capabilities for using PIV credentials as a method 
to encrypt sensitive information (such as PII or Protected Health 
Information (PHI)) in transit and share between two or more Federal 
employees or contractors. 

(8) Establish OIT policies that clearly state IT processes, roles, and 
responsibilities related to PIV credential issuance that conforms to identity, 
credential, and access management program requirements as defined by 
OSP. 

(9) Collaborate with the Federal CIO Council, the Federal Privacy Council and 
NIST to pilot additional solutions (e.g., different authenticators) that meet 
the intent of HSPD-12 and advance technical approaches for managing 
PIV credentials. The output of these pilots will drive improvements to NIST 
guidelines and Governmentwide PIV credential requirements, including 
areas such as mobile and cloud identity. 

(10) Assist VA programs and offices with developing and maintaining 
infrastructure and connectivity for enterprise PACS that complies with 
HSPD-12 technical and interoperability standards. 

(11) Ensure protection of personal privacy is maintained for the current PIV 
system in accordance with HSPD-12 and appropriate FIPS 201-3 (or 
successor version) requirements. 

(12) Assist PVCM in publishing a quarterly report on a number of PIV 
credentials issued to employees, contractors and affiliates as required by 
OMB and other reports as necessary. 
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(13) Develop and maintain LACS policies, procedures, and implementation 
requirements, in coordination with the ASHRA/OSP. 

(14) Ensure successful completion of PIV facility accreditation assessments in 
accordance with NIST standards outlined within SP 800-79-2.  

(15) Grant and maintain the Authorization to Operate (ATO) PCIF consistent 
with the accreditation decision following aggregation of assessment results.  

e. Executive Director, Office of Personnel Vetting and Credential 
Management (PVCM) shall: 

(1) Develop, coordinate, and oversee implementation of VA’s PVCM policy 
and guidance. 

(2) Develop through collaboration a departmental-wide vetting policy to include 
personnel security and credential management and assessments of 
organizational components implementation.  

(3) Conduct program oversight and reviews of VA Administrations and Staff 
Offices for implementation and compliance with VA personnel vetting policy 
and operating procedures. 

(4) Develop a framework setting forth an overarching strategy identifying 
goals, oversight and assessment measures, roles and responsibilities, a 
communications strategy, training verification, and metrics to measure the 
quality of security investigations, suitability and fitness investigations, and 
corresponding adjudications, to ensure a sound PVCM that meet the needs 
of VA per EO 13467, as amended by EO 13764. 

(5) Recommend program enhancements through yearly periodic evaluations 
and staff visits to ensure compliance with minimum Federal PVCM 
standards. 

f. Principal Executive Director, Office of Acquisition, Logistics, and 
Construction (OALC) shall: 

(1) Establish enterprise policy and guidance to ensure appropriate VA-specific 
HSPD-12 contract clauses beyond that of the Federal Acquisition 
Regulation (FAR) are developed and codified in the VA Acquisition 
Regulation (VAAR), and application guidance is further codified in the VA 
Acquisition Manual (VAAM), as necessary. 

(2) Authorize appropriate officials(s) and/or role(s) to maintain design and 
building specifications that include PACS compliance in accordance with 
requirements defined by OSP as they relate to HSPD-12 and physical 
security for VA’s USAccess system. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-79-2.pdf
https://www.federalregister.gov/documents/2008/07/02/08-1409/reforming-processes-related-to-suitability-for-government-employment-fitness-for-contractor
https://www.federalregister.gov/documents/2017/01/23/2017-01623/amending-the-civil-service-rules-executive-order-13488-and-executive-order-13467-to-modernize-the
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(3) Review and distribute relevant FAR policies, procedures and information to 
agency procurement operations as additional system requirements and 
operational procedures are defined by OSP. 

g. The Inspector General (IG), under the authority granted by the Inspector 
General Act of 1978, is empowered to select, appoint, and employ officers and 
employees in accordance with the provisions of title 5, United States Code. The 
IG shall be responsible for carrying out the duties specified below, ensuring 
compliance with applicable laws and regulations. 

(1) Coordinate, initiate, and adjudicate all background investigations for OIG 
employees in Public Trust and Low Risk positions, so as to be eligible to be 
issued a VA PIV credential. Determine which OIG positions are National 
Security Positions and coordinate with the Personnel Security Adjudication 
Center (PSAC) for initiation and adjudication, so as to be eligible to be 
issued a VA PIV credential.  

h. Human Resources Management Officials shall: 

(1) Ensure all appointee and employee positions are designated with the 
appropriate risk or sensitivity level in accordance with the Position 
Designation Assessment Tool (PDAT) and ensure each appointee and 
employee undergoes a background investigation commensurate with the 
position risk or sensitivity level so as to be eligible to be issued a VA PIV 
credential.  

(2) Ensure position risk and sensitivity level designations are reviewed by 
appropriate officials to ensure designations are up-to-date and consistently 
applied to all positions in accordance with 5 C.F.R. Part 731, Suitability, 
and 5 C.F.R. Part 1400, National Security Positions, so as to be eligible to 
be issued a VA PIV credential. 

(3) Ensure appointees and employees have background investigations 
initiated and adjudicated within established timeframes, so as to be eligible 
to be issued a VA PIV credential (Adjudicative determinations must be 
made by appropriately trained personnel. VA-CABS will transmit 
adjudicative determinations to DCSA. VA Police Officer investigations must 
be adjudicated by the PSAC. National Security Sensitive positions must 
also be adjudicated by the PSAC, which equates to all Tier 3 and Tier 5 
level investigations). 

(4) Ensure a FP SAC is conducted on all new appointees who are exempt 
from the requirement to have a Tier 1 or higher-level investigation, so as to 
be eligible to be issued a VA PIV credential. (The FP SAC must be 
performed prior to the appointee’s entrance on duty, if this is not possible, 
the FP SAC must be performed as part of the in-processing. Ensure the FP 

https://www.ecfr.gov/current/title-5/chapter-I/subchapter-B/part-731
https://www.ecfr.gov/current/title-5/chapter-IV/part-1400
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SAC is adjudicated by appropriately trained personnel within five (5) days 
of receipt.) 

i. VHA VISN Directors, VBA Regional Office Directors, NCA and Staff Office 
Equivalents, as identified by Assistant Secretary or Key Official, shall be 
responsible for assigning the duties listed below and will provide oversight to 
ensure that the appropriate mission owners and program offices designated 
personnel perform the following: 

(1) Ensure PIV Sponsors are Federal Government employees. 

(2) Ensure compliance with responsibilities set forth in paragraph 3.a. of this 
Directive to ensure compliance with Federal and VA policies, procedures, 
and guidance issued by OSP and those established in this Directive along 
with associated policies requiring issuance and use of HSPD-12 PIV cards 
to access VA systems and facilities. 

(3) Appoint, in writing, an appropriate number (typically a minimum of one and 
a maximum of three) of PCIF Managers based on a workload-based 
staffing model to be responsible for the following:  

(a) Appoint, in writing, Registrars and Activators under VA’s USAccess 
system, to support the badging office with PIV issuance.  

(b) Manage PIV operations and credential lifecycle at the facility in 
accordance with this Directive and associated handbook.  

(c) Ensure initiation of appropriate employee, contractor, and affiliate 
background checks prior to issuing a PIV credential (PIV, PIV-I, and 
Flash PIV-I). The minimum requirement for PIV credential eligibility 
determination is a scheduled Tier 1 investigation. The minimum 
requirement for a PIV-I “Credential Eligibility” for employee, 
contractor, and affiliate assigned to an employment duration with VA 
for less than 180 days, is a favorably adjudicated FP SAC.  

(d) Manage the lifecycle of the PIV (PIV, PIV-I, and Flash PIV-I) 
credential to include end-to-end accountability for creation, recovery, 
and destruction of PIV credentials; and 

(e) Ensure PACS accesses and privileges are managed and maintained 
in accordance with VA ICAM and OIT cybersecurity guidance. 

(f) Ensure returned PIV (PIV, PIV-I, and Flash PIV-I) credentials are 
accounted for, deactivated, or destroyed as required and support 
efforts of the VA HSPD-12 PIV Credential Management Program 
Management Office (PMO) to ensure VA can maintain an accurate 
inventory of all active (and inactive) VA PIV cards, PIV-I cards, PIV-I 
Flash Credentials. 
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(g) Ensure that the staffing of a PIV Office satisfies the separation of duty 
requirements. Under the USAccess system, the PIV issuance 
process needs to include a minimum of three individuals: the 
Sponsor, the Adjudicator, and the Registrar, who can also serve as 
the Activator. A single role holder can hold some roles in combination 
with other roles.  

(h) The separation of duty rules dictate that no single role holder can act 
as the Sponsor, Adjudicator, and Registrar for an individual applicant. 
For example, the same person who sponsored an applicant cannot 
adjudicate that applicant, and vice versa.  

(i) Issue only PIV (PIV, PIV-I, and Flash PIV-I) credentials under the 
USAccess system based on access requirements, to all new and 
existing employees, contractors, and affiliates. Existing employees, 
contractors, and affiliates shall be issued PIV credentials for all cases 
of credential re-issuance, to include lost, stolen, or defective 
credentials and credential renewals. 

j. Identity Credential Holders shall: 

(1) Comply with all HSPD-12 policies and procedures, and VA Information 
Security Rules of Behavior for Organizational Users, and Non-
Organizational Users, to use and protect their assigned identity credentials 
in accordance with VA policies and procedures, and always display their 
credentials while in VA facilities.  

(2) Return identity credentials to the appropriate VA authorities such as the 
PIV Sponsor of record, Supervisors, Program/Project Manager or PCIFs 
for termination and de-activation when the VA PIV credential holder no 
longer requires access to VA information systems, controlled facilities, and 
secured areas, as it is imperative identity credentials be deactivated and 
terminated as soon as possible (within five (5) working days) when an 
identity credential holder leaves VA. Appropriate VA authorities, such as 
the PIV Sponsor of record, Supervisors, Program/Project Manager, or 
PCIFs, must ensure returned identity credentials are returned to the local 
PCIF and notification is made to VA HSPD-12 PIV Credential Management 
PMO to support updating of inventory records and reflect the credential as 
being deactivated and/or destroyed. 

(3) Comply with all appointments set for issuance activities (sponsorship, 
enrolment, issuance, activation, post-issuance, certificate rekey, card 
update, or renewal). 

(4) Notifies the Supervisor, ISSO, local police, and local PCIF personnel within 
24 hours or by the next business day when their PIV card, PIV-I, or PIV-I 
Flash Credential is lost or stolen.  

https://dvagov.sharepoint.com/sites/oitknowledgeservice/KSInformationSecurityPolicy/Forms/AllItems.aspx?viewid=e5a4af83%2D000d%2D4388%2D9fd1%2D6b1487bddbf2&id=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy%2FFY26%20VA%20Information%20Security%20Rules%20of%20Behavior%20for%20Organizational%20Users%2Epdf&parent=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy
https://dvagov.sharepoint.com/sites/oitknowledgeservice/KSInformationSecurityPolicy/Forms/AllItems.aspx?viewid=e5a4af83%2D000d%2D4388%2D9fd1%2D6b1487bddbf2&id=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy%2FFY26%20VA%20Information%20Security%20Rules%20of%20Behavior%20for%20Organizational%20Users%2Epdf&parent=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy
https://dvagov.sharepoint.com/sites/oitknowledgeservice/KSInformationSecurityPolicy/Forms/AllItems.aspx?viewid=e5a4af83%2D000d%2D4388%2D9fd1%2D6b1487bddbf2&id=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy%2FFY26%20VA%20Information%20Security%20Rules%20of%20Behavior%20for%20Non%2DOrganizational%20Users%2Epdf&parent=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy
https://dvagov.sharepoint.com/sites/oitknowledgeservice/KSInformationSecurityPolicy/Forms/AllItems.aspx?viewid=e5a4af83%2D000d%2D4388%2D9fd1%2D6b1487bddbf2&id=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy%2FFY26%20VA%20Information%20Security%20Rules%20of%20Behavior%20for%20Non%2DOrganizational%20Users%2Epdf&parent=%2Fsites%2Foitknowledgeservice%2FKSInformationSecurityPolicy
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x. VA Directive and Handbook 5021, Employee/Management Relations at 
https://www.va.gov/vapubs/ 

y. VA Directive and Handbook 0710, Personnel Security and Suitability Program 
at https://www.va.gov/vapubs/ 

z. VA Directive and Handbook 0730, Security and Law Enforcement at 
https://www.va.gov/vapubs/ 

aa. VA Directive 6500, VA Cybersecurity Program at 
https://www.va.gov/vapubs/search 

bb. VA Handbook 6500, Risk Management Framework for VA Information Systems: 
VA Information Security Program at https://www.va.gov/vapubs/search 

cc. VA Directive and Handbook 6510, VA Identity, Credential, and Access 
Management at https://www.va.gov/vapubs/ 

5. DEFINITIONS. 

a. Access Control: The process of granting or denying specific requests to obtain 
and use the information and/or related information processing services (that is, 
digital or logical access to VA information and information systems) and to enter 
specific physical facilities (that is, physical access to VA owned or leased 
buildings and spaces). (SOURCE: FIPS 201-3) 

b. Affiliate: A non-Federal employee or contract individual who requires logical 
access to VA information systems and/or physical access to VA facilities to 
perform their duties. Examples of affiliates include (but are not limited to) 
students, researchers, residents, Veterans Service Organization Officers, 
volunteers, accredited attorneys, union officials, and interns. (SOURCE: VA 
Directive 0710).  

c. Applicant: An individual applying for a VA PIV, PIV-I, or PIV-I Flash Credential. 
An applicant may be a current or prospective Federal employee, contractor, 
affiliate, or other individual requiring access to VA facilities, services and/or 
information systems on a recurring basis. (SOURCE: FIPS 201-3) 

d. Background Investigation: The process by which the U.S. Government 
establishes that Applicants or incumbents, either employed by the U.S. 
Government or working for the U.S. Government under contract, are suitable 
for the job and/or eligible for Public Trust or sensitive position.  

e. Biometric: A measurable, physical characteristic, or personal behavioral trait 
used to recognize the identity or verify the claimed identity of an applicant. 
Facial images, fingerprints, and iris scan samples are all examples of 
biometrics. (SOURCE: FIPS 201-3) 

https://www.va.gov/vapubs/
https://www.va.gov/vapubs/
https://www.va.gov/vapubs/
https://www.va.gov/vapubs/search_action.cfm?dType=1
https://www.va.gov/vapubs/search_action.cfm?dType=2
https://www.va.gov/vapubs/
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
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f. Biometric Authentication (BIO, BIO-A): A form of authentication in which 
authenticity is established by biometric verification of a new biometric sample 
from a cardholder to a biometric data record read from the cardholder’s 
activated PIV card. In BIO, the biometric sample may be captured from the 
cardholder in isolation, while in BIO-A, an attendant must oversee the process 
of biometric capture. 

g. Biometric Capture Device: Device that collects a signal from a biometric 
characteristic and converts it to a captured biometric sample. (SOURCE: ISO 
2382-37 ) 

h. Biometric Characteristic: Biological attribute of an individual from which 
distinctive and repeatable values can be extracted for the purpose of 
automated recognition. Fingerprint ridge structure and face topography are 
examples of biometric characteristics. (SOURCE: ISO 2382-37, adapted) 

i. Biometric Data: Biometric sample or aggregation of biometric samples at any 
stage of processing. (SOURCE: ISO 2382-37, adapted) 

j. Biometric Data Record: Electronic data record containing biometric data. This 
information can be in terms of raw or compressed pixels or in terms of some 
biometric characteristic (e.g., patterns). (SOURCE: ISO 2382-37, adapted) 

k. Biometric On-Card Comparison (OCC): A one-to-one comparison of 
fingerprint biometric data records transmitted to the PIV card with a biometric 
reference previously stored on the PIV card. In this Standard, OCC is used as a 
means of performing card activation and as part of Biometric on-Card 
Comparison Authentication (OCC-AUTH).  

l. Biometric On-Card Comparison Authentication (OCC-AUTH): An 
authentication mechanism where biometric OCC is used instead of a personal 
identification number (PIN) to activate a PIV card for authentication.  

m. Biometric Verification: Automated process of confirming a biometric claim 
through biometric comparison(SOURCE: ISO 2382-37, adapted) 

n. Biometric Verification Decision: A determination of whether biometric 
probe(s) and biometric reference(s) have the same biometric source based on 
comparison score(s) during a biometric verification transaction. (SOURCE: ISO 
2382-37, adapted) 

o. Certification: The formal process of assessing the attributes (e.g., knowledge, 
availability, accountability, trustworthiness, security) of a process, role, or task 
using various methods of assessment (e.g., interviews, document reviews, test 
results, evaluations, validations reports) that support the assertion of reliability 
and capability to perform the process, role, or task. 

https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
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p. Continuous Vetting: An ongoing assessment of an individual to determine 
whether that individual remains suitable or fit for a position over time.  

q. Contractor: An individual, business or organization that contracts with VA to 
provide goods or services, furnishing supplies and/or services to VA who will 
have access to VA information systems and/or physical access to VA facilities, 
and is not an employee or affiliate.  

r. Credential: Physical evidence that attests to an individual’s identity used to 
grant authorization to access VA facilities, services and/or VA information 
systems. In this Directive, a credential, can be a PIV card, PIV-I, or PIV-I Flash 
Credential. 

s. Derived PIV-I Credential: The Derived PIV Credential is a Derived PIV 
Authentication certificate, which is an X. 509 public-key certificate that has been 
issued in accordance with the requirements of this document and the X. 509 
Certificate Policy for the U.S. Federal Public Key Infrastructure Common Policy 
Framework; (SOURCE: NIST SP 800-157, Guidelines for Derived Personal 
Identity Verification (PIV) Credentials). 

t. Employee: Defined in 5 U.S.C. § 2105 as an individual who is appointed in the 
civil service and engaged in the performance of a Federal function under 
supervision by a Federal officer or employee.  

u. Executive Order (EO): An executive order is a directive from the President of 
the United States to Federal agencies that has the force of law. Executive 
orders are based on existing statutory powers and do not require Congressional 
approval.  

v. Federal Information Processing Standards (FIPS): A standard for adoption 
and use by Federal Departments and Agencies that has been developed within 
the Information Technology Laboratory and published by NIST, a part of the 
U.S. Department of Commerce under 40 U.S.C. § 11331. A FIPS covers some 
topic in information technology to achieve a common level of quality or some 
level of interoperability. (SOURCE: FIPS 201-3) 

w. FIPS 201 Approved Products List (APL): A list of products and services that 
are in compliance with the current version of the FIPS 201 and its supporting 
publications. The list may be found at FIPS 201 Approved Product List Only 
those products and services (service providers) listed on the FIPS 201 APL are 
recognized as being in compliance with HSPD-12. (SOURCE: FIPS 201 APL) 

x. Identification: The process of discovering the identity (i.e., origin, initial history) 
of a person or item from the entire collection of similar persons or items. 
(SOURCE: FIPS 201-3) 

y. Identity: The set of physical and behavioral characteristics by which an 
individual is uniquely recognizable. (SOURCE: FIPS 201-3) 

https://csrc.nist.gov/glossary/term/x_509_public_key_certificate
https://csrc.nist.gov/pubs/sp/800/157/final
https://csrc.nist.gov/pubs/sp/800/157/final
https://uscode.house.gov/view.xhtml?req=(title%3A40%20section%3A11331%20edition%3Aprelim)
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://www.idmanagement.gov/fips201/
https://www.idmanagement.gov/fips201/
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
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z. Identity Assurance Level (IAL): A category that conveys the degree of 
confidence that a person’s claimed identity is their real identity, as defined in 
[SP 800-63-4] in terms of three levels: IAL1-Some confidence; IAL2- High 
confidence; IAL3-Very high confidence. (SOURCE: FIPS 201-3) 

aa. Identity Proofing: The process of providing sufficient information (e.g., identity 
history, credentials, documents) to establish an identity. (SOURCE: FIPS 201-
3) 

bb. Identity Registration: The process of making a person’s identity known to the 
PIV system, associating a unique identifier with that identity, and collecting and 
recording the person’s relevant attributes into the system. In some other NIST 
documents, such as SP 800-63-4, identity registration is referred to as 
enrollment. (SOURCE: FIPS 201-3) 

cc. Identity Verification: The process of confirming or denying that a claimed 
identity is correct by comparing the credentials of a person requesting access 
with those previously proven and associated with the PIV card or a derived PIV 
credential associated with the identity being claimed. (SOURCE: FIPS 201-3) 

dd. Infrequent Access: Accessing VA facilities and/or information systems for a 
period of less than 6 months in a year or a period of less than 180 aggregate 
days in a 1-year period. 

ee. Interoperability: For the purposes of the HSPD-12 Presidential Directive, 
interoperability allows any Federal Government facility or information system, 
regardless of the PIV Issuer, to verify a cardholder’s identity using the 
credentials on the PIV card. (SOURCE: HSPD-12 Presidential Directive) 

ff. Logical Access Control System (LACS): Protection mechanisms that limit 
users' access to information and restrict access in the system to only what is 
appropriate for them. These systems may be built into an operating system or 
application or may be an added system. (SOURCE: CIO Council PIV-I for 
Issuers v 2.0.1) 

gg. Personal Identity Verification (PIV) Card: A physical artifact (e.g., identity 
card, “smart” card) issued to an individual that contains a PIV Card Application 
which stores identity credentials (e.g., photograph, cryptographic keys, digitized 
fingerprint representation) so that the claimed identity of the cardholder can be 
verified against the stored credentials by another person (human-readable and 
verifiable) or by an automated process (computer-readable and verifiable); VA 
PIV cards are issued to persons requiring unsupervised, logical, and/or physical 
access for more than 180 days within a 1-year period. USAccess PIV cards' 
certificates embedded in the card are valid for 3 years, and the card itself has a 
physical 5-year expiration. (SOURCES: FIPS 201-3)  

hh. PIV Card Applicant Representative (PCAR): The PCAR represents the 
interests of current or prospective employees, contractors, and affiliates who 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://www.dhs.gov/homeland-security-presidential-Directive-12
https://www.idmanagement.gov/docs/archived/fpki-pivi-for-issuers.pdf
https://www.idmanagement.gov/docs/archived/fpki-pivi-for-issuers.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
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are the Applicants for PIV credentials. They are responsible for assisting an 
applicant who is denied a PIV credential because of missing or incorrect 
information and ensuring that all Applicants obtain useful information and 
assistance when needed. 

ii. PIV Card Issuer (PCI): An authorized HSPD-12 compliant PIV credential 
issuing organization that procures FIPS-approved blank identity cards, 
initializes them with appropriate software and data elements for the requested 
identity verification and access control application, personalizes the cards with 
the identity credentials of the authorized subjects and delivers the personalized 
cards to the authorized subjects along with appropriate instructions for 
protection and use. (SOURCE: NIST SP 800-79-2) 

jj. PIV Credential: The term PIV credentials encompass all PIV Cards issued by 
VA’s USAccess system to VA employees, contractors, and affiliates.  

kk. Personal Credential Issuance Facility (PCIF): An installation that adequately 
houses and supports PCI personnel, storage of vital and sensitive records, test 
systems and associated components (hardware/software/firmware) and other 
operational components. (SOURCE: NIST SP 800-79-2) 

ll. PIV-Interoperable (PIV-I) Credential: A PIV-I card meets the PIV technical 
specifications to work with Federal PIV infrastructure elements such as card 
readers and is issued in a manner that allows the Federal Government Relying 
on Parties to trust the card. The PIV-I Card is suitable for Identity Assurance 
Level 3 (IAL3) and Authenticator Assurance Level 3 (AAL3) as defined in NIST 
SP 800-63-4, as well as multi-factor authentication as defined in NIST SP 80-
116. PIV-I credentials do not meet all the requirements of FIPS 201-3, do not 
require a background check, do require the favorable adjudication of a FP SAC, 
and include an authentication certificate that connects to the Federal Bridge 
Certificate Authority. Flash PIV-I credentials replaced VA’s Non-PIV Cards and 
Flash Credentials. (SOURCES: VA Handbook 6500 and CIO Council PIV-I for 
Issuers v 2.0.1) 

mm. PIV-I Flash Credential: A VA PIV-I credential identification (ID) card containing 
a photograph issued to an individual for a period not to exceed 180 days, for 
physical access only to VA facilities.  

nn. Physical Access: Access to areas within or on a VA facility, including the 
exterior of the building that may or may not be controlled by locks, card readers, 
guards, or other security devices.  

oo. Physical Access Control System (PACS): An electronic system that controls 
the ability of people to enter a protected area by means of authentication and 
authorization at access control points.(SOURCE: NIST SP 800-116) 

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-79-2.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-79-2.pdf
https://dvagov-my.sharepoint.com/personal/stefania_francis_va_gov/Documents/0735%20Directive%20&%20Handbook/VIEWS%20Case%202025/ASHRAOSP_11787811_0735%20Directive_07.23.25_Template%20G.docx
https://dvagov-my.sharepoint.com/personal/stefania_francis_va_gov/Documents/0735%20Directive%20&%20Handbook/VIEWS%20Case%202025/ASHRAOSP_11787811_0735%20Directive_07.23.25_Template%20G.docx
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-116r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-116r1.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-3.pdf
https://www.idmanagement.gov/docs/archived/fpki-pivi-for-issuers.pdf
https://www.idmanagement.gov/docs/archived/fpki-pivi-for-issuers.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-116r1.pdf
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pp. Resource: For purposes of this Directive, the term “resource” refers to any 
physical or logical asset including but not limited to buildings, rooms, data 
(electronic and paper), and information technology. 

qq. Routine Access: Accessing VA facilities and/or information systems without an 
escort and/or continuous monitoring by a VA official for a period of more than 
180 days in a 365-day period. 

rr. Special Agreement Check (SAC): A SAC is a fingerprint-only automated 
records check conducted by the FBI in collaboration with OPM. New PIV 
credentials are issued following, at a minimum, the completion and favorable 
adjudication of a SAC and a Tier 1 or higher background investigation 
scheduled as indicated by OPM PIPS.  

ss. Tier 1 Background Investigation: Conducted by DCSA, this investigation 
covers a period of 5 years and consists of a review of current records in the 
OPM Security Investigations Index, DoD Defense Central Investigations Index, 
FBI name check and an FBI fingerprint check, as well as written inquiries to 
previous employers and references listed on the application for employment. It 
is used for Non-sensitive or Low Risk positions in VA. 

tt. USAccess: A GSA shared service that provides Federal agencies, boards, and 
commissions with an end-to-end service to enroll Applicants and issue HSPD-
12 compliant identity management credentials. USAccess streamlines 
sponsoring, enrolling, adjudicating, and credentialing processes while 
maintaining each credential throughout its lifecycle.  

uu. Visitor: Any individual requiring escorted access and is on VA property fewer 
than 15 days in a 365-day period. Visitor passes, as stated in paragraph 3.b.(4) 
(b).of VA Handbook 0735, are not governed by HSPD-12 policies. Issuance of 
visitor passes is the responsibility and at the discretion of each facility. 

vv. Volunteer: An individual performing services for a nonprofit organization or a 
governmental entity who does not receive - (a) compensation (other than 
reasonable reimbursement or allowance for expenses actually incurred, when 
applicable); or (b) any other thing of value in lieu of compensation when 
applicable, in excess of $500 per year. A small number of volunteers who are 
part of VA’s Voluntary Services Program may also be issued a PIV-I Flash 
Credential, PIV-I card, or PIV card depending on logical and physical access 
requirements as coordinated for the specific volunteer by the Center for 
Development and Civic Engagement coordinators. 
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