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Change Summary

Previous Version Date: July 2, 2015
Summary of Changes:

. Designates the Office of Information and Technology (OIT)-managed solution as
the VA’s authoritative enterprise-wide, central repository for all software lifecycle
data.

J Integrates the ESAM Lifecycle Framework and centralized reporting
requirements.

o Updates roles and responsibilities across VA Administrations, Staff Offices and
personnel.
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A. Purpose

1. The purpose of this directive is to establish the Department of Veterans Affairs (VA)
policy for governance, lifecycle management, and oversight of software assets
across the enterprise. This directive ensures compliance with:

a.

b.

g.
h.

Antideficiency Act (ADA).
Federal Information Technology Acquisition Reform Act (FITARA).
Federal Information Security Modernization Act (FISMA) of 2014.

Making Electronic Government Accountable by Yielding Tangible Efficiencies
(MEGABYTE) Act of 2016.

Office of Management and Budget (OMB) Memorandum M-16-12, Category
Management Policy 16-1: Improving the Acquisition and Management of
Common Information Technology: Software Licensing.

OMB Memorandum M-26-05, Adopting a Risk-based Approach to Software and
Hardware Security.

Federal Acquisition Regulation (FAR).

National Institute of Standards and Technology (NIST).

2. This directive formalizes the VA Enterprise Software Asset Management (ESAM)
Program, which is responsible for implementing standardized, centralized processes
and tools to manage software assets throughout their lifecycle. It supports:

a.

b.

]

Consistent best practices for software management.
Improving financial stewardship.
Ensuring legal/regulatory compliance.

Ensuring efficient acquisition practices.

. Increasing operational efficiency (security, interoperability and supportability).

B. Scope

1. To support these goals, this directive designates the OIT managed ESAM program
as the authoritative Program of Record (PoR) for all VA software oversight and
management. This directive applies to:

a.

All VA personnel.
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b. All software used within the VA, regardless of funding source.

c. All VA organizations, including Veterans Health Administration (VHA), Veterans
Benefits Administration (VBA), National Cemetery Administration (NCA), Office of
Inspector General (OIG), and other staff offices.

2. This directive does not supersede any applicable law or higher-level agency
directive or policy guidance.

C. Policy

1. The ESAM Program Office will manage the overarching framework to support the
management of all VA software assets. The centralized repository will be utilized to
document all software purchases, regardless of funding type; thereby ensuring
visibility of all software assets VA wide and enabling appropriate governance and
accountability. Software bundled with hardware and platform purchases must also
be accounted for and tracked within the inventory.

VA is also obligated to responsibly manage all software, accurately report financial
expenditures and entitlement usage, comply with its ESAM process, and provide
contractual renewal documentation.

2. Centralized Governance

a. As directed by Congress, the Secretary of Veterans Affairs in conjunction with
the VA Chief Information Officer (ClO) and the ESAM Program Office will provide
direction and oversight for all VA software regardless of funding source,
procurement method, or software type (including, but not limited to: commercial-
off-the-shelf (COTS), government-off-the-shelf (GOTS), on-premises, and cloud-
based including Software as a Service (SaaS)).

b. Centralized governance includes the full scope of SLM within ESAM, ensuring
disciplined oversight of each software asset from initial procurement through
retirement so that every phase is tracked, compliant, and aligned with business
value. Within ESAM, SLM encompasses establishing license rights, contract
terms, and spend accountability at the point of acquisition; recording software
installations and configurations against authorized entitlements; monitoring actual
usage to identify shelfware, over-deployment, or shadow IT; continuously
reconciling entitlements against installations to maintain a defensible audit
posture; applying consumption and usage insights to right-size renewals,
renegotiate contracts, or consolidate duplicative vendor products; and ensuring
the proper decommissioning of licenses, reclamation of entitlements, and
fulfillment of all security and data-handling requirements.

c. Input concerning Enterprise Agreements (EA), Enterprise License Agreements
(ELA) and Enterprise Software Agreements (ESA) shall be solicited from
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impacted offices, to include, but not limited to: OIT, VHA, VBA, and NCA,; the
Office of Acquisition, Logistics, and Construction (OALC); the Technology
Acquisition Center (TAC); Construction and Facilities Management; Health
Technology Management (HTM), the Board of Veterans’ Appeals (BVA), and
Office of Research & Development (ORD), and OIG.

3. Central Repository for Software Inventory

a.

d.

The central repository is the trusted, “single source of truth” where data is
created, maintained, and managed.

This directive designates OIT’s managed solution as the authoritative central
repository for all VA software entitlement information.

All software and their corresponding entitlements, regardless of funding or
procurement channels, must be recorded in the authoritative central repository.

Software without a valid entitlement record is subject to automated removal.

4. Acquisition and Compliance

a.

Acquisitions for all types of software including, but not limited to, on-premises
(COTS and GOTS) and cloud (SaaS) software are subject to the following:

All software procurements must comply with Federal Acquisition Regulations
(FAR) and VA Acquisition Regulations (VAAR) and internal VA regulations as
stated in VA Directive 6008, Acquisition and Management of VA Information
Technology Resources; VA Directive 6500, VA Cybersecurity Program; VA
Handbook 6500.6, Contract Security; and VA Directive 6550, Pre-Procurement
Assessment and Implementation of Medical Devices/Systems.

All software acquisitions must be reviewed and pre-approved by the ESAM
Program Office; and then upon award of contract, the software entitlement details
must be submitted to the ESAM Program Office via the current intake
mechanism.

All software procurements must follow OIT-approved procedures to maximize the
consolidation of software which will result in bulk pricing and cost saving
achievements for the VA; and to support the initiative of reducing the number of
software titles installed and in-use on the VA network.

i These requirements do not apply to systems (integrated hardware-software
solutions such as appliances or embedded platforms), services (professional,
consulting, or technical service contracts), or maintenance contracts
(agreements that provide support, warranties, updates, or patches rather than
software entitlements).
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i Although VA’s OIG procurements are exempt from this requirement,
coordination and consulting are encouraged to support a unified approach to
software management.

e. Government credit cards (e.g., purchase cards or P-cards) shall not be used for
any recurring software needs. This includes, but is not limited to, annual or
multiyear software licenses, cloud-based subscriptions, software maintenance
renewals, auto-renewing services, or any purchase that creates an ongoing
obligation beyond a single micro-purchase; such use risks improperly splitting
transactions to avoid higher level procurement actions and violates the FAR. All
recurring software requirements must be submitted and processed through a
warranted Contracting Officer (CO).

i P-Cards are authorized for simple, one-time purchases at or below the micro-
purchase threshold (per FAR 13.201). They are not designed for purchases
that create ongoing financial obligations beyond a single fiscal year.

i Using a P-Card for recurring software purchases exposes the VA and the
cardholder to violations across multiple Federal laws and regulations. The key
legal risks are violations of the Antideficiency Act (ADA) — 31 U.S.C. § 1341.
Federal employees may not obligate funds in advance of or in excess of an
appropriation. Recurring subscriptions with auto-renewal features create
financial commitments extending into future fiscal years, before Congress has
approved those funds.

5. Inventory and Reporting

a. The ESAM Program Office, in coordination with the Administrations and Staff
Offices, will comply with the reporting requirements of the OMB, Government
Accountability Office (GAO), and other entities as required by law and Executive
Orders.

b. Automated tools will be used to maintain, track, and analyze software license
entitlement data, software usage, distribution, metering, financial data, and to
assist with identifying the executive software owner (business owner) and
operational software manager (the product owner).

c. A baseline inventory of all software must be established.

d. Semi-annual integrated data collections (IDCs) of VA software licenses shall be
conducted to update and maintain VA’s software inventory. Semi-annual IDCs
shall be conducted using the designated reporting standard to support the
centralized collection of data.

i The data submission must also include requirements from VA Administrations
and Staff Offices, including the OIG, for software procured with non-IT
funding.
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e.

f.

i Any new software identified in the semi-annual IDC must be submitted to the
ESAM Program Office via the current intake mechanism. The ESAM Program
Office will then review and publish those entitlements into the official central
repository.

Internal Use Software (IUS) data must be incorporated into reporting.

The ESAM Program Office will report financial savings and compliance metrics to
OMB every five years.

6. Training. The ESAM Program Office will develop procedures and provide software
asset management training to key VA personnel to ensure the organization stays
informed of recent technological advances and the complexities of vendor software.

D.
1.

Responsibilities

Assistant Secretary, Office of Information and Technology and Chief
Information Officer (CIO). The CIO is responsible for:

a.

Issuing and approving policies, procedures, and guidance for implementing and
coordinating the ESAM program.

Implementing the ESAM program as appropriate.

Directing, monitoring, and enforcing software compliance with ESAM program
requirements.

Centralizing IT policy and operational decision-making within the VA.

Authorizing enforcement of ESAM policies to ensure that VA is compliant with
Federal laws and regulations.

Aligning governance structures; consolidating duplicative IT products

and systems; reviewing enterprise IT investment portfolios; ensuring compliance
with mandates; driving standardization; and supporting modernization initiatives
like the Business Line IT System Transformation (BLITS).

Assigning decommission authority by domain (e.g., Chief Data Officer (CDO) for
analytics, ORD for research).

Deputy Chief Information Officers (DCIO) and Deputy Assistant Secretary
(DAS). Each DCIO within all OIT organizations and the DAS for Office of Information
Security (OIS) are responsible for:

a.

b.

Ensuring architecture and technology roadmaps align closely with software
licensing policies.

Collaborating with the Enterprise Software Asset Management Director to ensure
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software compliance is achieved within their organization.

3. Director, Enterprise Software Asset Management (ESAM). The ESAM Director is
responsible for:

a. Establishing ESAM program goals and objectives in alignment with Federal
requirements, stakeholder input, and existing VA protocols.

b. Ensuring all software entitlements submitted to the ESAM Program Office via the
current intake mechanism are reviewed and published into the central repository
for software inventory so they can be tracked and managed as required by

policy.
c. Escalating adjudication issues or concerns related to software to the VA CIO.

d. Implementing improvements to reduce duplication and ensure the adoption of
ESAM best practices.

e. Developing ESAM program policies and procedures.

f. Developing a centralized ESAM dashboard to support cost-effective decision
making.

g. Ensuring all software assets have an identified business owner, product owner,
and entitlement managers.

h. Establishing a baseline inventory of all software in use across the VA (including
bundled software).

i. Using automated tools to maintain, track, and analyze software license
entitlement data; compiling and continually updating a listing of all software
licenses including all licenses purchased, deployed and in use as well as
spending on subscription services to include provisional software such as a
service agreement.

j. Ensuring relevant agency personnel are trained in ESAM practices used in
various phases of the acquisition lifecycle, including providing Software License
Management training to entittement managers.

k. Collaborating with the Office of Strategic Sourcing’s (OSS) Acquisition Strategy
and Category Management to implement strategic sourcing strategies for VA-
wide software agreements and licenses by analyzing business, functional, and
software requirements, current enterprise agreements, spending patterns, and
cost-benefit analyses to optimize purchasing power, reduce costs, and enhance
performance.

I.  Complying with OMB, GAO, and other entities as required by law and the
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Executive Branch; and incorporating IUS data into the data collection and
reporting schedule.

m. Effectively communicating EA, ELA and ESA information with Executive Software
Owners, Operational Software Managers, and other stakeholders to ensure
ELA’s are properly utilized and coordinated for new hardware acquisitions,
technology refreshes, and all VA infrastructure and application development and
deployment projects.

4. Software Owner.

a. A Software Owner is the individual, team, or suborganization responsible for and
who holds accountability for a software application or system, encompassing its
development, maintenance, licensing, performance, and overall lifecycle.

b. Itis important to note that the designation of Software Owner and Software
Manager (detailed in paragraph 8 below) is not limited to any specific office,
level, or component within the VA. These roles may be assigned to individuals
across the enterprise and, where organizationally appropriate, a single individual
may concurrently serve in both capacities.

c. The Software Owner is responsible for:

i Defining the purpose, direction, and value of the software through the
gathering analysis, and validation of business, functional and software
requirements (to include service and maintenance agreements), enterprise
agreements currently in place, and spending patterns as well as conducting
cost benefit analyses.

i Planning the acquisition strategy to determine if the business-line will be
funding and completing the actual acquisition or if the business-line will be
working with OIT to leverage their acquisition.

iii Assessing and communicating the software agreement contract’s overall
future strategy with respect to organizational needs (e.g., cloud, VMware,
mobile devices, etc.).

iv.Managing all aspects of the financial portfolio under their purview, including
budget requests, multi-year planning, unfunded requirements (UFRs), and the
determination of licensing-cost methodologies. This responsibility applies only
to requirements that originate and are processed through approved
procurement channels.

NOTE: In environments where multiple organizations contribute funding to a
shared contract, each organization retains responsibility for its own financial
commitments and associated UFRs. No single organization can be expected
to independently manage or absorb costs introduced by external groups
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Vi

Vii

viii

without full visibility and adherence to established procurement and
governance processes. The Software Owner’s role is to provide coordination
and transparency across stakeholders, not to assume financial accountability
for uncoordinated or externally generated requirements.

Coordinating with OSS, TAC, and other contracting support offices, as well as
the Franchise Fund (FF), as appropriate, to facilitate effective contract
management.

Overseeing procurement package development for software agreement
renewals and replacements.

Collaboratively engaging with Desktop Device Engineering (DDE) on (NIST)
frameworks and guidelines that address SAM for roll-out and sustainment,
with the Software Owner driving strategic alignment and the Software
Manager overseeing day-to-day implementation.

Ensuring all software entitlement purchases are submitted to the ESAM
Program Office via the current intake mechanism; this will allow for
entitlement records to be reviewed and published into the central repository
for software inventory tracking and management as required by policy. Must
coordinate with contracting as appropriate to request entitlement details, if not
already received.

Providing quarterly updates on enterprise software entitlements and other
pertinent data related to software agreements to the Software Owner and
Managers.

5. Enterprise Software Asset Management (ESAM). The ESAM program is
responsible for:

a. Collaborating across OIT to analyze and develop enterprise strategies to meet
future business needs while complying with all Federal laws and regulations.

b. Developing the enterprise software lifecycle including governance, planning for
future upgrades or technological advances (road mapping), reviewing Technical
Reference Model (TRM) decision matrices, coordinating with TRM on decision
changes and updates, and software retirement.

c. Determining the enterprise methodology for entittement management to include
assignment and reclamation of entitlements.

d. Providing written communications to users and OIT colleagues to keep them
informed of changes to ESAM processes.

Technical Reference Model (TRM) Governance Board. The TRM Governance

Board is responsible for:

10
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a.

Conducting product reviews for all planned or requested software for use within
the VA to ensure compliance with applicable Federal security and privacy
standards.

Promoting awareness of understanding of software agreements that currently
exist in the VA to the end user community.

Medical software utilized on endpoints outside of Medical Device Isolation
Architecture (MDIA) boundaries will be subject to TRM review and approval.
Reviews for medical system software as well as other Special Purpose Devices
will be handled outside of TRM and in accordance with VA Directive 6550.

Authorization of cloud services and cloud-based products is not in the purview of
the TRM.

7. Information Technology Workgroup (ITW). The ITW is the VA-wide deliberative
body responsible for:

a.

Overseeing the appropriate funding of IT related projects, acquisitions, and
products in accordance with law and policy.

Establishing and maintaining processes for determining the proper funding type
for IT products and services.

Reviewing, updating, and interpreting policy questions as they relate to VA
Directive 6008, Acquisition and Management of VA Information Technology
Resources.

Providing support to all VA Administrations and Staff Offices (A/SOs) in
accordance with appropriations law, VA IT policy, and VA Directive 6008
guidelines.

8. Software Manager.

a.

C.

Software Manager is the individual responsible for overseeing the people,
processes, and resources involved in the development, maintenance, and
delivery of a specific software application or system, ensuring that work is
completed efficiently, on time, and within scope.

It is important to note that the designation of Software Owner and Software
Manager (detailed in paragraph 4 above) is not limited to any specific office,
level, or component within the VA. These roles may be assigned to individuals
across the enterprise and, where organizationally appropriate, a single individual
may concurrently serve in both capacities.

The Software Manager is responsible for:

11
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Vi

Vii

viii

Managing and oversight of the specific software title(s) under their purview.

Determining methodology for entitlement management to include assignment
and reclamation of entitlements.

Planning the software’s lifecycle including governance, future upgrades or
technological advances (road mapping), and software retirement.

Collaborating with stakeholders to fully understand and document user
software needs (present and future); and then communicating future software
requirements to the Software Owner.

Ensuring that all software has an approved, documented baseline. Where
neither an EA nor an ELA exist, the Software Manager is responsible for
establishing that baseline in coordination with the Software Owner and
ensuring it is tracked and maintained appropriately.

Ensuring communication with other VA offices as required, as well as
establishing and maintaining coordination between business offices and OIT.

Collaborating with OIS to ensure security compliance.
Assembling the project team to support software agreement needs.

Managing software usage for the purposes of entitlement allocation within the
contract boundaries.

Collaboratively engaging with DDE on NIST frameworks and guidelines that
address SAM for roll-out and sustainment, with the Software Owner driving
strategic alignment and the Software Manager overseeing day-to-day
implementation.

9. Contracting Officer’s Representative (COR). The COR is responsible for:

a.

Managing software asset contract terms and conditions in accordance with their
duties and responsibilities as designated by the CO.

Coordinating with the CO before providing software contract documentation to
the Director, ESAM and the Software Manager(s).

10.Program / Project / Field Operation / Engineering Managers. Program / Project /
Field Operation Managers (Directors of Operations and District Directors), and Area
Managers who are involved with procurement activities are responsible for:

a. Ensuring that software is procured, installed, and managed in accordance with
approval constraints documented in the TRM.

12
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b. Ensuring all software entitlement purchases are submitted to the ESAM Program
Office via the current intake mechanism; this will allow for entitlement records to
be reviewed and published into the central repository for software inventory
tracking and management as required by policy. Must coordinate with contracting
as appropriate to request entitlement details, if not already received.

c. Ensuring enterprise software license or service agreements are used and
coordinated for all procurement activities, including new hardware acquisition,
technology refreshes, and other application development and deployment
projects.

11.Desktop/Platform Administrators. Desktop/Platform Administrators within OIT are
responsible for: Securing workstations and servers to ensure that only approved /
authorized software is installed by authorized personnel based on job function and
requirements.

12.All VA End Users: All VA organizational and non-organizational end users are
responsible for:

a. Using software responsibly and only for the approved functions outlined in the
enterprise agreement.

b. Not installing any unapproved / unauthorized software on Government Furnished
equipment, in accordance with the VA Information Security Rules of Behavior.

E. References
1. Antideficiency Act (ADA).

2. Federal Information Technology Acquisition Reformation Act (FITARA).
3. Federal Information Security Modernization Act of 2014.

4. The Making Electronic Government Accountable By Yielding Tangible Efficiencies
(MEGABYTE) Act of 2016.

5. Federal Acquisition Regulation (FAR).

6. OMB Memorandum M-16-12, Category Management Policy 16-1: Improving the
Acquisition and Management of Common Information Technology: Software
Licensing.

7. OMB Memorandum M-26-05, Adopting a Risk-based Approach to Software and
Hardware Security.

8. VA Enterprise Software Asset Management (ESAM) Process Asset Library (PAL)

13
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Framework.

F. Definitions

1. Baseline Inventory: A baseline inventory is the authoritative inventory of approved
software expected to reside on a device, system, or environment, serving as the
standardized foundation against which required, authorized, and non-authorized
software is identified to ensure compliant, secure, and cost-effective software
lifecycle management.

2. Enterprise Agreement (EA): EAs are licensing contracts between an organization
and a software vendor that allows the organization to use a specific set of software
products across the enterprise, typically for a fixed term (e.g., 3 years). EAs usually
offer discounted pricing in exchange for a committed volume or spend, and they
often include software assurance or upgrade rights.

3. Enterprise License Agreement (ELA): ELAs are legally binding agreements
between companies and software vendors. Also known as Enterprise Software
Agreements (ESAs), ELAs typically give companies unlimited use at a discounted
rate for a period of time.

4. Enterprise Software: Software that supports the mission, operations, and business
needs of the VA as a whole, rather than serving the needs of individual users or
isolated groups. It is important to note that TRM catalogs standardized IT
technologies used in enterprise applications; it excludes software managed outside
of VA’s core IT architecture and operations.

5. Enterprise Software Agreement (ESA): An ESA is a broader or more customized
agreement that covers software products and often includes additional services such
as maintenance, support, training, and professional services. An ESA may be used
to encompass a wider scope of software asset management responsibilities beyond
just licensing.

6. Entitlement: A specific right granted to a user of a licensed product, usually
regarding how it may be used.

7. Entitlement Manager: The individual that is responsible for the acquisition and
management of any software entitlements from the perspective of purchase, access
rights, software usage and definition of the entitlement details. Typically, the
Entittement Manager can be the executive software owner, operational software
manager, the COR or the owned by group.

8. Software: Software is comprised of computer programs (sets of instructions, rules,

14
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or routines recorded in a form that a computer can read and execute), operating
systems, compilers, assemblers, interpreters, and application programs, along with
any data or databases integrated with or necessary to operate the software, and
associated documentation such as design specifications, user manuals, and source
code.

Note: For purposes of this definition, computer software refers to a definitive
software title that may be commercially purchased or internally developed. Distinct
titles are considered separate and unique software products (e.g., MS Project Pro
2008 is not interchangeable with MS Project Standard 2008).

9. Software Compliance: The degree to which a consumer adheres to the terms and
conditions of the software license.

10.Software License Agreement: A license to use one or more software rights to a
license as specified by the software contract.

11.Software Rights: The number of instances of a specific software license defined by
the software contract.

15
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