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Introduction

The Blind Rehabilitation (BR) application provides enhanced tracking, and reporting, of the blind
rehabilitation services provided to veterans by:
e  Visual Impairment Service Teams (VIST)Coordinators
Blind Rehabilitation Centers (BRCs)
Blind Rehabilitation Outpatient Specialists(BROS)
Visual Impairment Services Outpatient Rehabilitation (VISOR) Programs
Visual Impairment Center to Optimize Remaining Sight (VICTORS)

Currently, there is no VistA software that meets the needs of the Blind Rehabilitation Centers or BROS
and the VIST 4.0 package only monitors, tracks, and reports on a limited amount of data for the VIST.

The site-based VIST 4.0 package is being replaced with the re-hosted Blind Rehabilitation (BR) 5.0
application supporting the HealtheVet-VistA enterprise architecture. In addition to providing the base
functionality of the BR 4.0 system, BR 5.0 provides a web-enabled GUI through which users can access
enhanced capabilities intended for VIST Coordinators, new functionality for BROS, BRC personnel and
waiting times and waiting list.

The Blind Rehabilitation 5.0 application provides entirely new functionality that encompasses and
integrates all five segments of the Blind Rehabilitation Services including waiting times and waiting list.

Benefits

Complies with HealtheVet-VistA Architecture

Complies with 508 regulations, using W3C standards

Accessible web based application, via a web browser

Supports the OI Single Sign-on initiative

User authentication via role based permissions

User friendly

Seamless continuum of care

Minimum user disruption

Simplified data entry

Better identification and treatment of veterans

Consolidates data

Enables system driven waiting times and waiting list tracking and reporting capabilities
Enables users to receive comprehensive views of a patient’s BR Services across institutions
Facilitates data tracking and auditing capabilities

Improves accountability

Enhanced reporting features

Provides Data Standardization which improves and provides consolidated data reporting
Improved blind services tracking

Enables Research and Provides Outcomes tracking and reporting capabilities

Improves VHA organizational communication

Transmits to the Health Data Repository

August 2011 Blind Rehabilitation 5.0
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Enhanced Technology

A single consolidated database and application will replace the current site-specific VIST 4.0
package

Fulfills the congressional mandate on waiting times and waiting list calculations

Electronic referral process to track patient applications for service

Notifications feature to alert users of pending referrals

Encounters/Progress Notes will be automatically created for assessments and field visits (PCE
interface) in a future version.

Nationwide centralization of Blind Rehabilitation services data to allow nationwide reporting
Ad-hoc reporting capabilities

Secure Web Access (128 Bit SSL) from any authorized VA workstation

Improved technology using web browser access and improved data security, via the VHA intranet
Uses modern system architecture which allows for faster system enhancements

Enhancements will be rolled out to all users at the same time ensuring consistent data

Allows ability to track BR patient care access across institutions

Patients can be referred or transferred to other institutions if they move without having to recreate
patient data

Patient lookup using the HealtheVet Person Lookup Service (PSL) and Person Service
Demographics (PSC)

Standardized lookup tables using the HealtheVet Standard Data Service (SDS)

Improved data integrity

Minimize the maintenance and support required by IT support staff

Blind Rehabilitation 5.0 August 2011
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HealtheVet-VistA Software Requirements
During the installation of 'Blind Rehabilitation 5.0.29.4, the following java packages must be

installed.
Software Version
2VistALink V 1.5.2.004
3Kaajee V 1.0.1.003
Person Service Lookup (PSL) V.4.04.4
Patient Service Construct (formerly V.2.0.0.8
Person Service Demographics. Referred
to as PSC or PSD)
“Standard Data Service V. 18.0

! Changed version number of Blind Rehabilitation from 5.0.27.6 to 5.0.29.4
2 Changed version number of Vista Link from 1.5.0.026 to 1.5.2.004

3 Changed version number of Kaajee from 1.0.0.019 to 1.0.1.003

4 Changed version of Standard Data Service from 10.0 to 18.0
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Orientation

Recommended Users

The intended audience for this document is the staff responsible for installing or administering the
centralized components of the Blind Rehabilitation application. This document is not intended for
field Information Resources Management (IRM) staff, as there are no centralized components installed
in the field. This document is technical in nature and assumes the reader is familiar with Oracle,
WebLogic, and Crystal Reports. This document anticipates that separate staff members may be
responsible for installing various components and this guide is separated into appropriate sections for
this purpose.

Related Manuals

Blind Rehabilitation V. 5.0 VistA Installation/Implementation Guide
Blind Rehabilitation V. 5.0 Technical Manual and Security Guide
Blind Rehabilitation V. 5.0 User Manual

Blind Rehabilitation V. 5.0 Release Notes

Software Retrieval

The Centralized Blind Rehabilitation Application server software is not available for field download.
The central server software is intended to be installed only in the production domain or testing
domains by centralized system administrators. The software will be provided to the appropriate
installation personnel by the Blind Rehabilitation project team.

The complete Blind Rehabilitation 5.0 system requires various VistA packages to be installed on the
VistA servers, which will be connected to the central server. The field VistA '"M' packages will be
installed by field personnel and are available at the standard VistA [ANONYMOUS.SOFTWARE]
download locations. Please refer to the companion document to this guide: Blind Rehabilitation
VistA Installation/Implementation Guide for details regarding the VistA installation steps.

4 Blind Rehabilitation 5.0 August 2011
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Documentation Retrieval

You can find the documentation files for Blind Rehabilitation on the OI Field Office
[ANONYMOUS.SOFTWARE] directories.

File Name Description Retrieval Format

ANRVS5_ 0CIG.PDF * Blind Rehabilitation Centralized Server | Binary
Installation/Implementation Guide

ANRVS5_ 0VIG.PDF ** Blind Rehabilitation VistA Binary
Installation/Implementation Guide

ANRVS5_ORN.PDF Blind Rehabilitation Release Notes Binary

ANRVS5 0TM.PDF Blind Rehabilitation Technical Binary
Manual/Security Guide

ANRV5 0UM.PDF Blind Rehabilitation User Manual Binary

* This Installation Guide is only for Centralized Servers, not to be used at the field VistA site.

** This Installation/Implementation Guide is for field VistA sites.

VistA Intranet

Documentation for this product is available on the intranet at the following address:

http://www.va.gov/vdl/.

This address takes you to the VistA Documentation Library (VDL), which has a listing of all the
clinical software manuals. Click on the Visit Impairment Service Team (VIST) link and it will take
you to the Blind Rehabilitation documentation.

The link below allows access to the Blind Rehabilitation home page:

http://vista.med.va.gov/ClinicalSpecialties/vist/index.htm
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Pre-Installation Information

Blind Rehabilitation Central Server Administration Staff

A centralized system administrator is recommended for installing and supporting Blind
Rehabilitation/VIST 5.0 centralized server.

Test Sites

The BR software was field tested at the following sites:

Test Sites Beta Cycle I | Beta Cycle II (Go Live)
Augusta X X
VA Puget Sound Health X
Care System
Southern Arizona VA X X
Health Care System
(Tucson)
Hines VA Medical Center | X X
Chicago

Hardware and Operating Systems Requirements

System Performance Capacity

The Blind Rehabilitation application is designed to accommodate up to 1000 concurrent users. The
typical peak is expected to be approximately 20 users per server configuration. It is essential that
users are able to perform job duties within a reasonable amount of time.

Software Installation Time

Software installation time for the centralized components of Blind Rehabilitation can vary from
several hours to several days depending on the installer’s familiarity with the required components
and if the installation is ‘from scratch’ or an upgrade to a previously installed system. Installation of
VistA components at the field is required and the local IRM needs to perform this portion. Please
refer to the Blind Rehabilitation VistA Installation/Implementation Guide for details regarding
the VistA installation steps

Updates to VA developed components or the core BR application may only require several minutes
of downtime depending on the nature of what new features are part of the installation. Developers of
the software upgrades will provide release notes and installation steps to help estimate the downtime
duration.

6 Blind Rehabilitation 5.0 August 2011
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Users on the System

Most components cannot be installed while users are logged into or using the system. It is a
requirement to inform users of the scheduled downtime and estimated duration of the installation
before proceeding. Since there is only one nationally centralized production deployment of the
system, installations, and updates will disable the software for all Blind Rehabilitation users
throughout the VA.

Backup Routines

Appropriate data backups should be made prior to installing the software.

Name Space

The Mumps VistA Blind Rehabilitation software name space is ANRYV. The top-level Java package
name is gov.va.med.br.

VistA Blind Rehabilitation Hardware and Software
Requirements
Workstation Software Requirements

e  Web Browser: Microsoft Internet Explorer version 5.0 or higher with High Encryption (128 bit)
and JavaScript enabled.
e Adobe Acrobat Reader version 5.1 or higher with browser plug-in enabled.

Workstation Hardware Requirements and Guidelines

e Refer to VA workstation hardware requirements.
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Production Centralized Server Hardware Requirements and Guidelines

Application Servers (2 load balanced):
Dual CPU 3.0+ GHZ Processors
4-GB RAM
RAID Enabled local storage
Red Hat Linux 3.0 AS Operating System

Database Servers (2 clustered):
Dual CPU 3.0+ GHZ Processors
4-GB RAM
SAN Enabled storage for database files
Red Hat Linux 3.0 AS Operating System

Crystal Enterprise Server (1):
Dual CPU 3.0+ GHZ Processors
4-GB RAM
SAN Enabled storage for Crystal Enterprise repository
Windows 2003 Server Operating System

Load balancer:
Capable of HTTP load balancing and SSL encryption offloading

8 Blind Rehabilitation 5.0
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Installation Instructions

Step 1: Installation of Oracle Database Server

1.

2.

Blind Rehabilitation was designed to run with Oracle Standard Edition Version 10g.
Follow the Oracle documentation and VA installation requirements for Oracle.

The BR application is designed to run the Database and Application servers on separate physical
machines. Oracle should be installed on database-only servers.

The production schema of the BR Application is required to run on Oracle Real Application
Cluster (RAC) on Red Hat Linux OS 3.0.

Create an Oracle database instance to contain the BR application tables and Standard Data
Service (SDS) reference tables. A single instance can be used to house multiple application
domains for production, staging, support, and training. Each application domain will require
separate database user accounts/schemas in order to maintain data integrity.

Step 2: Configuration of Oracle Database

(Only for new installations: These steps will overwrite previous BR Oracle configurations!)

Prepare the Oracle Client Software and Extract the Deployment Files

1.

The BR database creation scripts are designed to run from a Windows client workstation against
the remotely created Oracle instance. Install the Oracle 10G Client software on a workstation for
this purpose.

Create an entry in the Oracle Client’s tnsnames.ora file (or use the Oracle Net Configuration
Assistant) to connect this workstation client to the Oracle instance. Refer to the Oracle
documentation for further information on configuring the tnsnames.ora file. Test to make sure
that connectivity to the database through sqlplus is functional.

Extract the BR-PKG-5.0.29.6.zip file to a temporary working directory on the client workstation.
This directory is referred to as {extract_root} in following instructions:

Create the Standard Data Services (SDS) Reference Tables

NOTE: The following SDS steps should be used only for non-production systems. The production
domain uses a remotely replicated SDS schema. The production Blind Rehabilitation systems will need
an SDS schema that is installed through a coordinated effort with the Standard Data Service team.

1.

Follow the Instructions contained in the SDS Database Installation Guide to create the required
tablespaces, users, and tables

Record the SDS database user information for use in following steps.

NOTE: The SDS database scripts can be copied to the Oracle server and run in a Linux shell
directly; this will significantly shorten the SDS database creation time

5 Changed the version from br_deployment 5.0.27.6 to BR-PKG-5.0.29.6
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Create the Blind Rehabilitation Oracle Environment

NOTE: These steps should only be followed during the initial creation of the Blind Rehabilitation
database schemas. They will destroy and recreate all the database tables in the schema. To upgrade an
existing installation to a later version, refer to the installation steps in the release notes for that release.

1.

10

Open a command window (DOS) on the client workstation. Change directories to
{extract_root}\DB)\ and extract the BR-DB-5.0.27.6.zip file to a temporary working directory.
The directory referred as {dbextract_root} and change directory to Full DB Install.

In this directory, there is a script named br_setup.sql. This file creates the BR tablespaces and
initial user account. Open this file with a text editor and make appropriate changes for your
Oracle installation. These changes include the directories where the datafiles will be located
for the BR tablespaces and the names/passwords for the Oracle users being created. Add users
for additional application domains, as needed. Record the created user details for use in
following steps. Save your changes.

Run br_setup.sql as the Oracle SYSTEM account through the DOS version of sqlplus.
Example:

sqlplus system/system_password@tnsname @{extract_root}\DB\{dbextract _root} \Full DB
Install\br_setup.sql

View the @{extract_root}\DB\{dbextract_root} \Full DB Install\br_setup.log file to verify
that no errors have occurred. Correct the script and run again if errors were encountered.

In the same directory is a batch file named createAll.bat. This batch file will call multiple sub
scripts to create the BR tables, indices, views, and load reference data. Open this file with a
text editor and make appropriate changes for your Oracle installation (if necessary).

Run createAll.bat with the appropriate parameters.

Example:

createAll.bat br user br password DB _TNSNAME system password sdsuser
View the log files named: BR.log, BR_GRANTS.log, BR_ INDEXES.LOG,
BR VIEWS.LOG in the @{extract_root}\DB\{dbextract root} \Full DB Install\directory to

verify that no errors have occurred. Correct the script(s) and run again if errors were
encountered.

Run the createAuditTrail.bat batch file with the appropriate parameters. If this is the first
installation of the BR software on this Oracle server, run the createAuditTrail.bat script as the
BRVS Oracle user to create the audit trail tables.

DO NOT run this script if reinstalling or updating versions of the software — this script
destroys the audit trail tables and removes the records.

Example:

createAuditTrail.bat BRVS br_user br_password DB_TNSNAME

Blind Rehabilitation 5.0 August 2011
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Step 3: Installation of BEA WebLogic Server Version 8.1.4

L.

2.

Follow the WebLogic documentation and VA installation requirements for WebLogic.

The BR application was designed to run the Database and Application servers on separate
physical machines. WebLogic should be installed on application only servers.

The production domain of the BR Application is recommended to run on Red Hat Linux OS
3.0.

The BR Application is designed to run in a WebLogic Managed Server environment on two
separate physical servers. A Load Balancing device with SSL acceleration should be placed
in front of the WebLogic servers to direct HTTP traffic to two servers and offload the SSL
encryption.

Create an administration server and domain as directed by the WebLogic documentation and
VA WebLogic installation guideline documents.

Create a domain for each application environment needed. The standard domains will include
Production, Staging, Test, and Training. Each domain should have two managed servers, one
on each physical server. Record the managed server DNS names, IP Addresses and http ports
for use in configuring the Load Balancer

Step 4: Configuration of Weblogic Server

Create the Blind Rehabilitation WebLogic Environment

L.

Create a base directory on each physical server to hold the deployment files.
Ex: /u0l/applications/brdeployments/

For the following instructions, this directory will be referred to as {deploy root}.

Under the {deploy root} directory, create a subdirectory to hold the deployment files for each
domain.

Ex:
/u01/applications/brdeployments/production/
/u01/applications/brdeployments/test/
/u01/applications/brdeployments/staging/
/u01/applications/brdeployments/training/

For the following instructions, these directories will be referred to as {domain__deploy root}.

Copy the °*BR-PKG-5.0.29.6.zip file to each of these subdirectories and extract it there with
WinZip or other zip file tool.

¢ Changed the version from br_deployment_5.0.27.6 to BR-PKG-5.0.29.6
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4. Open the WebLogic admin console, select the managed server, and click the remote start tab.
Edit the classpath and java options fields to match the lists on the following pages. Repeat
this for each managed server in each domain. It is easiest to edit these entries in a text editor
and paste them into the WebLogic server console fields.

Set the classpath for each managed server to:
NOTE: Each path is delimited by a colon (:) and remove any line feeds between entries.

${CLASSPATH}:

{domain__deploy root}:

{domain__deploy root}/conf/MPIListener.properties:

{domain__deploy root}/healthevet/sds:

{domain__deploy root}/healthevet/*sds/vha-stddata-client-18.0/1ib/:

{domain__deploy root}/healthevet/kaajee security provider:
{domain__deploy_root}/healthevet/kaajee_security provider/common_pool jars/commons-pool-
1.2.jar:

{domain__deploy root}/healthevet/kaajee security provider/ common_pool jars/commons-dbcp-
1.2.1 jar:

{domain__deploy root}/healthevet/kaajee security provider/ common pool jars/commons-
collections-3.1.jar:

{domain__deploy_root}/healthevet/kaajee security provider/KaajeeDatabase.properties:
{domain__deploy_root}/healthevet/vlj:

{domain__deploy root}/healthevet/vlj/testconnector/vljConnector-1.5.2.003 jar:
{domain__deploy root}/healthevet/vlj/testconnector/vljFoundationsLib-1.5.1.002 jar:
{domain__deploy root}/healthevet/vlj/testconnector/lib/jaxen-core.jar:

{domain__deploy root}/healthevet/vlj/testconnector/lib/jaxen-dom.jar:
{domain__deploy_root}/healthevet/vlj/testconnector/lib/log4j-1.2.8 jar:

{domain__deploy root}/healthevet/vlj/testconnector/lib/saxpath.jar:

{domain__deploy root}/healthevet/vlj/testconnector/lib/xbean.jar:

{domain__deploy root}/healthevet/Errort Beokmarknot defined-yo/5g] Config 4.0.4.4 jar:
{domain__deploy_root}/healthevet/psd/PatSvcPkg.properties:

Set the java options (arguments) for each managed server to:

-DAPPLICATION PROPERTY_ FILE={domain__deploy root}/conf/application.properties
-DLOG4J _PROPERTY_FILE={domain__deploy root}/conf/log4j.properties
-Dweblogic.alternateTypesDirectory=/{domain__deploy_root}/healthevet/kaajee security provider
-Dgov.va.med.environment.servertype=weblogic

-Dgov.va.med.environment.production=true (set to false in test domains)

NOTE: When setting java arguments in the text box on the console, each argument is delimited by a
space. For example:
—DjavaArgument=argument —DjavaArgument=argument

Blind Rehabilitation 5.0 August 2011
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WebLogic managed server Remote Start Tab sample screen shot:

e | WebLogic Server Console - Microsoft Internet Explorer provided by EDS COE

File Edit View Favorites Tools Help [
QBack - O - [ B @ Pseach FrFavorites @ B QO & L B - 0@
Address |@ htip://10.3.27.214:800 1/conscle/actions/mbean,MBeanFramesetAction?bodyFrameld=wl_conscle_frame_11217038%92 19&ishew=fals ¥ GO
@ Console
2 @ VHAISHBRTM VHAISHBRTrn> Servers> VHAISHTRAP2
Bl 23 Servers
@ YHAISHTRAdMIN
@ VHAISHTRAP1
P VHAISHTRAP2 lonitoring Control Deployments Services
3 Clusters
0 Machines General Cluster Keystores & SS1L Deployment Tuning Health Maonitoring Rem
[} Deployments
B3 genices Mode Manager is a stand-alone Java program provided with WeblLogic Server that you can use
Djcom to start, restart, monitor, and shut down Managed servers in normal or unexpected conditions.
B3 JDEC This page allows you to configure the startup settings that Node Manager will use to start this
O connection Pools Server on aremaote machine.
3 MultiPools
23 Data Sources & JavaHome: | |
3 Data Source Factories . . .
2 ame The Java home directory {path on the machine running Mode Manager) to use when
0 Messaging Bridge starting this server.
PR
@ ot & BEAHome: | |
1 shmP ) ) )
SwTe The BEA _horﬂe directory (path on the machine running Mode Manager) to use when
CAWLEC (deprecated) starting this server. L4
Dot . .
3 virtual Hosts & Root Directory: | |
3 Mail ) ) ) )
o FiT;TE The root directory (path on the machine running Mode Manager) to use when starting
£ ecuriy this server.
1 Domain Log Filters . . .
£ Tasks & Class Path: |${CLASSPATH}.Hhumefwehlugl|
The classpath {path on the machine running Node Manager) to use when starting this
Server.
& Arguments: |uiI|:I22fkaajeeisecurityfpruvider|
The arguments to use when starting this server.
w
< I 3
@ Applet navapplet started ® nternet
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5. Create a JDBC Connection Pool for the SDS package in each domain and deploy it to each
managed server in the domain. Since SDS is a read-only database, the Oracle User account
for the SDS package may be shared between domains that use the same version of SDS.
Name the pool:

vha-stddata-pool

The URL will be constructed as you follow through the series of creation screens, an example
is:
jdbe:oracle:thin:@DATABASE HOSTNAME:1521:ORACLE_INSTANCE_ID

When prompted, enter the database user, password, hostname, and other fields that
correspond to the Oracle schema set-up with the SDS tables. Test the connection to verify

proper operation.

SDS Connection Pool screens:

2 WebLogic Server Console - Microsoft Internet Explorer, provided by EDS COE

File Edit Yiew Favorites Tools Help oﬂ-‘“

QBack - EIRE 3 D search < Favorites & [ (- M- iy 2 -0 i 3

Address |@ http: fish-cartwp-It: 7010/ consolefactionsfmbean/MEeanFrameset Action?bodyFrameId=wl_console_frame_11327535984988ishew=Ff alsedframeld=wl_console % .—) Go Links **

@ Console = . . .
2@ breclipseDomain breclipseDomain> JDBC Connection Pools> Configure
B 23 Servers -
@ myserver | ogout
O clusters ]
2 Machines Configure a JDBC Connection Pool

[} Deplayments

B3 Services Choose database
Djcom
8 & Josc _ The following steps will help you create and deploy a connection pool. You can change configuration infarmation
= 3 connection Pools and deployment options later if you wish. Select the database type and driver far your new connection poal.

vha-bres-pool
wha-stddata-poal Database Type:
CA multiPools
B 23 Data Sources
@ vha-brys-datasourc
@ vha-stddata-dataso
[ Data Source Factaries

*BEA's Oracle Driver (Type 4XA) Versions:8.1.7,9.01.92.0
*BEA's Oracle Driver (Type 4) Versions:8.1.7.9.01,9.2.0

*Cracle's Driver (Thin X4) Yersions:8.1.7.9.01,9.2.010 B
*Oracle's Driver (Thin) Yersions:8.1.7
*Oracle's Driver (Thin] % 1.9.2.010

|

Database Driver

Cums “WehlLogic's Oracle Driver (Type 2 X4) Versions:8.1.7.9.01,9.2.0 v
[ ] Messaging Bridge

= PO

@ JTa Maote: Mot all drivers in the list are installed. You may need to install the driver you select before you can
3 sMmP use it. If your driver is not listed, select Other.

OwTe

£ WLEC (deprecated) “Weblogic Server JDBC Certified

S ot Continue

O virtual Hosts
3 mail
CIFileTs
[} Security
2 Domain Log Filters

O Tasks
= S vetadink =l | =
@ Applet navapplet started \j Local intranet
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<) Webl ogic Server, Console - Microsoft Internet Explorer. provided by EDS COE

File Edit ‘Wew Favorites Tools Help eo:i

eBack - e - B @ ,k ,OSearch <= Favarites £ =] [F= &' LY-;\ =1 0 ﬁ 3

Address @http:,l’,l’ish-cartwp-lt:?ﬂ1D,l’consDIe,l’actions,l’mbean,I’MBeanFramesetAction?bodyFrameId=wI_c0nsoIe_Frame_1132?83598498&1sNew=Fa|se&FrameId=w\_conso|e_Fram v EJ co Links >

=] 5 bcrir;ﬁgl:emmam breclipseDomain> JDBC Connection Pools> Configure
B3 Servers
4 myserver
3 Clusters

(] Deployments

B 23 genvices Define connection properties
Cjcom
= ?gag tion Pool Mame your new connection pool and provide additional information to connect to your database.
onnection Fools
@ vha-brvs-pool Name: |vha—stddata—poal
@ vha-stddata-pool
3 MultiPools The narne of this JDBC connection pool.
B 3 Data Sources
@ vha-brys-datasource Connection Properties
@ vha-stddata-datasoun
@3 Data Source Factories Database Name: |ORACLE_INSTANCE_ID |
Cums
[ Messaging Bridge The nare of the database to connect to.
CasmL
. dTA Host Name: |DATAE|ASE_HOSTNAME |
3 sHmP
SawTe The narme or IP address of the database server.
g\jxurll_tlzc {deprecated) Port 21 |
g\finua\ Hosts The part on the database server used to connect to the database.
Mail
CIFileTs Database User Name: |SDSUSER |
3 secunity
Damain Log Filters e database account user name used in the sical database connection.
=] g The datab din the physical datab i
[ Tasks
B Bl vistalink Password: |-uuu |
B £ Servers
@ myserer Confirm Password: |-uuu |
B 3F Tools

7 Configuration Editor The database account password used in the physical database connection.

Continue 3

| @

|~

@ Applet navapplet started ‘d Local intranet
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6 | WebLogic Server Console crosoft Internet Explorer provided by EDS COE

Fle Edi View Favorites Took Help [ ™
Q@Back - O - M @ @ Psearch YrFavoites € B v & L B - L@

Address |@ htp: /10,3, 27.214:800 1/consale/actons/mbeanMBeanFramesetAction?bodyFrameld=mwl_console_frame_11217038992 198ishew=falsetframeld=wl_console_frame_ + &4 Go

@ Console
2 @ VHAISHERTM VHAISHBERTrn> JDBC Connection Pools> vha-stddata-pool
= 23 Servers
P YHASHTRADMIN
@ VHAISHTRAP
P YHASHTRARZ

O clusters
1 Machines General Connections
=] Deployments
B 23 gervices This page allows you ta define the general configuration of this JDBC connection pool.
Djcom
553 pEC Name: vha-stddata-pool
Do tion Poal )
= ME;;:EDCO‘IDS” o The name of this JDBC connection pool.
0 Data Sources . . .
£ Data Source Factories A URL: |]d|:|[::uraule:thln:@vhalshdhsv1 :‘
Dums
[£3 Messaging Bridge The URL of the database to connect to. The format of the URL waries by JOBC driver.
DL
@ A Driver Classname: |oraclejdbe.OracteDriver
[ ) _ o
Swre The full package name of JDBC driver class used to create the physical database connections inthe connection
[ WLEC (deprecated) pool. (Mote that this driver class must be in the classpath of any server to which itis deployed.)
Dot
(3 virual Hosts user=sdsuser
(23 mail et
Properties:
D FileTa & P
=] Security
LI Damain Log Filters
[ Tasks The list of properties passed to the JOBC driver that are used to create physical database connections. For
example: server=dbserverl. List each property=value pair on a separate line. ]
& Password: |oooooooooooooooooo |
Confirm Password: |oooooooooooooooooo |
The database account passwiord used in the physical database connection
A& Open String Password: | | 4

@ Applet nawapplet started B ntermet
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6. Create a JDBC Datasource for the SDS package in each domain, associate with the
connection pool that was created in step #5 (vha-stddata-pool) and deploy it to each
managed server in the domain. Name the datasource vha-stddata-datasource. Use the INDI
name: jdbc/gov.va.med.term.access.Database.

SDS Datasource screen:

6 | WebLogic Server Console - Microsoft Internet Explorer provided by EDS COE

Flle Edit Wew Favorites Tools

QBack - © - MA@

o search v Favorites € &

Help

'&'d@‘ ﬁ

Address |@ htp: /10,3, 27, 214:800 1/consale/actons/mbeanWMBeanFramesetAction?bodyFrameld=mwl_console_frame_11217038992 198ishew=falsetframeld=wl_console_frame_ + Go

@ Console
B @ vHAISHBRTM
= 23 Servers
P YHASHTRAdmIN
@ VHAISHTRAP
P YHASHTRARZ
T Clusters
1 machines
ca Deployments

B 33 Data Sources
@ vha-brvs-training-data
@ vha-stddata-datasaure

ca Security
LI Doamain Log Filters

2%

VHAISHBRTrn> JDBC Data Sources> vha-stddata-datasource 't

| Logout

wieblogic

103 You are logged in as

Connected to

ration Target and Deploy | MNotes |

i i
2 hea

This page allows you ta define the configuration for this JOBC data source

2 23 services Name: vha-stddata-catasource
Djcom i
83 JoEC The name of this JDBC data source.
3 connection Pools
O MultiPools A JNDI Name: |jdhuf’gUv.va.med.term.access.D‘|

The JNDI path to where this JOBC data source is bound

2 Data Source Factories Pool Name: |vha—5tddata—pou| » ‘
Dums
(X Messaging Bridge The JDEC connection pool associated with this data source. The connection pool you selectis used to supply
oML database connections to client applications that request a connection from this data source
@ 7a . .
oS Advanced Options [ Hide ]
Dwre
1 WLEC q ted ) - ) ) )
S ol (eprecater) This pane allows you to set additional configuration options for this JOBC data source
g \h’;:l‘*a' Hoste &[] Row Prefetch Enabled B
CaFitets Specifies whether multiple rows should be "prefetched” (that is, sent from the server ta the client)

Inane senver aCcess.

~

D Tasks & Row Prefetch Size:
Specifies the number of result set rows (between 2 and 65536) to prefetch for a client. (In general,
increasing this number will increase performance, until a particular value is reachad.)
A, Stream Chunk Size: bytes
Specifies the data chunk size (between 1 and 65536 bytes) for steaming data types. -
@ Applet nawapplet started P Internet
August 2011 Blind Rehabilitation 5.0 17
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7. Create a JDBC Connection Pool for the SDS package in each domain and deploy it to each
managed server in the domain. Since SDS is a read-only database, the Oracle User account
for the SDS package may be shared between domains that use the same version of SDS.
Name the pool:

vha-brvs-pool

The URL is constructed as you follow through the series of creation screens, an example is:
jdbc:oracle:thin:@DATABASE HOSTNAME:1521:ORACLE_INSTANCE _ID

Test the connection to verify proper operation.

When prompted, enter the database user, password, hostname and other fields that correspond
to the Oracle schema set-up for the Blind Rehabilitation domain in the ‘Create the Blind
Rehabilitation Oracle Environment’ section of this document.

Advanced options should be set to appropriate values for the anticipated load on each

domain.

BR Connection Pool screens:

2 WebLogic Server Console - Microsoft Internet Explorer, provided by EDS COE

File Edit ‘Wiew Favorites Tools  Help oﬂ-‘\i

QBack - EIRE 3 D search < Favorites & [ (- M- iy 2 -0 i 3

Address |@ http: fish-cartwp-It: 7010/ consolefactionsfmbean/MEeanFrameset Action?bodyFrameId=wl_console_frame_11327535984988ishew=Ff alsedframeld=wl_console % .—) Go Links **

@ Console = . . . '
= @ breclipseDomain breclipseDomain> JDBC Connection Pools> Configure
23 ngr:;ierver Connected to © is wp-It ;7010 | You are o | Logout

O clusters .
£ Machines Configure a JDBC Connection Pool

C2 Deployments

B 3 Serices Choose database
Cjcom
=33 JoBC

B ‘3 connection Pools

vha-bres-pool

vha-stddata-pool Database Type:

The following steps will help you create and deploy a connection pool. You can change configuration information
and deployment options later if you wish. Select the database type and driver for your new connection poal.

LA multiPools
Bl 33 Data Sources *BEA's Oracle Driver (Type 4¥A) Versions:8.1.7,901,9.2.0 ~
@ vha-bres-datasoure *BEA's Oracle Driver (Type 4) Wersions:8.1.7.9.0.1.,9.2.0
@ vha-stddata-dataso *Qracle's Dr?ver(‘l’h?n HA) \»’_ersions:BJ.?,9.0.1,9.2.0,10 |
[ Data Source Factaries Database Driver. |Oracle’s Driver 417
Cums A
C2 Messaging Bridoe -
DL
@ JTa Maote: Mot all drivers in the list are installed. You may need to install the driver you select before you can
3 sMmP use it. If your driver is not listed, select Other.
OwTe

£ WLEC (deprecated) “Weblogic Server JDBC Certified

Dot _
3 virtual Hosts Corntinue
3 mail
CIFileTs
2 security
2 Domain Log Filters

O Tasks
9 vtk -l |
@ Applet navapplet started \j Local intranet
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2 WebLogic Server. Console - Microsoft Internet Explorer provided by EDS COE

File Edit View Favorites Tools Help

Qoiack ~ © - [ [ @ Psearch seravortes @ (B - £- 5 B - E 3

@ Console
B @ vHAISHERTm
3 Servers
03 Clusters
O machines
3 Deployments
B 23 Senvices
Djcom
B3 JDEC
= ‘23 Connection Pools
vha-brvs-training-pool
i vha-stddata-pool
3 MultiPoals
B 23 Data Sources
@ vha-bris-training-data
@ vha-stddata-datasour
0 Data Snurce Factaries
Dums
(0 Messaging Eridge
ComL
@ ITa
[ =N
Dwre
CAWLEC (deprecated)
Dokt
D virual Hosts
2 Mail
CaFieTs
=] Security
3 Domain Log Filters
03 Tasks
Bl ] visthLink
B = servers
@ VHAISHTRAdmIn
@ VHAISHTRSNZ
B % Tools
A% Configuration Editor

Address |@ httpifi10,3,27 21418001 /consolefactions/mbeaniMBeanFramesstaction?bodyFrameld=wl_console_frame_11271529742358isNew=F alsefframeld=wl_console_frame_1 1271529742 368sideba v EJ co

VHAISHBRTrn> JDBC Connection Pools> Configure

re a JDBC Connection Pool

Define connection properties

MName your new connection pool and provide additional information to connect to your database.

Name: |vhafbvvsfpnn|

The name of this JOBC connection poal.

Connection Properties

Database Name: |ORACLE_INSTANCE_ID |

The name of the database to connect to

Host Name |DATABASE_HOSTNAME |

The name or [P address of the database server

Port [1521 |

The port on the database server used to connect to the database

Database User Name: |br_user_name |

The database account user name used in the physical database connection

Password |-nnn-n.. ‘

Confirm Password: |uouuuu. ‘

The database account password used in the physical database connection.

Continue

e

Links **

@ Applet navapplet started

‘ Internet
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WeblLogic Server sole - Microsoft Internet Explorer provided by EDS COE

File Edit “iew Favorites Tools  Help
QBack ~ & - [ 2] (| Psearch FrFavorites @ B - &- 5% B - @ 3

Address |@ http:/f10.3.27.214:8001 /console/ actions/mbe anjMBeanFramesetAction?bodyFrameld=wl_console_frame_11271529742358isNew=f alse@frameld=wl_console_frame_11271529742368sidebarFrame % '—) Go Links ™

@ Console
2 @ VHAISHERTm
D servers
D clusters
3 Machines
=] Deployments

VHAISHBRTrn> JDBC Connection Pools> vha-brvs-pool ;:he’a- ¥

dto You are din : Logout

ST - Target and Dep

B3 gemices General [| Connectiong
Djcom
S W) zTo] This page allows you to define the general configuration of this JOBC connection pool
El 33 Connection Pools Name: vharbrvs-pool
@ vha-brvs-pool
@ vha-brvs-training-pool The name of this JDBC connection poal
@ vha-stddata-pool
£ MuttiPonis & URL: |idboraclethin @DATABASE_H(
El 33 Data Sources
@ vha-brvs-training-tata The URL of the database to connect to. The format of the URL varies by JDBC driver
@ vha-stddata-datasour; . -
(2 Data Source Fastories A Driver Classname: |DrﬁE|E! jdbe OracleDriver |
SJMS X The full package name of JOBC driver class used to create the physical database connections in the connection pool. (Mote that
Messaging Bridge this driver class must be in the classpath of any server to which it is deployed.)
(=T
. JTA user=hr_user_name
33 shmpP A p |
roperties:
Swre P
CAWLEG (deprecated)
g Joit The list of properties passed to the JOBC driver that are used to create physical database connections. For example
= Virtual Hosts server=dbserverl. List each property=value pair on a separate line
hail
CFileTs & Password: |
] Security
(2 Dorvain Log Filters Confirm Password: |
DTacks
B vistALink The database account password used in the physical database connection
B £ Servers i
@ VHAISHTRAGmMIN A Open Stiing Password: | |
@ YHAISHTRSwZ
Confirm Open String
8 % Tools b | [ |
) asswaord:
A configuration Editor
The paseword for the A open string. (If set, this value overrides a password in an open string in Propetties.)
Apply L]
™
a Applet navapplet started # Internst
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8. Create a JDBC Datasource for the BR package in each domain, associate with the connection
pool that was created in step #7 (vha-brvs-pool) and deploy it to each managed server in the
domain. Name the datasource: vha-brvs-datasource.

Use the JNDI name: vha-brvs-datasource.

BR Datasource screens:

2 Weblogic Server Console - Microsoft Internet Explorer provided by EDS COE

File Edit Vew Favortes Tools Help
@Back - ERE] D search ¢ Favorites 82 [ =~ N =R ol §

Address ‘@ http:fi10.3.27.214:8001 {console/actionsfmbeanBeanFramesetaction?bodyFrameld=wl_console_frame_11271529742358isMew=f alzedframeld=wl_conscle_frame_11271529742368<idebarFra v -

@ Console
2 @ vHAISHERTM
3 Servers

VHAISHBRTrn> JDBC Data Sources> Configure

D clusters e, — - - - =
O Machines
3 Deployments Configure a JOBC Data Source
B3 Semices
Djcom Configure the data source
=53 upec
B33 Connection Pools Define your new JDOBC data source.
@ vha-bres-pool
@ vha-brvs-training-poal Hame |vha—hma—datasuurce |
i vha-siddata-pool
2 MultiPools The name of this JDOBC data source.
E1 {33 Data Sources
@ vha-bres-training-data JNDI Name: |vha—hms—datﬁsuurce| |

@ vha-stidata-datasoun
3 Data Source Factories
Dans
(] Messaging Bridge
oL Specifies whether this data source will participate in existing global (X&) transactions. Unchecking this option while creating the
[& data source should be done rarely and with care. This option can not be changed once the data source is created
Csmmp
Owre
CAWLEC (eprecated Specifies whether the JOBC resource will emulate participation in a global transaction. This option is only applicable when the
A Joit associated connection pool uses a non-X4& JDBC driver and when global transactions are honared in the data source.

Dvitual Hosts
(£ Mail Continue
CAFileT3
(] Security
(22 Domain Log Filters
D Tasks
B ElvistaLink
B = servers
@ VHAISHTRAdmIn
@ VHAISHTRSNZ
B3 Tools
)" Configuration Editor

The JNDI path to where this JOBC data source is bound

Honor Global Transactions

[J Emulate Two-Phase Commit for non-XA Driver

@ Applet navapplet started ) Internet
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Weblogic Server. Console crosoft Internet Explorer pro

File Edit Vew Favortes Tools Help
@Back - ERE] w0 search Yt Favoites 2 [ (15 N =R ol §

Address ‘@ http:fi10.3.27.214:8001 {console/actionsfmbeanBeanFramesetaction?bodyFrameld=wl_console_frame_11271529742358isMew=f alzedframeld=wl_conscle_frame_11271529742368<idebarFra v

@ Console
2 @ vHAISHERTM
3 Servers

VHAISHBRTrn> JDBC Data Sources> Configure

D clusters
O Machines
=] ﬁ Senices
Djcom Connect to connection pool
=3 JpEC

B3 Connestion Pools
@ vha-bres-pool
@ wha-bres-training-pool

Associate your newly created JDBC data source with a connection poal.

@ vha-stddata-pool Pool Name.
O muttipaals
£33 Data Sources The JOBC connection pool associated with this data source. The connection pool you select is used to supply database
@ vha-bres-training-data connections to client applications that request a connection from this data source.

@ vha-stddata-datasoun
(20 Data Source Factories
s
N
2 g)r:l;isagmg Bridge Continue
= Jor
[ =N
DwTe
CWLEC (deprecated)
Cnit
A virtual Hosts
(23 ail
AFileTs
(] Security
(22 Domain Log Filters
DA Tasks
B ElvistaLink
B = servers
@ VHAISHTRAdmIn
@ VHAISHTRSR?
B4 Tools
)" Configuration Editor

@ Applet navapplet started ) Internet
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Server Console - Microsoft Internet Explorer provided by EDS COE

Elle Edit View Favorites Tools  Help

Q@oback - ) - ¥ [F @ Psearch drFavates £ B (- & B - E 3

@ Console
B @ vHAISHERTm
[ servers
D clusters
A machines
1 Deployments
B 3 gemices
Dajcom
B 3.J0BC
B 33 Connection Pools
wha-hrvs-pool
vha-hres-training-pool
vha-stddata-pool
3 muttiPools
B3 Data Sources
@ vha-brvs-datasource
@ vha-brvs-training-data
@ vha-stidata-datasour
(3 Data Source Factoties
Dums
A weseaging Bridge
[
@ uTa
D sHmP
e
CAWLEC (deprecated)
Dot
D virtual Hosts
A wail
DFileTz
0 zecurity
(20 Domain Lo Filters
O Tasks
Bl £ vistALink
B £ Senvers
@ YHAISHTRAdMmIN
@ YHAISHTRSM?
B 3% Tools
A Configuration Editor

Address |@ hitp:f/10.3.27.214:8001/console/actionsfmbean/MBeanFr amesetAction PbadyFrameld=wl_console_frame_11271529742358isNew="F alsefframeld=wl_console_frame_11271529742368sidebarFrameld=1 ¥ Go

VHAISHBRTrn> JDBC Data Sources> vha-brvs-datasource
d

Target and Deploy ‘ Motes |

Links >

This page allows you to define the configuration for this JOBC data source
Name: vha-brvs-datasource

The narne of this JOBC data source.

A JNDI Name: |Vha—brvs—datasuur:e ‘

The JMDI path to where this JOBC data source is bound

Pool Name: |vha-brvs-pool

The JDEC connection pool associated with this data source. The connection pool you select is used to supply database
connections to client applications that request a connection from this data source.

Advanced Options [Hide ]

This pane allows you to set additional configuration options for this JOBC data source

&[] Row Prefetch Enabled

Specifies whether multiple rows should be "prefetched” {that is, sent from the server to the client) in one server
ACCESS

A Row Prefetch Size:

Specifies the number of result set rows (between 2 and B5536) to prefetch for a client. {In general, increasing this
nurnber will increase pefarmance, until & paticular value is reached.)

A Sweam Chunk Size: bytes

Specifies the data chunk size (between 1 and 55536 bytes) for steaming data types
Global Transaction Optiens

Honor Glebal Transactions: frue

Specifies whether this data source will participate in existing global (%A) transactions. Unchecking this option while
creating the data source should be done rarely and with care. This option can not be changed once the data source
is created

& [J Emulate Two-Phase Commit for non-XA Driver

| <

@ Applet navapplet starked

® nternet
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9. Deploy VistALink Console file:
VistaLinkConsole-1.5.2.004.war.

Follow the VistALink installation instructions for this step in:
XOB 1.5.2.004 Install Guide.doc.

VistALink Console Screens:

ﬂ; WebLogic Server Console - Windows Internet Explorer

@\;. - ‘@, http:f,l’vhaisquIng:7001,l’c0nsole,l’actions,l’mbean,l’MBeanFramesetActinn?bodyFrameId=w|_consDIB_Frame_1295902495851&isV| || X |

File Edit Wiew Favorites Tools  Help

w e [@WebLogic Server Console l_l & - Bl - = - [5hPage + £ Tools ~ »

@ Consale

B (@ BRDevz
O servers . =
vhaisfmul15g :7001

[ clusters I . 2

m MaChineS . .
Configuration BRLTT
Bl Deployments g 9 |

BRDevZ2> Web Applications

Connected to : |  Youarelogged in as : BRAdmin |  Logout

& Applications A Web application module represents a collection of Web resources such as JavaServer Pages (JSPs), senvlets, and HTML
D1 EJB Modules pages that are contained in @ WAR (Web Application Archive) file or WAR directory. A Web application module can be
B 23 wieb Application Modules deployed on one or more targets, which can be servers or clusters. Configuring and deploying a Web application module in
@l vistaLinkCansale-1.5.2.01 a WeblLogic Server domain enables WebLogic Server to serve the modules of the Web application to clients.
£ connector Modules
£ Startup & Shutdown This Web Applications page displays key information about the Web application modules that have been configurad for
£ Serices deployment in this WeblLogic Server domain.

[ Security
2 Domain Log Filters
O Tasks & Customize this view
Bl B wistalink
& C Servers ) Name Deployment Type |Context Root Deployment Order
@ AdminServer — e ——
@ br_dev?_cst Vistal inkConsole-1 5 2 004 | Web Application | VistaLinkConsole-1 .52 004 | 100 i
@ br_dev?_cs?
B 3 Tools
P Configuration Editor

E/Deploy a new Web Application Module. .

%J Local intranet Ho100% v
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Weblogic Server, rosoft Internet Explorer, provided by EDS COE

Eile Edit ‘iew Favorites Tools  Help
Qeack - & - N B Gh Poearch FeFavortes @ B (3- &- % B -6 3

Address |@ htkp:ff10,3.27,214:8001 /console/ actions/mbean/MBeanFramesetAction?bodyFrameld=wl_console_frame_1 1271529742358isMevw=" alsedf rameld=wl|_console_frame_11271529742368sidebarFrameld=wi_ e}

Links >

@ Conzale
B @ vHAISHBRTM
£ Servers

Connector configuration editor

Logout

DA Clusters
Machines Connsctor Configuration Data |
3 Deplayments & N A
C Services “= fud3fappihealcomponentsivlil . Sh1fbaselgov va.med vistalink.conne... Con neCtor Conflg u ratlon
ca Security ”1
(53 Domain Log Filters Z rvljtestconnector This tah displays a set of Vistalink Connectors as a graphical representation, configured to
= . wiork as part of the VistaLink Connector Architecture. This interface provides means of
- ﬂTasks ?1vurﬂ[|5 adding and deleting connectars and updating individual connector's properties
WistALink
B £ 8ervers E’l -
@ VHAISHTRAdmIn e Advanced Options
: ‘B‘l
aar @ VHAISHTRSN? w00 This pane provides an Interface for uploading a configuration fle 1o the
Tools application server, as well as downloading a configuration file, in order to
)’ Configuration Editor save itlocally,

Nobe: An uploaded file is stored as atemporary stream and must be
downloaded, once edits are complete, forthe changes to be saved

Connector Configuration Data

This tab displays the Connector configuration file data, used to keep configuration
infarmation for the Yistalink Connectar Architecture

Advanced Options

| H Browse. Upload a File Download File

Auto save the delete aperation

& Internet

@ Applet navapplet started
—
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10. Deploy VistALink with a testconnector and a connector for each VistA server with which the
domain will communicate. Follow the VistALink installation instructions for this step in:
XOB 1.5.2.004 Install Guide.doc.

VistALink Connector Screen:

3 WebLogic Server Console - Microsoft Internet Explorer provided by EDS COE

Fle Edit View Favorites Tools Help [
QBack ~ @ - ¥ [ @0 PSearch SrFavorites € B v &~ 5 B - [ B

Address ‘@I anl_console_frame_11217038992208sidebarFrameld=wl_console_frame_112170389922 18MBean=YHAISHBRTIM®% 3AName% IDVHAISHBR T % 2CType% 300oman ¥ | [gd Go

o0 A

VHAISHBRTrn> Resource Connectors y - BEA ,':hg‘a- ]

@ Console
B @ VHAISHERTM
O gervers
3 clusters
2 Machines

Bl 23 Deployments Configuration tonitoring ‘

B3 Applications

2 BR_EAR A Connector (also called a resource adapter) module is a system-level software driver used by an application server such

9 PatientServiceR2 as WWeblogic Server to connect to an Enterprise Information System (EIS) A resource adapter serves as the "J2EE

W3 psiEJE_4.0.40 connector.”" Resource adapters contain the Java, and if necessary, the native modules required to interact with the EIS

D EJB Modules

g \neh Application Modules The deployment of a Connector madule is sirmilar to the deployment of Web application madules, EJB modules, and

B Connector Madules Enterprise Applications. Like these deployment units, you can deploy a Connector module in an exploded directory format
i testtonnector or as a RAR (Resource Adapter Archive) file. Configuring and deploying a Connector module in a WebLogic Server
& ":1235 domain enables Webl ogic Server to serve the modules of the resource adapter to clients
Wi

&) wigos ) o )
@ vaEEB This Connector Modules page lists information about the Connector modules that have been configured for deployment in
&) visaans this WebLogic Server domain.
& vi67s

e”’Deploy a new Connector Module...

(X startup & Shutdown
3 senices
33 security
3 Domain Log Filters
O Tasks

ECustomize this view...

Name URI Deployment Order

testconnector |testconnector| 100 u

vija42 vija42 100 u

vij509 vij509 100 u

vij605 vij605 100 u

V663 vij663 100 u

vIi663A4 vij663A4 100 ]

vii678 vij678 100 ] a
@ Applet navapplet started o Internet »
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11. Edit the Person Service Lookup (PSL) configuration file(s) to match your server settings.
Follow the PSL installation instructions for this step in the installation document:
Sys Admin_Dev Guide.doc.

The PatientLookup.properties configuration file is located within the pslConfig_4.0.4.4.jar
archive file. Open this archive with WinZip or other zip file utility program.

Edit the PatientLookup.properties file and save the changes back to the archive file. You
may need to extract the property file, edit it, and then add it back to the archive file depending
on the zip file utility that you are using.

12. Deploy the PSL EJB ear file: pslIEJB_4.0.4.4.ear.

PSL Deployment screen:

2 Weblogic Server Console - Microsoft Internet Explorer provided by EDS COE

File Edt Wew Favorites Tools Help
QoBack ~ ) - [ [ (n S search TrFavorites £ [F - A B - E 3

Address |@ http:fish-cartwp-lt: 7010/ console/actions/mbean/MBeanFramesetAction?bodyFrameld=wl|_cansale_frame_11327835985028sMew=FalsetframeId=wl_console_frame_113278359 ¥ £ co Lirks **

@ Caonsole
B (@ breclipseDomain
[ servers
O Clusters
2 Machines
B3 Deployments
B 23 Applications General || Descriptors

#83 BlindRehab
8 PatientServiceR2 This page allows you to view the general configuration of this application.

8 pslEJB_4.042 Name: pSIEJE 4047
[ EJE Modules -

Cwveh Application Modules The name of this application deployment.
£ connector Modules
£ Startup & Shutdown Path: dibeawser_projectsidomainsibreclipseDomainipsipsliEJE_4.04 .2 ear

D Services
[ Security

breclipseDomain> Applications> psIEJB_4.04.2

It | Youare logged inas: weblogic | Logout

Configuration |REGEENENEE Motes

The LRI, located on the Administration Server, of the original source files for this application

3 Domain Log Fiters Deployment Protocol: Twio-Phase
O Tasks
B El vistalink The pratocal used to deploy application compaonents
B £ Servers .
@ mysener Staging Mode: nostage
B % Toals The mode that specifies whether an application's files are copied from a source on the Administration Server to the
A Configuration Editor Managed Serer's staging area during application preparation.
A Load Order: 100

A numerical value that indicates when this module or application is deployed, relative to other deployable modules
and applications. Modules with lower Load Order values are deployed before those with higher values.
Apply

@ Applet navapplet starked ‘j Local inkranet
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13. Edit the Patient Service Construct (PSC/PSD) configuration file(s) to match your server
settings. Follow the PSC installation instructions for this step in the installation document:
PatientServiceR2 Installation_Guide.doc.

The configuration file is PatSvcPkg.properties. 1t is not enclosed in an archive file like the
PSL configuration file.

14. Deploy the PatientServiceR2.ear file.

PSC Deployment screen:

2 WebLogic Server Console - Microsoft Internet Explorer provided by EDS COE

File Edt Wew Favorites Tools Help
QBack ~ © - [¥ @ @ S Seach “rFavorites € @ v &~ L B - [JE
Address |@ http://10,3.27.2 14,800 Lfconsole/actions/mbeanMBeanFramesetAction?bodyFrameld=wl_conscle_frame_11217038992 198isNew=falsefframeld=wl_conscle_frame_ + &4 Go

@ Consol o , . . - . —
EQVEQTSUHEBRW VHAISHBRTm> Applications> PatientServiceR2> PatientServiceR2.jar - ="
®s
Dc?un;?;?s Connectedta: 10 1 | Youareloggedinas: weblogic | Logout
® 3 Machines
=123 Deployments Configurati Targets Deploy | Monitoring Testing Notes

B3 applications
#BER_EAR
2 @8 PatientSenicaR2

General Descriptors Compiler Options

&) Patientsenicera jar This page allows you to view the general configuration of this Enterprise JavaBean (EJB) module
§8 psIEJB_4.0.4.0 . i i
3 EJB Modules Name: PatientServiceR2.jar

Cawieh Application Modules
23 connector Modules
0 Startup & Shutdown
[ zervices
= Security
T Darain Log Filters
Tasks

The name of this EJB deployment.
Path: home/weblogic3/BR/BR_DEPLOYMENTS/BetaBuild22/psd/PatientServiceR2.ear/Patient;
The location of the EJB JAR file or exploded JAR directory.

|
@ Applet navapplet started W Internet

[~
5%
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15. Configure the WebLogic Default Authenticator. In the WebLogic console go to Security-
Realms-myrealm-Providers-Authentication. Click the DefaultAuthenticator, set the control
flag option to ‘Sufficient,” and apply the change.

WebLogic Default Authenticator screen:

<} Weblogic Server, Console - Microsoft Internet Explorer, provided by EDS COE

File Edit ‘iew Favortes Tools Help [
@Back b > | @ @ :* /'3 Search '”“_‘ Favorites £ E = é' & E g |—J ﬁ 3
Address @ - Go Links **

@ Console
=] Q hreclipseDarmain
O semers

DefaultAuthenticator

£ Clusters Connected to : ish-c p-1t 7010 | ¥ou are logged in as blogic | Logout
2 Machines -
LGS Details | Migration
[ ] Deployments | d |
0 gervices This page allows you to define the general configuration of this WweblLogic Authentication provider.
B8 Security
B3 Realms Name: DefaultALthenticator
B & myrealm ) o )
£3 Users The name of this WWeblLogic Authentication provider.
O croups Description:  Weblogic Authentication Provider
1 Global Roles
B33 Providers A short description of this Weblogic Authentication provider.
® 3 adjudication Versi 10
ersion:

[ ] Auditing
B 23 Authentication
& Defaultauthenticator

i DefaullidentityAsserter & Control Flag: | SUFFICIENT »

QE KaajeeManageableAuthenticator

The version nurnber of this WeblLogic Authentication provider.

22 Autharization Specifies how this WWeblLogic Authentication provider fits into the login sequence. (See the
(2 Credential Mapping online help for details.)
(3 Keystores (D ted
eystores (Deprecated) Apply

Cdrole Mapping
23 Domain Log Filters
D Tasks
B Bl vistALink
Bl £ Servers
@ mysener
B % Tools
P Configuration Editar

|
@ Applet navapplet skarked ‘j Laocal intranet

|~
|
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16. Configure the KAAJEE Manageable Authenticator. In the WebLogic console go to Security-
Realms-myrealm-Providers-Authentication. Click on ‘Configure a new Kaajee Manageable
Authenticator...,” set the control flag option to ‘Optional’ and apply the change.

NOTE: Configure a new Kaajee Manageable Authenticator’ will only appear in the WebLogic
console if the WebLogic Administrator server classpath has the
{domain__deploy root}/kaajee_security provider entry appended to it. See the KAAJEE
Documentation for more information found in:

kaajee_security_provider \doc.

Configure a new Kaajee Manageable Authenticator screen:

Favorites  Tools  Help

M & @) L search

File Edit Wew

O Back =

7 Favorites 4 E

<} Weblogic Server, Console - Microsoft Internet Explorer, provided by EDS COE

-A-RB-083

Address @j smeld=wl_console_Frame_1 1333690531 83sidebarFrameld=wl_console_frame_1 1333620531 848MBean—breclipseDomain3.3AName . 3DbrecipseDomaint. 2C Type%: 30Domain % | g4 Go

FEX

[ =

Lirks **

@ Console
=] @ breclipseDomain
O servers
O Clusters
3 machines
[ ] Deployments
0 gervices
B8 Security
B 33 Realms
Bl & myrealm
D users
2 Groups
3 Global Rales
B33 Providers
23 adjudication
I:IAud\ting
B33 Authentication
& Defaultauthenticator
& Defaullidentityasserter
bris| KaajeeManageableAuthenticator
22 Authorization
3 cradential Mapping
[ ] Keystores (Deprecated)
Cdrole Mapping
23 Domain Log Filters
D Tasks
B B vistALink
Bl £ servers
@ myserer
B %% Tools

lid P F . i 0
Directary and Movell MDS stores. You can also configure a Realm Adapter Authentication provider that allows

you to work with users and groups from previous releases of WeblLogic Server.

|dentity assertion involves establishing a client’s identity using client-supplied tokens that may exist outside of
the reguest. Thus, the function of an ldentity Assertion provider is to validate and map a token to a usemame
by which a user can be validated by an Authentication provider. ¥ou can configure multiple [dentity Assertion

providers in & security realm, but none are required.

Note: The order in which the Authentication and ldentity Asserion providers are configured can affect the

outcome of the authentication process

This Authentication Praoviders page displays key information about the Authentication providers that have been
configured in the current security realm. In the myrealm security realm, a WeblLogic Authorization provider

and a WWeblLogic Identity Assertion provider are already configured for you.

B/ Configure a new Kaajee Manageable Authenticator .
B/ Configure a new Single Pass Negotiate |dentity Asserter. .
B/ Configure a new Default dentity Asserter. .

B/ Configure a new MedRec Sample Authenticator .
B/ Configure a new Open L DAPAuthenticator .

B/ Configure a new Movell Authenticator ...

B/ Configure a new iPlanet Authenticator,.

B/ Configure a new Default Authenticator ..

B/ Configure a new Realm Adapter Authenticator. .

B/ Configure a new Active Directory Authenticator

B/ Configure a new LDAP X509 Identity Asserter...

Re-order the Configured Authentication Providers

B Custornize this view ..

P Configuration Editar
Name Description Version
DefaultAuthenticator WeblLogic Authentication Provider 1.0 o
DefaultldentityAsserter YWeblogic Identity Assertion provider 1.0 i <
< >
@ll Applet navapplet skarked ‘-3 Laocal intranet
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Kaajee Manageable Authenticator screen:

" We bLogic Server

%ﬂ - |g| http:fivhaisfmul15g: 7001 fronsolefactions/mbean/MBeanFramesetAction?bodyFrameld=wl_console_frame_1 295902495551 &is ¥ | |E| |Z| |Lwa Search ||‘Cl '|
File Edit ‘iew Favorites Tools  Help
w [gWebLogic Server Console ] l - e - |- Page ~ ) Tools ~
@ Console
B (@ BRDev2
g ETNTrS \ nu You ¥ BRAdmin
usters
E
B £ Machines Details |
[ Deployments
g Senices This page allows you to define the configuration of this custom Authentication provider.
= Security
B 28 Realms Name: KaajeeManageableAuthenticator
=] myrealm . B~ .
8 :'y Usafs The name of this custom Authentication provider.
g Groups Description:  Weblogic Kaajee Manageable Authentication Provider
Global Roles
B 23 Providars A short description of this custom Authentication provider.
20 Adjudication
3 Auditing Version: 100010
B3 ?\‘;th;n:'cal;m:h | The version number of this custom Authentication provider.
efaultiuther
B Defaultidentit
ﬂﬁ KaajeeManage
(23 Authorization & Control Flag: |OPTIONAL |+
3 Cradential Mappin . . N . .
£ Keystores (De‘;F:ec Specifies how this custom Authentication provider fits into the login sequence.
1 Role Mapping Appl
Y
3 Darmain Log Filters J
O Tasks
Bl B vistaLink
] servers
B 32 Tools
P Configuration Editor

‘a Local intranet Ho100% v —I
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17. (Optional) Configure the LOG4J Chainsaw V2 application to receive logging events over a
socket receiver. The Blind Rehabilitation application will send events to port 14500 by
default. Each WebLogic domain and BR deployment should send its LOG4J events to a
different socket to avoid confusing the source of events. Start up the Chainsaw application.
See the Chainsaw documentation at http://logging.apache.org/log4j/docs/chainsaw.html for
more information on log4j and chainsaw.

Chainsaw V2 sample screen:

'§', Chainsaw v2 - Log Viewer

Fle Wiew Currenttab Help
a® & U@ |0alss @ | v & x|

+ = @ & % | Refine focus on: | v

_4 Root Logger D Timestamp | Level | Logger | Message
%| gov 1 |2005-08-01 11:50:41 527 '3 govva.med.br.util. BRLo... BRLogger.init logging system inititalized A
Llorg 11 1602 s a.med.br.util. BRLa.. L le to start HLY 18

2005-08-01 11:50:41 608 gowva.med broutil. BRLo... ApplicationProperties.init Atternpting to initialize applic
2005-08-01 11:50:41 609 gov.va.med. br.utl. BRLo... ApplicationProperties.init Initialized application properti
2005-08-01 11:50:41 605 gov.va.med.br.uti. BRLa... ApplicationStartupPlugin.init -> Ovemight Demographic
2005-08-01 11:50:41 627 gov.va.med. br.util. BRLo... eyeExamSessionHome = gov.va.med.br.ejb Application
2005-08-01 11:50:42 790 gov.va.med. broutil. BRLo... Walid codes count = 307

2005-08-01 11:50:43,074 gowva.med.brutil. BRLo... ApplicationStartupPlugin. init “alid Code CPT Code cou
9 |2005-08-01 11:50:43,074 gov.va.med. br.util. BRLo... ApplicationStartupPlugin.init %alid Code CPT Modifier ¢
10 |2005-08-01 11:50:43,075 gov.va.med.br.util. BRLa... ApplicationStartupPlugin.init Yalid Code ICDS Primary
11 |2005-08-01 11:50:43,075 gov.va.med. br.util. BRLa... ApplicationStartupPlugin.init “alid Code 1CD9 Seconds
12 |2005-08-01 11:50:43,282 gov.va.med. br.util. BRLo... Loaded 25 roles.

13 |2005-08-01 11:50:43,284 gowva.med.br.util. BRLo... serviceAreaSessionHome = govva.med.br.ejh. Services
14 |2005-08-01 11:50:43,331 govva.med broutil. BRLo... Sericefrea count = B

15 |2005-05-01 11:50:43 345 gov.va.med. br.util. BRLo... Loaded B service areas.

16 |2005-08-01 11:50:43,347 gov.va.med.br.util. BRLo... agencyTypeSessionHome = gov.va. med. br.ejb.Agency
17 |2005-08-01 11:50:43,368 govva.med broutil. BRLo... AgencyType count = 7

18 |2005-08-01 11:50:43,377 gowva.med. br.util. BRLo... Loaded 7 agencies

19 |2005-08-01 11:50:43,433 gowva.med brutil. BRLo... Loaded 26 referral types.

20 |2005-08-01 11:50:43 447 gov.va.med. br.util. BRLo... Loaded 26 referral type / service area mappings.
M MNOENR.N1 11-50-43 AQA movewa mad he otil BRI A | nadad B initial rafarral ctatiucac

-ee@eeeee@e@e@eueel

7 x Property | “alue
Mothing selected |

0 hidden loggers B
P Welcome [ii¥} chainsaw-log 127.00.1- vhaishappyd vha. med va. gov
Welcome to Chainsaw vz 1} 0:0 0.0/
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http://logging.apache.org/log4j/docs/chainsaw.html

Sample Chainsaw V2 startup.xml file:

<?xml version="1.0" encoding="UTF-8" 7>
<IDOCTYPE log4j:configuration SYSTEM "log4;.dtd">
<log4j:configuration xmlns:log4j="http://jakarta.apache.org/log4j/" debug="true">

<plugin name="LocalHost" class="org.apache.log4j.net.SocketReceiver"
<param name="Port" value="14500"/>
<param name="Host" value="localhost"/>
<param name="ReconnectionDelay" value="5000"/>

</plugin>

<root>
<level value="debug"/>
</root>
</log4j:configuration>

Sample Chainsaw V2 startup script (Windows):
start /b javaw -classpath log4j-1.3alpha-7.jar;log4j-chainsaw-1.3alpha-7.jar;ugli-simple.jar;log4;j-
xml.jar;log4j-optional.jar org.apache.log4j.chainsaw.LogUI

Sample Chainsaw V2 startup script (Linux):
#!/bin/sh

java -classpath log4j-1.3alpha-7 jar:log4j-chainsaw-1.3alpha-7 jar:ugli-simple.jar:log4j-xml.jar:1og4;-

optional.jar org.apache.log4j.chainsaw.LogUI

18. Edit the {domain__deploy root}/conf/ MPIListener.properties configuration file to match

the MPI parameters for each domain. During startup, the Blind Rehabilitation application will
start an MPI listener according to the properties in this file. Example MPIListener.properties

file contained in appendix.

19. Edit the Blind Rehabilitation configuration files. BR uses two separate configuration files
found in the {domain__deploy root}/conf/ directory: application.properties and
logdj.properties. Change the settings in these files to match the configuration for each
domain. Example property files are contained in the appendix.

20. Deploy the 'BR_APP_5.0.29.4.ear file. Several dozen LOG4J messages should be logged
during deployment and startup of the Blind Rehabilitation application. This is normal.
Review these messages to determine if any failures occurred. Correct any issues found and
restart the managed servers, if necessary, until no startup errors are generated.

7 Changed version number of Blind Rehabilitation from BR_EAR 5.0.27.6 to BR_APP 5.0.29.4
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BR Ear file deployment screen:

/- WebLogic Server Console - Windows Internet Explorer

%f - |g| http: ffvhaisfriull 50: 7001 console/ actions/mbean/MBeanFramesetaction?bodyFrameld=w|_consale_frame_129590249585184s ¥ ||"'f| | X | |L|ve Search

File Edit Yiew Favorites Tools Help

5:\.’ by [gWebLogic Server Console l_l @ © @ v @Eage - @Tgﬂls -
@ Console
B @ ERDevz

3 servers
3 Clusters
2 Machines
B3 Ceployments
CIAplecatlnns
CAEJE Modules

are logged in as © BRAdmin | Logout

B 28 web Application Modules This page allows you to view the general configuration of this application.
B i -
U WistalinkConsole-1.5.2.01 Name: BR_APP_5.0.293
3 connector Modules
(3 Startup & Shutdown The name of this application deployment.
O services
£ security Path: lu01/app/bea/healthevet/ BR/IBR_APP_5.0.29.3.ear
g _?;;T(zm LogFiters The URL, located on the Administration Server, of the original source files for this application.
B B vistalink Deployment Protocol: Two-Phase
Servers
B % Tools The protocol used to deploy application components.

A Configuration Editor
o Staging Mode: stage

The mode that specifies whether an application’s files are copied from a source on the Administration Server to
the Managed Server's staging area during application preparation.

A numerical value that indicates when this module or application is deployed, relative to other deployable modules
and applications. Modules with lower Load Crder values are deployed before those with higher values.
ooty |

Done & Local intranet H100% v i |
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Step 5: Installation of Crystal Enterprise

The Crystal Enterprise product is used to generate and display reports from Blind Rehabilitation data.
Most reports are simple ‘list’ style reports and several are more complex ‘summary’ style reports with
multiple sections. The Crystal Reports design tool is used to author these reports and the produced report
files with “.rpt’ extension are then published to the Crystal Enterprise server. The “.rpt’ files are contained
within the Blind Rehab deployment zip file and extracted into the {domain__deploy root}/reports
directory when unzipped. During runtime, the Blind Rehabilitation application gathers parameter
information from the user through a criteria page for each report. After the criteria page is submitted, the
application passes the parameters to Crystal Enterprise. Upon successful processing, Crystal Enterprise
then displays the report within a report viewer page.

1. Install the Oracle Client software on the intended Crystal Enterprise server. Create an entry in
the Oracle Client’s tnsnames.ora file (or use the Oracle Net Configuration Assistant) to
connect to the Oracle instance that contains the database. Consult Oracle documentation for
assistance with configuring TNS Names entry.

2. Follow the WebLogic documentation and VA installation requirements for Crystal Enterprise
Server.
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Step 6: Configuration of Crystal Enterprise

1. Launch the Crystal Management Console application. Go to the User Administrator section.
Create a Crystal Enterprise user account for each domain of Blind Rehab. Example:
BR _PROD, BR_STAGING, BR_TRAINING users.

3 Crystal Management Console - Microsoft Internet Explorer provided by EDS COE

File Edit Miew Favorites Tools  Help 'os
QBack ~ ) - [¥ [ (n Psearch YrFavorites & B - A- L B - [JE 3
Address @ http: fivhaishmul1 7fcrystalfenterprise 10} adminten/ admin, cwr

Crystal Management Console

Home V] 6ol

Home =

v Go Links **

New User

Authentication Type:

Account Name: |[BR_PRODUCTION |

Full Mame: |El|ind Rehab Production Domain |

Ernail: | |

Description:

Password Settings:

Password: Password never expires
Confirm: User must change password at next logon

[ User cannot change passward

Connection Type:
Concurrent User

& Mamed User

@ Daone 'ﬂ Local intranet:

2. Using the Crystal publishing wizard (preferred method) or the Crystal Management Console,
deploy the reports files in the {domain__deploy root}/reports directory for each domain. The
Crystal Publishing wizard is a full client application that is installed on the Crystal Enterprise
Server during installation and can be optionally installed on System Administrator client
workstations.

36 Blind Rehabilitation 5.0 August 2011
Centralized Server Installation/Implementation Guide



Crystal publishing wizard screen:

T Crystal Publishing Wizard

Select A File

Choose files to publish. Beqgin by clicking on either the "Add Files"

orthe "Add Folder" buttans.

Add Files Add Folder ‘
Mame | In Directary | -
YISTWaitlistSummaryByISM rpt 1 DAdewibrs_project_eclipse\reparts)
AdditionsTovISTRaoster.rpt [ | Dihdentbrb_project_eclipselreparts,
BRCWaitListSummany.rpt [ DAdesAbrs_project_eclipse\reportst,
BRCWaitListSummanyBy SN rpt 1 DAdewibrs_project_eclipse\reparts)
BRCWorkLoadkaonthlySummary.rpt 1 DAdewibrs_project_eclipse\reports)
BRCWorkLoadhonthlySummary B SM.rpt [ DAdenAlrs_project_eclipse\repons!,
BRCWorkLoadSemidnnualSummarny. rpt 1 DAdewibrs_project_eclipse\reparts)
BRCWorkLoadSemisnnualSummaryBywISHrpt 1 Didevibri_project_eclipseireports),
BROSWWaitlistSummary rpt [ DAdendlrs_project_eclipse\repons!,
BROSMWaitListSummary_had.rpt = DhdenAbrs_project_eclipsetreports', 3

[ BROSWAH istSummanEhAA SN ot

< Back

1 DAeARR arniert erlinsetrennrs!

et > Cancel

Help

3. Edit the report database login parameters.

e  Start the Crystal Enterprise Admin Launchpad application.

August 2011

Login as the Crystal User for the domain that you are editing.

Click the Schedule Manager link to show a list of the deployed reports.
Click the ‘Change Login Info’ link for each different login found.
Edit the Database parameters to match the Oracle Schema for that domain.
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Crystal schedule manager screen showing published reports:

A Schedule Manager - Microsoft Internet Explorer provided by EDS COE

Ele Edt View Favorites Tools Help [ %
QBack - © - [¥ & @ FsSeach TrFavortes € B fiv &~ L H B
Address |f§| http: fivhaishmul 17 ferystalfenterprise 10 Awebsamplesfen/muliChiectChange/default. cspPramework =undefinedeid=373 - ‘ GO

Schedule Manager

Current Location: Home : User Folders : brdev

[ Change |[ Select All ][ Clear All |

Report Title Logon Info Selected

AdditionsToVISTRoster Seryer: bruss O
User Name: brvs
Change Logon Info

BRCWaitListSummary Server: brvsS O
User Mame: brvs
Change Logen Info

BRCWaitListSummaryByVISN Server: brvss O
User Name: brvs
Change Logon Info

BRCWorklLoadMonthlySummary Server: pscsdbl ]
User Name: brraman
Change Logon Info

BRCWorkLoadSemiAnnualSummary Server: pscsdbl O
User Mame: brraman
Change Logon Info

BROSWaitListSummary Server: bruss O
User Name: brvs
Change Logon Info

(] Done &) Local intranet
=

Crystal schedule manager screen for editing database parameters:
Steps in this screen:
e Verify the ‘Use custom database login’ radio button is selected.
e Verify the ‘Select a database driver’ radio button is selected and Oracle is selected in the
accompanying list box.
e Verify the ‘Specify a custom table prefix’ radio button is selected and the schema name is
entered in the accompanying text field is CAPITALIZED and ends with a period.
e Verify the database user name and password is correct for the schema.
e  When all fields are entered, click the ‘Select All” button. This sets all reports with this
connection type to accept the new connection information.
e C(Click the ‘Commit logon info’ button.
e Repeat this procedure for each different connection listed in the previous screen. (see
previous screen shot)
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3 schedule Manager For Crystal Enterprise - Microsoft Internet Explorer provided by EDS COE

Hle Edt Wew Favarites Tools Help [ ™
QBack - © - M &) @ LSearch FeFavorites @ B Qv &~ & B [ @

Address |@ htip:ffvhaishmul 17/crystal/enterprise 10/websamples/en/muliObjectChange/repor iogons.csp?framework =undefined@repor id= 1085 78 parentid =37 3&servername=bry: ¥ | Go

YOURORACLEDB

brdev

Caommit logon info

You may set this logon information for other reports that use the same database server.
Show: |repor‘ts in current folder v ‘ l Shaw ]

[ Back |[ Select All |[ Clear All ][ Confirm Report Selection|

l@ Dione %) Local intranet

4. Start the Crystal Management Console application.
e Login as the Crystal User for the domain that you are editing. (Authentication type should
be ‘Enterprise.’
Click the ‘Objects’ link for that user.
Click on the first report listed.
Click the ‘Process’ tab, and then click the ‘Database’ link.
Verify that the database fields are properly set for the correct schema.
Verify that the ‘Prompt the user for database logon when viewing’ checkbox is
unchecked. Leaving this checked will cause significant performance issues!
e  Click the Update button.

Repeat this for each deployed report.
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Crystal Management console screen for Login Prompt checkbox:

A Crystal Management Console - Microsoft Internet Explorer provided by EDS COE ¥|
[ 8

Ele Edt View Favorites Tools Help
QeBack - @ - [¥ @ & Pseach FrFavorites € B v &~ S E )&
Adldress ] http:/vhaishmul 17 ferystalfenterprise 10/admingen/admin.cwr hd G0

Crystal Management Console
Home ~ m

He @
AdditionsToVISTRoster
Properties | History Schedule | Rights

Database

Database:

User: brvs

Password:

® Use custom database logon information specified here
Database Type: @ Select a database driver
O Specify a custom driver

Server: PSCSDB1

Database:

User: brdey ]
Password: sesesee 1

Table Prefix: BRWS, »
O Use default table prefix
@ Specify a customn table prefix

[BRDEV.

[ Prompt the user for database logon when viewing

ol

(] Done & Local intranet
=

5. Edit the Blind Rehabilitation application.properties file for each domain to match the Crystal
Enterprise login and server information.
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Appendix A — Sample Blind Rehabilitation
application.properties file

This file contains application wide properties in key=value fashion
to get a value for one of the keys, use a java call like this:
ApplicationProperties.getProperty ("key")

ex. ApplicationProperties.getProperty("Mailing Address Type")

H o e

#

FHHFH A A

# System Build/Version

Software Version=5.0.29 - Domain Name (Server Name) Support Phone Number: 1-
888-596-4357

FHEFH A A AR

# Session Timeout Warning - in minutes should be 5 minutes less than app
server timeout

# Used to display an alert to user indicating a pending session timeout
# Default is 25 minute warning (for a 30 minute session timeout)
#SessionTimeoutWarningMinutes=.25

SessionTimeoutWarningMinutes=25

# Currently supported VistA configuration
CurrentKidsVistaVersion=5.0.1.4
#CurrentKidsVistaVersion=BYPASS

iggddddddsssaasdiassadd iR AR AR
# jdbc JNDI datasource name
jdbc_jndi name=jdbc brvs

FHEH S
# Address Types

Mailing Address Type=M

Business Address_ Type=B

FHEH S
# User Preference Types
Current Patient List=P

FHAHSH AR A A AR H SRS A

# Notifications properties
UserNotificationsLink=/userNotifications.do
UserNotificationsKeyParameterName=notificationKey

FHAFHH AR A AR AR A
# Referral Auto-Search Properties
PerformReferralAutoSearchDuringLogin=true
#PerformReferralAutoSearchDuringLogin=false

#This must be a comma separated list with no spaces or formatting characters
# EXAMPLE: ReferralAutoSearchStatusTypes=0ffered, Accepted, Scheduled, Pending
#ReferralAutoSearchStatusTypes=0ffered, Accepted, Scheduled, Pending
ReferralAutoSearchStatusTypes=Pending

#How many days in the past to use for the "start date"
ReferralAutoSearchDaysBackToInclude=40
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#The next 2 properties are not available until version 5.0.27.1
ReferralNotificationText=You have NEW referrals. Click this link to view.
ReferralNotificationLink=/modifyReferral.do?modifyReferralButtonPressed=Auto
Search

# Blind Rehab Instructors Role
BlindRehabInstructorsRoleCode=114

FHFF A A A

# Record Limiter - Set the maximum records for a search to return
# Only used in some transactions: referral search,
MaxRecordsReturnedLimit=2000

FHAHF AR S S

# VistalLink Login Settings

# CAUTION!!! If byPassVista is set, NO login and password is acually used to
# access the system. These settings are only used for development while

# disconnected from a VistalLink server!!!

#Set this to 'Y' to bypass the Vistalink Login

Bypass_Vista Login=N

#The duz code must be set here if "Bypass Vista Login=Y"

User DUZ CODE If Vista Bypass_ Enabled=4618

FHF A dd 444
# CCOW constants
ccowDisabled=true

ccowApplicationName=SampleAppl
ccowApplicationPasscode=IAKMdPnlZsOF10cgX4zd4nFD1h1lhBUaFGO0jIl-

ruwllBGkm9STQi m-mcoVoljDDvm9p9krAYKx5f0-PF-

XwZUXEpTGst JEFxtXud4MCNw WNOQIZOGS8s78CUHwWQL 9tzZfZa-
BWDfrM80aIO71YHzZpXwzVkiDg5pQpOl0AJ6HsK8esomt IMzHYZPmXWxJrYCVrBYsULl 7nhplnd4iO
yKK3b9AvsEnloCsoAzstcf VOOyJRPyLpSh 2yrUBOLkBY

ccowActionPrefix=ccow.do?ccowAction=
ccowActionSetup=setup
ccowActionParticipate=participate
ccowActionListener=respondToContextChange

ccowLocatorAppletAction=ccowLocatorApplet.do
ccowLocatorTimeout=60

ccowListenerRefreshTarget=main

# Make these blank to turn off debugging
ccowLocatorDebug=true
ccowListenerDebug=true
ccowNotifierDebug=true

ccowIcnLookup=Patient.ID.MRN.CCOW
ccowDfnLookupPrefix=Patient.ID.MRN.DEN

HHEFF A A AR

# Crystal Reports Settings
CrystalEnterpriseServerUser=crystal user
CrystalEnterpriseServerPassword=crystal password
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CrystalEnterpriseServerName=crystal server name
CrystalEnterpriseAuthType=secEnterprise

S i i

# PSD Update Settings

#

# Note: If OvernightDemographicUpdatesEnabled is set to false

# OvernightADTUpdatesEnabled is ignored, and ADT updates will not run.
#

PSDUpdateMaxBatchICNs=500

ProxyUserName=ANRVAPPLICATION, PROXY USER
OvernightDemographicUpdatesEnabled=false
OvernightADTUpdatesEnabled=false

PSDUpdaterNumberOfThreads=8

PSDUpdaterWorkQueueSize=128

# The HOUR below must be from 0-23 (0 being midnight), and the MINUTE
# below must be 0-59.

PSC_UPDATER START TIME HOUR=O0

PSC_UPDATER START TIME MINUTE=0

FHEHHHH A AR F AR R

# Email Notification Settings

#

IcnChangeNotifySmtpServer=vhaxxxxxx
IcnChangeNotifyToEmailAddress=VHABlindRehabHL7Datalva.gov
IcnChangeNotifyFromEmailAddress=VHABlindRehabHL7Datalva.gov

S i

# MPI Settings

#

MPI WEBLOGIC FACTORY=weblogic.jndi.WLInitialContextFactory
MPI WEBLOGIC URL=t3://localhost:xxxx

MPI EJB=IcnUpdateSession

MPI WEBLOGIC USERNAME=weblogic user

MPI WEBLOGIC PASSWORD=weblogic password

FHEH S

# Back Button/Double Save prevention message

#

BACK BOTTON PREVENTION MESSAGE=You may have attempted to use the back button
to update a record to a previous state or clicked the save button twice.
These actions are not allowed. Please lookup your record again and update it
without using the back button or clicking save twice.

August 2011 Blind Rehabilitation 5.0
Centralized Server Installation/Implementation Guide



Appendix B — Sample Blind Rehabilitation
logdj.properties file

NOTE: lines of significance are in bold. See log4j documentation on
http://logging.apache.org/log4j/docs/index.html for more information.

log4j.rootCategory=info, rolling

# Example of adding a specific package/class at a different

# logging level...

# --log everything in the com.johnmunsch package at debug level

# ..even better, send it to a different appender. Note, however, that

# this doesn't mean that any loggers from a lower level won't be used:
# everything still inherits, so this new logger is used _in_addition to_
# the loggers it would have otherwise already used.
#log4j.category.com.johnmunsch=debug, socketLogger

# --on the other hand, everything in the

# com.johnmunsch.stuff class _shouldn't log

# unless the log message is at 'warn' level or worse.
# (It just so happens that stuff generates a _lot of
# logging when it's used)
#logdj.category.com.johnmunsch.stuff=warn

# --also, it just so happens that we have a different

# appender that we're using that we want to have

# log information from a specific location, and we

# don't want to send that information anywhere else.
#logdj.category.com.johnmunsch.otherstuff=warn, xml
#log4j.additivity.com.johnmunsch.otherstuff=false

# BEGIN APPENDER: CONSOLE APPENDER (stdout)
# first: type of appender (fully qualified class name)
log4j.appender.stdout=org.apache.log4j.ConsoleAppender

# second: Any configuration information needed for that appender.
# Many appenders require a layout.

# logdj.appender.stdout.layout=org.apache.log4j. TTCCLayout
log4j.appender.stdout.layout=org.apache.log4j.SimpleLayout

# Possible information overload?

# log4j.appender.stdout.layout=org.apache.log4j.PatternLayout

# additionally, some layouts can take additional information --

# like the ConversionPattern for the PatternLayout.

# log4j.appender.stdout.layout.ConversionPattern=%d %-5p %-17c{2} (%30F:%L) %3x
- %m%n

# END APPENDER: CONSOLE APPENDER (stdout)

# BEGIN APPENDER: ROLLING FILE APPENDER (rolling)
# first: type of appender (fully qualified class name)
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log4j.appender.rolling=org.apache.log4j.RollingFile Appender

# second: Any configuration information needed for that appender.
# Many appenders require a layout.
log4j.appender.rolling.File=BlindRehab L.OG4J.log

logdj.appender.rolling.MaxFileSize=1000KB
# Keep 10 backup files
log4j.appender.rolling.MaxBackupIndex=10

logdj.appender.rolling.layout=org.apache.log4j.PatternLayout
log4j.appender.rolling.layout.ConversionPattern=%p %d{yyyy/MM/dd HH:mm:ss,SSS} %t %c -
%om%n

# Possible information overload?

# log4j.appender.stdout.layout=org.apache.log4j.PatternLayout

# additionally, some layouts can take additional information --

# like the ConversionPattern for the PatternLayout.

# log4j.appender.stdout.layout.ConversionPattern=%d %-5p %-17c{2} (%30F:%L) %3x
- %m%n

# END APPENDER: ROLLING FILE APPENDER (rolling)

# BEGIN APPENDER: SOCKET APPENDER (socketLogger)

# Note: if you don't have anything configured to accept the events

# from the socketLogger appender, you'll see an exception on program
# startup (to console), and occasional status messages (to console)

# on if the log4j system has managed to connect to the specified

# socket..
logd4j.appender.socketLogger=org.apache.log4j.net.SocketAppender
logd4j.appender.socketLogger.RemoteHost=CHAINSAW_SERVER_NAME
log4j.appender.socketLogger.Port=14500
logdj.appender.socketLogger.LocationInfo=false

# END APPENDER: SOCKET APPENDER (socketLogger)

# BEGIN APPENDER: LogFactorS APPENDER (If5)

# LogFactor5 is a Swing window that directly receives logging messages and

# displays them. It offers filtering, searching etc. similar to Chainsaw or

# Lumbermill but you don't have to use a socket appender so it should be faster
# when the logging display is on the same machine as the program issuing

# messages.

log4j.appender.1f5=org.apache.log4j.1f5.LF5Appender
log4j.appender.1f5.MaxNumberOfRecords=1000

# END APPENDER: LogFactor5 APPENDER (If5)

# BEGIN APPENDER: XML APPENDER (xml)

# A standard file appender where we have put an XML layout onto the output
# event records. A file put out using this technique can be loaded after

# the fact into Chainsaw for viewing, filtering, searching, etc.
log4j.appender.xml=org.apache.log4j.FileAppender
log4j.appender.xml.file=example xml.log

log4j.appender.xml.append=false
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log4j.appender.xml.layout=org.apache.log4j.xml. XMLLayout
# END APPENDER: XML APPENDER (xml)

# BEGIN APPENDER: LogFactor5 Rolling APPENDER (If5Rolling)

# Like the XML appender above, this is a specialized format designed to be read
# from a tool. In this case, LogFactor5 can load up files in this format for

# after the fact review.
log4j.appender.1f5Rolling=org.apache.log4j.RollingFileAppender
log4j.appender.1f5Rolling.File=example 1f5.log
log4j.appender.lf5Rolling.layout=org.apache.log4j.PatternLayout

log4j.appender.If5Rolling.layout. ConversionPattern=[slf5s.start|%d {DATE}[slf5s.DATE]%n
%p[slfSs.PRIORITY]%n%x[slf5s.NDC]%n%t[slf5s. THREAD]%n%c[slf5s. CATEGORY]%n
%I[slf5s. LOCATION]%n%m][slf5s. MESSAGE]%n%n

# END APPENDER: LogFactor5 Rolling APPENDER (If5Rolling)

# Start up PSL logging:
logdj.logger.gov.va.med.person.lookup=INFO
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Appendix C — Sample Blind Rehabilitation
MPIListener.properties file

# The local port we will run our MPI Listener on
MPI_LISTENER PORT=xxxx

# The remote IP and port of the MPI system. This is the MPI system
# that will send messages to our MPI Listener.

# MPI_IP = Remote IP Address

# MPI_PORT = Remote Port Number

#MPI_1P=00.00.00.00

#MPI PORT=xxxx

# MPI Test Environment (Leave this commented out unless you are
# testing. It is only here so we can keep track of the test IP and

# port numbers.)

MPI_IP=xxX.X.XXX.XX

MPI_PORT=xxxx

# Listener Mode should be one of the following:
# D = Debugging

# P =Production

# T = Training

LISTENER PROCESSING MODE=T
LISTENER MESSAGE_VERSION=2 4

# The name of the logger to use
LOGGER NAME=MPILogger

# Sending Application and Facility values

SENDING_APP NAMESPACE_ID=BLIND REHAB
SENDING_FACILITY _NAMESPACE ID=XXXBR

# Production Namespace ID:

#SENDING _FACILITY NAMESPACE ID=XXXBR
SENDING_FACILITY_UNIVERSAL ID=BLINDREHAB.MED.VA.GOV
SENDING FACILITY UNIVERSAL ID TYPE=DNS

# Properties for outgoing QBP messages

FIELD SEPARATOR="
COMPONENT_SEPARATOR=~

REPETITION SEPARATOR=|

SUB_COMPONENT SEPARATOR=&

SENDING APPLICATION=MPI

SENDING FACILITY NAMESPACE ID=XXXBR
# Production Namespace ID:

#SENDING FACILITY NAMESPACE ID=XXXBR
SENDING FACILITY UNIV_ID=XXXXXXXX.VHA.MED.VA.GOV
SENDING FACILITY UNIV_ID TYPE=DNS
RECEIVING APPLICATION=MPI
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RECEIVING FACILITY NAMESPACE ID=XXXM
RECEIVING _FACILITY UNIV_ID=XXXX.XX-XXXXXXX.MED.VA.GOV
RECEIVING _FACILITY _UNIV_ID TYPE=DNS
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Appendix D — Sample Blind Rehabilitation Patient
Service (PSC/PSD) PatSvcPkg.properties file

NOTE: sections of significance are in bold.
#

# Patient Service package properties file.

#
#
# Values for INDI Initial Context

# weblogic jndi factory - local host

initialContextFactory = weblogic.jndi. WLInitial ContextFactory
providerURL = t3://xxx.x.x.x:7xxx/PatientServiceR2
securityPrincipal = weblogic

securityCredentials = weblogic

dedicatedrmicontext =

# The EJBs in use
QueryPatient = gov.va.med.patientadmin.ejb.QueryPatientHome

# Use NDS or not

# false means NDS will be used to perform JNDI lookup

# true means property values will be used to perform JNDI lookup
deCaipitated = true
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Appendix E — Sample Blind Rehabilitation Person

Service Lookup (PSL) PatientLookup.properties file
(contained in the psiConfig_4.0.4.4.jar file)

NOTE: sections of significance are in bold.

#***********************************************************

# PatientLookup properties file.
#************************************************************

#dataAccessType = cache OR vistalink
# NOTE: THIS NEEDS TO BE REMOVED FROM OUR CODE
#  RAJHAS ADDED THIS FOR CACHE....

1.

dataAccessType = vistalink
#WEBLOGIC Parameters

initial ContextFactory = weblogic.jndi. WLInitial ContextFactory
providerURL = t3://xxxxxxxxxx.vha.med.va.gov:xxxx
securityPrincipal = weblogic

securityCredentials = weblogic

dedicatedrmicontext = true

#Veteran Image Server Parameters

enableVeteranlmage = true
veteranlmageURL = https://xxxx.xxxx.xxx.va.gov/vic/NCMD_Result Picture Streaming2.aspx
veteranlmageServer = xxxx.etech.med.va.gov

#Data source JNDI name for IDENTITY MANAGEMENT (IM) database

inDatasourceName =IMDS

#CAIP Configuration Parameters
#
caip_nds major_version=4
caip_nds_minor_version=0
caip_nds_revision_number=0
caip_nds build number=0
ndsurl=t3://vhaispora04:8511
ndsuser=weblogic
ndspassword=getI Twrite

#PSL version
PSL VERSION=4.0.4.4

plu_client_help url=http://xxxxxxxxx.vha.med.va.gov:7xxx/PSLClientHelp/help/pluhelp.html
caip_enabled=false
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Appendix F — Installation Steps to Upgrade Blind
Rehabilitation v5.0.26.8 to v5.0.27.6

General steps:

1.

2.

3.

Unzip the application package file br_deployment_5.0.27.6.zip into a working directory.

Review the following documents (found in the doc subdirectory created while unzipping the
application package file) and have available during upgrade for detailed information:
/doc/Installation/BR _Installation Implementation Guide C.doc
/doc/ReleaseNotes/v5.0.27.3.txt

/doc/ReleaseNotes/v5.0.27.4.txt

/doc/ReleaseNotes/v5.0.27.5.txt

/doc/ReleaseNotes/v5.0.27.6.txt

Ensure that the Standard Data Services (SDS) database is running v10.0.

Application Server Steps:

1. Backup the deployment directories on the managed servers.

2. Verify that the VistaLink JAR files are on the CLASSPATH per install guide.

3. These have been removed from the Blind Rehab EAR file as directed by VistALink Team.

4. Undeploy the Blind Rehab application from WebLogic.

5. Undeploy the existing PSL EAR.

6. Stop the Weblogic servers running the Blind Rehab application.

7. Restart all WebLogic servers that will run the application.

8. Copy the Blind Rehab configuration files from the /conf directory expanded from the zip file into
the servers config directory. See the install guide for detailed instructions on the configuration
files.

9. Configure the application.properties files for all servers being deployed to.

10. There are new entries in this file from previous releases.

11. The PSD Updater has thread settings and start time schedule.

12. The Session Timeout warning has a SessionTimeoutWarningMinutes setting.

13. Remove old PSL Config files from CLASSPATH if present.

14. Add pslConfig_4.0.4.4.jar to CLASSPATH of managed server(s).
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15.

16.

17.

18.

Edit pslConfig_4.0.4.4.jar and adjust settings in the contained PatientLookup.properties file to
match your environment.

Deploy the pslEJB_4.0.4.4.ear EAR File.
Deploy the new BR Application Ear file: BR_EAR_5.0.27.6.ear.

Reboot the Application servers.

Database Steps:

1.

Backup the BR Oracle data.
Upgrade the SDS Database Schema to v10.0 See BR Central Install Guide and
SDS Install Package. Both are included in the br_deployment 5.0.27.6.zip file.

Run the /sql/BR_Build27Additions.SQL script against the Oracle schema. Check for errors.
Example: sqlplus BR_ ORACLE _USER/BR_ORACLE PWD(@database
@sql/BR_Build27Additions.SQL

Run the /sql/BR_VIEWS.SQL script against the Oracle schema. Check for errors.
Example: sqlplus BR_ ORACLE _USER/BR_ORACLE PWD(@database
@sql/datalLoad/BR_VIEWS.SQL SDS ORACLE USER

Crystal Enterprise Steps:

52

L.

2.

Create a backup of the existing Crystal User environment with the published reports.
Delete all the existing Crystal reports for the domain you are upgrading and publish all the
Crystal Reports from /reports directory created while unzipping the
br_deployment_5.0.27.6.zip file.

Set the database parameters for all crystal reports in Crystal Management Console (See install
guide).

Reboot the Crystal enterprise servers.
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Appendix G — Installation Steps to Upgrade Blind
Rehabilitation v5.0.27.6 to v5.0.28.4

General steps:
1. Unzip the application package file br_deployment 5.0.28.4.zip into a working directory.

2. Review the following documents (found in the doc subdirectory created while unzipping the
application package file) and have available during upgrade for detailed information:
/doc/Installation/BR _Installation Implementation Guide C.doc
/doc/ReleaseNotes/v5.0.27.3.txt
/doc/ReleaseNotes/v5.0.27.4.txt
/doc/ReleaseNotes/v5.0.27.5.txt
/doc/ReleaseNotes/v5.0.27.6.txt
/doc/ReleaseNotes/v5.0.28.4.txt

3. Ensure that the Standard Data Services (SDS) database is running v10.0.

Application Server Steps:
1. Backup the deployment directories on the managed servers.

2. Undeploy the Blind Rehab application from Web Logic.
3. Deploy the new BR Application Ear file: BR_EAR 5.0.28.4.ear.
Database Steps:
1. Backup the BR Oracle data.
Upgrade the SDS Database Schema to v10.0 See BR Central Install Guide and
SDS Install Package. Both are included in the br_deployment 5.0.28.4.zip file.

2. Run BR-DB-PATCH-5.0.28.4 (maintenance patch)
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Appendix H — Installation Steps to Upgrade Blind
Rehabilitation v5.0.28.4 to v5.0.29.4

General steps:
1. Unzip the application package file BR-PKG-5.0.29.6.zip into a working directory.

2. Review the following documents and have available during upgrade for detailed information:
BR_Installation_Implementation_Guide_C.doc
ReleaseNotes/v5.0.29.txt

3. Ensure that the Standard Data Services (SDS) database is running v18.0

Application Server Steps:
4. Backup the deployment directories on the managed servers.

5. Undeploy the Blind Rehab application from Web Logic.

6. Deploy the new BR Application Ear file: BR_APP_5.0.29.4.ear.
Database Steps:

1. Backup the BR Oracle data.
Upgrade the SDS Database Schema to v18.0

2. Run BR-DB-PATCH-5.0.27.6 (conditional patch) to restore BR FK references and grants after
SDSADM schema has been dropped and restored to an upgraded version.
Run after the SDSADM schema was re-created and re-populated with SDS data

3. Need to run 2 Conditional DB patches and 1 Maintenance DB patch for this release
1) BR-DB-PATCH-5.0.29.1 (conditional patch)
i1) BR-DB-PATCH-5.0.29.2 (conditional patch)
i) BR-DB-PATCH-5.0.29.3 (maintenance patch)
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Glossary/Acronym List

Term/Acronym Description

AAA (Veteran Health Administration) Authentication, Authorization and
Accountability Standards

AAIP Authentication and Authorization Infrastructure Program

ADPAC Automated Data Processing Application Coordinator

AMIS Automated Management Information System

API Application Program Interface

Audit Trail A history of the changes made to a record including old data, new data, and
the name of the user who made the change. Record of access and
modifications

BCMA Bar Code Medication Administration. A VistA software application that
validates medications against active orders before the medication is given to
the patient.

BR Blind Rehabilitation Project

Blind Rehabilitation A residential inpatient program that provides comprehensive adjustment to

Center (BRC) blindness training and serves as a resource to a catchments area usually
comprised of multiple Veterans Integrated Service Networks (VISN).

BRC Application Letter This is a cover letter for a Blind Rehabilitation Center (BRC) Application

packet. This letter requires editing and is used to print for individual veterans.

BRC Follow-up Letter

This is a questionnaire sent to the veteran following blind rehabilitation
training. It is used to assist the center or clinic in following-up on the veteran.

Blind Rehabilitation
Outpatient Specialist
(BROS)

Blind Rehabilitation instructors possessing advanced technical knowledge and
competencies in at least two Blind Rehabilitation disciplines at the
journeyman level.[2]

CAT Computer Access Training

CARF Commission on the Accreditation of Rehabilitative Facilities

CCOW Clinical Context Object Work Group

CCOW Term Telnet An application (written in Delphi) which is RPCBroker aware and capable of
CCOW with CCOW, which can be used to access the Roll and Scroll
environment, such as List Manager, in VistA.

CCOW Timing Program A program, written in Delphi that tests the amount of time for Remote
Procedure Calls to be processed by the server.

CHISS Common Health Information Security Services

C&P Compensation & Pension
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Term/Acronym

Description

Claim Letter

This is a cover letter to a Veterans Administration Regional Office (VARO)
when filing a claim on behalf of a VIST veteran. This letter is used to print for
individual veterans.

Common Procedure

A method for coding procedures performed on a patient, for billing purposes.

Terminology (CPT)

CPRS A VistA software application that provides an integrated patient record system
for use by clinicians, managers, quality assurance staff, and researchers

CPRS/CCR Computerized Patient Record System/Computerized Clinical Reminder
Module

CPRS/VSM Computerized Patient Record System/Vital Signs Module

Computerized Patient
Record System (CPRS)

A clinical record system that integrates many VistA packages to provide a
common entry and data retrieval point for clinicians and other hospital
personnel. (CPRS). CPRS is a Veterans Health Information Systems and
Technology Architecture (VistA) software application that enables clinicians,
nurses, clerks, and others to enter, review, and continuously update all
information connected with patients.

Context Vault

Data store that houses user sign-on credentials in a CCOW user context.

DalS

Development and Infrastructure Support

DBIA

Data Base Integration Agreement

DELPHI

A Rapid Application Development (RAD) system/application developed by
Borland International, Inc. Delphi is similar to Visual Basic from Microsoft,
but whereas Visual Basic is based on the BASIC programming language,
Delphi is based on Pascal.

Division

The subunit under institute has 5-6 digits/letter division ID and less than a 35
character name

EJB

Enterprise Java Bean

Encounter

A contact between a patient and a provider who has the primary responsibility
of assessing and treating the patient. A patient may have multiple encounters
per visit. Outpatient encounters include scheduled appointments and walk-in
unscheduled visits. A clinician’s telephone communications with a patient
may be represented by a separate visit entry. If the patient is seen in an
outpatient clinic while an inpatient, this is treated as a separate encounter.

Episode of Care

An interval of care by a health care facility or provider for a specific
medical problem or condition. It may be continuous or it may consist of a
series of intervals marked by one or more brief separations from care, and
can also identify the sequence of care (e.g., emergency, inpatient,
outpatient), thus serving as one measure of health care provided.

FSOD

Functional Status Outcomes Database
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Term/Acronym

Description

Graphical User Interface
(GUD

A type of display format that enables users to choose commands, initiate
programs, and other options by selecting pictorial representations (icons) via a
mouse or a keyboard.

HCFA Health Care Financing Administration
HCPCS HCFA Common Procedure Coding System
HFS Host File Server is a system (WinNT/Dec Alpha) file access mechanism that

enables the M software (server software) to access the system-level files.

HealtheVet-VistA

The HealtheVet-VistA architecture will be a services-based architecture.
Applications will be constructed in tiers with distinct user interface, middle
and data tiers. Two types of services will exist, core services (infrastructure
and data) and application services (a single logical authoritative source of
data).

HIPAA Health Insurance Portability and Accountability Act of 1996. Also referred to
as, HIPAA.

HL7 Health Level Seven

HSD&D Health Systems Design & Development

HSM Hospital-Supplied Self Medication

HTTP Hyper Text Transfer Protocol

HTTPS Secured HTTP Protocol

ICD9 International Classification of Diseases 9" Edition

ICN Identification Control Number

IDL Iterative Development Lifecycle

IE Internet Explorer

IEN Internal Entry Number

Independent Verification
and Validation (IV&V)

The IV&V team supports the HSD&D mission by promoting standardization,
improving software release quality and effectiveness of healthcare delivery
through planned and controlled evaluation, testing, and integration of
healthcare information systems. . Visit the http://vista.med.va.gov/ivv/ site for
additional information.

Inpatient Visit

The admission of a patient to a VAMC and any clinically significant change
related to treatment of that patient. For example, a treating specialty change is
clinically significant, whereas a bed switch is not. The clinically significant
visits created throughout the inpatient stay would be related to the inpatient
admission visit. If the patient is seen in an outpatient clinic while an inpatient,
this is treated as a separate encounter.

Institution

A major hospital with subdivisions, usually has a name < 30 letters and a
three-digit division ID
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Term/Acronym

Description

Invitation for VIST This is an invitation to blinded veterans from VIST, offering a health

Review evaluation. Veterans may accept or deny the invitation. This letter satisfies the
requirements of M-2, Part XXIII and is meant to be printed as a mass mailing.

1P Meds Inpatient Medications

IRM Information Resources Management

IRS Exemption Letter

This letter advises the Internal Revenue Service of legally blind status of
veterans. This letter requires editing and is to be printed for individual
veterans.

ISO

Information Security Officer

ISSRA

Interim Security Services for Rehosted Applications

Iterative Development

The technique used to deliver the functionality of a system in a successive
series of releases of increasing completeness. Each iteration is focused on
defining, analyzing, designing, building, and testing a set of requirements.

v Intravenous

J2EE The Java 2 Platform, Enterprise Edition (J2EE) is an environment for
developing and deploying enterprise applications. The J2EE platform consists
of a set of services, APIs, and protocols that provide the functionality for
developing multi-tiered, Web-based applications.

JAAS Java Authentication and Authorization Service. For more information refer to
the JAAS Web site at the following address:
http://java.sun.com/products/jaas/index-14.html

JAVA Java is a programming language. It can be used to complete applications that
may run on a single computer or be distributed among servers and clients in a
network.

JCAHO Joint Commission on the Accreditation of Health Care Organizations

JDBC Java Database Connection

JSp Java Server Page

Kernel Set of VistA software routines that function as an intermediary between the
host operating system/application and the VistA application packages such as
Laboratory, Pharmacy, IFCAP, etc. The Kernel provides a standard and
consistent user and programmer interface between application packages and
the underlying M implementation.

Kiosk Public workstations shared by multiple users.

List Manager A VistA software product that creates a framework for user actions. List
Manager is part of the VistA software infrastructure.

LOINC Logical Observation Identifier Names and Codes

MAH Medication Administration History
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Term/Acronym

Description

MAS Medical Administration Service

MH Assistant Mental Health Assistant

MPI Master Patient Index

MST Military Sexual Trauma

MTAS Middle Tier WebLogic Application Server

MVC Model View Controller

New Person (#200) File A VistA file that contains data on employees, users, practitioners, etc. of the
VA.

NOIS National Online Information System

NVS National VistA Support

O-R Object-Relational

OCS VA Office of Cyber Security

OID Oracle Internet Directory

ORACLE Oracle is a relational database that supports the Structured Query Language
(SQL), now an industry standard.

ORACLE 9iAS Oracle 91 Application Server

PATS Patient Advocate Tracking System/application. When completed, the Patient
Advocate Tracking System/application will replace the current, site-based
Patient Representative package with a national level application.

PCE Patient Care Encounter

PIMS Patient Information Management System

PIR Patient Incident Review File

PLU Patient Lookup

PSC Patient Service Construct

PSD Patient Service Demographics

PSL Person Service Lookup

PRN Pro Re Nata, Latin meaning ‘as needed’

Prototype An initial working model as proof of concept of a product or new version of
an existing product.

Provider The entity that furnishes health care to consumers. An individual or defined
group of individuals who provide a defined unit of health care services
(defined = codable) to one or more individuals at a single session.

PTF Patient Treatment File (PTF) at AAC

August 2011 Blind Rehabilitation 5.0 59

Centralized Server Installation/Implementation Guide



Term/Acronym

Description

RDBMS Relational Database Management System

Registration Registration File

RN Registered Nurse

ROES Remote Order Entry System

SAS SAS is a company that provides data analysis, data mining, and data storage

ScreenMan VA FileMan utility that provides a screen-oriented interface for editing and
displaying data

SDD Software Design Document

SQA Software Quality Assurance

SDS Standard Data Service

SRS Software Requirements Specifications

SSL Secure Socket Layer

SSO Single Sign On

TCP/IP Transmission Control Protocol/Internet Protocol

Thin-client

A simple client program, which relies on most of the function of the system
being in the server, usually the Web browser in a Web domain

TIU Text Integration Utility
User An Administrator, a Clinician, or a Researcher
VA Veterans Affairs
VA FileMan VistA database management system.
VAMC Veterans Affairs Medical Centers
VARO Veterans Administration Regional Office
VHA Veterans Health Administration
VISN Veterans Integrated Service Network
VIST Visual Impairment Service Team
VistA Veterans Health Information Systems and Technology Architecture
VistA MailMan VistA electronic mail system
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