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1 Create a New User

A. From the Management Portal home page, go to the System Administration, Security, Users menu
([System Administration] > [Security] > [Users]).

SRR NCER S ENINC N =
B. Onthe ‘Users’ page, select [GEEIGCENETROETE].

This displays the [General] tab of the Edit User page for creating and configuring users.

C. Onthe Edit User page, set values for only the following user properties. (Fill out the required fields
below.) The other fields are optional.
¢ Name (required) — Unique user identifier (suggest using your VHAxxxnnnnnn ID).
e Password (required) — New password value. (Remember this password!)
e Confirm Password (required) — Confirmation of new password value.
e User Enabled (required) — Whether or not the account is available for use.
D. Click the Save button to create the new user.

Once you have created a user account, you then need to edit its characteristics.

1. Onthe Users page ([System Administration] > [Security] > [Users]), click Edit in the newly
created user’s row. This displays the Edit User page for the user being edited.
2. Gotothe [Roles] tab at the top of the Edit Page.

3. Move the ‘%All’ from the ‘Available’ column to the ‘Selected’ column by clicking the right arrow >
and then click ‘Assign’ to assign the user to the role(s).

After doing this, the user’s roles should contain the “%All’ role. (See example figure below.)
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Create a New User

Edit definition for user COWNIEK

COWNIEK is Assigned 10 the Following Roles Grant Option
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Assign user COWNIEK 10 one of more oies
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Return to the [General] tab and click Close.

E. Secure the other user accounts. Do this by editing the characteristics of the _System, Admin,
CSPSystem, and SuperUser accounts.
1. Onthe Users page ([System Administration] > [Security] > [Users]), click Edit in the above

mentioned user’s row. This displays the Edit User page for the user being edited.

2. Onthe Edit User page, set values for only the Password* and Confirm Password* fields for
these users. (Remember these passwords.)
3. Click the Save button and Close button after you are finished editing each individual user above.
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Configure the Management Portal to Accept Password
Authentication

2 Configure the Management Portal to Accept
Password Authentication

1. To set credentials for Studio from the Management Portal home page, go back to the Security level,
choose Services page ([System Administration] > [Security] > [Services]).

2. Select the %Service_Bindings, under the ‘Allowed Authentication Methods’ definition, uncheck
Unauthenticated and ensure that Password IS checked. Click SAVE.

When finished the Services table should look like this.

%Service Bindings es NIA Password Unrestricted Controls SQL or Objects Mo

es Yes | Password,Unauthenticated |Unrestricted Controls CSP Gateway access Mo
ves Yes | Unauthenticated Unrestricted Controls Cache Direct o
es ves | Unauthenticated Unrestricted Controls the Call-in Interface No
No vYes  Unauthenticated Unrestricted Controls COMM ports attached to a Windows system  No
rvice Console es ves | Unauthenticated Unrestricted Controls CTERM (TRM:pid) and the Windows Console |No

e DataCheck |No NIA Unrestricted Controls this system as a DataCheck source No

vice ECP No NIA Unrestricted Controls Enterprise Cache Protocol (ECP) No
ervice Login es No Passwaord Unrestricted Controls S STEM. Security Login No
vice MSMActivate |No NIA Unauthenticated Unrestricted Controls MSM Activate Protocol No

e Mirror No NIA Unrestricted Controls Mirroring No
2 Monitor No NIA Unrestricted Controls SHWP and remote Monitor commands. No
2 Shadow No NIA Unrestricted Controls if this system can be the source of a shadow No
ervice Telnet es ves | Unauthenticated Unrestricted Controls Teinet sessions on a Windows server No
%Service Weblink No NIA Unauthenticated Unrestricted Controls Weblink No

3. To set credentials for the Management portal from the Management Portal home page, go back to the
Security level, then to the Applications level, then to the Web Applications page.

([System Administration] > [Security] > [Applications] > [Web Applications]).

|
!
4. On the Web Applications page, the /csp/sys application represents the Management Portal home

page. Select Edit in this row to edit the application. This displays the Edit Web Application page for the
/csp/sys application.

ot et - - =
Web Applications Admen - Dains 04 Fieks Ofice cacHE

wing is @ Ist of Web Bpplications tat are currenty cefined

5. Under Allowed Authentication Methods, disable Unauthenticated access by ensuring it is NOT
checked and enable Password access by ensuring it IS checked. Click Save, then Close.
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Configure the Management

Home | About | Help | Logout

Edit Web Application T

Edit definition for Web application fcsplsys:

Portal to Accept Password Authentication

System > Security Management > Web Applications > Edit Web Application
ache
Server:[EnER T {o/l[W} Namespace: %SYS
haisd | Licensed to: Dallas Ol Field Office Instance: CA(‘JwémerSystems

[[General] | [ Appli Roles | [

Roles

Web Application Name™: /csp/sys

Enabled:

Resource required to run the application:

Description: Sy ctem Management Portal

only Password
should be checked
v
—

Allowed Authentication Methods:

Group By Id:

Unauthenticated

i ] Password

[l Login Cookie
%ISCMgtPortal

Two Factor Enabled &

CSP/ZEN Enabled

Inbound Web Senices Enabled
Namespace: o cyg
CSP Files Physical Path -
Recurse: Yes ¥

Auto Compile: No =

-

clintersystems\cache\csplsys!

Browse...

When finished the Web Application table should look like this.

NOTE: If the Authentication Methods are different than this use the Edit for that name and correct to

match this table.

Name Enabled | Type Resource Authentication Methods

lcep/zamples res CSP Unauthenticated Edit | Delete
lcepluser Yes CSP Unauthenticated Edit | Delete
lceplvista Yes CSP Unauthenticated Edit | Delete
fizc/studio/usertemplates | ves CSP Unauthenticated Edit | Delete
fcspl/broker Yes System,CSP Unauthenticated Edit -
fcep/docbook Yes System,C5P Unauthenticated Edit -
Icspidocumatic Yes System,CSP | %Development Unauthenticated Edit -
lesplsys Yes System,CSP Password Edit -
lceplsys/ibi Yes System,CSP Unauthenticated Edit -
lcasplsysiexp Yes System,CSP %Development | Unauthenticated Edit -
lcsplsysimgr Yes System,C5P %eAdmin_Manage Unauthenticated Edit -
lcspisysiop Yes System,CSP | %Admin_Operate Unauthenticated Edit -
lceplsysisec Yes System,CSP %Admin_Secure Unauthenticated Edit -
lizci/studioirules Yes System,CSP Unauthenticated Edit -
fisc/studioftemplates Yes System,CSP %Development | Unauthenticated Edit -

This configures the Portal to require password authentication (also known as “Caché login”) and not to
allow unauthenticated access, and so that all its parts behave consistently.
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