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[bookmark: _Toc96935250]Introduction
This Installation Guide provides a description of the installation and deployment procedures for the Department of Veterans Affairs (VA) Food and Drug Administration (FDA) Medication Guides. This section focuses on the project’s FDA Med Guides Auto Print Utility. The FDA Med Guides Printer Utility is a Java-based program that automatically prints a copy of an FDA medication guide document when one exists for a requested prescription. The program retrieves copies from original med guides found in a local repository on the host server. If a requested med guide is not found locally, then an attempt is made to download the med guide from the med guides share site on the VA network.

	Important: 
	To successfully deploy this software, it is critical that proper access permissions are set correctly. The host server, the assigned user account, and the deployed software must all have access to either local or remote printers, and have the ability to download med guide files from the VA Share site.
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	Important: 
	Sites that are currently running the FDA Med Guides Automatic Printing software can go directly to section 6. Upgrading to a new version of Automatic Printing.
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	Note: 
	A Domain Service account for FDA Med Guides Automatic Printing application must be created in Active Directory. Refer to section 2.4. Domain Service Account.
It is strongly recommended that a Domain Service account with the highest privileges be used to install all third party and FDA Med Guide Automatic Printing software.
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The intended audience for this document is the Information Resources Management Service (IRMS) staff responsible for installing and configuring software on VA Windows servers.
The installation procedure, including installing the third-party products listed in the pre-installation procedures, should take about an hour or less to complete.
After installation is complete, the host server should be rebooted. Any logged-on users should be advised to log off.
[bookmark: _Toc70939283][bookmark: _Toc31805581][bookmark: _Toc31866840][bookmark: _Toc31870361][bookmark: _Toc31870480][bookmark: _Toc31870528][bookmark: _Toc31871480][bookmark: _Toc31877380][bookmark: _Toc32314182][bookmark: _Toc31805582][bookmark: _Toc31866841][bookmark: _Toc31870362][bookmark: _Toc31870481][bookmark: _Toc31870529][bookmark: _Toc31871481][bookmark: _Toc31877381][bookmark: _Toc32314183][bookmark: _Toc96935251]Pre-installation Considerations
The FDA Med Guides Printer Utility depends on third-party components to process and print Portable Document Format (PDF) documents. The components used are Windows Server and Java Runtime Environment (JRE). These components must be properly installed and configured prior to installing and running the FDA Med Guides Printer Utility. Refer to the VA Technical Reference Model (TRM) for the approved versions of Windows Server and JRE: REDACTED
[bookmark: _Toc96935252]Deployment scenarios
There are several scenarios in which the FDA Med Guides Printer Utility can be deployed successfully. The recommended scenario is to deploy the FDA Med Guides Printer Utility and Java JRE on a server near the target service area. However, identifying and selecting the best scenario for a particular site is left to the discretion of individual local system administrators who are tasked with installing this package.
[bookmark: _Toc96935253]Destination printers
Any printer used to print med guides must be defined as a local printer on the Windows server hosting the software. That is, the printer spooler must be hosted on the same server where the FDA Med Guides Printer Utility software is running.
[bookmark: _Toc96935254]Third-party software Pre-requisites
Windows Server and JRE are required to run the FDA Medication Guide Automatic Printing software. The required third-party software is not distributed as part of this package. Download and install a VA TRM compliant version of these applications from the vendor’s website or an approved VA web site.
Note: All third-party software should be installed using a Domain Service account that has been granted administrator privileges and will be used to run the FDA Med Guide Automatic Printing software. Refer to Section 2.4 Domain Service Account.
[bookmark: _Toc70939288][bookmark: _Toc31805587][bookmark: _Toc31866846][bookmark: _Toc31870367][bookmark: _Toc31870486][bookmark: _Toc31870534][bookmark: _Toc31871486][bookmark: _Toc31877386][bookmark: _Toc32314188][bookmark: _Toc96935255]Windows Server
Microsoft’s Windows Server software must be properly installed and configured on the server hardware. Consult the vendor’s documentation for instructions on installing Server if not already installed. Windows Server versions must be compliant with the TRM.
[bookmark: _Toc70939290][bookmark: _Java_1.8_Runtime][bookmark: _Hlk25219452][bookmark: _Toc96935256][bookmark: JAVA]Java 1.8 Runtime Environment for Windows
The FDA Med Guides project requires a TRM compliant version of a JRE 1.8 or higher (including TRM compliant versions of Amazon Corretto 8 or higher) to be installed on the host server.
	Note: 
	To confirm whether Java is already installed on the server, or was installed correctly, open a command window, and enter the command:
java -version
Information text should appear in the command window, indicating the nomenclature of the java version. If Java is not installed, or not installed properly, the message returned will indicate:
“Java is not a recognized system command.”
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If a JRE is not installed or not a TRM compliant version, download a TRM compliant version of JRE compatible with the respective Windows version. Install the JRE per the instructions consistent with the host operating system and downloaded instance.
[bookmark: _Domain_Service_Account][bookmark: _Ref71101700][bookmark: _Ref71101702][bookmark: _Toc96935257]Domain Service Account
A Domain Service account must be created in Active Directory for the FDA Med Guides Automatic Printing application to work properly. The FDA Med Guides Automatic Printing task must be run using this Domain Service account as described in Section 4.4 Create a new FDAMedGuidePrinterTask task.
[bookmark: _Toc96935258]Create Domain Service Account for FDA Med Guides
A Domain Service account for the FDA Med Guides Automatic Printing application must be created in Active Directory.
Add a Domain Service account to the Administrator group on the server as it needs Administrative privileges.
Add a Domain Service account to the Server Security Admin group (for example, V21PAL IRMSSERVERSECADMIN) and the Print Operators group permissions to send print jobs to the network printers.
Ensure the Domain Service account has permissions to view and download files from the VA Share site.
[bookmark: _Toc70935809][bookmark: _Toc70935866][bookmark: _Toc70935925][bookmark: _Toc70935984][bookmark: _Toc70936043][bookmark: _Toc70936117][bookmark: _Toc70936258][bookmark: _Toc70936333][bookmark: _Toc70936408][bookmark: _Toc70936484][bookmark: _Toc70936560][bookmark: _Toc70936636][bookmark: _Toc70936712][bookmark: _Toc70937566][bookmark: _Toc70937655][bookmark: _Toc70937823][bookmark: _Toc70937957][bookmark: _Toc70938059][bookmark: _Toc70938582][bookmark: _Toc70939299][bookmark: _Toc32473539][bookmark: _Toc96935259][bookmark: _Toc26950327][bookmark: _Toc26950328]Deployment package contents
The FDA Med Guides Printer Utility deployment package consists of a single archive ZIP file that contains several folders, each containing the files necessary for the application’s deployment. A listing and description of these folders and files are found in the Appendix.

[bookmark: _Installation_Procedure][bookmark: _Ref95896057][bookmark: _Ref95896061][bookmark: _Toc96935260]Installation Procedure
The installation steps listed below are specific to the FDA Med Guides Printer Utility Java component. 
[bookmark: _Toc96935261]Obtain ZIP distribution file
[bookmark: _Hlk31191186]The file listed below may be obtained via Secure File Transfer Protocol (SFTP). The preferred method is to access the file from: REDACTED
This transmits the file from the first available server.
[bookmark: _Toc96935202]Table 1: Downloadable File
	File Name
	Retrieval Format

	PSO_7_Pxxx.zip
	BINARY


Download the file and save it to the C:\temp folder.
[bookmark: _Ref95901854][bookmark: _Toc96935207]Figure 1: Download and save to C:\temp
[image: This graphic shows only the example name of the Zip file saved in the temp folder of the C drive.]
[bookmark: _Toc70935813][bookmark: _Toc70935870][bookmark: _Toc70935929][bookmark: _Toc70935988][bookmark: _Toc70936047][bookmark: _Toc70936121][bookmark: _Toc70936262][bookmark: _Toc70936337][bookmark: _Toc70936412][bookmark: _Toc70936488][bookmark: _Toc70936564][bookmark: _Toc70936640][bookmark: _Toc70936716][bookmark: _Toc70937570][bookmark: _Toc70937659][bookmark: _Toc70937827][bookmark: _Toc70937961][bookmark: _Toc70938063][bookmark: _Toc70938586][bookmark: _Toc70939303][bookmark: _Toc70935814][bookmark: _Toc70935871][bookmark: _Toc70935930][bookmark: _Toc70935989][bookmark: _Toc70936048][bookmark: _Toc70936122][bookmark: _Toc70936263][bookmark: _Toc70936338][bookmark: _Toc70936413][bookmark: _Toc70936489][bookmark: _Toc70936565][bookmark: _Toc70936641][bookmark: _Toc70936717][bookmark: _Toc70937571][bookmark: _Toc70937660][bookmark: _Toc70937828][bookmark: _Toc70937962][bookmark: _Toc70938064][bookmark: _Toc70938587][bookmark: _Toc70939304][bookmark: _Toc26948644][bookmark: _Toc26950332][bookmark: _Toc26948681][bookmark: _Toc26950369][bookmark: _Toc26948682][bookmark: _Toc26950370][bookmark: _Toc26948683][bookmark: _Toc26950371][bookmark: _Toc96935262]Deploy files from the distribution file
[bookmark: _Toc96935263]Extract ZIP file contents into C:\
[bookmark: PSO_7_665_4_2_1_important_note]Important
If the previous installation folder exists, rename the old installation folder “C:\FDAMedGuidesPrinter” for backup purposes and to allow creation of a new folder “C:\FDAMedGuidesPrinter” during extraction. To avoid a conflict between old and new installations, please do not extract over the existing folder.
Extract the contents of the distribution ZIP file into the root folder of the C drive (C:\). The embedded file structure will be recreated. Locate the distribution file.
Note: The file name of the downloaded distribution ZIP file may be a variation from that shown in the following screen captures.
[bookmark: _Ref95901861][bookmark: _Toc96935208][bookmark: _Hlk32481417]Figure 2: C:\Temp Folder
[image: This graphic shows only the example name of the Zip file saved in the temp folder of the C drive.]

Right click on the zip file and select ‘Extract All…’
[bookmark: _Ref95901862][bookmark: _Toc96935209]Figure 3: Initiate the Extract All Wizard
[image: This graphic shows the menu options of the zip file and the third option shown, Extract All, is the option to choose.]
Change the default destination path to C:\ and select the ‘Show extracted files when complete’ checkbox.
[bookmark: _Toc96935210]Figure 4: Default Destination Path
[image: ]

Select Extract and observe the Post-Extraction screen.
[bookmark: _Toc96935211]Figure 5: Post-Extraction Screen
[image: ]
[bookmark: _Toc70935817][bookmark: _Toc70935874][bookmark: _Toc70935933][bookmark: _Toc70935992][bookmark: _Toc70936051][bookmark: _Toc70936125][bookmark: _Toc70936266][bookmark: _Toc70936341][bookmark: _Toc70936416][bookmark: _Toc70936492][bookmark: _Toc70936568][bookmark: _Toc70936644][bookmark: _Toc70936720][bookmark: _Toc70937574][bookmark: _Toc70937663][bookmark: _Toc70937831][bookmark: _Toc70937965][bookmark: _Toc70938067][bookmark: _Toc70938590][bookmark: _Toc70939307][bookmark: _Toc70935818][bookmark: _Toc70935875][bookmark: _Toc70935934][bookmark: _Toc70935993][bookmark: _Toc70936052][bookmark: _Toc70936126][bookmark: _Toc70936267][bookmark: _Toc70936342][bookmark: _Toc70936417][bookmark: _Toc70936493][bookmark: _Toc70936569][bookmark: _Toc70936645][bookmark: _Toc70936721][bookmark: _Toc70937575][bookmark: _Toc70937664][bookmark: _Toc70937832][bookmark: _Toc70937966][bookmark: _Toc70938068][bookmark: _Toc70938591][bookmark: _Toc70939308][bookmark: _Toc70935819][bookmark: _Toc70935876][bookmark: _Toc70935935][bookmark: _Toc70935994][bookmark: _Toc70936053][bookmark: _Toc70936127][bookmark: _Toc70936268][bookmark: _Toc70936343][bookmark: _Toc70936418][bookmark: _Toc70936494][bookmark: _Toc70936570][bookmark: _Toc70936646][bookmark: _Toc70936722][bookmark: _Toc70937576][bookmark: _Toc70937665][bookmark: _Toc70937833][bookmark: _Toc70937967][bookmark: _Toc70938069][bookmark: _Toc70938592][bookmark: _Toc70939309][bookmark: _Toc32500270][bookmark: _Toc32500271][bookmark: _Toc32500272][bookmark: _Toc26948686][bookmark: _Toc26950374][bookmark: _Toc26948687][bookmark: _Toc26950375][bookmark: _Toc26948688][bookmark: _Toc26950376][bookmark: _Toc64017500][bookmark: _Toc96935264]Confirm DailyPurgeTime
Open the file C:\FDAMedGuidesPrinter\fda_med_guides.properties for editing. This is a text file and using a text editor like Notepad will be adequate. The DailyPurgeTime element in the properties file represents the time of a 24-hour day when the folder containing temporary work files is cleared of all files. This is an automatic clean-up process performed at the indicated time. Adjust this entry as needed to list the most convenient time to perform this operation based on the time when system use is at a minimal.
[bookmark: _Ref95901920][bookmark: _Toc96935212]Figure 6: DailyPurgeTime Example
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[bookmark: _Toc70936059][bookmark: _Toc70936133][bookmark: _Toc70936274][bookmark: _Toc70936349][bookmark: _Toc70936424][bookmark: _Toc70936500][bookmark: _Toc70936576][bookmark: _Toc70936652][bookmark: _Toc70936728][bookmark: _Toc70937582][bookmark: _Toc70937671][bookmark: _Toc70937839][bookmark: _Toc70937973][bookmark: _Toc70938075][bookmark: _Toc70938598][bookmark: _Toc70939315][bookmark: _Toc70936061][bookmark: _Toc70936135][bookmark: _Toc70936276][bookmark: _Toc70936351][bookmark: _Toc70936426][bookmark: _Toc70936502][bookmark: _Toc70936578][bookmark: _Toc70936654][bookmark: _Toc70936730][bookmark: _Toc70937584][bookmark: _Toc70937673][bookmark: _Toc70937841][bookmark: _Toc70937975][bookmark: _Toc70938077][bookmark: _Toc70938600][bookmark: _Toc70939317][bookmark: _Toc70936062][bookmark: _Toc70936136][bookmark: _Toc70936277][bookmark: _Toc70936352][bookmark: _Toc70936427][bookmark: _Toc70936503][bookmark: _Toc70936579][bookmark: _Toc70936655][bookmark: _Toc70936731][bookmark: _Toc70937585][bookmark: _Toc70937674][bookmark: _Toc70937842][bookmark: _Toc70937976][bookmark: _Toc70938078][bookmark: _Toc70938601][bookmark: _Toc70939318][bookmark: _Toc70936063][bookmark: _Toc70936137][bookmark: _Toc70936278][bookmark: _Toc70936353][bookmark: _Toc70936428][bookmark: _Toc70936504][bookmark: _Toc70936580][bookmark: _Toc70936656][bookmark: _Toc70936732][bookmark: _Toc70937586][bookmark: _Toc70937675][bookmark: _Toc70937843][bookmark: _Toc70937977][bookmark: _Toc70938079][bookmark: _Toc70938602][bookmark: _Toc70939319][bookmark: _Toc70936064][bookmark: _Toc70936138][bookmark: _Toc70936279][bookmark: _Toc70936354][bookmark: _Toc70936429][bookmark: _Toc70936505][bookmark: _Toc70936581][bookmark: _Toc70936657][bookmark: _Toc70936733][bookmark: _Toc70937587][bookmark: _Toc70937676][bookmark: _Toc70937844][bookmark: _Toc70937978][bookmark: _Toc70938080][bookmark: _Toc70938603][bookmark: _Toc70939320][bookmark: _Toc70936065][bookmark: _Toc70936139][bookmark: _Toc70936280][bookmark: _Toc70936355][bookmark: _Toc70936430][bookmark: _Toc70936506][bookmark: _Toc70936582][bookmark: _Toc70936658][bookmark: _Toc70936734][bookmark: _Toc70937588][bookmark: _Toc70937677][bookmark: _Toc70937845][bookmark: _Toc70937979][bookmark: _Toc70938081][bookmark: _Toc70938604][bookmark: _Toc70939321][bookmark: _Toc70936066][bookmark: _Toc70936140][bookmark: _Toc70936281][bookmark: _Toc70936356][bookmark: _Toc70936431][bookmark: _Toc70936507][bookmark: _Toc70936583][bookmark: _Toc70936659][bookmark: _Toc70936735][bookmark: _Toc70937589][bookmark: _Toc70937678][bookmark: _Toc70937846][bookmark: _Toc70937980][bookmark: _Toc70938082][bookmark: _Toc70938605][bookmark: _Toc70939322][bookmark: _Toc70936067][bookmark: _Toc70936141][bookmark: _Toc70936282][bookmark: _Toc70936357][bookmark: _Toc70936432][bookmark: _Toc70936508][bookmark: _Toc70936584][bookmark: _Toc70936660][bookmark: _Toc70936736][bookmark: _Toc70937590][bookmark: _Toc70937679][bookmark: _Toc70937847][bookmark: _Toc70937981][bookmark: _Toc70938083][bookmark: _Toc70938606][bookmark: _Toc70939323][bookmark: _Toc70936068][bookmark: _Toc70936142][bookmark: _Toc70936283][bookmark: _Toc70936358][bookmark: _Toc70936433][bookmark: _Toc70936509][bookmark: _Toc70936585][bookmark: _Toc70936661][bookmark: _Toc70936737][bookmark: _Toc70937591][bookmark: _Toc70937680][bookmark: _Toc70937848][bookmark: _Toc70937982][bookmark: _Toc70938084][bookmark: _Toc70938607][bookmark: _Toc70939324][bookmark: _Toc70936069][bookmark: _Toc70936143][bookmark: _Toc70936284][bookmark: _Toc70936359][bookmark: _Toc70936434][bookmark: _Toc70936510][bookmark: _Toc70936586][bookmark: _Toc70936662][bookmark: _Toc70936738][bookmark: _Toc70937592][bookmark: _Toc70937681][bookmark: _Toc70937849][bookmark: _Toc70937983][bookmark: _Toc70938085][bookmark: _Toc70938608][bookmark: _Toc70939325][bookmark: _Toc70936070][bookmark: _Toc70936144][bookmark: _Toc70936285][bookmark: _Toc70936360][bookmark: _Toc70936435][bookmark: _Toc70936511][bookmark: _Toc70936587][bookmark: _Toc70936663][bookmark: _Toc70936739][bookmark: _Toc70937593][bookmark: _Toc70937682][bookmark: _Toc70937850][bookmark: _Toc70937984][bookmark: _Toc70938086][bookmark: _Toc70938609][bookmark: _Toc70939326][bookmark: _Toc70936071][bookmark: _Toc70936145][bookmark: _Toc70936286][bookmark: _Toc70936361][bookmark: _Toc70936436][bookmark: _Toc70936512][bookmark: _Toc70936588][bookmark: _Toc70936664][bookmark: _Toc70936740][bookmark: _Toc70937594][bookmark: _Toc70937683][bookmark: _Toc70937851][bookmark: _Toc70937985][bookmark: _Toc70938087][bookmark: _Toc70938610][bookmark: _Toc70939327][bookmark: _Toc70936072][bookmark: _Toc70936146][bookmark: _Toc70936287][bookmark: _Toc70936362][bookmark: _Toc70936437][bookmark: _Toc70936513][bookmark: _Toc70936589][bookmark: _Toc70936665][bookmark: _Toc70936741][bookmark: _Toc70937595][bookmark: _Toc70937684][bookmark: _Toc70937852][bookmark: _Toc70937986][bookmark: _Toc70938088][bookmark: _Toc70938611][bookmark: _Toc70939328][bookmark: _Toc70936073][bookmark: _Toc70936147][bookmark: _Toc70936288][bookmark: _Toc70936363][bookmark: _Toc70936438][bookmark: _Toc70936514][bookmark: _Toc70936590][bookmark: _Toc70936666][bookmark: _Toc70936742][bookmark: _Toc70937596][bookmark: _Toc70937685][bookmark: _Toc70937853][bookmark: _Toc70937987][bookmark: _Toc70938089][bookmark: _Toc70938612][bookmark: _Toc70939329][bookmark: _Toc70934941][bookmark: _Toc70934992][bookmark: _Toc70935043][bookmark: _Toc70935102][bookmark: _Toc70935159][bookmark: _Toc70935823][bookmark: _Toc70935882][bookmark: _Toc70935941][bookmark: _Toc70936000][bookmark: _Toc70936074][bookmark: _Toc70936148][bookmark: _Toc70936289][bookmark: _Toc70936364][bookmark: _Toc70936439][bookmark: _Toc70936515][bookmark: _Toc70936591][bookmark: _Toc70936667][bookmark: _Toc70936743][bookmark: _Toc70937597][bookmark: _Toc70937686][bookmark: _Toc70937854][bookmark: _Toc70937988][bookmark: _Toc70938090][bookmark: _Toc70938613][bookmark: _Toc70939330][bookmark: _Toc70934942][bookmark: _Toc70934993][bookmark: _Toc70935044][bookmark: _Toc70935103][bookmark: _Toc70935160][bookmark: _Toc70935824][bookmark: _Toc70935883][bookmark: _Toc70935942][bookmark: _Toc70936001][bookmark: _Toc70936075][bookmark: _Toc70936149][bookmark: _Toc70936290][bookmark: _Toc70936365][bookmark: _Toc70936440][bookmark: _Toc70936516][bookmark: _Toc70936592][bookmark: _Toc70936668][bookmark: _Toc70936744][bookmark: _Toc70937598][bookmark: _Toc70937687][bookmark: _Toc70937855][bookmark: _Toc70937989][bookmark: _Toc70938091][bookmark: _Toc70938614][bookmark: _Toc70939331][bookmark: _Toc70934943][bookmark: _Toc70934994][bookmark: _Toc70935045][bookmark: _Toc70935104][bookmark: _Toc70935161][bookmark: _Toc70935825][bookmark: _Toc70935884][bookmark: _Toc70935943][bookmark: _Toc70936002][bookmark: _Toc70936076][bookmark: _Toc70936150][bookmark: _Toc70936291][bookmark: _Toc70936366][bookmark: _Toc70936441][bookmark: _Toc70936517][bookmark: _Toc70936593][bookmark: _Toc70936669][bookmark: _Toc70936745][bookmark: _Toc70937599][bookmark: _Toc70937688][bookmark: _Toc70937856][bookmark: _Toc70937990][bookmark: _Toc70938092][bookmark: _Toc70938615][bookmark: _Toc70939332][bookmark: _Configure_JAVA][bookmark: _Toc96935265]Configure JAVA
[bookmark: _Ref95896959][bookmark: _Ref95896961][bookmark: _Toc96935266]Run the SSL Certificate installation batch file
The FDA Med Guides Printer Utility needs the approved VA provided SSL certificates necessary to access the VA Share site to complete the downloads of the FDA Medication guides. The script adds the VA provided SSL certificates to the Java cacerts trust store and are included with this distribution.
Execute the following steps to install the certificates to the JAVA cacerts keystore:
Go to C:\FDAMedGuidesPrinter\installation directory.
Right click on the SSL_Certificate_installation.bat file and select Run as administrator.
Note: The script needs to be run as an Administrator, or the user needs to be a Machine Administrator for it to work. It is recommended to complete this while logged into the server with the Domain Service account that will be used to run the FDA Med Guide Automatic Printing software. If there are issues with running the script, verify the JAVA installation from Section 2.3.2 Java 1.8 Runtime Environment for Windows.
The following window will be displayed. Press any key to close the window.
[bookmark: _Toc96935213]Figure 7: SSL Certificate Installation Window
 [image: ]
If an SSL Certificate already exists, the error message shown in the figure below will be displayed to the user. If the certificate already exists, the user can proceed to the next step in the installation process.
[bookmark: _Toc96935214]Figure 8: SSL Certificate Already Exists
[image: ]
If the error message in the screenshot below appears, the user can proceed as the certificate has been installed. The error message results when the script cannot find a JRE version installed. If JRE exists, the Automatic Printing will work, and the user can proceed with the installation.
[bookmark: _Hlk33515081][bookmark: _Toc96935215]Figure 9: SSL Certificate Added to the Java Keystore
[image: ]
If there is no JRE installed, then the script will display error message, “Failed to locate any installed Java environments, please install a Java Runtime Environment.” To install a TRM compliant version of JAVA, follow the steps described in Section 2.3.2 Java 1.8 Runtime Environment for Windows.
[bookmark: _Toc70936153][bookmark: _Toc70936294][bookmark: _Toc70936369][bookmark: _Toc70936444][bookmark: _Toc70936520][bookmark: _Toc70936596][bookmark: _Toc70936672][bookmark: _Toc70936748][bookmark: _Toc70937602][bookmark: _Toc70937691][bookmark: _Toc70937859][bookmark: _Toc70937993][bookmark: _Toc70938095][bookmark: _Toc70938618][bookmark: _Toc70939335][bookmark: _Install_the_JAVA][bookmark: _Ref95896568][bookmark: _Ref95896572][bookmark: _Toc96935267]Install the JAVA net.properties file
For this step, navigate to the Amazon Correto folder established from Section 2.3.2 Java 1.8 Runtime Environment for Windows.
[bookmark: _Hlk32404336]Navigate to the C:\Program Files\Amazon Correto\jdk…\conf directory.
[bookmark: _Ref95901962][bookmark: _Toc95983457][bookmark: _Toc96935216]Figure 10: The net.properties file within the conf folder
[image: This graphic shows an example location of the net.properties file within the C:\Program Files\Amazon Correto\jdk...\conf directory]
Select the net.properties file.
Open the file’s menu options (right click the file).
Select Rename.
Enter net.properties.backup.
[bookmark: _Ref95901993][bookmark: _Toc95983458][bookmark: _Toc96935217]Figure 11: Example of renamed net.properties.backup file
[image: This graphic shows the renamed net.properties.backup file within the C:\Program Files\Amazon Correto\jdk...\conf directory]
Navigate to the C:\FDAMedGuidesPrinter\installation directory.
[bookmark: _Toc95983459][bookmark: _Toc96935218]Figure 12: C:\FDAMedGuidesPrinter\installation folder
[image: This graphic shows the net.properties file, to be copied, within the C:\FDAMedGuidesPrinter\installation directory]
Select the net.properties file.
Copy the net.properties file.
Paste the file into C:\Program Files\Amazon Correto\jdk…\conf.
[bookmark: _Hlk31805977]Note: The following screenshot is an example of the destination for the net.properties file and may vary depending on the location of the installed JRE.
[bookmark: _Ref95902000][bookmark: _Toc95983460][bookmark: _Toc96935219]Figure 13: Example of the destination for the net.properties file after installation
[image: This graphic shows the example destination of the previously copied net.properties file within the C:\Program Files\Amazon Correto\jdk...\conf directory]
This completes the JAVA configuration.
[bookmark: _Toc70936446][bookmark: _Toc70936522][bookmark: _Toc70936598][bookmark: _Toc70936674][bookmark: _Toc70936750][bookmark: _Toc70937604][bookmark: _Toc70937693][bookmark: _Toc70937861][bookmark: _Toc70937995][bookmark: _Toc70938097][bookmark: _Toc70938620][bookmark: _Toc70939337][bookmark: _Create_a_new][bookmark: _Ref95833141][bookmark: _Ref95833144][bookmark: _Toc96935268]Create a new FDAMedGuidePrinterTask task
The FDA Med Guides Printer Utility is deployed to run as a non-interactive background process (Windows Scheduled Task) and is listed on the server’s list of scheduled tasks. This program runs in the background; therefore, not evident to users that are logged on. There is no user interface associated with the FDA Med Guides Printer Utility; therefore, there is no user interactivity.
The following characteristics apply to the task configuration:
The name of the scheduled task is FDAMedGuidePrinterTask.
By default, the Automatic Printing application runs under NT AUTHORITY\NETWORK SERVICE account. The Network Service account on the server may or may not have adequate permissions based on the server settings. The account MUST have permissions to download files from the VA Share Point and permissions to print to the network printers.
We strongly recommend the use of a Domain Service account created for the FDA Med Guides Automatic Printing application as suggested in Section 2.4 Domain Service Account. To change the user account associated with FDA Med Guides from a Network Service account to a Domain Service account see instructions given in Section Change User account associated with the FDAMedGuidePrinterTask.
The C:\FDAMedGuidesPrinter\START_fda_med_guides_automatic_printing.bat batch file will be run by the task.
The task starts in the C:\FDAMedGuidesPrinter (application) folder.
The task is configured to run whether the assigned user is logged in or not. Typically, no user is logged in.
[bookmark: _Toc70939339][bookmark: _Toc96935269]Import a new Scheduler Task configuration file
A predefined task configuration XML file is distributed as part of this installation package. The file is named FDAMedGuidePrinterTask.xml, and it is in the C:\FDAMedGuidesPrinter\installation folder.
Importing this file into Task Scheduler automatically configures the FDAMedGuidePrinterTask with default settings. After importing the settings file, saving the task creates the new task in Task Scheduler.
Follow the steps and the screenshots below to create the FDAMedGuidePrinterTask task.
Navigate to Computer Management.
Expand the System Tools option.
Expand the Task Scheduler option.

Open the menu options for the Task Scheduler Library.
[bookmark: _Ref95902020][bookmark: _Toc96935220]Figure 14: Task Scheduler Shown Within Computer Management
[image: This graphic shows the location of Task Scheduler: Computer Management > System Tools > Task Scheduler > Task Scheduler Library]
Select Import Task….
[bookmark: _Toc96935221]Figure 15: Task Scheduler Library Option Menu
[image: This graphic shows the Import Task menu option after opening the Task Scheduler Library menu options]

 Select FDAMedGuidePrinterTask
Select Open.
[bookmark: _Toc96935222]Figure 16: FDAMedGuidePrinterTask XML File
[image: ]
Verify settings and select OK to add the new task.
Note: The Change User or Group field should be changed to the Domain Service account with administrator privileges that is going to be used to run the FDAMedGuidePrinterTask.
[bookmark: _Ref95902051][bookmark: _Toc96935223]Figure 17: Create Task Dialog Box- example
[image: ]
[bookmark: _Toc96935270]Confirm or fine-tune the scheduled task configuration
After creating the FDAMedGuidePrinterTask, verify that the imported settings are correct. The following screen captures represent the desired configuration settings for the FDAMedGuidePrinterTask task on a Windows Server 2012 system. The system in use should be set up in a similar fashion. Compare the following screenshots with the user’s settings and adjust accordingly—if necessary.
[bookmark: _Ref95902062][bookmark: _Toc96935224]Figure 18: FDAMedGuidePrinterTask in the Task Library
REDACTED
[bookmark: _4.6.2.1._Change_User][bookmark: _Ref26890074][bookmark: _Toc96935271]Change User account associated with the FDAMedGuidePrinterTask
The default user is set to NT AUTHORITY\NETWORK SERVICE account. The Network Service account on the server may or may not have adequate permissions based on the server settings. In the General tab, the user account associated with the FDAMedGuidePrinterTask task can be changed from the default Windows Network Service account to the Domain Service account created for the FDA Med Guides Automatic Printing application, as shown in figures below.
Open the options menu for the FDAMedGuidePrinterTask task and select Properties.
In the General tab, select the Change User or Group… button.
Enter the Domain Service account username created, or the FDA Med Guides Automatic Printing application as given in Section 2.4 Domain Service Account and select the location (for example, Entire Directory).
Enter the password when prompted.
The Domain Service account needs to have Administrative privileges on the server and should be added to the appropriate Printer and Server Security Admin groups so that it has permissions to send print jobs to the network printers.

[bookmark: _Toc96935225]Figure 19: General Tab Settings
[image: ]
[bookmark: _Toc96935226] Figure 20: Select User, Service Account, or Group
[image: ]
The screenshots below are examples of the setup for the Triggers, Actions, Conditions, Settings and History Tabs.

[bookmark: _Toc96935227]Figure 21: Triggers Tab Settings
[image: ]
[bookmark: _Toc96935228]Figure 22: Edit Trigger Settings
[image: ]

[bookmark: _Toc96935229]Figure 23:Actions Tab Settings
[image: ]
[bookmark: _Toc96935230]Figure 24: Edit Action Settings
[image: ]
[bookmark: _Toc96935231]Figure 25: Conditions Tab Settings
[image: ]
[bookmark: _Toc96935232] Figure 26: Settings Tab Settings
[image: ]
[bookmark: _Toc96935233]Figure 27: Sample History Tab
[image: ]
[bookmark: _Toc26948698][bookmark: _Toc26950386][bookmark: _Toc26948699][bookmark: _Toc26950387][bookmark: _Toc26948701][bookmark: _Toc26950389][bookmark: _Toc26948702][bookmark: _Toc26950390][bookmark: _Toc26948703][bookmark: _Toc26950391][bookmark: _Toc96935272]Confirm correct deployment of program files
A batch file automates the process of confirming that the necessary folders and files were deployed correctly. Confirmation is made only on files belonging to the FDA Med Guides Printer Tool.
[bookmark: _Toc26948705][bookmark: _Toc26950393][bookmark: _Toc96935273] Run the verifying batch file
Open the options menu for the file and select Run as administrator to execute the batch file located in C:\FDAMedGuidesPrinter\installation\Verify_installation.bat. The resulting display should look like Figure 28 below. Any missing files or configuration errors should be listed in the results.
[bookmark: _Ref95895423][bookmark: _Toc96935234]Figure 28: File Location
[image: ]
[bookmark: _Toc96935235]Figure 29: Run as administrator Option
[image: ]
[bookmark: _Ref95902067][bookmark: _Toc96935236]Figure 30: Installation Confirmation result with no Errors Reported
[image: This graphic shows the installation confirmation results with no reported errors.]
[bookmark: _Ref95902071][bookmark: _Toc96935237][bookmark: _Hlk67572119]Figure 31: Installation Confirmation result with some Errors Reported
[image: This graphic shows the installation confirmation results with some errors reported]
Note: If errors are reported, review the errors and all previous installation steps. Refer to the respective steps of the installation guide.
[bookmark: _Toc70937610][bookmark: _Toc70937699][bookmark: _Toc70937867][bookmark: _Toc70938001][bookmark: _Toc70938103][bookmark: _Toc70938626][bookmark: _Toc70939344][bookmark: _Toc26948707][bookmark: _Toc26950395][bookmark: _Toc26948708][bookmark: _Toc26950396][bookmark: _Toc96935274]Starting or stopping the FDAMedGuidePrinterTask task manually
After installing and configuring the FDA Med Guides Printer Utility system, it is strongly recommended to perform a server reboot to start the FDAMedGuidePrinterTask task—the task is configured to start with the system. However, the task can be started or stopped manually.
The procedure appears in the following screen captures. To start the task, select Run from the pop-up menu. To stop the task, select End. To confirm that the task is running, see the text indicated in the Status column. Ready means that the task is active, but not running. Running means that the task is running.

[bookmark: _Toc96935238]Figure 32: FDAMedGuidePrinterTask Task Listed in the Task Scheduler
 [image: ]
[bookmark: _Ref95902095][bookmark: _Toc96935239]Figure 33: Select Task and Open Menu
REDACTED
[bookmark: _Ref95902099][bookmark: _Toc96935240]Figure 34: Task Menu Option Run
REDACTED
[bookmark: _Ref95902111][bookmark: _Toc96935241]Figure 35: Task Shown in Running State
REDACTED
[bookmark: _Toc26948710][bookmark: _Toc26950398][bookmark: _Toc26948711][bookmark: _Toc26950399][bookmark: _Toc96935275]Steps to Install a Network Printer via a Local Spooler
To add a Network printer via a Local spooler:
Navigate to Control Panel > Hardware > Devices and Printers
Select Add a Printer
Select Add a local or network printer as an administrator
Select Add a local printer
Select Create a new port
Type of port: Local Port
Select Next
Enter a port name: Enter the IP address of the Network Printer
Select Ok
Select the correct printer driver for the network printer
Select Next
Select Use the driver that is currently installed (recommended) OR as appropriate for the machine
Type a printer name: Enter a printer name
Note: This will later be added to the VistA Device File (#3.5) entry in the WINDOWS NETWORK PRINTER NAME field (#75).
Select Next
Select Share this printer…
Select Next and then Finish
Note: At this point, test the FDA Med Guides Printer Utility by sending a print request. A test is successful if the expected output is found at the destination printer.

[bookmark: _Toc26948713][bookmark: _Toc26950401][bookmark: _Back-out/Uninstall_Procedures][bookmark: _Ref95896243][bookmark: _Ref95896246][bookmark: _Toc96935276]Back-out/Uninstall Procedures
Stop the FDAMedGuidesPrinterTask task in the Task Scheduler.
[bookmark: _Ref95902116][bookmark: _Toc96935242]Figure 36: Stopping the FDAMedGuidesPrinterTask in the Task Scheduler
REDACTED
Delete the FDAMedGuidesPrinterTask task from the Scheduler list.
[bookmark: _Ref95902120][bookmark: _Toc96935243]Figure 37: Deleting the FDAMedGuidesPrinterTask in the Task Scheduler
REDACTED
In the Task Manager:
Select the Details tab.
Find the task named java.exe running under the FDA Med Guides user account.
Right-click and select End Task.
Select End Process in the confirmation dialog.
Backup the C:\FDAMedGuidesPrinter folder and all its contents.
[bookmark: _Toc96935277]If AcroRd32 is still installed, follow these instructions
In the Task Manager:
Select the Details tab.
Find the task named AcroRd32.exe running under the FDA Med Guides user account (that is, the account used to run the FDAMedGuidePrinter Task).
[bookmark: _Toc96935244]Figure 38: Acrobat Reader process in the Task Manager
[image: ]
Right-click and select End Task. Select End Process in the confirmation dialog.
[bookmark: _Toc96935245]Figure 39: Deleting Acrobat Reader process in the Task Manager
[image: ]


[bookmark: _Toc70937615][bookmark: _Toc70937704][bookmark: _Toc70937872][bookmark: _Toc70938006][bookmark: _Toc70938108][bookmark: _Toc70938631][bookmark: _Toc70939349][bookmark: _Toc70937616][bookmark: _Toc70937705][bookmark: _Toc70937873][bookmark: _Toc70938007][bookmark: _Toc70938109][bookmark: _Toc70938632][bookmark: _Toc70939350][bookmark: _Upgrading_to_a][bookmark: _Toc96935278]Upgrading to a new version of Automatic Printing
Uninstall the old version of FDA Med Guides as shown in Section 5 Back-out/Uninstall Procedures.
Do not uninstall JAVA 1.8.
To install the new version of FDA Med Guides Automatic Printing, follow the installation steps in Section 4 Installation Procedure.
[bookmark: _Toc96935279]Troubleshooting
If you encounter errors in this system, they are likely to be deployment-related malfunctions.
Using the Network Service account for the FDAMedGuidePrinterTask task has risks that the task may not have sufficient permissions to access needed network resources, like printers or the Consolidated Mail Outpatient Pharmacy (CMOP) Portal. These two risks are the most likely source of a malfunction. The main symptoms are:
No output reaches the destination printer spool.
No file is downloaded to the C:\FDAMedGuidesPrinter\workspace\medguides folder from the CMOP Portal.
No temporary PDF file is created in the C:\FDAMedGuidesPrinter\workspace\temp folder.
The user assigned to the FDAMedGuidePrinterTask task is unable to connect to CMOP.
Important
One useful troubleshooting technique is to run the FDA Med Guides Printer Utility while bypassing the FDAMedGuidePrinterTask task. This is done in interactive mode by logging in as an interactive user and following these steps:
End the FDAMedGuidePrinterTask task, if it is running.
Start the C:\FDAMedGuidesPrinter\START_fda_med_guides_automatic_printing.bat batch file.
The following sections list the possible malfunctions and remedies.
[bookmark: _Toc26950407][bookmark: _Toc96935280]Cannot download Med Guides from CMOP Portal
If a med guide request is made and no med guide file appears in
C:\FDAMedGuidesPrinter\workspace\medguides, the application is likely unable to connect to the CMOP SharePoint site. Reasons for this to occur are as follows:
[bookmark: _Ref95902226][bookmark: _Toc96935203]Table 2: FDA Med Guide Errors
	[bookmark: Symptom_FDA]Symptom 
	Possible solution 

	The CMOP site is down.
	Try again later.

	User assigned to task has insufficient privileges to access CMOP site.
	Adjust permissions or create a new user with appropriate access.

	Unable to write downloaded med guide to local folder.
	Confirm that user has write access to folder.

	An error page is printed instead of the expected med guide.
	The med guide name is invalid, or the med guide PDF file doesn’t exist at the CMOP Portal. Verify that the PDF file exists, or that the PDF file name indicated in the print request is correct.

	Uninstall/reinstall Java.
	If Java is uninstalled and reinstalled on the FDA Med Guides print server, execute the following SSL script to add CMOP SSL certificate to the Java trust store.
C:\FDAMedGuidesPrinter\installation\ SSL_Certificate_installation.bat
To copy the net.properties file to the newly installed JAVA instance, follow the steps described in Section 4.3.2 Install the JAVA net.properties file.


[bookmark: _Toc26950409][bookmark: _Toc96935281]Nothing is sent to the destination printer spool
[bookmark: _Ref95902227][bookmark: _Toc96935204]Table 3: Printer Spool Errors
	[bookmark: Symptom_Printer]Symptom
	Possible solution

	Destination printer name in med guide request is incorrect.
	Verify that the printer’s name is correct.


[bookmark: _Toc26950411]

[bookmark: _Toc96935282]Exception when running batch file
[bookmark: _Ref95902229][bookmark: _Toc96935205]Table 4: Batch File Errors
	[bookmark: Symptom_Batch]Symptom
	Possible solution

	Invoking the START_fda_med_guides_automatic_printing.bat batch file fails to start the Java application and indicates: Exception in thread "main" java.lang.NoClassDefFoundError
[bookmark: _Toc95821740][bookmark: _Toc96935246]Figure 40: JAR File Error
REDACTED
	Verify that paths indicated in batch and properties files are correct, particularly the path to the JAR file.


[bookmark: _Toc70937712][bookmark: _Toc70937880][bookmark: _Toc70938014][bookmark: _Toc70938116][bookmark: _Toc70938639][bookmark: _Toc70939357][bookmark: _Toc96935283]Reinstall SSL Certificate
If Java/JRE is reinstalled, the CMOP SSL certificate also needs to be reinstalled according to the instructions given in Section 4.3.1 Run the SSL Certificate installation batch file.
[bookmark: _Toc96935284]Issues with Network Service account
When the FDAMedGuidePrinterTask is run under the NETWORK SERVICE account:
If there are delays in printing or if the Med Guides do not print, a Domain Service account with the highest privileges should be created and used instead of using the NETWORK SERVICE account.
If Domain Service account cannot be created, the FDAMedGuidePrinterTask can be run under the Administrator account. This would require the Administrator to be logged in while the task is running. This is not a recommended approach.
[bookmark: _Toc96935285]Printing Issues
If you experience print issues or delays with the NETWORK SERVICE account, we strongly recommend that you use a Domain Service account created for the FDA Med Guides Automatic Printing application. This account needs to have Administrative privileges on the server.
Add the NETWORK SERVICE account or the Service account to the Server Security Admin group so that it has permissions to send print jobs to the network printers.
Check if the NETWORK SERVICE account or the Service account has permissions to access the printer.
Add NETWORK SERVICE account or the Service account to the ‘Users’ and ‘Print Operators’ groups.
[bookmark: _Toc96935247]Figure 41: Add Service account to Administrators, Users and Print Operators groups
[image: This graphic shows the Administrators option selected in the Computer Management window.]
[bookmark: _Toc96935248]Figure 42: Example of adding the NETWORK SERVICE account to Administrators group
[image: This graphic shows an example of a Network Service group being added in the Administrators Properties window.]
If Med Guides appear in the temp folder but do not go to the printer queue, go to Services, and stop the Print Spooler service and start it again.
[bookmark: _Toc96935249]Figure 43: Restarting Print Spooler service
[image: This graphic shows the Print Spooler option menu and the Stop option selected.]
Restart FDAMedGuidePrinterTask
Go to Task Scheduler and stop the FDAMedGuidePrinterTask task by selecting End.
Go to Windows Task Manager. Find any java.exe tasks running under the NETWORK SERVICE account or the Service account and stop them by selecting End Process.
Go to Task Scheduler again and start the FDAMedGuidePrinterTask task by selecting Run.
[bookmark: _Toc70938645][bookmark: _Toc70939363][bookmark: _Toc96935286]Nightly Server Reboot recommendation
Given the number of Med Guides that are printed each day and due to the load on the server, it is recommended that the Windows server be rebooted every night to free up resources and to cleanup any hung tasks.
[bookmark: _Toc96935287]Increase the priority of java.exe
Run a PowerShell script that increases the priority of java.exe from Below Normal to High. This may speed up the execution of printing under the NETWORK SERVICE account. Below are the lines to run in PowerShell. This needs to be run after the server starts the FDAMedGuidePrinterTask task.
$processname="java.exe"
$process=Get-WmiObject win32_process -f "name='$processname'"
$process.SetPriority(128)

[bookmark: _Ref95833394][bookmark: _Toc96935288]Appendix
After extracting the contents of the ZIP file, the below FDA Med Guides Printer folder structure and files should be available on the C:\ drive.
[bookmark: _Ref95902230][bookmark: _Toc96935206]Table 5: FDA Med Guides Printer Folder and File Structure
	Path
	Type
	Description

	C:\FDAMedGuidesPrinter
	Folder
	Main folder. Root folder for application files. These include the JAR, batch, and properties files

	C:\FDAMedGuidesPrinter\lib
	Folder
	Sub-folder containing supporting third-party Java libraries

	C:\FDAMedGuidesPrinter\installation
	Folder
	Folder containing predefined configuration files

	C:\FDAMedGuidesPrinter\installation\CMOP_SSL_Certificate
	Folder
	Folder containing CMOP SSL certificate

	C:\FDAMedGuidesPrinter\workspace
	Folder
	Workspace main folder

	C:\FDAMedGuidesPrinter\workspace\medguides
	Folder
	Path to med guides local repository. Folder contains copies of original FDA Med Guides as downloaded from the CMOP Portal Site

	C:\FDAMedGuidesPrinter\workspace\temp
	Folder
	Path to area for temporarily processing stamped med guides. Folder contains scratch files of altered med guides

	C:\FDAMedGuidesPrinter\START_fda_med_guide s_automatic_printing.bat
	Batch file
	Batch file to initiate the
FDA Med Guides Printer Utility Java program

	C:\FDAMedGuidesPrinter\fda_med_guides.properties
	Configuration
file
	User-configurable items for the FDA Med Guides Printer Utility

	C:\FDAMedGuidesPrinter\fda_med_guides_logging .properties
	Configuration
file
	User-configurable items for the logging engine

	C:\FDAMedGuidesPrinter\fda_med_guides_autom atic_printing_1.1.0.0.jar
	Java archive
	Main jar file containing all
Java code for the FDA
Med Guides Printer Tool

	C:\FDAMedGuidesPrinter\installation\ SSL_Certificate_installation.bat
	Batch file
	Batch file to add CMOP SSL certificate to the Java trust store and set JRE_HOME

	C:\FDAMedGuidesPrinter\installation\CMOP_SSL_ Certificate\VA-Internal-S2-RCA1-v1.cer
	Certificate file
	SSL Certificate that is issued by VA which will be added to the Java trust store

	C:\FDAMedGuidesPrinter\installation\ FDAMedGuidePrinterTask.xml
	XML file
	Configuration file used to create the FDAMedGuidePrinterTask task

	C:\FDAMedGuidesPrinter\installation\ Verify_installation.bat
	Batch file
	Batch file used to confirm a successful deployment of the FDA Med Guides Printer Utility

	C:\FDAMedGuidesPrinter\lib\commons-io-2.7.jar
	Java archive
	Supporting third-party
Apache Commons
Java library

	C:\FDAMedGuidesPrinter\lib\commons-lang3-3.3.2.jar
	Java archive
	Supporting third-party
Apache Commons
Java library

	C:\FDAMedGuidesPrinter\lib\commons-logging-1.1.3.jar
	Java archive
	Supporting third-party
Apache Commons
Java library

	C:\FDAMedGuidesPrinter\lib\fontbox-2.0.24.jar
	Java archive
	Supporting third-party PDFBox Java library

	C:\FDAMedGuidesPrinter\lib\xmpbox-2.0.24.jar
	Java archive
	Supporting third-party PDFBox Java library

	C:\FDAMedGuidesPrinter\lib\pdfbox-2.0.24.jar
	Java archive
	Supporting third-party PDFBox Java library

	Log files in folder C:\FDAMedGuidesPrinter
	*.log
	Log files are used for debugging purposes only and are created AFTER the initial use of the program

	C:\FDAMedGuidesPrinter\installation\net.properties
	JAVA properties file
	JAVA Properties file for controlling access to network hosts from JAVA processes
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