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Artifact Rationale

This document describes the Deployment, Installation, Back-out, and Rollback Plan for new
products going into the VA Enterprise. The plan includes information about system support,
issue tracking, escalation processes, and roles and responsibilities involved in all those activities.
Its purpose is to provide clients, stakeholders, and support personnel with a smooth transition to
the new product or software, and should be structured appropriately, to reflect particulars of
these procedures at a single or at multiple locations.

Per the Veteran-focused Integrated Process (VIP) Guide, the Deployment, Installation, Back-out,
and Rollback Plan is required to be completed prior to Critical Decision Point #2 (CD #2), with
the expectation that it will be updated throughout the lifecycle of the project for each build, as
needed.
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1. Introduction

This document describes how to deploy and install the various components of the software for
the Pharmacy Reengineering (PRE) Inbound ePrescribing (eRx) project, as well as how to back-
out the product and rollback to a previous version or data set. This document is a companion to
the project charter and management plan for this effort. In cases where a non-developed
Commercial Off-the-Shelf (COTS) product is being installed, the vendor provided User and
Installation Guide may be used, but the Back-Out Recovery strategy still needs to be included in
this document.

Veterans Health Administration (VHA), Patient Care Services (PCS) and Pharmacy Benefits
Management (PBM) has requested a new capability as part of the PRE program to receive
inbound electronic prescriptions (e-prescriptions or eRxs) from an external provider (e.g., a
doctor not associated with the Department of Veterans Affairs [VA], medical staff at a
Department of Defense [DoD] military treatment facility, etc.). They also seek the ability to
transfer prescriptions electronically between pharmacies, both VA to VA, as well as VA to non-
VA (ideally). Once received, these prescriptions will then be fed into the existing Veterans
Health Information Systems and Technology Architecture (VistA) Outpatient Pharmacy (OP) for
processing and dispensing.

1.1 Purpose

The purpose of this plan is to provide a single, common document that describes how, when,
where, and to whom the PRE Inbound eRx application will be deployed and installed, as well as
how it is to be backed out and rolled back, if necessary. The plan also identifies resources,
communications plan, and rollout schedule. Specific instructions for installation, back-out, and
rollback are included in this document.

1.2 Dependencies

Figure 1 depicts the Inbound eRyx application and the external systems that it interacts with,
including the following: Change Healthcare, Master Veteran Index (MVI), Eligibility &
Enroliment (E&E), Health Data Repository (HDR), and VistA OP.

Figure 1: Inbound eRx Application Context Diagram

Change Healthcare
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1.3

Constraints

Design constraints that pertain to the PRE Inbound eRx implementation include the following:

Existing interfaces will be implemented with the least possible change in order to support
existing client system implementations. However, it is recognized that in some
circumstances, a change to the interface may be necessary in order to support PRE
Inbound eRx requirements or to accommodate technology or frameworks used for PRE
Inbound eRx development. One key change is the need for service consumers to maintain
the session state and provide this to PRE Inbound eRx on each call. This change is
necessary to provide stateless services, as required by the VA Service-Oriented
Architecture (SOA).

The Java language and Java Enterprise Edition (JEE) platform will be used to develop the
PRE Inbound eRx.

Security policies and mechanisms for SOA middleware are currently being developed
and updated. The timeframes for the production ready versions may not coincide with the
PRE Inbound eRx effort. This includes solutions to the VistA anonymous login and
authorization/authentication for the middleware running on non-VistA platforms as part
of the enterprise SOA architecture.

The application user interfaces (Ul) must follow enterprise common Ul templates and
style guidelines.

Application user interfaces must comply with Section 508.

The application must comply with VA Enterprise Architecture published data standards
(HL7, National Council for Prescription Drug Programs [NCPDP]).

Inbound eRx must identify and leverage authoritative information sources for data
retrieval and manipulation.

The application must operate optimally using information from the authoritative source
or receive permission for caching data locally.

The team must configure system/and server platforms used by the application using
standard system images published in the current VA Release Architecture.

The team must publish relational and object-oriented databases utilized by the solution in
the current VA Release Architecture.

The team must base application production capacity requirements on workload analysis,
simulated workload benchmark tests, or application performance models.

The team must base application storage capacity requirements on detailed capacity
analysis and/or models.

The team must design the solution to operate within the current VA Local Area Network
(LAN) and Wide Area Network (WAN) network configurations.

The deployment environment must meet the performance and downtime monitoring
requirements of the solution.

The team and data center must develop and provision a disaster recovery plan.

All critical infrastructure components (including data) must be located at multiple
physical locations.
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2.

The application backup and restore solution must meet data recovery requirements

[Recovery Point Objectives (RPO) and Recovery Time Objectives (RTO)].

The application Uls must exist as browser-based Uls and roll and scroll in VistA.
The application must establish secure access paths for accessing the application and

application data.

The solution must document specific reasons for all limited, external access to data,
including the need to know along with security, privacy and other legal restrictions.

The solution must implement appropriate controls that prevent unwarranted disclosure of
sensitive, Personally Identifiable Information (PII), or Protected Health Information

(PHI).

The team must base all system interfaces (both external and internal) implemented by the
solution on open standards such as SOAP, REST, JMS, MQ, HTTPS and standard
message formats such as HL7and NCPDP.

The solution must access available enterprise information through services.

The VA TRM must identify all products and standards used by this solution as

permissible for usage.

Roles and Responsibilities

This section outlines the roles and responsibilities for managing the deployment of the PRE
Inbound eRx system.

Table 1: Deployment, Installation, Back-out, and Rollback Roles and Responsibilities

upon project ownership)

instructions and back-out strategy

Phase / Project
ID | Team Role Tasks Phase (See
Schedule)

FO, EO, NDCP or Product Plan and schedule deployment

1 Development (depending Deployment | (including orchestration with Deployment
upon project ownership) vendors).
FO, EO, NDCP or Product Determine and document the roles

2 Development (depending Deployment | and responsibilities of those Design/Build
upon project ownership) involved in the deployment.

3 FO, EO, or NDCP Deployment | Test for operational readiness. Design/Build

4 FO, EO, or NDCP Deployment | Execute deployment. Design/Build

5 FO, EO, or NDCP Installation Plan and schedule installation. Deployment
Regional PM./ Field . Ensure authority to operate and

6 Implementation Services Installation that certificate authority securit Design/Build
(FIS)/ Office of Policy and documentation is in Igce g ’
Planning (OPP) PM P '
Regional PM/FIS/OPP PM/ . . -

7 Nat'l Education & Training Installations | Coordinate training. Deployment
FO, EO, NDCP or Product . I

8 Development (depending Back-out Confirm availability of back-out Deployment
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Phase / Project
ID | Team Role Tasks Phase (See
Schedule)
(what are the criteria that trigger a
back-out).
FO, EO, NDCP or Product Post Hardware, Software and System .
9 Development (depending Maintenance
. . Deployment | Support.
upon project ownership)

3. Deployment

The deployment is planned as a phased rollout. This type of rollout is best suited for the rapid
turnaround time and repeat nature of the installations required for this project.

3.1 Timeline

The deployment and installation is scheduled to run for 18 months as depicted in the master
deployment schedule. The timelines are depicted in the Deployment Timeline table below.

Table 2: Deployment Timeline

VIP Build Delivery Dates
VIP Build 1 Transaction Hub Version 1.0 Foundation 07/28/2016-10/31/2016
VIP Build 2 Transaction Hub Version 1.0 Complete eRx Transaction Hub 10/31/2016-01/27/2017

VIP Builds 3 & 4 Inbound Electronic Prescriptions Version 2.0 Complete

01/28/2017-07/27/2017
Inbound eRx Transaction Processing, UAT, 10C, CD-2

VIP Build 5 National Deployment Version 2.0 (includes 1.0 and 2.0) 07/28/2017-11/27/2017

VIP Build 1 & 2 (New CD1) Transfer to/from VA Pharmacy Development
Increment for Version 3 07/28/2017-01/27/2018
eRx Transfers plus other features development, UAT, IOC, CD-2

VIP Build 3 National Deployment Version 3

. . 03/04/2018-06/01/2018
National Deployment of Version 3.0 (4 months total)

3.2 Site Readiness Assessment

This section discusses the locations that will receive the PRE Inbound eRx application
deployment. Topology determinations are made by Enterprise Systems Engineering (ESE) and
vetted by Field Operations (FO), National Data Center Program (NDCP), and AITC during the
design phase as appropriate. Field site coordination is done by FO unless otherwise stipulated by
FO.

The product will be released by the PRE Inbound eRx Configuration Manager to the AITC Build
Manager via a Change Order. The AITC Build Manager will follow the installation steps in
Section 4 to complete the product’s activation at AITC and for the Disaster Recovery server. The
Implementation Manager has assured site readiness by assessing the readiness of the receiving
site to deploy the product. AITC, under contract, will provide the product dependencies, power,
equipment, space, manpower, etc., to ensure the successful activation of this product.
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3.2.1 Application Architecture
The following diagram represents the high-level architecture for the eRx application.
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Figure 2: High-Level eRx Architecture
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3.2.2 Deployment Topology (Targeted Architecture)

This product will be released to AITC. The AITC, under contract, will house and secure this
product on its Pre-Production and then Production servers. A few field located super users will
be given access upon National Release. The PRE Inbound eRx system will be available to VA
users on a continuous basis (excluding scheduled maintenance activities). Clustering at the
application and web services servers will provide high availability and failover capabilities at the
application tier and presentation tier. The servers will be load-balanced to distribute uniform
processing across all servers.

Additionally, a VistA patch will be released to all VistA sites.
3.2.3 Site Information (Locations, Deployment Recipients)

AITC will host the web and application servers for the PRE Inbound eRx system.
Initial Operating Capability (I0C) will occur in September of 2018. 10C sites are:
e Brooklyn, NY VA Medical Center (VAMC)
e Fayetteville VAMC Veterans Health Care System of the Ozarks
e Health Administration Center (Meds by Mail)
e Indianapolis, IN VA Medical Center

3.2.4 Site Preparation

No preparation is required for the individual VistA sites installing the VistA patch or using the
Inbound eRx application.

The following table describes preparation required by AITC prior to deployment.
Table 3: Site Preparation

Problem/Change REMIES LY
Site/Other Adapt/Modify to Actions/Steps Owner
Needed
New Product
e Software
Creation of VMs for Installation
AITC application hosting N/A e Network ESE
configuration

3.3 Resources

This section describes the hardware, software, and communications for the deployment of
Inbound eRx, where applicable.

3.3.1 Facility Specifics
No facility-specific features are required for this deployment.

3.3.2 Hardware
As middleware, PRE Inbound eRx requires no hardware to install.
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3.3.3 Software
The following table describes the software specifications required prior to deployment.

Table 4: Software Specifications

reguinEe Make Version Configuration | Manufacturer | Other
Software
WebLogic Application
Application ngver 12.1.3c Clustered Oracle
Server
Standalone (not
Oracle Database 11.2.0g synchronized Oracle
Database across data
centers)
Data Pentaho (a
:Dentahc_) Data Integration 8.2 Standalone Hitachi Group
ntegration
Tool Company)

Please see the Roles and Responsibilities table in Section 2 above for details about who is
responsible for preparing the site to meet these software specifications.

The software components will be staged at the following location:
\\vaauspecdbs801.aac.dva.va.gov\AITC\IEP-eRx\downloads

Application deployment packages will be staged at the following location:
\\vaauspecdbs801.aac.dva.va.gov\AITC\IEP-eRx\v.30\deployments

3.3.4 Communications
This section outlines the communications to be distributed to the business user community:

e Communication between the development team and AITC will occur via email and
conference calls scheduled through Microsoft Lync.

¢ Notification of scheduled maintenance periods that require the service to be offline or
that may degrade system performance will be disseminated to the business user
community a minimum of 48 hours prior to the scheduled event.

e Notification to VA users for unscheduled system outages or other events that impact the
response time will be distributed within 30 minutes of the occurrence.

¢ Notification will be distributed to VA users regarding technical help desk support for
obtaining assistance with receiving and processing inbound eRxs and sending and
receiving eRx transfers.

3.3.4.1 Deployment/Installation/Back-Out Checklist

The table below is an example of the coordination effort and can be used to document the
day/time/individual when each activity (deploy, install, back-out) is completed for Inbound eRx.
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Table 5: Deployment/Installation/Back-Out Checklist

Activity Day Time Lr:)dri]\g?el:::jvrgs?k
Deploy

Install

Back-Out

4. Installation

This section outlines the installation steps for the various Inbound eRx components.

NOTE: The highlighted sections throughout this document indicate that that the text will be
modified in future versions of this document.

4.1 Pre-installation and System Requirements

This section outlines the minimum requirements for the product to be installed, as well as the
recommended hardware and software system requirements.

4.1.1 Pre-requisites
The following table outlines the specifications for VM.

Table 6: Development/SQA Detailed VM Requirements

VM (R;;AB'\gI (Sé)g)ce CPUs | OS VM Description/Use/DNS Required
1 16 300 4 RHEL 6 DEV 1 DB Server running Oracle
2 16 300 4 RHEL 6 DEV 2 DB Server running Oracle
3 16 300 4 RHEL 6 SQA 1 DB Server running Oracle
4 16 300 4 RHEL 6 SQA 2 DB Server running Oracle
5 16 300 4 RHEL 6 DEV1 AP Server running Apache/WebLogic
6 16 300 4 RHEL 6 DEV 2 AP Server running Apache/WebLogic
7 16 300 4 RHEL 6 SQA 1 AP Server running Apache/WebLogic
8 16 300 4 RHEL 6 SQA 2 AP Server running Apache/WebLogic
Total 128 2400 32 8

Table 7: Staging Detailed VM Requirements
VM RO | STREIEEE CPUs | OS VM Description/Use/DNS Required

(GB) | (GB)

1 16 800 4 RHEL 7 STAGING DB Server running Oracle
> 16 300 4 RHEL 7 i;’:;lé\/l\(fveﬁ\bpﬂigiition Server running
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RAM | Space . .
VM (GB) | (GB) CPUs | OS VM Description/Use/DNS Required
STAGING Application Server running
3 16 300 4 RHEL 7 Apache/WebLogic
Total | 48 1400 16 3
Table 8: Pre-Production Detailed VM Requirements
RAM | Space . .
VM GB) | (GB) CPUs | OS VM Description/Use/DNS Required
1 16 1300 4 RHEL 6 PRE-PRODUCTION DB Server running Oracle
PRE-PRODUCTION Application Server running
2 16 300 4 RHEL 6 Apache/WebLogic
PRE-PRODUCTION Application Server running
s 16 300 4 RHEL 6 Apache/WebLogic
Total | 48 1900 12 3
Table 9: Production Detailed VM Requirements
RAM | Space I .
VM (GB) | (GB) CPUs | OS VM Description/Use/DNS Required
1 16 1300 4 RHEL 6 PRODUCTION DB Server running Oracle
PRODUCTION Application Server running
2 16 300 4 RHEL 6 Apache/WebLogic
PRODUCTION Application Server running
3 16 300 4 RHEL 6 Apache/WebLogic
Total | 48 1900 12 3
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4.1.2 Environment Configurations

Table 10 lists Environment Variables values that should be substituted throughout this document as system administrators are
completing the installation steps.

Table 10: Environment Variables

ENV ORACLE_BASE WLS_HOME DOMAIN_HOME

DEV1 /u0l/app/Oracle_Home | $ORACLE_BASE/wliserver | $ORACLE_BASE/user_projects/domains/erxdomainl
DEV2 /u0l/app/Oracle_Home | $ORACLE_BASE/wliserver | $ORACLE_BASE/user_projects/domains/erxdomain2
SQAl /u0l/app/Oracle_Home | $ORACLE_BASE/wiserver | $ORACLE_BASE/user_projects/domains/erxdomainl
STAG /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-stage
STAG2 | /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-stage2
PREP /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-preprod
PREP2 | /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/ iep-preprod2
PROD /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-prod
PROD2 | /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-prod2
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Table 11 lists the symbolic names that should be substituted throughout this document as system administrators are completing the
installation steps.

Table 11: Symbolic Names by Environment

ENV vm1_fqdn vml _name vm2_fgdn vm2_name domain
DEV1 vaauserxappdevl.aac.va.gov vaauserxappdevl vaauserxappdev2.aac.va.gov vaauserxappdev2 erxdomainl
DEV2 vaauserxappdev2.aac.va.gov vaauserxappdev2 vaauserxappdevl.aac.va.gov vaauserxappdevl erxdomain2
SQAl vaauserxappsgal.aac.va.gov vaauserxappdevl vaauserxappdev2.aac.va.gov vaauserxappdev2 erxdomainl
STAG vaausappiep402.aac.va.gov vaausappiep402 vaausappiep403.aac.va.gov vaausappiep403 iep-stage
STAG2 | vaausappiep62l.aac.va.gov vaausappiep621 vaausappiep622.aac.va.gov Vaausappiep622 iep-stage2
PREP vaausappiep404.aac.va.gov vaausappiep404 vaausappiep405.aac.va.gov vaausappiep405 iep-preprod
PREP2 | vaausappiep421.aac.va.gov vaausappiep421 vaausappiep422.aac.va.gov vaausappiep422 iep-preprod2
PROD vaausappiep201.aac.va.gov vaausappiep201 vaausappiep202.aac.va.gov vaausappiep202 iep-prod
PROD2 | vaausappiep221.aac.va.gov vaausappiep221 vaausappiep222.aac.va.gov vaausappiep222 iep-prod2

Table 12: Symbolic Names by Environment (cont.)
ENV env | Env | erx_port | proxy_fqdn proxy_name db_fgdn db_name | db_port
DEV1 devl | Devl | 8001 vaauserxappdevl.aac.va.gov | vaauserxappdevl | vaauserxdbsdevl.aac.va.gov | ERXD1 1549
DEV2 dev2 | Dev2 | 8003 vaauserxappdev2.aac.va.gov | vaauserxappdev2 | vaauserxdbsdev2.aac.va.gov | ERXD2 1550
SQAl sgal | Sgal | 8001 Vaauserxappsga2.aac.va.gov | vaauserxappsgaz2 | vaauserxdbssgal.aac.va.gov | ERXS1 1549
STAG stag | Stag | 8001 vaausappiep402.aac.va.gov | vaausappiep403 | vaausdbsiep400.aac.va.gov | IEPQA 1647
STAG2 | stag2 | Stag2 | 8001 vaausappiep622.aac.va.gov | vaausappiep622 | vaausdbsiep400.aac.va.gov | IEPQA2 1648
PREP prep | Prep | 8001 vaausappiep404.aac.va.gov | vaausappiep404 | vaausdbsiep40l.aac.va.gov | IEPY 1647
PREP2 | prep2 | Prep2 | 8001 vaausappiep422.aac.va.gov | vaausappiep422 | vaausdbsiep420.aac.va.gov | IEPY2 1647
PROD | prod | Prod2 | 8001 vaausappiep20l.aac.va.gov | vaausappiep201l | vaausdbsiep200.aac.va.gov | IEPP 1647
PROD?2 | prod2 | Prod2 | 8001 vaausappiep22l.aac.va.gov | vaausappiep221l | vaausdbsiep220.aac.va.gov | IEPP2 1647
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Table 13: Symbolic Names by Environment (cont.)

ENV mserverl mserver2 cluster
DEV1 erxl erx2 devl
DEV2 erxl erx2 devl
SQAl erxl erx2 devl
STAG2 | ManagedServer001 ManagedServer002 Cluster001
STAG ManagedServer001 ManagedServer002 Cluster001
PREP2 | ManagedServer001 ManagedServer002 Cluster001
PREP ManagedServer001 ManagedServer002 Cluster001
PROD2 | ManagedServer001 ManagedServer002 Cluster001
PROD | ManagedServer001 ManagedServer002 Cluster001
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Table 14: Symbolic Names by Environment (cont.)

ENV

iam_hco

iam_policy_entries

DEV1

INTHCO

policyserver="smpl.int.iam.va.gov,44441,44442,44443"
policyserver="smp2.int.iam.va.gov,44441,44442,44443"
policyserver="smp3.int.iam.va.gov,44441,44442 44443"
policyserver="smp4.int.iam.va.gov,44441,44442 44443"

DEV2

INTHCO

policyserver="smpl.int.iam.va.gov,44441,44442 44443"
policyserver="smp2.int.iam.va.gov,44441,44442 44443"
policyserver="smp3.int.iam.va.gov,44441,44442 44443"
policyserver="smp4.int.iam.va.gov,44441,44442 44443"

SQA1l

SQAHCO

policyserver="smpl.sqa.iam.va.gov,44441,44442 ,44443"
policyserver="smp2.sqa.iam.va.gov,44441,44442 44443"
policyserver="smp3.sga.iam.va.gov,44441,44442 44443"
policyserver="smp4.sqa.iam.va.gov,44441,44442 ,44443"

STAG

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"

STAG2

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp3.preprod.iam.va.gov,44441 44442 ,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp6.preprod.iam.va.gov,44441 44442 ,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442 44443"
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Table 15: Symbolic Names by Environment (cont.)

ENV

iam_hco

iam_policy_entries

PREP

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442 44443"

PREP2

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442 A4443"
policyserver="smp5.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442 A4443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"
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Table 16: Symbolic Names by Environment (cont.)

ENV

iam_hco

iam_policy_entries

PROD

PRODHCO

policyserver="smpl.prod.iam.va.gov,44441,44442,44443"
policyserver="smp2.prod.iam.va.gov,44441,44442,44443"
policyserver="smp3.prod.iam.va.gov,44441 44442 44443"
policyserver="smp4.prod.iam.va.gov,44441,44442 44443"
policyserver="smp5.prod.iam.va.gov,44441 44442 44443"
policyserver="smp6.prod.iam.va.gov,44441,44442 44443"
policyserver="smp7.prod.iam.va.gov,44441,44442,44443"
policyserver="smp8.prod.iam.va.gov,44441 44442 44443"

PROD2

PRODHCO

policyserver="smpl.prod.iam.va.gov,44441,44442 A4443"
policyserver="smp2.prod.iam.va.gov,44441,44442 44443"
policyserver="smp3.prod.iam.va.gov,44441,44442,44443"
policyserver="smp4.prod.iam.va.gov,44441,44442 A4443"
policyserver="smp5.prod.iam.va.gov,44441,44442 44443"
policyserver="smp6.prod.iam.va.gov,44441,44442 ,44443"
policyserver="smp7.prod.iam.va.gov,44441,44442 44443"
policyserver="smp8.prod.iam.va.gov,44441,44442 44443"
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In addition to the above Environment Variables and Symbolic Names, there are several passwords or secret phrases which are required
throughout the installation. The table below identifies Symbolic Names that will be used in this document and provide a brief
description of each. The values of these sensitive items will be defined by the appropriate administrator during the installation process
and should be properly recorded and shared with others on a need to know basis.

Table 17: Symbolic Names for sensitive items

Symbolic Name

keystore passphrase

privatekey_passphrase

weblogic_password

The following are the properties that define the SSL security settings for WebLogic. These properties must be set respective to each
environment.

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fqdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/[proxy fgdn]
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase=[privatekey passphrase]

Ensure the environment variables are set as follows:

$ export ORACLE BASE=/u0l/app/Oracle Home
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=SORACLE BASE/user projects/domains/erxdomainl
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4.2 Platform Installation and Preparation

The following sections describe the steps to prepare the operating system for the installation of
the application. Most activities are to be performed by the RHEL System Administrator.

4.2.1 Modify /etc/hosts entry

1. Modify /etc/hosts to add fully qualified domain name for the local server (the following
must be performed by a system administrator):
$ sudo vi /etc/hosts

2. Add entries similar to the following:
?22.222.222.22°7 [vml_fqdn] [vml_name] .domain.local [vml_ name]
?22.222.222.22°7 [vm2_fqdn] [vm2 name] .domain.local [vm2 name]
P22.222.222.2°2° [db_fgdn] [db_name].domain.local [db name]

3. Save the file and exit. Note the following explanations of the hosts entry fields:

??2.222.222.22°7 <- IP address of the server

4.2.2 X Windows

1. Install the Linux X Window libraries (the following must be performed by a system
administrator):
$ sudo yum install xorg-xll-xauth.x86 64
2. Start Attachmate Reflection X (Click Start > All Programs > Attachmate Reflection >
Reflection X).

3. Modify the SSH session:
a. Connection > SSH > X11 > Enable X11 forwarding
b. Connection > SSH > X11 > X display location > :0.0

4. Connect to the Linux server with the new SSH session settings. The DISPLAY
environment variable should be automatically set.

5. Inorder to run X applications after doing a sudo su to another account, first modify the
Xauthority file

6. As your normal Linux login account:
$ cp ~/.Xauthority /tmp

7. After you sudo su to another user, copy the .Xauthority file:
$ cp /tmp/.Xauthority ~

4.2.3 Setup Administration Accounts

1. Create the Linux WebLogic user and group (the following must be performed by a system

administrator):

$ sudo groupadd -g 7400 weblogic (this group already exists in LDAP)
$ sudo useradd -g weblogic weblogic

2. Create the Linux weblogic sudoer file (the following must be performed by a system
administrator):

$ cat > /etc/sudoers.d/weblogic

weblogic ALL=NOPASSWD:/sbin/service wls start,/sbin/service wls stop,/sbin/service wls
stop all,/sbin/service wls status,/sbin/service wlnm start,/sbin/service wlnm

stop, /sbin/service wlnm status

Cmnd Alias WLS SU=/bin/su - weblogic, /bin/su - weblogic2, /bin/su - weblogic3, /bin/su -
aacesrpprod, /bin/su - aacxpologger, /bin/su - introsvr
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10.

Cmnd Alias WLS CMD=/bin/ls, /bin/du, /bin/grep, /bin/cat, /sbin/chkconfig --1list,
/sbin/service wls stop, /sbin/service wls start
Cmnd Alias LSOF CMD=/usr/sbin/lsof

WLS ALL=(ALL) WLS CMD

WLS ALL=(ALL) WLS_SU

WLS ALL=(ALL) LSOF CMD

Sweblogic ALL=(ALL) WLS CMD
Sweblogic ALL=(ALL) WLS SU
Sweblogic ALL=(ALL) LSOF_CMD
<ctrl>d

Modify the Linux weblogic account to add umask command near the beginning of the file
~weblogic/.bash_profile:
umask 0022

Create the app software directory if it doesn’t exist (the following must be performed by a
system administrator):

$ sudo chmod 777 /u0l

$ sudo mkdir -p /u0Ol/app

$ sudo chown weblogic:weblogic /u0l/app
$ sudo chmod 777 /u0l/app

Create the Linux kettle user and group (the following must be performed by a system

administrator):

$ sudo groupadd -g 7600 kettle
$ sudo useradd -g kettle kettle
$ sudo usermod -a -G weblogic kettle (weblogic group already exists in LDAP)

Create the Linux kettle sudoer file (the following must be performed by a system
administrator):

$ sudo cat > /etc/sudoers.d/kettle

kettle ALL=NOPASSWD:/sbin/service kettle start,/sbin/service kettle stop,/sbin/service
kettle stop all,/sbin/service kettle status

Cmnd_Alias KETTLE_SU=/bin/su - kettle

Cmnd Alias KETTLE CMD=/bin/ls, /bin/du, /bin/grep, /bin/cat, /sbin/chkconfig --1list,
/usr/sbin/lsof

skettle ALL=(ALL) KETTLE CMD
Skettle ALL=(ALL) KETTLE_SU
<ctrl>d

Create the pentaho software directory if it doesn’t exist (the following must be performed

by a system administrator):

$ sudo mkdir -p /u0l/app/pentaho
$ sudo chown kettle:kettle /u0l/app/pentaho
$ sudo chmod 755 /u0l/app/pentaho

Modify the Linux kettle account to add umask command near the beginning of the file
~kettle/.bash_profile:

umask 0022

Modify the Linux kettle account to replace the PATH= and export PATH near the end of
the file ~kettle/.bash_profile:

export JAVA HOME=/u0l/app/java/latest/bin/java

export PATH=${JAVA HOME}/bin:${PATH}:${HOME}/bin
Create the Linux apache sudoer file (the following must be performed by a system
administrator):

$ sudo vi /etc/sudoers.d/apache
apache ALL=(kettle:kettle) NOPASSWD:/u0l/app/cpanel/bin/carte slave util.sh
<ctrl>d
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4.2.4 Install Java
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download Oracle JDK 1.8 for Linux x86-64 to the downloads directory:
pownload from ATIC IEP eRx Downloads directory

4. Create Java directory if it doesn’t exist:
$ mkdir -p /u0l/app/java

5. Unpack the Oracle JDK 1.8 archive to in the downloads directory:

$ cd /ull/app/java
$ gzip -cd < /u0l/downloads/jdk-8uxxx-linux-x64.tar.gz | tar xvf -

6. Create symbolic link for latest Java installation:
$ 1In -s cd /ull/app/java/jdkl.8.0 xxx /ull/app/java/latest
7. Add instructions to open permissions to permit access to all users, and to create link for
/uO1/app/java if located in a different location.

S exit

8. Return to your Linux account.

$ exit

4.2.5 Apache Installation on VM1 and VM2
Perform the following steps on VM1 and VMZ2:

1. EO SA installs standard Apache 2.2 RHEL6 RPM, login to Linux and verify the

following:

$ sudo rpm -g -a | grep httpd
httpd-2.2.15-39.e16.x86 64
httpd-tools-2.2.15-39.e16.x86 64

2. Install the Linux NSS package (the following must be performed by a system
administrator):
$ sudo yum install mod nss.x86 64
3. Modify the httpd startup configuration (the following must be performed by a system

administrator):

$ sudo chkconfig --level 2345 httpd on
$ sudo systemctl enable httpd # for RHEL 7 systems
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4.2.6 Apache Configuration on VM1 and VM2

servers are RHEL 7 and they have Apache version 2.4, Want to confirm if these
instructions are for Apache 2.2 or 2.47

Here are the differences between document and Apache conf file on server.

6. No <IfModule prefork.c>

9. No <Directory “/var/www/icons”> section

Instead <Directory “/var/www/html”> section exist and it has the Option parameter
Options Indexes FollowSymLinks

The following step need to be performed on VM1 and VM2:

1.

9.

Modify HTTPD configuration:

$ sudo vi /etc/httpd/conf/httpd.conf

Modify Timeout parameter:

Timeout 120

Modify <IfModule prefork.c>parameters:

StartServers 8
ServerLimit 300
MaxClients 300
Modify Listen parameter:
Listen 80

Modify <Directory /> section:

<Directory />
Options FollowSymLinks
AllowOverride None
<Limit PUT>
Order deny,allow
Deny from all
</Limit>
</Directory>

Modify <Directory "/var/www/icons"> Options parameter:

#O0ptions Indexes MultiViews FollowSymLinks
Options Indexes

Modify <Directory "/var/www/html"> section:

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Add <Directory "/var/www/html/cpanel"> section:

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Enable ScriptAlias:

ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"

10. Modify <Directory "/var/www/cgi-bin"> section:

<Directory "/var/www/cgi-bin">
AllowOverride None
Options None
Order allow,deny
Allow from all
</Directory>
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11. Modify HTTPD configuration:

$ sudo vi /etc/httpd/conf/httpd.conf

12. Add Header Edit entries to bottom of /etc/http/conf/nttpd.conf

Header edit Set-Cookie " (?21i)"((?:(?!;\s?HttpOnly).)+)S$" "S$1; HttpOnly"
Header edit Set-Cookie "(?i)"((?:(2?!;\s?secure).)+)$" "$1; Secure"
Header always append X-Frame-Options DENY

13. Reverse Proxy to Pentaho Slaves in /etc/httpd/conf.d/pentaho.conf:

$ sudo vi /etc/httpd/conf.d/pentaho.conf

#

# Reverse proxy to Pentaho slaves

#

<Location /masterl/>
ProxyPass http://[vml fgdn]:8080/
ProxyPassReverse http://[vml fgdn]:8080/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/masterl/kettle/|i"

</Location>

<Location /slavel/>
ProxyPass http://[vml fgdn]:8081/
ProxyPassReverse http://[vml fqgdn]:8081/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slavel/kettle/|1i"

</Location>

<Location /slave2/>
ProxyPass http://[vml fqgdn]:8082/
ProxyPassReverse http://[vml fqgdn]:8082/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slave2/kettle/|1i"

</Location>

<Location /slave3/>
ProxyPass http://[vm2_ fqgdn]:8083/
ProxyPassReverse http://[vm2 fgdn]:8083/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slave3/kettle/|i"

</Location>

<Location /slaved/>
ProxyPass http://[vm2 fqdn]:8084/
ProxyPassReverse http://[vm2 fqdn]:8084/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slaved/kettle/|1i"

</Location>

<Location /slave5/>
ProxyPass http://[vm2_ fqgdn]:8085/
ProxyPassReverse http://[vm2 fqdn]:8085/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slaved/kettle/|1i"

</Location>

14. Restart Apache:

$ sudo service httpd stop
$ sudo service httpd start
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4.2.7 Certificate Configuration

3 thru 14. saving these certificates with .pem file extension instead of .txt, this does
not make any difference in functionality, it’s only a better representation of the file
format, since they are actually PEM format.

15, 16. Replacing these steps with the AITC standards that we follow to generate and
request certificates. Steps are as follows:

1) Create a configuration file with name: [proxy fqgdn].cnf, content:

distinguished name = reqg distinguished name
[reql
req extensions = v3 req
prompt = no
[ v3 req ]

# Extensions to add to a certificate request
basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
# Some CAs do not yet support subjectAltName in CSRs.

# Instead the additional names are form entries on web

# pages where one requests the certificate...

subjectAltName = @alt_names
[alt names]
DNS.1 = [proxy fqgdnl]
DNS.2 = [proxy fgdn2]
[ req distinguished name ]
C = US
ST = Texas
L = Austin
0] = US Department of Veterans Affairs
ou = AITC
CN = [proxy fqgdn]
emailAddress = cdcoweblogicadministrators@va.gov
[ req attributes ]
challengePassword = XXXXXXXKKXXXX

Command to generate csr and private key:
openssl req -new -newkey rsa:2048 -keyout [proxy fqgdn].key -out [proxy fgdn].csr -config
[proxy fgdn].cnf

1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create a “certificates” directory to store all certificate artifacts:

$ mkdir /u0Ol/certificates
$ cd /u0l/certificates

3. Create the va_root_ca_cert.pem certificate in the “certificates” directory:

$ cat > va root ca cert.pem

4. Paste the va_root_ca_cert.pem content from Appendix 8.1.1.
<ctrl>d

5. Create the va_internal_subordinate_ca_cert.pem content in the “certificates” directory:

$ cat > va internal subordinate ca cert.pem

6. Paste the va_internal_subordinate_ca_cert.pem content from Appendix 8.1.2.

<ctrl>d

7. Create the va_root _ca s2 cert.pem certificate in the “certificates” directory:
$ cat > va _root ca s2 cert.pem

8. Paste the va_root_ca_s2_cert.pem content from Appendix 8.1.3.

<ctrl>d

9. Create the va_intermediate cal s2 cert.pem certificate in the “certificates” directory:
$ cat > va_intermediate cal s2 cert.pem

10. Paste the va_ intermediate_cal s2_cert.pem content from Appendix 8.1.4.
<ctrl>d
11. Create the va_intermediate ca2 s2 cert.pem certificate in the “certificates” directory:
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$ cat > va intermediate ca2 s2 cert.pem

12. Paste the va_ intermediate_ca2_s2_cert.pem content from Appendix 8.1.5.
<ctrl>d
13. Create the betrusted_production_ssp_ca_al_cert.pem certificate in the “certificates”
directory:

$ cat > betrusted production ssp ca al cert.pem

14. Paste the betrusted production_ssp_ca al cert.pem content from Appendix 8.1.6.

<ctrl>d

15. Create the federal_common_policy ca_cert.pem certificate in the “certificates” directory:

$ cat > federal common policy ca cert.pem

16. Paste federal_common_policy_ca_cert.txt content from Appendix 8.1.7.
<ctrl>d
17. Create the veterans_affairs_device_ca_b2_cert.pem certificate in the “certificates”
directory:

$ cat > veterans_affairs device ca b2 cert.pem

18. Paste the veterans_affairs_device ca_b2_cert.pem content from Appendix 8.1.8.

<ctrl>d

19. Create the vaww.ersdev.aac.va.gov_cert.pem certificate in the “certificates” directory:

$ cat > vaww.ersdev.aac.va.gov_cert.pem

20. Paste the vaww.ersdev.aac.va.gov_cert.pem content from Appendix 8.1.9.

<ctrl>d

21. Create the vaww.esrstagela.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagela.aac.va.gov.pem

22. Paste the vaww.esrstagela.aac.va.gov.pem content from Appendix 8.1.10.

<ctrl>d

23. Create the vaww.esrstagelb.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagelb.aac.va.gov.pem

24. Paste the vaww.esrstagelb.aac.va.gov.pem content from Appendix 8.1.11.

<ctrl>d

25. Create the vaww.esrpre-prod.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrpre-prod.aac.va.gov.pem

26. Paste the vaww.esrpre-prod.aac.va.gov.pem content from Appendix 8.1.12

<ctrl>d

27. Create the das-test.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagela.aac.va.gov.pem

28. Paste the das-test.va.gov.pem content from Appendix 0.

<ctrl>d

29. Create the das-sqa.va.gov.pem certificate in the “certificates” directory:

$ cat > das-sga.va.gov.pem

30. Paste the das-sga.va.gov.pem content from Appendix 8.1.14.

<ctrl>d

31. Create the das.va.gov.pem certificate in the “certificates” directory:
$ cat > das.va.gov.pem

32. Paste the das.va.gov.pem content from Appendix 8.1.15.

<ctrl>d
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33.

34.

35.
36.

37.

38.

39.

40.

41.

42.

Create a certificate request configuration file:

$ cat > [proxy fqdn] csr cfg.txt
[reql

default bits=2048

prompt=no

default md=sha256
req_extensions=req_ext
distinguished name=dn

[ dn ]

C=Us

ST=Texas

L=Austin

0=US Department of Veterans Affairs
OU=AITC

CN=[proxy fgdn]
emailAddress=admin@va.gov

[ req ext ]
subjectAltName=Qalt names

[ alt_names ]
DNS.1=[proxy fgdn]
DNS.2=[vm2_fqdn]
<ctrl>d

Generate a permanent certificate signing request:

$ openssl req -out [proxy fgdn] csr_ [yyyymmdd].txt -newkey rsa:2048 -keyout
[proxy fqdn] key.txt -new -sha256 -nodes -config [proxy fqdn] csr cfg.txt
Generating a 2048 bit RSA private key

Submit the certificate signing request to VA PKI to obtain a permanent certificate.

Save the permanent certificate in the “certificates” directory:
$ cat > /ulOl/certificates/[proxy fgdn] cert.pem

Paste permanent certificate content.

<ctrl>d

Generate a [proxy_fgdn] pkcs12 certificate store:

$ openssl pkcsl2 -export -name [proxy fqdn] -in [proxy fgdn] cert.pem -inkey
[proxy fgdn] key.txt -out [proxy fgdn].pl2

Enter Export Password: ####

Verifying - Enter Export Password: ####

Generate [proxy_fgdn] java keystore:

$ keytool -importkeystore -deststorepass ######## -destkeypass ######## -destkeystore
[proxy fqgdn].jks -srckeystore [proxy fgdn].pl2 -srcstoretype PKCS12 -srcstorepass #### -
alias [proxy fgdn]

Import va_root_ca_cert.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias va_root ca -file va _root ca_cert.pem -keystore [proxy fqdn].jks
Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import va_internal_subordinate_ca_cert.pem Certificate into [proxy_fqdn]java keystore:

$ keytool -import -alias va internal subordinate ca -file
va_internal subordinate_ca_cert.pem -keystore [proxy fgdn].jks
Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import va_root_ca_s2_cert.pem Certificate into [proxy_fqdn] java keystore:
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43.

44,

45,

46.

47.

48.

49.

50.

51.

$ keytool -import -alias va root ca s2 -file va root ca s2 cert.pem -keystore
[proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import va_intermediate_cal s2_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias va intermediate cal s2 -file va intermediate cal s2 cert.pem -
keystore [proxy fqdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import va_intermediate_ca2_s2_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias va_ intermediate ca2 s2 -file va intermediate ca2 s2 cert.pem -
keystore [proxy fqgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import veterans_affairs_device _ca_b2_cert.pem Certificate into [proxy_fqdn] java
keystore:

$ keytool -import -alias veterans affairs device ca b2 -file
veterans_affairs device ca b2 cert.pem -keystore [proxy fqdn].jks
Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import betrusted_production_ssp_ca_al_crt.pem Certificate into [proxy_fqdn] java
keystore:

$ keytool -import -alias betrusted production ssp ca -file
betrusted_production_ssp ca_al cert.pem -keystore [proxy fgdn].jks
Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import federal_common_policy ca_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias federal common policy ca -file federal common policy ca cert.pem
-keystore [proxy fqdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import sqa.services.eauth.va.gov_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias sga.services.eauth.va.gov -file
sga.services.eauth.va.gov_cert.pem -keystore [proxy fqgdn].jks
Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import vaww.esrdev.aac.va.gov_cert.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias vaww.esrdev.aac.va.gov -file vaww.esrdev.aac.va.gov_cert.pem -
keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import vaww.esrstagela.aac.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias vaww.esrstagela.aac.va.gov -file vaww.esrstagela.aac.va.gov.pem
-keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

Import vaww.esrstagelb.aac.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias vaww.esrstagelb.aac.va.gov -file vaww.esrstagelb.aac.va.gov.pem
-keystore [proxy fqgdn].jks

Enter keystore password: ########
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Trust this certificate? [no]: vyes
Certificate was added to keystore

52. Import vaww.esrspre-prod.aac.va.gov.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias vaww.esrpre-prod.aac.va.gov -file vaww.esrpre-
prod.aac.va.gov.pem -keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

53. Import das-test.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias das-test.va.gov -file das-test.va.gov.pem -keystore
[proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

54. Import das-sga.va.gov.pem Certificate into [proxy_fqdn] java keystore:
$ keytool -import -alias das-sga.va.gov -file das-sga.va.gov.pem -keystore
[proxy fgdn].jks
Enter keystore password: ########
Trust this certificate? [no]: vyes
Certificate was added to keystore

55. Import das.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias das.va.gov -file das
.va.gov.pem -keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes
Certificate was added to keystore

56. Copy certificate artifacts to VM2:
$ scp [proxy fqgdn].jks [vm2 fqdn]:/u0l/certificates
$ scp [vm2_fqdn].pl2 [vm2 fqdn]:/u0l/certificates
$ scp cacerts [vm2 fgdn]:/u0l/certificates
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4.2.8 Create NSS certificate database on VM1

1. Create a new NSS certificate database:

$ sudo mv /etc/httpd/alias /etc/httpd/alias orig
$ sudo mkdir /etc/httpd/alias

$ sudo certutil -N -d /etc/httpd/alias

Enter new password: ####

Re-enter password: ####

2. Add server permanent certificate:

$ sudo pkl2util -i [proxy fqdn].pl2 -d /etc/httpd/alias -n [proxy fqdn]
Enter Password or Pin for "NSS Certificate DB": ####

Enter password for PKCS12 file: ####

pkl2util: PKCS12 IMPORT SUCCESSFUL

3. Add certificate chain:

$ sudo certutil -A -d /etc/httpd/alias -i va root ca_s2 cert.pem -t CT,, -n va_root ca s2
$ sudo certutil -A -d /etc/httpd/alias -i va intermediate cal s2 cert.pem -t CT,, -n
va_intermediate cal s2
$ sudo certutil -A -d /etc/httpd/alias -i va_intermediate ca2 s2 cert.pem -t CT,, -n
va_intermediate ca2 s2

4. Modify certificate database permissions:
$ sudo chmod g+rx,o+rx /etc/httpd/alias
$ sudo chmod -R g+r,o+r /etc/httpd/alias/*

5. Verify installed certificates:
$ certutil -L -d /etc/httpd/alias

6. Create certificate database password file:

$ cat > /etc/httpd/conf/password.conf
internal: ####

NSS FIPS 140-2 Certificate DB:####
<ctrl>d

7. Modify certificate database password file permissions:
$ sudo chmod g+r,o+r /etc/httpd/conf/password.conf

8. Start HTTPD server

$ sudo service httpd start

9. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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4.2.9 Create NSS certificate database on VM2

1. Create a new NSS certificate database:

$ sudo mv /etc/httpd/alias /etc/httpd/alias orig
$ sudo mkdir /etc/httpd/alias

$ sudo certutil -N -d /etc/httpd/alias

Enter new password: ####

Re-enter password: ####

2. Add server permanent certificate:

$ sudo pkl2util -i [vm2 fqgdn].pl2 -d /etc/httpd/alias -n [vm2_fgdn]
Enter Password or Pin for "NSS Certificate DB": ####

Enter password for PKCS12 file: ####

pkl2util: PKCS12 IMPORT SUCCESSFUL

3. Add certificate chain:

$ sudo certutil -A -d /etc/httpd/alias -i va root ca_s2 cert.pem -t CT,, -n va_root ca s2
$ sudo certutil -A -d /etc/httpd/alias -i va intermediate cal s2 cert.pem -t CT,, -n
va_intermediate cal s2
$ sudo certutil -A -d /etc/httpd/alias -i va_intermediate ca2 s2 cert.pem -t CT,, -n
va_intermediate ca2 s2

4. Modify certificate database permissions:
$ sudo chmod g+rx,o+rx /etc/httpd/alias
$ sudo chmod -R g+r,o+r /etc/httpd/alias/*

5. Verify installed certificates:
$ certutil -L -d /etc/httpd/alias

6. Create certificate database password file:

$ cat > /etc/httpd/conf/password.conf
internal: ####

NSS FIPS 140-2 Certificate DB:####
<ctrl>d

7. Modify certificate database password file permissions:
$ sudo chmod g+r,o+r /etc/httpd/conf/password.conf

8. Start HTTPD server

$ sudo service httpd start

9. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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4.2.10 NSS Configuration on VM1

6. cp /tmp/INB ERX1.0/downloads/WLSPluginl2.1l.3-Apache2.2-Apache2.4-

Linux x86_64/lib/mod wl 24.so /etc/httpd/modules/ - Need Linux SA assistance.
Note: we are using mod wl 24.so instead of mod wl.so since Apache on this server is
Apache v2.4

7.

- Changed From LoadModule weblogic module modules/mod wl.so To LoadModule
weblogic module modules/mod wl 24.so
- remove “fexit”

| © o

. Remove this step as we will run Apache commands as WebLogic.
. Replace with
sudo systemctl status httpd.service

- sudo systemctl stop httpd.service
- sudo systemctl start httpd.service

The following steps need to be performed on VM1 and VM2:

1. Rename the RPM default ssl.conf file to ssl.conf_orig to prevent Apache from loading
during startup.

$ sudo mv ssl.conf ssl.conf orig

2. Modify NSS configuration:

$ sudo vi /etc/httpd/conf.d/nss.conf

a.

Modify Listen parameter:

#Listen 8443
Listen 443

Modify NSSPassPhraseDialog parameter:

#NSSPassPhraseDialog builtin
NSSPassPhraseDialog file:/etc/httpd/conf/password.conf
NSSFIPS on

Modify VirtualHost tag:

#<VirtualHost default :8443>
<VirtualHost _default :443>

Modify ServerName parameter:

#ServerName www.example.com:8443
ServerName [proxy fgdn]:443

Modify NSS logging parameters:

#ErrorLog /etc/httpd/logs/error log
#TransferLog /etc/httpd/logs/access log
ErrorLog /etc/httpd/logs/nss_error log
TransferLog /etc/httpd/logs/nss_access_log

Modify NSSCipherSuite parameters:

#NSSCipherSuite

+aes 128 sha 256, +aes 256_sha 256,+ecdhe _ecdsa aes 128 gcm sha 256,+ecdhe_ecdsa_ae
s 128 sha,t+ecdhe ecdsa aes 256 sha,t+ecdhe rsa aes 128 gcm sha 256,+ecdhe rsa aes 1
28 sha,+ecdhe rsa aes 256 sha,+rsa_aes_ 128 gcm sha 256,+rsa aes 128 sha,+rsa_aes 2
56_sha

NSsSCipherSuite +rsa aes 128 sha,+rsa_aes 256 sha

Modify NSSProtocol parameters:

#NSSProtocol SSLv3,TLSv1.0,TLSv1.1
NSSProtocol TLSvl.1l,TLSv1.2

Modify NSSNickname parameter:

#NSSNickname Server-Cert
NSSNickname [proxy fqdn]
NSSEnforcevValidCerts off

Save the nss.conf file.

3. Start HTTPD server
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$ sudo service httpd start

4. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.

4.2.11 NSS Configuration on VM2

6. cp /tmp/INB ERX1.0/downloads/WLSPluginl2.1l.3-Apache2.2-Apache2.4-

Linux x86 64/lib/mod wl 24.so /etc/httpd/modules/ - Need Linux SA assistance.
Note: we are using mod wl 24.so instead of mod wl.so since Apache on this server is
Apache v2.4

7.

- Changed From LoadModule weblogic module modules/mod wl.so To LoadModule
weblogic module modules/mod wl 24.so

- remove “fexit”

8. Remove this step as we will run Apache commands as WebLogic.

9. Replace with

- sudo systemctl status httpd.service

- sudo systemctl stop httpd.service

- sudo systemctl start httpd.service

The following steps need to be performed on VM1 and VM2:

1. Rename the RPM default ssl.conf file to ssl.conf_orig to prevent Apache from loading
during startup.

$ sudo mv ssl.conf ssl.conf orig

2. Modify NSS configuration:

$ sudo vi /etc/httpd/conf.d/nss.conf

a. Modify Listen parameter:
#Listen 8443
Listen 443
b. Modify NSSPassPhraseDialog parameter:

#NSSPassPhraseDialog builtin
NSSPassPhraseDialog file:/etc/httpd/conf/password.conf
NSSFIPS on

c. Modify VirtualHost tag:

#<VirtualHost default :8443>
<VirtualHost _default :443>

d. Modify ServerName parameter:
#ServerName www.example.com: 8443
ServerName [vm2 fgdn]:443

e. Modify NSS logging parameters:
#ErrorLog /etc/httpd/logs/error log
#TransferLog /etc/httpd/logs/access log
ErrorLog /etc/httpd/logs/nss_error log
TransferLog /etc/httpd/logs/nss_access_log

f. Modify NSSProtocol parameters:

#NSSProtocol SSLv3,TLSv1.0,TLSvl.1
NSSProtocol TLSvl.1l,TLSv1.2

g. Modify NSSNickname parameter:

#NSSNickname Server-Cert
NSSNickname [proxy fqdn]
NSSEnforceValidCerts off

h. Save the nss.conf file.
3. Start HTTPD server

$ sudo service httpd start
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4. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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4.2.12 Install Apache Plug-in for WebLogic on VM1 and VM2

The following steps need to be performed on VM1 and VM2:
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download Oracle WLS Plugin 12.1.3 archive (v44415-01) to the downloads directory:

Download from AITC IEP eRx Downloads directory

4. Unzip the Oracle WLS Plugin 12.1.3 archive to in the downloads directory:

unzip fmw 12 1 3 0 wls plugin v44415-01.zip
unzip WLSPluginsl2c-12.1.3.zip WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64.zip
mkdir WLSPluginl2.1.3-Apache2.2-Apache2.4-Linux x86 64 B B
unzip WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64.zip \

-d WLSPluginl2.1.3-Apache2.2-Apache2.4-Linux x86 64
$ chmod -R o+rx WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64
$ exit

5. You should be back in your normal Linux login account.

6. Copy the Apache Plug-in for WebLogic libraries to the Linux system library directory (the
following must be performed by a system administrator):

$ sudo cp /u0l/downloads/WLSPluginl2.1.3-Apache2.2-Apache2.4-Linux x86 64/lib/mod * \
/usr/1lib64/httpd/modules

4.2.13 Configure Apache Plug-in for WebLogic on VM1
The following steps need to be performed on VM1 and VM2:

Ur U U

1. Log into Linux and sudo su to the root account:

$ sudo su -
# cat > /etc/httpd/conf.d/weblogic.conf
LoadModule weblogic module modules/mod wl.so

<IfModule weblogic module>
WebLogicCluster [vml fqdn]:8001, [vm2 fqgdn]:8001
MatchExpression /*
WLExcludePathOrMimeType /cpanel/*
WLIOTimeoutSecs 300
WLProxySSL OFF
WebLogicSSLVersion TLSvl 1 TLSvl 2
WLSocketTimeoutSecs 2
DebugConfigInfo ON

</IfModule>

<CTRL><d>

# exit

2. You should be back in your normal Linux login account.
3. Restart Apache

$ sudo service httpd stop
$ sudo service httpd start

4. Review access_log, error_log, nss_access_log and nss_error_log to ensure Apache is
functioning correctly.
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4.2.14 Configure Apache Plug-in for WebLogic on VM2
The following steps need to be performed on VM1 and VM2:
1. Log into Linux and sudo su to the root account:

$ sudo su -

# cat > /etc/httpd/conf.d/weblogic.conf
LoadModule weblogic module modules/mod wl.so
LoadModule weblogic module modules/mod wl 24.so

<IfModule weblogic _module>
WebLogicCluster [vml fqdn]:8001, [vm2 fqdn]:8001
MatchExpression /*
WLExcludePathOrMimeType /cpanel/*
WLExcludePathOrMimeType /inbound/*
WLIOTimeoutSecs 300
WLProxySSL OFF
WebLogicSSLVersion TLSvl 1 TLSvl 2
WLSocketTimeoutSecs 2
DebugConfigInfo ON

</IfModule>

<CTRL><d>

# exit

2. 'You should be back in your normal Linux login account.
3. Restart Apache

$ sudo service httpd stop
$ sudo service httpd start

4. Review access_log, error_log, nss_access_log and nss_error_log to ensure Apache is
functioning correctly.

4.2.15 Create IEP CPanel on VM1 and VM2
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/deployments

3. Download the CPanel Archive (cpanel_yyyymmdd.tgz) to the deployments directory:

Download from AITC IEP eRx Deploymentss directory
$ exit

4. You should be back in your normal Linux login account.

5. Unpack the CPanel Archive from the root (/) directory:

$ cd /
$ sudo tar xvf /ull/deployments/cpanel yyyymmdd.tgz
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4.2.16 Install Apache SSOi Web Agent on VM1

1. Start Xming or other X Server on your Windows Desktop/Laptop. Connect to the server
using Putty. The DISPLAY environment variable should be set.

2. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

3. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

4. Download CA SiteMinder Apache Web Agent (smwa-12.51-cr07-linux-x86-64.zip) to the
downloads directory:
Download from AITC IEP eRx Downloads directory

5. Unzip the CA SiteMinder Apache Web Agent archive to in the downloads directory:

cd /u0l/downloads

unzip smwa-12.51-cr07-1linux-x86-64.zip —-d smwa-12.51-cr07-1linux-x86-64
chmod o+rx smwa-12.51-cr07-1linux-x86-64

chmod o+r smwa-12.51-cr07-1linux-x86-64/layout.properties

chmod ugo+trx smwa-12.51-cr07-1inux-x86-64/ca-wa-12.51-cr07-1inux-x86-64.bin
exit

6. You should be back in your normal Linux login account.

7. Execute the CA SiteMinder Apache Web Agent installer (the following must be
performed by a system administrator):
$ sudo /u0l/downloads/smwa-12.51-cr07-1linux-x86-64/ca-wa-12.51-cr07-1linux-x86-64.bin -i

console

8. Press <Enter> to continue installing in Console mode:
PRESS <ENTER> TO CONTINUE: <ENTER>

9. Press <Enter> many times to scroll through license agreement:
PRESS <ENTER> TO CONTINUE: <ENTER>

10. Enter “Y™ to accept license agreement:
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): Y

11. Enter installation path:

ENTER AN ABSOLUTE PATH, OR PRESS <ENTER> TO ACCEPT THE DEFAULT
: /u0l/app/CA/webagent

12. Confirm installation path:

INSTALL FOLDER IS: /u0l/app/webagent
IS THIS CORRECT? (Y/N): Y

13. Confirm installation details:

Please Review the Following Before Continuing:
Product Name:
CA SiteMinder Web Agent
Install Folder:
/u01/app/webagent
Disk Space Information (for Installation Target):
Required: 300,510,677 Bytes
Available: 60,435,013,632 Bytes
PRESS <ENTER> TO CONTINUE: <ENTER>

14. Confirm exit from installer:
PRESS <ENTER> TO EXIT THE INSTALLER: <ENTER>

4.2.17 Configure Apache SSOi Web Agent on VM1
1. Log into Linux and sudo su to the root account (the following must be performed by a
system administrator):
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$ sudo su -

2. Change directory to the agent home and "source™ the Siteminder environment:

# cd /u0l/app/CA/webagent
# . ./ca_wa_env.sh

3. Change to install config info directory and launch the configuration wizard:

# cd install config info
# ./ca-wa-config.sh -i console

4. Type 1 to register the trusted host, then Press Enter

->1- Yes, I would like to do Host Registration now.
2- No, I would like to do Host Registration later.

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR
PRESS <ENTER> TO ACCEPT THE DEFAULT: 1

5. In the Admin User Name prompt, type threg then press Enter

Enter the name of an administrator who has the right to register trusted hosts
with the Policy Server.

This entry must match the name of an administrator defined in the Policy
Server.

Admin User Name (Default: ): threg

6. For Shared Secret Rollover, type n then press Enter
Enable Shared Secret Rollover (y/n) (Default: n): n

7. Type the threg password then press Enter

Enter the password of an administrator who has the right to register trusted
hosts with the Policy Server. This entry must match the name of an
administrator defined in the Policy Server.:

Confirm Admin Password: <- val234!

8. Type the Trusted Host Name then press Enter

Specify the name of the host you want to register with the Policy Server.

Enter the name of the host configuration object. The name must match a host
configuration object name already defined on the Policy Server.

Trusted Host Name (Default: ): [proxy fgdn]

9. Type the Host Configuration Object then press Enter

Host Configuration Object (Default: ): [iam hco]

10. Type the Policy Server IP Address then press Enter

Policy Server IP Address

Enter the IP Address of the Policy Server where you are registering this host.

Policy Server IP Address (Default: ): [iam policy]

11. In the FIPS Mode Settings, select 3 then press Enter

FIPS Mode Setting

->1- FIPS Compatibility Mode
2- FIPS Migration Mode
3- FIPS Only Mode
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ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT::

12. Press Enter twice to accept the default file name and location of Host configuration

Host Configuration file location

Enter file name (Default: SmHost.conf) :

Enter location (Default: /u0l/app/CA/webagent/config) :

13. Select 1 for Apache Web Server, then press Enter

Select Web Server (s)

1- Apache Web Server
2- Domino Web Server
->3- iPlanet or Sun ONE Web Server

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

PRESS <ENTER> TO ACCEPT THE DEFAULT: 1

14. Specify the path to apache instance /home/apache/httpd

Apache Web Server path

Enter the root path of where Apache Web server installed.

Please enter path (Default: ): /etc/httpd

15. Select the Apache version, type 3 then press Enter

Apache Version

Please select a choice for the Apache version.

1- Apache version 1.x
2- Apache version 2.x
3- Apache version 2.2.x
4- Apache version 2.4.x

ENTER THE NUMBER OF THE DESIRED CHOICE: 4

16. Select the Apache Type, type 6 then press Enter

Apache Server Type

Please select one of the following appropriately match your previous selection

1- Oracle HTTP Server

2- IBM HTTP Server

3- HP Apache

4- ASF/RedHat Apache

5- RedHat JWS HTTP Server

ENTER THE NUMBER OF THE DESIRED CHOICE: 4

17. Type 1 to confirm the Apache version

Select Web Server (s)

1- [] Apache 2.2.15

Select the web server(s) you wish to preserve or configure/reconfigure as
Web Agent (s). Enter a comma-separated list of numbers representing the
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desired choices. Already configured web servers are marked as [x] in the
above list, you can un-configure or skip these web servers in next steps by
not listing them in comma-separated list here.: 1

18. Type the Agent Configuration Object, then press Enter

Agent Configuration Object

Enter the name of an Agent Configuration Object that defines the configuration
parameters which the Web Agent will use for Apache 2.2.15.

Agent Configuration Object (Default: AgentObj): PREAgentConfig

19. To select Basic over SSL Authentication, Type 1 then press Enter

SSL Authentication

The following SSL configurations are available for this web server. If the
Web Agent will be providing advanced authentication, select which
configuration it will use to configure Apache 2.2.15.

->1- HTTP Basic over SSL
2- X509 Client Certificate
3- X509 Client Certificate and HTTP Basic
4- X509 Client Certificate or HTTP Basic
5- X509 Client Certificate or Form
6-— X509 Client Certificate and Form
7- No advanced authentication

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1

20. Type 1 on the Webagent Enable prompt then press Enter

Webagent Enable option

Please select Yes to Enable the WebAgent

1- Yes
->2- No

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1

21. On the Summary Screen, Type 1 then press Enter

Web Server Configuration Summary

Please confirm the configuration selection. Accept the configuration and
press 'Enter' to continue. To change one or more settings, select 'Previous'.
Select 'Cancel' will exit the configuration.

Configure the following webserver (s):

Apache Server:

Apache 2.2.15

Agent Configuration Object: PREAgentConfig
SSL Authentication type: HTTP Basic over SSL

IS WebAgent Enabled: YES
Please enter a choice.
->1- Continue
2- Previous

3- Cancel

ENTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE
DEFAULT: 1
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22. Continue installation if ssl.conf file doesn’t exist:

1- Continue
2- Exit

Unable to process configuration. File /etc/httpd/conf.d/ssl.conf doesnt
exist. Please make sure the configuration path is valid.

Please select a choice.: 1

23. Confirm exit from installer:
PRESS <ENTER> TO EXIT THE INSTALLER: <ENTER>

24. Enter “exit” to log out of root account:
# exit

25. You should be back in your normal Linux login account.

4.2.18 Post Configure Edits for Apache SSOi Web Agent on VM1
1. Log into Linux and sudo su to the root account:

$ sudo su -

2. Edit /Ju0l/app/CA/webagent/config/SmHost.conf:

vi /u0l/app/CA/webagent/config/SmHost.conf
3. Verify policyserver entries:

# Add additional bootstrap policy servers here for fault tolerance.
[iam policy servers]

4. Edit /etc/httpd/conf/WWebAgent.conf:

vi /etc/httpd/conf/WebAgent.conf

5. Enable the agent:
EnableWebAgent="YES”
6. For an embedded Apache web server (included by default) on a RedHat Linux system,

modify certain configuration files to accommodate the product first. Follow these steps:.

cp /etc/sysconfig/httpd /etc/sysconfig/httpd.orig
vi /etc/sysconfig/httpd

Add the following line to the end of the file:

PATH=SPATH:web agent home/bin
Save the changes and close the text editor.

7. Source ca_wa_env.sh script in the following file (instead of starting it manually each
time):
cp /etc/init.d/httpd /etc/init.d/httpd.orig
vi /etc/init.d/httpd
Add the following code snippet after the similar snippet for /etc/sysconfig/httpd

# Source CA Webagent environment
if [ -f /u0l/app/CA/webagent/ca wa env.sh ]; then
. /u0l/app/CA/webagent/ca wa env.sh
fi
8. Modify the apachectl script to set the webagent environment variables:
cp /usr/sbin/apachectl /usr/sbin/apachectl.orig
vi /usr/sbin/apachectl
Locate a line resembling the following example:
# Source /etc/sysconfig/httpd for S$HTTPD setting, etc

Add the following code snippet after the similar snippet for /etc/sysconfig/httpd/:

# Source CA Webagent environment
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if [ -r /u0l/app/CA/webagent/ca wa env.sh ]; then
. /ul0l/app/CA/webagent/ca wa env.sh
fi

9. Modify permission of CA SmHost.conf file

# chmod 666 /u0l/app/CA/webagent/config/SmConf.conf

10. Create /opt/ca/webagent symbolic link

# mkdir /opt/ca
# chmod 755 /opt/ca
# 1n -s /ul0l/app/CA/webagent/ /opt/ca/webagent

11. Modify ownership and permission of CA Webagent log files

# chown apache:apache /u0l/app/CA/webagent/log
# chmod 777 /u0l/app/CA/webagent/log

12. Modify trace file verbocity
Modify SSOi WebAgent trace.conf file:

# cd /opt/ca/webagent/config
# vi trace.conf

Modify lines near the bottom per the following:

nete.enableConsolelLog=0
nete.enableFileLog=0
nete.logFile=0

nete.conapi.logLevel=0
nete.conapi.ipc.logLevel=0
nete.conapi.tcpip.logLevel=0

nete.mon.monitoringApiLogLevel=0

Modify SSOi WebAgent WebAgentTrace.conf file:

# vi WebAgentTrace.conf

Modify lines neer the bottom to be:

components: WebAgent
data: Date, Time, Pid, Function, TransactionID, User, Message

13. Modify sysctl for Apache on RHEL 7.
Open a text file for sysctl properties:

dzdo systemctl edit httpd.service

Insert the following:

[Service]

ExecStart=

ExecReload=

ExecStart=/bin/bash -a -c 'source /u01/CA/webagent/ca_wa_env.sh && exec /usr/sbin/httpd
$OPTIONS -DFOREGROUND'

ExecReload=/bin/bash -a -c 'source /u01/CA/webagent/ca_wa_env.sh && exec /usr/shin/httpd
$OPTIONS -k graceful’

Close and save.
This will create /etc/systemd/system/httpd.service.d/override.conf.

Reload the deamon:
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dzdo systemctl daemon-reload

httpd should come up with a normal start command.

If a “file not found” error occurs, file “ca_wa_env.sh” may be in a different location.
These files can get installed in different locations across different systems.

If this is the case, execute a find command:

dzdo find / -name ‘ca_wa_env.sh’
If ‘ca_wa_env.sh’ is not found, search for “set-apache-env.sh”.

dzdo find / -name ‘set-apache-env.sh’
Update override.conf with the correct path.

Reload the deamon:
dzdo systemctl daemon-reload

Verify system is functioning correctly.

14. Restart Apache and check the logs for connection or errors.

# exit
$ sudo service httpd stop
$ sudo service httpd start

4.3 Download and Extract Files
This section is not applicable to this guide.

4.4 Database Creation
This section is not applicable to this guide.

4.5 Installation Scripts

This section is not applicable to this guide.

4.6 Cron Scripts

This section is not applicable to this guide.

4.7 Access Requirements and Skills Needed for the
Installation

This section is not applicable to this guide.

4.8 Installation Procedure

This section provides step-by-step instructions for installing all components of the Inbound eRx
software on all platforms.
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4.8.1 WebLogic Installation

The following subsections describe the steps to install the WebLogic application server. Most
activities are to be performed by the WebLogic Administrator.

4.8.1.1 Install WebLogic

1.

10.

11.

12.
13.

Log into Linux and sudo to the weblogic account as follows:
$ sudo su - weblogic
Modify the weblogic Linux account .bash_profile, replace the PATH= and export PATH

with the following near the end of the file:

export JAVA HOME=/u0l/app/java/latest
export PATH=${JAVA HOME}/bin:${PATH}:S${HOME}/bin

Exit weblogic account:

S exit
Start Xming or other X Server on your Windows Desktop/Laptop. Connect to the server
using Putty. The DISPLAY environment variable should be set.

Log into Linux and modify your .Xauthority permissions:

$ chmod 755 ~
$ chmod 644 ~/.Xauthority

Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

Copy the .Xauthority file from your normal Linux account to the current account:

$ cp ~yourusername/.Xauthority .

Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

Download Oracle WLS 12.1.3 installer (v44413-01) to the downloads directory:
Download from AITC IEP eRx Downloads directory
Unzip the Oracle WLS 12.1.3 installer to the downloads directory:

$ unzip fmw 12.1.3.0.0 wls v44413-01.zip

Run the Oracle WLS 12.1.3 installer:

$ java -jar fmw 12.1.3.0.0 wls.jar
Enter “y” to accept prerequisite checks.
Enter “/u01/app/oralnventory”.
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14. Select OK.

Figure 3: Install WebLogic — Oracle Fusion Middleware Installation Inventory Setup

Installation Inventory Setup _ORACLE

Central Inventory Directory

Enter the Central Inventory directory for all your oracie Instaliations The instafler will create a new
central inventory directory If it does not exist

Inventory Directory I . ] 1 /uOl/app/umluvenlu«v] Browse
i (1A FOrecery

Operating Svstem Croup - jaeblogic -

Specify a group with write permission to the inventory

directory
Central Inventory Pointer File
Click OK to creme a script (createCentralinventory sh) in the inventory directory. Run this script 1o
create a pointer file, which is used 10 Igentity the location of the central inventory for future
Instaliations and administrative operations, such as patching and upgrade

Help QK Cancel

© Oradle Fusion Middleware 12¢ Installation Inventory Setup =1 =10} x|

15. The Oracle Universal Installer will appear for a few moments.

Figure 4: Install WebLogic — Oracle Universal Installer Dialog Box

Oracle Fusion Middleware 12c Weblogic
Installer

Staring Wizard Frame Generation

Copyright ® 1996, 2014, Oracle and/aor its affiliates. All rights reserved.
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16. Once the installer is complete, select Next.

Figure 5: Install WebLogic — Oracle Fusion Middleware WebLogic Server and Coherence
Installer

© Oracle Fusion Middleware 12c WebLogic Server and Coherence Installation - Step 1 of 7 — | EI|_|

Welcome ORACLE m
FUSIOH MIDDLEWARE

\T" Welcome I

| f : . PPN - ]

v Installation Location ‘Welcome to the Oracle Fusion Middleware 12¢{12.1.3.0.0) WebLogic Server and Coherence Installer.
+ Installation Type Use this installerto create a new Oracle home that contains the Oracle WeblLogic Server and Oracle
| Coherence software. You can use this software to configure a WeblLogic Server domain for the

¥ Prereguisite Checks deployment of Java applications.

| .

¥ Installation Summal Formore information, see Install, Patch, and Uparade in the Qracle Fusion Middleware

| I

T Installation Progress e A

I

Installation Complete Context-sensitive online help is available from the Help buttan.

Copyright ® 1996, 2014, Oracle and/or its affiliates. All rights reserved.

Help Mext = Cancel
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17.

Enter Oracle Home: “[ORACLE_BASE]”.

18. Select Next.

Figure 6: Install WebLogic — Installation Location

O Oracke Fusicm Muddicware 12¢ Weblogic Server ond Coherence Installation - Step 2ol 7
Installation Location
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1M Sege
. "oiere
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Trw Orache ﬂnno[ ﬁmmxﬁﬂ Wl Be used for o) Oracie Semturs Sets i this imstalialion
TRES DAge Nty SHOWS Feature Sers nsTUNG 31 The Seelted Orack Home
% Joes nat show Feature Sets matalied anyshere eise
Heip < Jack Next > Cancel
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19. For Installation Type, select the WebLogic Server radio button.
20. Select Next.
Figure 7: Install WebLogic — Installation Type

Installation Type
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Installation Location

€€ € ——C—— € - ——

Installation Type
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Security Updates
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Installation Progress
Installation Complete
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‘WebLogic Client Jars 12.1.3.0.0
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Administration Console Additional Language Help Files 12.1.3.0.0
CIEWLS Config 12.1.3.0.0
= Database Support
Thirdparty |DEC Drivers 12.1.3.0.0
[ Open Source Components
Third Party Jackson 12.1.3.0.0
Third Party Jersey 1.18.0.0.0
Third Party Maven Apache 3.0.5.0.0
(=) QOracle Installation Infrastructure

-
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»

= Back Mext = |

Cancel
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21. Select Next again on the Prerequisite Checks screen.
Figure 8: Install WebLogic — Prerequisite Checks

T
1

i
b
I
T
i
L4
I
T
I

Prerequisite Checks

Welcome
Installation Location
Installation Type
Prerequisite Checks
Security Updates
Installation Summary

n Prog

Help

‘© Oracle Fusion Middleware 12¢ WeblLogic Server and Coherence Installation - Step 4 of 8 P[] oS

_ORACLE
FUSION MIDDLEWARE

100%

& Checking operating system certification

Checking operating system certification

44

Checking Java version used to launch the installer

V| View Successful Tasks ViewLog

Checking Java version used to launch the installer

<Back | MNext> Cancel

22. On the Security Updates screen, leave the Email field blank.

23. Uncheck “l wish to receive security updates via My Oracle Support”.

24. Select Next.
Figure 9: Install WebLogic — Security Updates Screen

C——C—&—T@HE€€—€—4&

© Oracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 5 of 8
Security Updates

Welcome

Installation Location

hstallation Type
Prerequisite Checks

Security Updates

nstallation Summary
Installation Progress

Installation Complete

Help

Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details

Email:
Easier foryou if you use your My Oracle Support email
addressfusername.

| wish to receive security updates via My Oracle Support.

=< Back Mext > Cancel

=1of x|

_ORACLE
FUSION MIDDLEWARE
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25. Select Yes to acknowledge not receiving critical security issues notifications.
Figure 10: Install WebLogic — My Oracle Support Username/Email Address Not Specified

Dialog Box
O My Oracle Support Username/Email Address Not ﬂ

o You have not provided an email address.

Do youwish to remain uninformed of critical security
issues inyour configuration?

Yes Mo

26. On the Installation Summary screen, select Install.
Figure 11: Install WebLogic — Installation Summary Screen
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27. Wait while the installation progresses.
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28. Once the installation is complete, the following screen will display.

29. Select Next.
Figure 12: Install WebLogic — Installation Progress Screen

© Oracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 7 of 8 =10 LI
Installation Progress (DR—ACLE
FUSION MIDDLEWARE
T Welcome
: 100% |
o  Prepare
& copy
o  Cenerating Libraries
Installation Summary
; «  Performing String Substitutions
(e Installation Progress
T 9 & |Linking
@ Installation Complete & S
o Saving the inventary
& |Postinstall scripts
ViewMessages ¥ View Successful Tasks ViewLog
w Hardware and Software
H Engineered to Work Together
Help Next > Finish

30. On the Installation Complete screen, leave Automatically Launch the Configuration

Wizard checked.

31. Select Finish.
Figure 13: Install WebLogic — Installation Complete
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32. The Oracle Configuration Wizard splash screen will appear for a few moments.
Figure 14: Install WebLogic — Oracle Configuration Wizard Splash Screen

Configuration Wizard

Copyright € 1996, 2014, Oracle and/for its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/for its
affiliates. Other names may be trademark of their respective owners.

33. On the Configuration Type screen, select Create a new domain.

34. Enter the following in the Domain Location:
[ORACLE BASE]/user projects/domains/[domain]

35. Select Next.
Figure 15: Install WebLogic — Create New Domain
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36. On the Templates screen, select the Create Domain using Product Templates radio

button.

37. Under Available Templates, select “Basic WebLogic Server Domain”.

38. Select Next.
Figure 16: Install WebLogic — Templates Screen
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39. On the Administrator Account screen, enter Name: “weblogic”

40. Enter Password: “XXXXXXXX”’
41. Enter Confirm Password: “XxXXxXxXxxx”’

42. Select Next.

Figure 17: Install WebLogic — Administrator Account Screen

Administrator Account
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Domain Mode and DK
Advanced Configuration
Configuration Summary

Configuration Progress
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43. On the Domain Mode and JDK screen, select the Development radio button for the
Domain Mode.

44. For JDK, select the Oracle HotSpot 1.8.0_xxx radio button.

45. Select Next.

Templates

o Administrator Account

Domain Mode and JDK

A~
T
)
|

,T\
T
I

Help

Figure 18: Install WebLogic - Domain Mode and JDK
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46. On the Advanced Configuration screen, check Administration Server, Node Manager,
and Managed Servers, Clusters and Coherence.

47. Select Next.
Figure 19: Install WebLogic— Advanced Configuration
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48. On the Administration Server screen, enter Server Name: “AdminServer”

49. Enter Listen Address: “All Local Addresses”

50. Enter Listen Port: “7001”
51. Uncheck the check box for Enable SSL.
52. Leave the SSL Listen Port field blank.

53. Select Next.

Figure 20: Install WebLogic — Administration Server Screen
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54. On the Node Manager screen, select the Per Domain Default Location radio button.
55. Enter Username: “weblogic”

56. Enter Password: “xxxxxxxx”

57. Enter Confirm Password: “xxxxxxxx”
58. Select Next.

Figure 21: Install WebLogic — Node Manager
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59. On the Managed Servers screen, select Add.
60. Enter the Server Name: “erx1”
61. Enter the Listen Address: [vm1_fqdn]
62. Enter Listen Port: “8001”
63. Leave Enable SSL unchecked.
64. Leave SSL Listen Port empty (Disabled).
65. Select Add.
66. Enter Server Name: “erx2”
67. Enter Listen Address: [vm2_fqdn]
68. Enter Listen Port: “8001”
69. Leave Enable SSL unchecked.
70. Leave SSL Listen Port empty (Disabled).
71. Select Next.
Figure 22: Install WebLogic — Managed Servers
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72.
73.
74.
75.
76.
77.
78.

On the Clusters screen, select Add.

Enter Cluster Name: “erx”

Enter Cluster Address: “[vm1_fqdn]:[erx_port], [vm2_fqdn]:[erx_port]”
Enter Frontend Host: “[proxy_fqdn]”

Enter Frontend HTTP Port: “80”

Enter Frontend HTTPS: “443”

Select Next.
Figure 23: Install WebLogic — Clusters
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79. Assign “erx1” and “erx2” servers to the “erx” cluster.
80. Select Next.

81.
82.
83.
84.
85.
86.
87.
88.

Figure 24: Install WebLogic — Assign Servers to Clusters

=iz
AFEgn Servers w Clusoers r% #
s . et
L — e
.I. Perar Moy arl )
TR
: Hrch Haniagu
e
re .
i :lll"kl:.:'\. [DERDIS S
} s
T Cj‘ﬂ.‘l ka1 35 [
e o
L, rra oty
jl] [ar [TH] sance|
Select Add.
Enter Name: “machinel”
Enter Node Manager Listen Address: “[vm1_fqdn]”
Enter Node Manager Listen Port: “5556”
Enter Name: “machine2”
Enter Node Manager Listen Address: “[vm1_fqdn]”
Enter Node Manager Listen Port: “5556”
Select Next.
Figure 25: Install WebLogic — Machines
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89. On the Assign Servers to Machines screen, add “AdminServer” on Servers panel to
“machinel” on Machines panel.

90. Add “erx1” on Servers panel to “machinel” on Machines panel.
91. Add “erx2” on Servers panel to “machine2” on Machines panel.

92.

Select Next.

Figure 26: Install WebLogic — Assign Servers to Machines
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93. On the Configuration Summary screen, select Create to accept the options and start
creating and configuring the new domain.

Figure 27: Install WebLogic — Configuration Summary Screen
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Select Create to accept the above options and start creating and configuring a new domain. To change the
above configuration before starting Domain Creation, go backto the relevant page by selecting its name in
the left pane, or by uzing the Back buttan.

= Back Create Cancel

94. Once the configuration
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95. If the configuration is successful, the Configuration Success screen will display as
illustrated in the figure below.

96. Select Finish.
Figure 28: Install WebLogic - Configuration Success
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97. The Oracle WebLogic Server 12.1.3 installation and configuration should be complete at

this time. To modify the configuration, re-run the configuration wizard:

$ cd [ORACLE BASE]/oracle common/common/bin
$ ./config.sh

98. Modify the configuration as needed.

PRE IEP Pentaho 8.2
DIRB 61 February 2020



48.1.2 Set Temporary Environment on VM1

On VML, set temporary environment. Remember to amend the DOMAIN_HOME environment
variable to match your domain:

$ export ORACLE_BASE=[ORACLE BASE]
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=$ORACLE BASE/user projects/domains/ [domain]

4.8.1.3 Create a Domain Boot Identity File on VM1
On VM1, create a boot identity file for the domain if it doesn’t exist:

$ mkdir -p $DOMAIN_HOME/servers/AdminServer/security

$ cat > SDOMAIN HOME/servers/AdminServer/security/boot.properties
username=weblogic

password=#########

<ctrl>d

48.1.4 Copy ldentity/Trust Store Files on VM1
Copy the server identity key store to the WebLogic domain “security” directory on VML1:

$ cp /ull/certificates/ [proxy fgdn].jks $SDOMAIN HOME/security/[proxy fqgdn].jks
48.1.5 Configure nodemanager Identity/Trust Store on VM1
On VML, edit nodemanager.properties to add identity/trust store configuration:

$ cd SDOMAIN HOME/nodemanager
$ cp nodemanager.properties nodemanager orig.properties
$ vi nodemanager.properties

Add the following lines at the end of the file:

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fgdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/[proxy fqdn].jks
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase=[privatekey passphrase]

Enter :wq to save the file and exit vi.
48.1.6 Configure TLS on VM1
On VM1, edit startManagedWeblogic.sh to modify TLS configuration:

$ cd $DOMAIN_HOME/bin
$ cp startWeblogic.sh startWeblogic orig.sh
$ vi startWeblogic.sh

Modify the JAVA_OPTIONS as follows:

JAVA OPTIONS="${SAVE JAVA OPTIONS} -Dweblogic.security.SSL.minimumProtocolVersion=TLSv1l.1”
Enter :wq to save the file and exit vi.
4.8.1.7 Copy ldentity/Trust Store Files on VM2
Copy the server identity key store to the WebLogic domain “security” directory on VM1:

$ cp /ull/certificates/ [proxy fgdn].jks SDOMAIN HOME/security/[proxy fgdn].jks
4.8.1.8 Configure nodemanager ldentity/Trust Store on VM2
On VM1, edit nodemanager.properties to add identity/trust store configuration:

$ cd $DOMAIN_ HOME/nodemanager
$ cp nodemanager.properties nodemanager orig.properties
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$ vi nodemanager.properties

Add the following lines at the end of the file:

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fgdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/[proxy fqdn].jks
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase= [privatekey passphrase]

Enter :wq to save the file and exit vi.
4.8.1.9 Disable basic authentication
On VM1, edit config.xml to disable basic authentication:

$ cd S$SDOMAIN HOME/config.xml
$ cp config.xml config orig.xml
$ vi config.xml

Add the following line before the end tag </security-configuration>:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>
Enter :wq to save the file and exit vi.
4.8.1.10 Configure JPA for Domain on VM1
On VML, edit setDomainEnv.sh script to add JPA modules via PRE_CLASSPATH:

$ cd $DOMAIN_HOME/bin
$ cp setDomainEnv.sh setDomainEnv_orig.sh
$ vi setDomainEnv.sh

Add the following two lines after the first line in the script:
PRE_CLASSPATH=[ORACLE BASE]/oracle_common/modules/javax.persistence 2.1.jar: [WLS_HOME]/module

s/com.oracle.weblogic.jpa2lsupport 1.0.0.0 2-1.jar
export PRE CLASSPATH

Enter :wq to save the file and exit vi.
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4.8.1.11 Create Inbound eRx Datasource

This section provides step-by-step instructions for deploying VistA Link Connector.

1. Navigate to Services, then to Data Sources.

2. From the Data Sources page, select New.
Figure 29: Create Inbound eRx Datasource — Datasources

ORACLE WebLogic Server Administration Gonsole 12c —

Change Center @ Home Log Out Preferences Record Help [+} Welcome, weblogic ‘ Connected to: ercdomaini
View changes and restarts Home =Summary of Servers =Summary of JDBC Data Sources =Summary of Servers =Summary of JDBC Data Sources
Configuration editing is enablad. Future Summary of JDBC Data Sources
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration | Monitoring
Domain Structure
encdh 1 A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a poal of JDBC connections.
E; ;ma\r Applications can lock up a data source on the INDI tree and then bormow 2 database connection from a data source.
~Environment

--Deplayments

This page summarizes the JDBC data source objects that have been created in this domain.
EH-Services

~Messaging

--Data Sources [ Customize this table

—Persistent Stores

~Foreign JNDI Providers Data Sources (Filtered - More Columns Exist)

Mew + | | Delste Showing 0 to 0 of 0 Previous | Next

--xgé:Er.t\ty Caches [ | name Type INDI Name Targets
:“Mail Sessions There are no items to display
i—Fil= T3

@ New v | | Delete Showing 0 to 0 of 0 Previous | Next
How do I...
| Generic Data Source

System Status | GridLink Data Source

Multi Data Source
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. Enter Name: InboundErxDataSource

Enter JINDI Name: jdbc/InboundErxDataSource
Select Database Type: Oracle

. Select Next.

o Ul A~ W

Figure 30: Create Inbound eRx Datasource — Datasource Properties

ORACLE WebLogic Server Administration Console 12¢

What databass type would you like to sslect?

Database Type: Oracle

Back| | Next ‘Finish ‘Cam:el

Change Center @ Home Log Out Preferences Record Help ‘
T e Home =Summary of JDBC Data Sourcas
Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you
modify, add or delete items in this domain. Back| [Hext ‘ T ‘ Cancel
PR TS JDBC Data Source Properties
endomainl
The following properties will be used to identify your new JDBC data source.
E-Environment G < prop fy
- Deployments * Indicates required fields
=-Senvices
E-Messaging What would you like to name your new JDBC data source?
--Data Sources
-~ Persistent Stores * Name:
~Forsign INDI Providers a3 InboundErxDataSource
~~Work Contexts
--XML Registries What JNDI name would you like to assign to your new IDEC Data Source?
~~XML Entity Caches
~5COM E] INDI Name:
~~Mail Sessions v jdbc/InboundErxDataSource
~-Fil= T3
How do L... |
System Status |

Welcome, weblogic | Connectad to: erxdomainl

7. Select Database Driver: Oracle’s Driver (Thin XA) for Instance connections;

Versions: Any
8. Select Next.

Figure 31: Create Inbound eRx Datasource — Database Driver

ORACLE WeblLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help |

Home =5 f IDBC Data So
View changes and restarts ome =Summary o = uress

Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you

modify, 2dd or delste items in this domain. Back| | Next | T | Cancel

Domain Structure JDBC Data Source Properties

| --Persistent Stores

| Foreign INDI Providers Oracle WeblLogic Server,
| t-work Contexts

| b-XML Registries

| XML Entity Caches Driver:
o icom

| b-Mail Sessions v Back| ||
L FileT3 -

| Finish | Cancel

d 1
'ED:::IOHnment . The following properties will be used to identify your new 1DBC data source.
;‘"Daploymants
-Services Database Oracle
| EF-Massaging Type:
--Data Sources

‘What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitty supported by

Database |*(Qracla’s Driver (Thin XA) for Instance connections; Versions:Any

Welcome, gi |Cunruechedm: inl

How do I...

9. Select Next.
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Figure 32: Create Inbound eRx Datasource — Transaction Properties

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

emxdomainl

--Deployments

Ft-Services

[B-Messaging

--Data Sources

-~ Persistent Stores
-~Foreign INDI Providers
-~Work Contexts

~~XML Registries

--XML Entity Caches
--§COM

--Fil= T3

Bt-Environment ()

@ Home Log Out Preferences Record Help |
Home =Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Nest | Finish | Gancel

Transaction Options

You have selected an XA JDBC driver to use to create database connection in your new data source. The data source will support global
transactions and use the Two-Phase Commit’ global transaction protocel. No ether transaction configuration options are availabls.

Back | | Mext | Finish | Cancel

2]

Welcome, weblogic | Connected to: ercdomainl

-~ Mail Sessions L
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10. Enter Database Name: [DB_NAME]
11. Enter Host Name: [DB_FQDN]
12. Enter INDI Name: jdbc/InboundErxDataSource

13. Enter Port: [DB_PORT]

14. Enter Password: [DB_PASSWORD]

15. Enter Confirm Password: [DB_PASSWORD]
Figure 33: Create Inbound eRx Datasource — Connection Properties

Change Center
View changes and restarts
Configuration editing is enabled. Future

medify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure

ercdomainl
'Environment
;‘"Deployments
F—P'Serwces
i [+ Messaging
| --Data Sources
-~ Persistent Stores
-~Foreign JNDI Providers
-~Work Contexts
~~XML Registries
--XML Entity Caches
~-jCOM
- Mail Sessions
--File T3

How do I...

|

System Status

|

ORACLE webLogic Server Administration Consals 12¢
@ Home Log Out Preferences Record Help | Q Welcome, weblogic|Connecbed to: erxdomainl

Home =Summary of JDBC Data Sources

Create a New JDBC Data Source

Back | | Mext |F\nish |Caru;el

Connection Properties
Define Connection Froperties.

What is the name of the database you would like to connect to?

Database Name: ERXD1

What is the name or IP address of the database server?
Host Name: vaauserxdbsdev1 aac va
What is the port on the database server used to connect to the database?

Port: 1549

What database account user name do you want to use to create database connections?

Database User Name: ERX_UPDATE_USER
What is the databass account password to use to create database connections?
Password:

Confirm Password: sesssEssEEREBINES

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

Back| | Next |Fmish |Canr;el
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16. Select Test Configuration.

17. If test is not successful, select Back and correct settings, otherwise select Next.
Figure 34: Create Inbound eRx Datasource — Test Connection

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WebLogic Server Administration Console 12¢

Home =Summary of JDBC Data Sources

Create a New JDEC Data Source

Test Configuration Back | | Mext ‘ Finish |Cance|

Domain Structure

eromainl

E-Environment
--Deployments

[Fh-Services

[H-Messaging

--Data Sources

- Persistent Stores
~Foreign INDI Providers
~-Work Contexts

~~XML Registries

=-XML Entity Caches
--COM

-~ Mail Sessions A
~Fila T3

How do I... |

System Status |

Test Database Connection
Test the database availability and the connection properties you provided.

What iz the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle jdbe xa.client.Orac

What is the URL of the databass to connect to? The format of the URL varies by JDBC driver.
URL: jdbc:oracle:thin:@vaause

What database account user name do you want to use to create database connections?
Database User Name: ERX_UPDATE_USER

What is the database account password to use to create database connections?

Password: SEESEEBEERIN BN RNNI

Confirm Password:

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=ER¥_UPDATE_USER

The set of driver properties whose values are derived at runtime from the named system property.

System Properties:

What table name or SQL statement would you like to use to test database connections?

Test Table Name:
5QL ISVALID

@ Home Log Out Preferences Record Help | [+} Welcome, wehlogic|Cﬂnneched to: erxdomainil
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18. Select All servers in the cluster.
19. Select Finish.
Figure 35: Create Inbound eRx Datasource — Select Targets/Finish

ORACLE WehbLogic Server Administration Conscle 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlugic|Cunrchted to: encdomainl

View changes and restarts Home =Summary of JDBC Data Sources

Configuration editing is enabled, Future Create a New JDBC Data Source

changes will automatically be activated as you

modify, add or delate items in this domain. Back| [Mext | Finish | Cancel

Domain Structure Select Targets

endomainl . ;

- Eri t ~ You can select one or more targets to deploy your new JDEC data source. If you don't select a target, the data source will be created
fvironmen but not deployed. You will need to deploy the data source at a later time.

--Deployments
-Services
[#-Messaging rs

--Data Sources O _
~-Persistent Stores AdminServer
--Foreign JNDI Providers
~~Work Contexts Clusters
--XML Registries
--XML Entity Caches [ dev1
oM @ All servers in the cluster
“Mail Sessions v O Part of the dluster
—-Fil= T3 erx

How do I... enxl

System Status

Back| [Nexd |Finish |Canr:al

20. Select InboundErxDataSource hyperlink.
Figure 36: Create Inbound eRx Datasource — Modify New Datasource

ORACLE WebLogic Server Administration Console 12¢ ﬁ

Change Center @ Home Log Out Preferences Record Help Q ! blogi |Cunnected to: end: ini

Home =Summary of JDBC Data Sources =InboundErxDataSource =Summary of JDBC Data Sources

View changes and restarts

Configuration editing is enablad. Future y of JDBC Data
changes will automatically be activated as you
medify, add or delete items in this domain. Configuration | Monitoring

Domain Structure
A JDBC data source is an object bound to the JNDI tree that provides database connectivity through 2 pool of JDBC connections.

dEDmaml : A Applications can look up a data source on the INDI tres and then borrow a database connection from a data source.
+-Environmen
;‘"Daployments This page summarizes the JDBC data source objects that have been created in this domain.
—r-Services
s
§ [ Customize this table
| i-Persistent Stores
i -Foreign JNDI Providers Data Sources (Filtered - More Columns Exist)
| i~Work Contexts
| XML Registrics New ~ | | Delete Showing 1 to 1 of 1 Previous | Next
| :;(g;;Ent\t? Caches [ | name & Type INDI Name Targets
- ; v
! Mlawl Sessions [1 | tnboundErxDatasource Generic jdbc/InboundErxDataSource devl
|__i-Fila T3
- New v | |Delete Showing Lto 1 of 1 Pravious | Next
How do IL... & |
System Status |
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21. Select the Connection Pool tab.
Figure 37: Inbound eRx Datasource —Connection Pool Properties

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @i Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: erxdomainl

View changes and restarts Home >Summary of JDBC Data Sources =InboundErxDataSource >Summary of JDEC Data Sources =InboundErxDataSource

Configuration editing is enabled, Future Settings for InboundErxDataSource

changes will automatically be activated as you

modify, add or delets items in this domain. Configuration | Targets | Monitoring | Control | Security | Motes

Domain Struchure General | Connection Pool | Oracle = ONS | Transaction = Disgnostics | Identity Options

endomainl Save

Bt-Enwvironment G E—

--Deployments
El-Services The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return
[+t-Messaging to the pool. The connection pool and the connections within it are created when the connection peol is registered, usually when
--Data Sources starting up WebLogic Server or when deploying the data source to a new target.
“Persfstant stores . Use this page to define the configuration for this data source's connection pool,
~~Foreign JNDI Providers
~“Work Contexts
“HML Registries () URL: jdbe-oracle-thin @vaauserxdbsdev1 aac va gov-1549:F| The URL of the database to connect to. The
--¥ML Entity Caches format of the URL varies by JDEC
--§COM driver. More Info...
~-Mail Sessions h
-~Fil= T3 @ Driver oracle jdbe xa client OracleXADataSource The full package name of JDBC driver class
Class Name: used to create the physical database
Howdo I... | connections in the connection pool. (Note that
this driver dass must be in the dasspath of any
server to which it is deployed.) More Info...
System Status |

22. Scroll to the bottom of the Connection Pool page.

23. Select the Advanced hyperlink to expand the advanced properties.
Figure 38: Inbound eRx Datasource —Connection Pool Advanced Properties

Initial 1 The number of physical connections to create
Capacity: when creating the connection pool in the data
SOUFC unable to create this number of

connections, creation of the data source will
fail. More Info...
Maximum 15 The madmum number of physical connections
Capacity: that this connection pool can contain.  More
Info...
Minimum 1 The minimum number of physical connections
Capacity: that this connection pool can contain after it is

initialized. More Info...

&) Statement || |y The algorithm used for maintaining the
Cache Type: prepared statements stored in the statement
cache. More Info...

Statement 10 The number of prepared and callable
Cache Size: statements stored in the cache. (This may
increase server performance.) More Info...
[ Advanced
Save
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24. Scroll down and uncheck the Wrap Data Types property.
Figure 39: Inbound eRx Datasource — Wrap Data Type Property

O @ Pinned-To-Thread

] fected Ci ions Enabled

|:| ‘Wrap Data Types

Fatal Error Codes:

Enables an option to improve performance by er
execute threads to keep a pooled database conn
even after the application doses the logical
connection.  More Info...

Specifies whether a connection will be removed |
connection pool after the application uses the un
vendor connection object. More Info...

ta type objects for Amay, Blob, Clo
ruct, plus
sultSetMetaData ol
ic wrapper. This alk
g and connection usage to
More Info...

wrapped with a
features like
done by the se

Spedifies a comma-ssparated list of emor codesi
treated as fatal errors. These errors include depl
errors that cause a server to fail to boot and con
errors that prevent a connection from being put
the connection pool. More Info...

25. Scroll to the bottom of the of the Advanced Connection Pool page.

26. Select Save.
Figure 40: Inbound eRx Datasource — Save Properties

Connection
Harvest Max
Count:

Connection -1
Harvest

Trigger

Count:

Connection 2
Count of

Refresh

Failures Till
Disable:

Count of Test |3
Failures Till
Flush:

Save

<

The maximum number of connections that may |
harvested when the connection harvesting ocour
range of valid values is 1 to MaxCapadty. More

specifies the number of available connec
value) us
occurs,  More Info..,

Specifies the number of reconnect failures allowe
before Weblogic Server disables a connection po
minimize the delay in handling the connection re
caused by a database failure. Zero means it is
disabled. More Info...

he number of test failures allowed befi
ic Server closes all unused connections il
tion pool to minimize the delay causad by
database testing. Zero means it is disabled. Ma
Info...
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4.8.1.12 Configure Identity/Trust Store File on Managed Servers

This section provides step-by-step instructions for configuring the identify/trust store file on the
managed servers.

1. Under Domain Structure, navigate to Servers.

2. Select the erx1 link to access the server configuration page in the Administration
Console.

Figure 41: Configure Identity/Trust Store File — Access Server Configuration Page

ORACLE WebLogic Server Admnistason Console 12¢

o Center | @ rome Log Ot Preferences B Record Help Q Wedcome, weblogic | Connactad 1 erxdomatn
d « > Summary of Sarvers

Configurabon aditeg i enabled. Future Summary of Servers

charges mill atomatically be acthated as you

madily, add or delete Rerns in this doman. Configuration  Cortrol

Domain Mrocture
. A server is an rstance of Weblogic Server that rung in @5 own Java Virtual Maching (JVN) and has its own corfigunation.
enciomam]

This poge summardes each server that has been corfigured n the current Weblog Server domein
0

b Customize this table

wn Clagoes Servers (Filtered - More Columas Exist)
New Showing 110 3 0f 3 Previous | Next
I e -
Type Chuster Machme State Health Listen Port
Configured | mechinel | RUNNING & o 7001
CorBgured l dent machinel | SMUTDOWN | Notreachable | 3001
o Craate Managed Servers [O|ena Configured | devi machine2 SMUTDOWN Not reachable 8001

o Clone servers tuew Showing 110 30f 3 Pravious | Next

o Defete the Adminiiration Server
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3. Under Configuration > Keystores, select Change.
Figure 42: Configure Identity/Trust Store File — Change Keystores

Change Conter @ Home Log Out Prefermnces (54 Recond Help Q@ Welcome, weblogic Connactad to: enadomain
View and s Horme > Semerary of Servery seexd >Semerary of Servers seexl > Sermeery of Secvens serxd
Configuration editng s ensbled. future Settings for erxl
changes will sutomatically be activeted a8 you
modtty, add or delete Rerms in this dorman. Configuration Protocols  Loggng  Debug  Montoring  Control  Deployments  Services  Secunty  Notes
Domain Strocture Gererl  Ouster  Senvices Y S Serwces  Deph & Turing  Overload
endomant Mealth Moritorrg  Server Start Wb Services  Cohererce
= Ernwonment "
["Servens Seve
= -Ousters cant
Cohererce Qusters
Machires Keystores ersure the secure storage and management of private heys and trusted cortificate authorities (CAs). This page lets you
Virtual Mosts wiew and define various keystore configurations. These settings help you to manspe the security of message transmissions.
Work Maragers
< dS own C
. w':‘w g Shurdown Classes ~ — "
1 Sarvices
*—Security Realms
& Interoperabilty v
S Disanoice Tdentity
Howdo L. Demo /01 app/Oracle_Home/user_projects/domang/endomain /securty/Demaldentty s The location of the demo
Ideatity Gentey beystore.  More Info,
o Configure identity and trust y g
o Configure keystores Demo s The type of the deme dantity
v Setwp SSL 1denatity beystoen, Ganerally, thes 15 X5
Keystore o K55 More Info...
Type:
System Status
Demo
ssssssscesescesen
Health of Running Servers dentit
| Faded (0) Passphrase:
| Criieal (9)
Overloades (0) Trust
| Warning (0)
I Demo Trust /u01/app/Oracle_Home/ wiserver/server/ib/DemoTrust ks The location of the damo trust

bevstors,  More [nfo

4. For Keystores, select Custom Identity and Custom Trust.
5. Select Save.

Figure 43: Configure Identity/Trust Store File — Keystores — Select Custom Identify and
Custom Trust

ORACLE Weblogie Sarver amnron coreon 12
Change Center il Home Log Out Preferences (] Record Halp =1 Wedcnane, wellogic | Connectad to: ercdemaind
i -5 Home - Sumemary of Sanvery serr] > Semmany of Servers el FSummany of Servers -errl
Corfiguration asditing s enablad. Fubure Settings los erxd
changes wil adosalically b= aclivabed a3 you
modey, add or delsts items in this domar. Configuration = Probocols | Logging | Debug  Monftoring | Controll | Deployments | Sardces | Ssourfty | Mobes
Domain Shrachure Gereral | Cluster | Services | Keystores  S5L | Federation Sercices | Deployment | Migrabon | Tuning | Creerload
sraumaind Haalth Monitoeing | Server Start | Wb Serdice | Coheranca
ElErmromment -
| TS Sawe| Cancel
Feb-Clusbers T
-=Coherence Clusters
- Machings Keysboras ansure the saoure storsge and maragerent of private kevs and trusted cerbficate suthorfies (Tas), This page lets you wiew
“Srtual Hosts =nd defire vancus keystors corfigurstiors, These sstirgs help you to marage the ssoorfy of messsge rensmissons,
“Wiork, Managen
Rartup and Fuddhowr Dlastes - - c k2
Eeystores: i ustom Idantite and ¢ ——T " which configuraaon rules should be used for finding
Ceployments Mt . :I Hre smreer's identity and trust keystores?  Hore
b Saraces ..
t=-Sacurity Fealmes
W Intarcparabimy W Save | Cancel
B Disvnnsties
[T =1 |
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6. Modify the setting under the Keystores tab as illustrated in the figure below. The Custom
Identity Keystore and Custom Trust Keystore use the same file path to the keystore file
copied to the Domain “security” directory:
([IDOMAIN_HOME]/security/[proxy_fqdn].jks).

Figure 44: Configure Identity/Trust Store File — Modify Keystore Settings

ORACLE Westoge Server mrassion G 1
Change Center B rome Log O Prefererces 5 Reond bels Q Wekome, webdogre o cetmt o eradomsam |
and wrrm s Savvnary of Sarveey cer vy B Sy swn ] s Sy A ey cevul
Corfiguryscr adtrg § arabias. Naure Settings for encl
crarges wil automatcaly be aCvaned a5 you
oty a4 o dedets Pt 0 Da doran Coofiguration Pmtocols Logpng Osbug  Moriorng  Cortool  Oeployments  Servioss  Securty  Notes
Domain Stracture Georersd  Ouster  Services  Keystoves SR Faderstion Senices  Deploymest  Migrstion  Turing  Owerloed
erviorar ] Health Moriiorng  Server Stat  Web Services  Coherence
=} Grvarcreent O
Saroery e
&-Cunters e
woharerce Chaters
Macheres Gayrtores erpan e seorw siirage s0d manapeart of pruete keys and rusted oatficate suthortes (Cag) Ths page lefs you veew
Virtss oty and defire warowm beptore cerfigurations. These setrgs beilp you 5 marege e oty of memmage Sraremesone.
Work Maragers
g e Sussown Cesses - _ e 4 Sor e
= Keystores: Custom Idertty sné Custom Tn, Which corfiguration rues shouki be used for fndeng
[~ Ceployments [M 1 Se server's derthy wd st hevRore’ More
* Servces Irfo.
Securty Resms
* - Interopenabiity v 1dentity
L DA000aics,
. Custom [dentity Keysbore: [ 0 Vape/Cracie_Momeh, ]
Maw do i J .';
System Status J
Custom Ideatity Keystore Type: [ XS ] The tyoe of the heystore. Ganerally, B & 25, I
g the Orace Kay Siore Serdcos, e would
betSS  More Info.
Cuntom id v [ ] he ercrypRed Qe Sty heyetore's pesgheaes
Passphrase ¥ arpty or null, then P keyitore will be cpened
ROt 8 pesptrase.  More T,
Confien Custom ld v
Trest
Custom Trust Keystore: [ xappdev1 3a¢ va gov ks ] — 9
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Modify the setting under the SSL tab as illustrated in the figure below. For the Private
Key Alias, enter [proxy_fqgdn].

Enter and confirm the Private Key Passphrase.

Select Save.

Figure 45: Configure Identity/Trust Store File — Modify SSL Settings
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10. Navigate to Servers, and then select the erx2 link to access the server configuration page
in the Administration Console.

11. Repeat the Keystore configuration steps for erx2 as described earlier in this section for
erx1.

Figure 46: Configure Identity/Trust Store File — Managed Server 2 Configuration
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12. Navigate to Servers, and then select the AdminServer(admin) hyperlink to access the
server configuration page.

13. Repeat the Keystore configuration steps for AdminServer(admin) as described earlier in
this section for erx1.

Figure 47: Configure ldentity/Trust Store File — Admin Server Configuration
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14. Navigate to Servers, and then select the AdminServer(admin) hyperlink to access the
server configuration page.
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Figure 48: Configure Identity/Trust Store File — Admin Server Configuration
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15. Under Configuration and General tabs:
a. Check Listen Port Enabled
b. Enter Listen Port: 7001
c. Check SSL Port Enabled
d. Enter SSL Listen Port: 7002
e. Select Save.

Figure 49: Configure Identity/Trust Store File — Admin Server Configuration
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4.8.1.13 Pack Domain on VM1
This section provides step-by-step instructions for packing the domain on VML.:

1. On VML, stop the newly created domain.
2. In the session that is currently running “startWebLogic.sh”, enter <CTRL> C.
3. The log messages should indicate that the Admin Server “was shut down”.

NOTE: It may seem odd that we are immediately stopping the new domain, but some of the
configuration is not written to the file system until the AdminServer is started for the
first time.

4. Transfer the relevant configuration using the pack and unpack utilities.

5. On VM1, pack the domain configuration using the following commands. Remember to
amend the DOMAIN_HOME environment variable and the -template_name parameter to
match your domain.

$ mkdir /u0l/templates

$ chmod 777 /u0l/templates

$ SWLS HOME/common/bin/pack.sh -managed=true -domain=$DOMAIN HOME -
template=/u0l/templates/erxdomainl template.jar -template name=[domain] -
log=/u0l/templates/[domain]_ template pack.log

6. Copy the resulting jar file to VM2 under:

/u0l/templates

4.8.1.14 Unpack Domain on VM2

On VM2, set temporary environment. Remember to amend the DOMAIN_HOME environment
variable to match your domain:

$ export ORACLE BASE=[ORACLE BASE]
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=SORACLE BASE/user projects/domains/ [domain]

Unpack the configuration on VM2. Remember to amend the DOMAIN_HOME environment
variable to match your domain.

$ SWLS HOME/common/bin/unpack.sh -domain=$DOMAIN HOME -
template=/u0l/templates/[domain] template.jar -
log=/u0l/templates/[domain]_ template unpack.log

4.8.1.15 Copy ldentity/Trust Store Files on VM2
Copy the server identity key store to the WebLogic domain “security” directory on VM2:

$ cp /ull/certificates/[proxy fgdn].jks $DOMAIN HOME/security/[proxy fgdn].jks
4.8.1.16 Enroll VM2

1. On VML, restart the domain. Wait until it is fully started before continuing.

$ nohup $DOMAIN HOME/bin/startWebLogic.sh 2>&1>
$DOMAIN HOME/servers/AdminServer/logs/AdminServer.out &

2. On VM2, start WLST.

$ SWLS_HOME/common/bin/wlst.sh
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Connect to the administration server on VM1, enroll VM2, disconnect and exit WLST.
Remember to amend the DOMAIN_HOME environment variable to match your domain.

> connect ('weblogic', '########', 't3s://[vml_£fqgdn]:7002")
> nmEnroll (' [DOMAIN HOME]', '[DOMAIN HOME]/nodemanager')

> disconnect ()

> exit ()

Check that the “6ORACLE_BASE/domain-registry.xml” file contains an entry like the
following. If it doesn't, add it manually.

<domain location=" [DOMAIN HOME]"/>

Check that the “SDOMAIN_HOME/nodemanager/nodemanager.domains” file contains an
entry like the following. If it doesn't, add it manually.

erxdomainl=[DOMAIN HOME]

If the node manager has not been started already on this server, start it now.
$ nohup $SDOMAIN HOME/bin/startNodeManager.sh &

4.8.1.17 Check Node Manager on Each WebLogic Machine

This section outlines the steps for checking that the node manager is reachable on each
WebLogic machine.

1.
2.

4

3
4.
5.
6
8.

Log in to the administration server (http://[vm1_fgdn]:7001/console).

In the Domain Structure tree, expand the Environment node and then select the Machines
node.

In the right-hand pane, select on the first WebLogic machine (machinel).

Select the Monitoring tab. Be patient. This may take some time the first time it’s done.
If the status is “Reachable”, everything is fine.

Repeat for the second WebLogic machine (machine2).

1.18 Create a Boot Identity File for Managed Servers

NOTE: This is a placeholder step that may be eliminated if the boot identity file is

automatically copied over during the domain clone process.

On VM2, create a boot identity file for the domain if it doesn’t exist:

$ mkdir -p S$SDOMAIN HOME/servers/AdminServer/security
$ cat > SDOMAIN HOME/servers/AdminServer/security/boot.properties

username=weblogic

password=######F###

<ctrl>d

NOTE: The above username and password will be encoded/encrypted after the first

shutdown/startup cycle.
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4.8.1.19 Deploy Test Application
This section outlines the steps for deploying the test application.

1. Start the node manager on all servers.

2. Create the deployments directory if it doesn’t exist:
$ mkdir -p /u0l/deployments

3. Copy test application to the deployments directory:

$ cp /u0l/downloads/benefits.war /u0l/deployments
4. Navigate to the Deployments page.
Figure 50: Deploy Test Application: Deployments Page
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5. From the Deployments page, select Install.
Figure 51: Deploy Test Application — Install
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6. Install a new deployment of the test application using the WAR file as indicated in the

figure below.
7. Select Next.

Figure 52: Deploy Test Application — WAR File
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8. Accept the defaults for an application deployment. (The Install this deployment as an
application radio button is marked.)

9. Select Next.

Figure 53: Deploy Test Application — Accept Default Application Deployment
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deployment.

11. Select Next.
Figure 54: Deploy Test Application — Select Deployment Target
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12. All of the values should appear as illustrated in the figure below.

13. Select Next.

Figure 55: Deploy Test Application — Verify Deployment Settings
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14. Verify that all of the values appear as illustrated in the figure below.

15. Select Finish.

Figure 56: Deploy Test Application — Verify Deployment Settings (Finish)
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16. The Overview tab should appear as illustrated in the figure below.
Figure 57: Deploy Test Application — Verify “benefits” Settings
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17. Navigate to the Servers page in the WebLogic console.

18. Select the Control tab.

19. Select erx1 and erx2 servers.

20. Select Start.

Figure 58: Deploy Test Application — Summary of Servers Table
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21. After a couple minutes, the state on the servers will change to RUNNING.
Figure 59: Deploy Test Application — Servers Running
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22. Open a web browser to http://[vm1_fqdn]/benefits/.
23. The Dizzyworld Benefits application will display.

24,
25.
26.
27.
28.
29.

Figure 60: Deploy Test Application — Open Dizzyworld Benefits Application
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Get Informabian

Copyright Chzeyworld 2006

Repeat Steps 22 and 23 with a Web browser pointed to http://[vm2_fqdn]/benefits/.
Repeat Steps 22 and 23 with a Web browser pointed to https://[proxy_fqdn]/benefits/.
Navigate to the Servers page in the WebLogic console.

Select the Control tab.

Select erx1 and erx2 servers.

Select Shutdown.
Figure 61: Deploy Test Application — Shutdown Servers
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4.8.1.20 Configure JPA for Domain on VM2
On VM2, edit setDomainEnv.sh script to add JPA modules via PRE_CLASSPATH:

$ cd $DOMAIN HOME/bin
$ cp setDomainEnv.sh setDomainEnv_orig.sh
$ vi setDomainEnv.sh

Add the following two lines after the first line in the script:

PRE_CLASSPATH=[ORACLE BASE]/oracle_common/modules/javax.persistence 2.1.jar: [WLS_HOME]/module
s/com.oracle.weblogic.jpa2lsupport 1.0.0.0 2-1.jar
export PRE_CLASSPATH

Enter :wq to save the file and exit vi.

4.8.1.21 Install VistALink on VM1

This section outlines the steps for installing VistALink on VM1:
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create a downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download vljConnector-1.5.0.028.jar, vljFoundationsLib-1.6.0.28.jar, log4j-1.2.17.jar and
COMMON _vistalink_config_YYYYMMDD.zip to the downloads directory:

Download from AITC IEP eRx Downloads directory

4. Create Deployments/VistaLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink
5. Download COMMON _vistalink_config_YYYYMMDD.zip to the
Deployments/VistaLink directory:

Download from AITC IEP eRx Deployments/VistaLink directory

6. Unpack COMMON _vistalink_config_YYYYMMDD.zip file into DOMAIN_HOME:

$ cd $DOMAIN HOME
$ unzip /u0l/deployments/vistalink/COMMON vistalink config YYYYMMDD.zip

7. Modify configureVistaLink.sh (Production environment only):
$ vi $DOMAIN_HOME/bin/startWeblogic.sh

Add the following line to the bottom of the file:

export JAVA OPTIONS="${JAVA OPTIONS} -Dgov.va.med.environment.production=true”

8. Modify the Domain Startup script (startWebLogic.sh):

$ vi SDOMAIN HOME/bin/startWeblogic.sh

9. Add call to configureVistalink.sh after the setDomainEnv.sh call as shown:

. S{DOMAIN HOME}/bin/setDomainEnv.sh $*
. ${DOMAIN HOME}/bin/configureVistaLink.sh $*

10. Modify the nodemanager.properties file:

$ vi SDOMAIN HOME/nodemanager/nodemanager.properties

11. Ensure StartScriptEnabled=true:

StartScriptEnabled=true
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4.8.1.22 Configure VistALink on VM1

1. Create Deployments/VistaLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink

2. Download VistALink configuration zip file for the environment:

Download from AITC IEP eRx Deployments/VistaLink directory

3. Unzip VistALink configuration files for the environment:

$ cd $DOMAIN HOME
$ unzip /u0l/deployments/vistalink/ [ENV] vistalink config YYYYMMDD.zip

4.8.1.23 Install VistALink on VM2
This section outlines the steps for installing VistALink on VMZ2:
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download vljConnector-1.5.0.028.jar, vljFoundationsLib-1.6.0.28.jar, log4j-1.2.17.jar and
COMMON _vistalink_config_YYYYMMDD.zip to the downloads directory:

Download from AITC IEP eRx Downloads directory

4. Create Deployments/VistalLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink
5. Download COMMON _vistalink_config_YYYYMMDD.zip to the
Deployments/VistaLink directory:

Download from AITC IEP eRx Deployments/VistaLink directory

6. Unpack COMMON _vistalink_config_YYYYMMDD.zip file into DOMAIN_HOME:

$ cd $DOMAIN HOME
$ unzip /u0l/deployments/vistalink/COMMON vistalink config YYYYMMDD.zip

7. Modify configureVistaLink.sh (Production environment only):
$ vi S$DOMAIN_HOME/bin/startWeblogic.sh

Add the following line to the bottom of the file:

export JAVA OPTIONS="${JAVA OPTIONS} -Dgov.va.med.environment.production=true”

8. Modify the Domain Startup script (startWebLogic.sh):

$ vi S$SDOMAIN_HOME/bin/startWeblogic.sh

9. Add call to configureVistalink.sh after the setDomainEnv.sh call as shown:

. ${DOMAIN HOME}/bin/setDomainEnv.sh $*
. ${DOMAIN_HOME}/bin/configureVistaLink.sh S*

10. Modify the nodemanager.properties file:

$ vi SDOMAIN HOME/nodemanager/nodemanager.properties

11. Ensure StartScriptEnabled=true:

StartScriptEnabled=true
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4.8.1.24 Configure VistALink on VM2

1. Create Deployments/VistaLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink

2. Download VistALink configuration zip file for the environment:

Download from AITC IEP eRx Deployments/VistaLink directory

3. Unzip VistALink configuration files for the environment:

$ cd $DOMAIN HOME
$ unzip /u0l/deployments/vistalink/ [ENV] vistalink config YYYYMMDD.zip

4.8.1.25 Stop and start Node Manager and Domain on VM1, VM2
This section outlines the steps for starting the node manager on the first WebLogic machine:
1. Stop the new domain on the VML.

$ $DOMAIN HOME/bin/stopWebLogic.sh

2. On VM1 stop the node manager.

$ SDOMAIN HOME/bin/stopNodeManager.sh

3. On VML, start the node manager.

$ DOMAIN HOME/bin/stopNodeManager.sh

4. On VM2 stop the node manager.

$ SDOMAIN HOME/bin/stopNodeManager.sh

5. On VM2, start the node manager.

$ DOMAIN HOME/bin/stopNodeManager.sh

6. Start the domain on VML1.

$ SDOMAIN HOME/bin/startWebLogic.sh

7. Wait for the RUNNING state before proceeding.
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4.8.1.26 Deploy VistALink Libraries

This section provides step-by-step instructions for deploying VistA Link Connector:
1. Navigate to the Deployments page.

2. From the Deployments screen, select Install.
Figure 62: Deploy VistA Link Connector — Deployments
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3. Enter Path: /u01/downloads

4. Install a new deployment of log4j-1.2.17.jar by selecting the jar file as indicated, and then
select Next.

Figure 63: Deploy VistA Link Connector — Select log4j Library to deploy
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fu01/deployments/2.0.4.051
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5. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 64: Deploy VistA Link Connector — Select Deployment Targets

ORACLE webLogic Server Administration Console 12c
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6. All of the values should appear as illustrated in the figure below.
7. Select Next.
Figure 65: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE WebLogic Server Administration Console 12c —
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8. Verify that all of the values appear as illustrated in the figure below.
9. Select Finish.

Figure 66: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Consols 12¢ —
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10. The Deployment Configuration screen should appear as illustrated in the below figure.
11. Enter Deployment Order: 1
12. Select Save.

Figure 67: Deploy VistA Link Connector — Deployment Configuration Screen
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13. Navigate to the Deployments page.

14. From the Deployments screen, select Install.
Figure 68: Deploy VistA Link Connector — Deployments
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15. Enter Path: /u01/downloads

16. Install a new deployment of vijConnector-1.6.0.028.jar by selecting the jar file as indicated,
and then select Next.

Figure 69: Deploy VistA Link Connector — Select vljConnector-1.6.0.028.jar Library to deploy

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connectad to: erxdomain2
T e et Home >Summary of Servers >Summary of Deployments >log4j-1 »Summary of Deployments

Configuration editing is enabled, Future Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Back| [Next | Finish ‘ Cancel

Domain Structure Locate deployment to install and prepare for deployment

ercdomain2 X X . L e

E}- Environment A Select the file path that represents the application roct directory, archive file, exploded archive directory, or application module

descriptor that you want to install. You can also enter the path of the applicaticn directory or file in the Path figld,

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your
application contains the required deployment descriptors.

Path: |qu1 /downloads/vljConnector-1.6.0.028 jar
[ 4 Shutdh a Recently Used Paths: [u01/downloads
upan idionn Hesses [ul1/deployments/2.0.4.053
--Deplayments
- Services Jull/deployments/2.0.4.052
--Security Realms funi/deployments/2.0.4.051
- Interoperability v Current Location: vaausenappdev2.aac.va.gov [ u0l | downloads

[+-Diannostics,

(] WL5Plugini2.1.3-Apache?. 2-Apache? 4-Linux_x36_54
O E‘ fmw_12.1.3.0.0_wls.jar
O 'j log4j-1.2.17 jar
O 'j ojdbcé.jar
O 'j ojdbc6_g.jar
® 'j vljConnector-1.6.0.028.jar

How do L... ‘

System Status

=
O || vljFoundationsLib-1.6.0.028.jar

Back| | Next |Fmish ‘Cam;el
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17. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 70: Deploy VistA Link Connector — Select Deployment Targets

ORACLE WebLogic Server Administration Conscle 12¢

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delate items in this demain.

Domain Structure

enddomain2

--Coherence Clusters
t--Machines
tVirtual Hosts
;"’Work Managers
“--Startup and Shutdown Classes
--Deployments
Bt-Services
--Security Realms
B Interoperability
EB1-Diannostics

How do I...

System Status

@ Home Log Out Preferences Record Help

Home >Summary of Servers >Summary of Deployments >logdj-1 >Summary of Deployments
Messages

) Issues were encountered while parsing this deployment to determine module type. Assuming this is a library deployment.

Install Application Assistant
Back| | Next |Fmi3h |Cam:el

Select deployment targets

Select the servers and/or clusters to which you want to depley this application. (You can

Available targets for vijConnector :

Servers

[ AdminServer

Clusters

devl
® all servers in the cluster
O Ppart of the cluster
[ erxa
Hema

Back | | Next |F\nish |Cannel

Welcome, weblogic ‘ Connected to: erxdomain2|

reconfigure deployment targets later).
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18. All of the values should appear as illustrated in the figure below.
19. Select Next.

Figure 71: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE webLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic|CunnEcbed to: erxdomain2
e e el r ot Home = Summary of Servers =Summary of Deployments =log4j-1 = Summary of Deployments
Configuration editing is enabled. Futurs Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Back| | Mext ‘ Finish | Cancel

Domain Structure Optional Settings

endomain2 "
B} Environment A ‘You can modify these settings or accept the defaults
Servers * Indicates required
Clusters
Coherence Clusters General
Machines
i 7
Virtual Hosts What do you want to name this deployment?
Work Managers * Name: .
Startup and Shutdown Classes : vljConnector
~-Deployments )
- Serices Security
~Security Realms What security model do you want to use with this application?
B Interoperability b
Ef_Dizgnostics (®) DD Only: Use only roles and policies that are defined in the deployment descriptors.
How do I... |
() Custom Roles: Use roles that are defined in the Administration Console; use policies that are
System Status | defined in the deployment descriptor.

() Custom Roles and Palicies: Use only roles and policies that are defined in the Administration
Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(®) Use the defaults defined by the deployment's targets
Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

() I will make the deploy ac ible from the following location

Location

lul1/downloads/vljConnector-1.6.0.028 jar

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this location and that each target can reach the location.

Back| |Next ‘ Finish |Cﬁnnel
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20. Verify that all of the values appear as illustrated in the figure below.
21. Select Finish.
Figure 72: Deploy VistA Link Connector — Summary of Deployments Verification 2

Change Center
View changes and restarts
Configuration editing is enabled. Futurs

modify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure

erxdomain2
E}'Environmant

b= Virtual Hosts
;‘"Work Managers
‘--Startup and Shutdown Classes

~-Deployments

- Services

~-Security Realms

B Interoperability

Bl Diaannstics

How do I...

System Status

ORACLE WwebLogic Server Administration Console 12¢
i Home Log Out Preferences Record Help | Q, Welcome, wehlogic|(hnnected to: erxdomain2

Home >Summary of Servers >Summary of Deployments >log4-1 >Summary of Deployments

Install Application Assistant
Back |  Mext |Fimsh |Cannel

Review your choices and dick Finish

Click Finish to complete the deployment. This may take a few moments to complete.
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration
after completing this assistant?

(®) Yes, take me to the deployment's configuration screen.

(O) No, I will review the configuration later.

Summary
Deployment: fu01/downloads/vljConnactor-1.6.0.028.jar
Name: wljConnector
Staging Mode: Use the defaults defined by the chosen targets
Security Model: DDOnly; Uss only roles and policies that are defined in the deployment descriptors.
Target Summary
Components Targets
vljConnector-1 devi

Back| | Mext |F|msh |Canue|
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22. The Deployment Configuration screen should appear as illustrated in the below figure.
23. Enter Deployment Order: 1
24. Select Save.
Figure 73: Deploy VistA Link Connector — Deployment Configuration Screen

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delets items in this domain.

Domain Structure

erxdomain

Coherence Clusters
lachines
Virtual Hosts
Vork Managers
IL"Stal":up and Shutdown Classes
~-Deployments
B Services
--Security Realms

Bt-Diannostics

E+-Environmant ()

B Interoperability v

How do I...

System Status

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences Record Help

Y

Welcome, weblogic | Connected to: erxdomain2

Home >Summary of Servers =Summary of Deployments »lag4j-1 »Summary of Deployments >vljConnector(1.6,1.6)

Settings for vljConnector({1.6,1.6)

Overview Targets = Motes

Save

Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
the source of the application, and staging mode. Use the Deployment Order field to change the order that the library is deployed at

sarver startup, relative to other deployments.

Name: wljCennector

Specification Version: 1.5

Implementation Version: 1.6

Path: { uD1f downloads/ viiConnector-1. 6. 0. 028,
jar

Staging Mode: (not specified)

(5] Deployment Order: 1

(] Deployment Principal

Name:

Save

Applications that reference this Library

The name of this Java EE library. Mare Info...

The specification version, from the manifest or
overridden during deployment.  More Info...

The implementation version, from the manifest or
overridden during deployment. More Info...

The path to the source of the deployable unit on the
Administration Server. More Info...

The mode that specifies whether an application's files
are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

An integer value that indicates when this unit is
deployed, relative to other deployable units on a
server, during startup. More Info...

A string value that indicates the principal that should
be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecycleListener. If no principal name is
specified, then the anonymous principal will be
used. More Info...

Name &%

Type

There are no items to display
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25. Navigate to the Deployments page.
26. From the Deployments screen, select Install.

Figure 74: Deploy VistA Link Connector — Deployments

ORACLE WebLogic Server Administration Consale 12¢ —

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: ercdomain2
TS e e Home >Summary of Servers =Summary of Deployments »logdj-1 >Summary of Deployments >vijConnector(1.6,1.6) >Summary of Deployments
Configuration editing is enabled, Future Summary of Deployments
changes will automatically be activated as you
modify, add or delete items in this domain. Control | Monitoring
Domain Structure
d 2 This page displays z list of Java EE applications and stand-alene application modules that have been installed to this domain. Installed
el‘fl}'( omain A applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
= 'Epwronment name and using the controls on this page.
o Servers
'dugte[\s To install a new application or medule for deployment to targets in this domain, dick the Install button.
t--Coherence Clusters
t~-Machines
t--\irtual Hosts [ Customize this table
t--Work Managers e s
- tartup and Shutdown Classes eployment
[}'.Servi::s Install Update Delete Start~ Stop ~ Showing 1to 3 of 3 Previous | Next
~~Security Realms
B Interoperability (¥ [ | Name & State | Health | Type Targets | Deployment Order
B1-Diaanastics Web
fow do 1 0| ® (@ benefits New A:p‘icaﬁon devi 100
ow do I...
[ | flog4-1 New Library devi 1
System Status 3
Y [ | i5vijConnector{1.6,1.6) MNew Library devl 1

Install | | Update | | Delete Startv | | Stop + Showing 1to 3 of 3 Previous | Next
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27. Enter Path: /u01/downloads

28. Install a new deployment of vljFoundationsLib-1.6.0.028.jar by selecting the jar file as
indicated, and then select Next.

Figure 75: Deploy VistA Link Connector — Select vljFoundationsLib to deploy

rnet Explorer

e pj@ *+ (22 Install Application Assistant -... |_|

ORACLE webLogic Server sdministration Console 12c

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic|ConnEcbed to: erxdomain2
i s e el v et Home >Summary of Servars =Summary of Deployments »log4j-1 >Summary of Deployments =wjConnector(1.5,1.6) »Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Back| | Mext | Finish | Cancel

Domain Structure Locate deployment to install and prepare for deployment

domain2
er;r}x_ omain ~ Select the file path that represents the application roct directory, archive file, exploded archive directory, or application module
E!w\ronment descriptor that you want to install, You can also enter the path of the application directory or file in the Path fisld.

Note: Only valid file paths are displayed below. If yvou cannot find vour deployment files, upload vour file(s) and/or confirm that your
application contains the required deployment descriptors.

Path: |s'uD1idown\oads;’v\jFoundat\onsLib—1 .6.0.028.jar
Recently Used Paths: [u0l/downloads
Juii/deployments/2.0.4.053

i~Work Managers
“--Startup and Shutdown Classes

--Deployments
Bl-Services fud1/deployments/2.0.4.052
-~Security Realms Jul1/deployments/2.0.4.051
E-Interoperability . Current Location: vaauserxappdev2.aac.va.gov [ wil [ downloads
Bl -Diannostics
[ WLSPlugini2.1.3-Apache2.2-Apache2. 4-Linux_x86_64

How do L. -
ow co | O 0 fmw_12.1.3.0.0_wls.jar

O O ogaj- j
System Status | on '“::1 1.2.17 jar
.| ojdbcsb.jar
=
O | ojdbc6_g.jar
=
O | vljConnector-1.6.0.028.jar

=
® | vljFoundationsLib-1.6.0.028.jar

Back | | Next | Finish | Cancel
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2

onsole - Internet Explorer

ORACLE WebLogic Server Administration Console 12c

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Va.gov

Domain Structure

erxdomain2
F}’En\ﬂrunment

Coherence Clusters
t--Machines
t--Virtual Hosts
t--Work Managers
“--Startup and Shutdown Classes
--Deployments
Bt-Services
~~Security Realms
E-Interoperability
B1-Niannostics

How do I...

d

System Status

d

@ Home Log Out Preferences Record Help

Messages

@ Issues were encounterad whilz parsing this deployment to determine module type. Assuming this is a library deployment.

Install Application Assistant

Back| | Next |Fim3h |Canr;al

Select deployment targets

Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targsts later),

P=][ 3| 42| @ mstall Apication Assistant -... |

ilable targets for vijF

ib :

Q Welcome, weblogic ‘ Connected to: encdomain2

Home >Summary of Servers =Summary of Deployments =log4j-1 >Summary of Deployments »ljCannactor(1.5,1.6) >Summary of Deployments

29. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 76: Deploy VistA Link Connector — Select Deployment Targets

~=1of |

P
L 2.8 238

Servers

[] adminServer

Clusters

devl
@® All servers in the cluster
) Part of the cluster
erxa

erxl

Back | | Next |F|n\3h |Canual
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30. All of the values should appear as illustrated in the figure below.
31. Select Next.

Figure 77: Deploy VistA Link Connector — Summary of Deployments Verification 1

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
medify, add or delete items in this domain.

Domain Structure

endomain2
EF-Environmeant
;"’Servers

Clusters
--Coherence Clusters
~-Machines

--Virtual Hosts
~Wark Managers
~~Startup and Shutdown Classes
- Deploymeants
[#F-Services

~Security Realms

- Interoperability

[+ Diannastics

How do I...

g

System Status

ORACLE webLogic Server Administration Console 12c ‘

@ Home Log Out Preferences Record Help

Q Welcome, weblogic | Connected to: erxdomain2

Home =Summary of Servers >Summary of Deployments log4f-1 =Summary of Deployments =wijConnector(1.6,1.6) >Summary of Deployments
Install Application Assistant
| Back | | MNext | | Finish ‘ Cancel
Optional Settings

“You can modify these settings or accept the defaults
* Indicates required fis

‘General

What do you want to name this deployment?

* Name: vljfFoundationsLib
Security

‘What security model do you want to use with this application?
(®) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are
defined in the deployment descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration
Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(®) Use the defaults defined by the deployment's targets

Recommended selection,

(O) Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

() 1 will make the deploy ac ible from the following location

Location

fu01/downloadsivijFoundationsLib-1.6.0.028 jar

Provide the lecation from where all targets will access this application’s files. This is often a shared directory. You must ensure the
application files exist in this location and that sach targst can reach the location,

Back | | Mext | Finish ‘Cam;al
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32. Verify that all of the values appear as illustrated in the figure below.
33. Select Finish.
Figure 78: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help ‘ Q, Welcome, weblogic | Connected to: erxdomain2|
View changes and restarts Home »Summary of Servers =Summary of Deployments >log4j-1 =Summary of Deployments =vjConnector(1.5,1.6) =Summary of Deployments
Configuration editing is enzbled, Future Install Application Assistant

changes will automatically be activated as you
modify, add or delete items in this domain.

Back| | Next |Fin':ah |Cam:e|

Domain Structure Review your choices and dick Finish

domain2
E(':::r?rl;nment A Click Finish to complete the deployment. This may take a few moments to complete.
t--Servers Additional configuration
B}-Clusters i - . e . . . A .
[ In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration
i Coherance Clusters after completing this assistant?
i~~Machines
;‘"\"II‘t\Ja' Hasts (® Yes, take me to the deployment's configuration screen.
i--Work Managers
“--Startup and Shutdown C
1p an onn Cesses () No, I will review the configuration later.
~Deployments
Bh-Services Summary
~~Security Realms
- Interoperability Lv] Deployment: ful1downloads/vijFeundationsLib-1.6.0.028.jar
B Dinanastics
. Name: wljFoundationsLib
Howdo I... B §
" Staging Mode: Use the defaults defined by the chosen targets
System Status i
}

Security Model: DDOnly: Use only reles and policies that are defined in the deployment descriptors,

Target Summary

Components Targets

vijFoundationsLib-1 devl

Back| | Mext |Finh |Camel
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34. The Deployment Configuration screen should appear as illustrated in the below figure.
35. Enter Deployment Order: 1

36. Select Save.

Figure 79: Deploy VistA Link Connector — Deployment Configuration Screen

Change Center
View changes and restarts

Configuration editing is enabled. Future

ORACLE weblLogic Server Administration Console 12c

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

endomain2
E}'Environment

--Startup and Shutdown Classes
--Deployments

F-Services

~~Security Realms

B Interoperahility

B1-Diagnostics

How do ...

System Status

2l Home Log Out Preferences Record Help Q Welcome, wehlogic|Cﬂnnecbed to: erxdomain2

Home »Summary of Servers >Summary of Deployments >log4j-1 »Summary of Deployments >wjCannector(1.6,1.5) =Summary of
Deployments »vljFoundationsLib(1.6,1.6)

Settings for vljFoundationsLib(1.6,1.6)

Overview = Targets | MNotes

Save

Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
the source of the application, and staging mode. Use the Deployment Order field to change the order that the library is deployed at
sarver startup, relative to other deployments.

Name: vljFoundationsLib The name of this Java EE library. More Info...

Specification Version: 18 The spedfication version, from the manifest or
overridden during deployment.  More Info...

Implementation Version: 1.6 The implementation version, from the manifest or
overridden during deployment.  More Info...

Path: { uD1/ downloads/ vijFoundationsLib-1. 6. 0. The path to the source of the deployabls unit on the

028. jar Administration Server. More Info...

Sta Mode: (not spedified) The mode that specifies whether an application’s files
are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

gg Deployment Order: 1| 2 An integer value that indicates when this unit is

deployed, relative to other deployable units on a
server, during startup.  More Info..,

&£ Deployment Principal

Name:

A string value that indicates the principal that should
be used when deploying the filz or archive during
startup and shutdown. This principal will be used to
et the current subject when calling out into
application code for interfaces such as
ApplicationLifecycleListener. If no prindpal name is
specified, then the anonymous principal will be
used.  More Info...

Save

Applications that reference this Library

Name & Type

There are no items to display
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37. Navigate to the Deployments page.

38. From the Deployments screen, select Install.
Figure 80: Deploy VistA Link Connector — Deployments

é Summar le - Internet Explorer

@: - I:% https: /| C.Va.gov! ole pj&l *s @ Summary of Deployments - ... |

ORACLE WebLogic Server Administration Console 12¢

Change Center 2 Home Log Qut Preferences Record Help | Q Welcome, weblogic ‘ Connected to: erxdomain2

Home >Summary of Servers

Summary of Deployments >log4j-1 >Summary of Deployme
Deployments =vijFoundation )

1.6,1.6) >Summary of Deployments

View changes and restarts -wljCannector(1.6,1.6) >Summary of
Configuration editing is enabled. Future
changes will automatically be activated as you Summary of Deployments

meodify, add or delste items in this domain.

Control | Monitoring
Domain Structure

erdomain2

& A This page displays a list of Java EE applications and stand-alone application maedules that have been installed to this domain. Installad
EF-Environment

applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
name and using the controls on this pags.

To install 3 new application or module for deployment to targets in this domain, dick the Install button.

[ Customize this table

Deployments
E-services install| [Update| [Delete| |[Start~| [Stop~ showing 1to 4 of 4 Previous | Next
--Security Realms
BH-Interaperability v
ineetice [ Name & State | Health | Type Targets | Deployment Order
How do I... O = benefits New web devi 100
@) Application
System Status [ | ifylogj-1 New Library devl al
[ | iuliConnector(1.5,1.6) New Library devl 1
[ | vliFoundationsLib(1.6,1.6) New Library devl 1
Install | | Update | | Delete Start~ | | Stop + Showing 1to 4 of 4 Previous | Next
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39. Enter Path: /u0l/downloads
40. Install a new deployment of VistaLinkConsole-1.6.0.0.28.ear by selecting file as

indicated, and then select Next.
Figure 81: Deploy VistA Link Connector — Select VistaLinkConsole to deploy

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences Record Help |

Home >Summary of Deployments

Messages

) You must select an application before continuing.

Domain Structure

endomainl
B-Environment

How do L...

Install lication Assistant

Back] | Next |Fini3h |Can|:el

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
descriptor that you want to install. You can also enter the path of the application directory or file in the Path fisld.

Note: Onby valid file paths are displayed below. If you cannct find your deployment files, upload your file(s) andfor confirm that your

application contzins the reguired deployment descriptors.

Path:

Current Location:

(¢} Welcome, weblogic | Connected to: ercdomainl

IJ'UEHs'downloadsMstaLinkConsole—1 .6.0.028 ear
Recently Used Paths: /u0i/app/Cracle_Home/user_projects/domains/emdomaind fvistalink/resource_adapters

Jul1/deployments(2.0,4.057.1
Jubi/deployments(2.0.4.057
Jun1/deployments(2.0.4.056

vaausenappdevl.aac.va.gov [/ vl [ downloads

System Status

3 hitpd-2.4.10
o mod_proxy_html_3.1.2
@ FTI VistaLinkConsole-1.6.0.028.ear
O 'E' benefits.war
O "j fmw_12.1.3.0.0_wls.jar
O 'T' log4j-1.2.17 jar
O 'i' ojdbcé.jar
O 'i' ojdbcé_g.jar
O [ vijconnector-1.6.0.028.jar
O 'i" vljFoundationsLib-1.6.0.028.jar

Back| | Next |F|n|3n |Can|:el
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41. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 82: Deploy VistA Link Connector — Select Deployment Targets

Change Center
View changes and restaris
Configuration editing is enabled, Future

modify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure

endomainl
E-Environment

How do I...

System Status

ORACLE WebLogic Server Administration Console 12c —

@ Home Log Out Preferences Record Help | Q, Welcome, gi: |Cc||1neched to: inl

Home >Summary of Deployments

Install Application Assistant
Back| | Next |Fini3h |Canuel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run. There are saveral ways you can target an
application.

(®) Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most commen usage.

() Install this deployment as a library

Application libraries are deployments that are available for other deployments to share, Libraries should be available on all of the targets
running their referencing applications.

Back | | Mext | Finish | Cancel
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42. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 83: Deploy VistA Link Connector — Select Deployment Targets

Change Center
View changes and restarts

Configuration editing is enabled. Future

modify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure
encdomaini
'En\rironment
;““Daplcyments
'Sewices
;““Security Realms
'Intemperability
'D\ag nastics

How do I...

|

System Status

|

ORACLE WebLogic Server Administration Console 12¢

@ Home Log Out Preferences Record Help |

Home =Summary of Deployments

Install Application Assistant
Back | | Next |Finish |Ganual

Select deployment targets

Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

Available targets for VistaLinkConsole-1.6.0.028 :

Servers

[] adminserver

Clusters

] deva
@) All servers in the dluster
J part of the cluster
erx2

Hera

Back| | Next |Finish |Ganr;al

Welcome, weblogic ‘ Connected to: ercdomainl
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43. All of the values should appear as illustrated in the figure below.
44, Select Next.
Figure 84: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACILE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogit|CunnEcted to: ercdomainl

e e e il EeT oS Home =Summary of Deployments
Configuration editing is enablad. Future Install Application Assistant
changes will automatically be activated as you

medify, add or delete items in this domain. Back| | Next ‘ Finish ‘ Cancel

Domain Structure Optional Settings
o 1
'ED::riar:nment You can modify these settings or accept the defaults
;“"Deployments * Indicates required fields
'Services
- Security Realms General

7
Disgnestes What do you want to name this deployment?
* Name: YistaLlinkConsole-1.6.0.028
Security

‘What security model do you want to use with this application?

(®) DD Only: Use only roles and policies that are defined in the deployment descriptors.
How do I...

() Custom Roles: Use roles that are defined in the Administration Console; use policies that

e | are defined in the deployment descriptor.

(") Custom Roles and Policies: Use only roles and policies that are defined in the
Administration Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

Haow should the source files be made accessible?

(®) Use the defaults defined by the deployment's targets
Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

() 1 will make the deploy ac ible from the following location
/ub1/downloads/VistalinkConsole-1.6.0.028.ear
Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the

application files exist in this location and that each target can reach the location.

Plan Source Accessi

How should the plan source files be made accessible?

(®) Use the same accessibility as the application

Recommended selaction,

() Copy this plan onto every target for me

During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.
() Do not copy this plan to targets

You must ensure the plan files exist in the shared location and that each target can reach the location.

Back | | Mext ‘Finish ‘Canuel
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45. Verify that all of the values appear as illustrated in the figure below.

46. Select Finish.

Figure 85: Deploy VistA Link Connector — Summary of Deployments Verification 2

Change Center
View changes and restarts
Configuration editing is enabled, Future
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Domain Structure
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i Home Log Out Preferences Record Help | Q

Home >Summary of Deployments

Install Application Assistant
Back |  Mext ‘ Finish ‘ Cancel

Review your choices and dick Finish

Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want te review this application’s configuration

after completing this assistant?
(®) Yes, take me to the deployment’s configuration screen.

(C) No, T will review the configuration later.

Summary
Deployment: full/downloads/VistalinkConscle-1.6.0.028.2ar
Name: VistalinkConsole-1.6.0.028
Staging Mode: Use the defaults defined by the chosen targets

Plan Staging Mode:  Use the same accessibilty as the application
Security Model:

Target Summary

DDOnly: Use only roles and policies that are defined in the deployment descriptars.

Welcome, weblogic | Connected to: encdomainl

Components &%

Targets

VistalinkConsole-1.6.0.028.ear

devi

Back | Mext ‘ Finish ‘Cam;al
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47. The Deployment Configuration screen should appear as illustrated in the below figure.

48. Enter Deployment Order: 1
49. Select Save.

Figure 86: Deploy VistA Link Connector — Deployment Configuration Screen

ORACLE' webLogic Server Administration Console 12¢ —
@) Home Log Out Preferences (2] Record Help ‘ Q Weloome.mbemmnnn‘Cunnedgdbu‘emdumiinl
Home »Summary of Deployments »VistaLinkConsole-1.6.0.028
Settings for VistalinkConsole-1.6.0.028
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
Save
Use this page to view the g I(nnﬁguratm pplicatic me, t h thsl( ID tht lh Dul ah files, the ted deploymer tnl 0 on. The table at the end of the
page \srm modules (su s Wieh appli dE]E)th ot are contained in m enton erprise applicati of the module to view and 1 update its configuration.
Name: VistaLinkConsole-1.6.0.025 The name of this enterprise application. More Inf
Path: | ubl/ app/ Oracle_Home{ user_projects/ domains/ erxdomain2/ tmpf VistalinkConsole-1.  The path to the source of the deployable unit on the Admir 5 Maor
6.0.028. ear Info.
Deployment Plan: (no plan specified) The path to the deployment plan document on the Administration Server. More
Infa...
Staging Mode: (not spefied) ment’s files are copied from
erve ver's stagin
How do ... ‘ ore Info.
System Status ‘ Plan Staging Mode: (not specified) T al ppl cak d pl ymen lpl
rver d server's sta d g pp\ etio
S
Security Model: DDOnly is used to secure a deployed module.  More Info.
(] Deployment Order: 1 ice h th nitis d u\ \ ed, relative to other
= on 2 servr, during startup,
(] Deployment Principal ipal that should be used when deploying the
Name: e
Sav
Modules and Components
Showing 1to 1 of 1 Previous | Next
Name & Type
Enterpri
=) VistalinkConsole-1.6.0.028 AWT‘?H':]SDEH
®100% -

4.8.1.27 Deploy VistALink Adapters

This section provides step-by-step instructions for deploying VistA Link Adapter.

1. The WebLogic Administrator stops the VM1 managed server, per section: 7.2.2, step

Error! Reference source not found.

The System Administrator executes the eRx/IEP Configurator script containing adapter

configuration on VM1, menu options 1, 2 and 3.

Error! Reference source not found.

The WebLogic Administrator will start the VM1 managed server, per section 7.1.2.
The WebLogic Administrator stops the VM2 managed server, per section: 7.2.2, step

The System Administrator executes the eRx/IEP Configurator script containing adapter

configuration on VM2, menu options 1, 2 and 3.
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Figure 87: Deploy VistA Link Connector — Deployments
ORACLE wWebLogic Server Administration Console 12¢ ‘

Change Center @ Home Log Out Preferences Record Help | Q | blogi | Connected to: er
e Home =Summeary of Servers >Summary of Deployments

Configuraticn editing is enabled. Future Summary of Deployments

changes will automatically be activated as you

modify, add or delete items in this domain. Control | Monitoring

Domain Structure

domain? This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed

er_r}x ;m_am ; ~ applications and modulss can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
EHEnvironmen

name and using the controls on this paga.

Toinstall 2 new application or module for deployment to targets in this domain, dick the Install button,

| Customize this table

Deployments
[}'éenﬂces Install Update | | Delete Start v Stop ~ Showing 1to 1 of 1 Previous | Mext
~Security Realms
Bl Interoperability v [ | Name & State | Health | Type Targets | Deployment Order
BH-Diannostics .
f@) &
How do I.. L] & @bencfis ew Application | 9€¥1 | 100

Install | | Update | | Delete Start~ | | Stop ~ Showing 1to 1 of 1 Previous | Mext
System Status
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8. Enter Path: [DOMAIN_HOME]/istalink/resource_adapters, .
9. Select the desired vIjXXX_adapter to be installed, and then select Next.

Figure 88: Deploy VistA Link Connector — Select vljxxx_apapter to install

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Mo pending changes exist, Click the Releass
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

erdomainl
EH-Environment

Coherence Clusters

Machines

Virtual Hosts

i—~Work Managers

‘--Startup and Shutdown Classes
--Deployments

Bt-Services

--Security Realms

[+~ Diannostics,

B Interoperability v

How do I... =

» Start and stop 2 deployed enterprise
application

Configure an enterprise application

(Create a deployment plan

Target an enterprise application to a server

Test the modules in an enterprise application

@1 Home Log Cut Preferences Record Help |

Home >Summary of Deployments
Messages

€ You must select an application before continuing.

Install Application Assistant

Back| | Mext | Finish | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
descriptor that you want to install. You can also enter the path of the application directory or file in the Path field,

Note: Only valid file paths are displayed below. If vou cannot find your deployment files, upload your file(s) and/or confirm that
your application contains the reguired deployment descriptors.

Q Welcome, weblogic ‘ Connected to: erxdomainl

Path: Ij'umr’ap p/Oracle_Home/user_projectsidomains/erxdomain/vistalink/resource_adapters/

Recently Used Paths: [u01/deployments/v.3.1/3.1.0.004
Junideployments/v.3.1/3.1.0.003
Junifdeployments/v.3.1/3.1.0.002
Jun1deployments/v.3.1/3.1.0.001

Current Location: vaauserxappdevl.aac.va.gov [ ull [ app / Oradle_Home [ user_projects [ domains [ erxdomaint /
vistalink [ resource_adapters

0} vlj500f_adapter (open directory)
O® vlj500n_adapter (open directory)
O vIj500p_adapter (open dirsctory)
® & vlj984_adapter (open directory)
O vlj994_adapter (open directory)

Back | | Mext | Finish | Cancel
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10. Select Install this deployment as an application as the target for the deployment, and

then select Next.

Figure 89: Deploy VistA Link Connector — Select Deployment Type

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take effect.

4” Activate Changes

Undo All Changes

ORACLE WebLogic Server Administration Console 12¢

Domain Structure

emdomainl

--Coherence Clusters
--Machines

~~Virtual Hosts

Nork Managers

Startup and Shutdown Classes
--Deployments

B-Services

~Security Realms
B}-Interoperability

[+ - Diannostics

@ Home Log Out Preferences Record Help | Q Welcome, wEhIogic| Connected to: encdomainl

Home >Summary of Deployments

Install Application Assistant
|Back| | Mext | Finish | Cancel
Choose targeting style
Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are several ways you can target an application.
(®) Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most common usage.
() Install this deployment as a library

Application libraries are deployments that are available for other deployments to shars, Libraries should be availablz on all of the targets
running their referencing applications.

Back| | Mext |Fimsh |Can|:e|

11. Select All servers in the cluster as the target for the deployment, and then select Next.
Figure 90: Deploy VistA Link Connector — Select Deployment Targets

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

erxdomain2
[H-Environment
—-Deployments
H-Services
~-Security Realms
[F-Interoperability
[+-Diagnostics

How do I... |

System Status |

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences Record Help | Q I g |Cunnected to: in2

Home >Summary of Deployments

Install Application Assistant
Back | | Next ‘ Finish | Cancel
Select deployment targets

Select the servers andfor dusters to which you want to deploy this application. (You can reconfigure deployment targets later).

Available targets for vlj984_adapter :

Servers

["] adminServer

Clusters

devl
| servers in the duster

] 100% -
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12. All of the values should appear as illustrated in the figure below.
13. Select Next.
Figure 91: Deploy VistA Link Connector — Adapter Optional Settings

ORACLE WebLogic Server Administration Console 12c ﬁ

Change Center @ Home Log Out Preferences Record Help | Q Welcome, mbergmann | Connected to: erxdomain2

Home =S¢ of Depl s
View changes and restarts ome =summary eploymen

Configuration editing is enabled. Future Install Application Assistant
changes will automatically be activated as you
modify, add or delete items in this domain. Back | | Next | Finish | Cancel
Domain Structure Optional Settings
d 2
TEJ'Eor’l:‘riarI:nment You can modify these settings or accept the defaults
--Deployments * Indicates required fields
Bt-Services
--Security Realms General

B}-Interoperability
B1-Diagnostics

What do you want to name this deployment?
* Name: vj984_adapter

Security

What security model do you want to use with this application?

(®) DD Only: Use only roles and policies that are defined in the deployment descriptors.
How do I... |

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are
System Status | defined in the deployment descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration
Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(®) Use the defaults defined by the deployment's targets
Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

() T will make the deploy ible from the ing location

ful1/app/Cracle_Homefuser_projects/domains/erxdom

Provide the location from where all targets will access this application’s files. This is often a shared directory. You must ensure the application
files exist in this location and that each target can reach the location.

Plan Source Accessibility

How should the plan source files be made accessible?

(®) Use the same accessibility as the application

Recommended selection.

() Copy this plan onto every target for me

During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.

) Do not copy this plan to targets

®100% ~
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14. Verify that all of the values appear as illustrated in the figure below.
15. Select Finish.
Figure 92: Deploy VistA Link Connector — Finish Adapter Installation

ORACLE WebLogic Server Administration Console 12¢ —|

Change Center @ Home Log Out Preferences Record Help ‘ Q I 0 |Cunr|ected to: in2
WEmEErsere TS Home =Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you

maodify, add or delete items in this domain. Back| [Next ‘ Einish | Cancel

Domain Structure Review your choices and dick Finish

domain2
TEJ'EUIT:II:nmenI Click Finish to complete the deployment. This may take a few moments to complete.
--Deployments Additional configuration
B}-Services

In order to work successfully, this application may require additional configuration. Do you want to review this application’s configuration after

~Security Realms completing this assistant?

B}-Interoperability
[B1-Diagnostics

(®) Yes, take me to the deployment's configuration screen.

() No, I will review the configuration later.

Summary
Deployment: [ull/app/Oracle_Home/user_projed il in2/vistalink/resource_adapters/vlj984_adapter
Name: vlj984_adapter
How do I... |
Staging Use the defaults defined by the chosen targets
System Status | Mode:

Plan Staging Use the same accessibilty as the application
Mode:

Security DDOnly: Use only roles and policies that are defined in the deployment descriptors.
Model:

Target Summary

Components & Targets

vlj984_adapter devl

Back | | Mext ‘ Finish |Cam:al

®100% -

16. Navigate to Deployments, select the vIjXXX_adapter, select Start > Servicing all
Requests.
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Figure 93: Deploy VistA Link Connector — Start Resource Adapter
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Update (redeploy) an enterprise application

Start and stop 2 deployed enterprise
application
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Deploy E18 modules
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Record Help | Q e, gi |Cunne:hedm: ind

Home =Summary of Deployments >vij384_adapter >Summary of Deployments

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
name and using the controls on this page.

To install 2 new application or module for deployment to targets in this domain, dick the Install button,

Deployments
Install | | Update | | Delste Startw | | Stop v showing 1to 9 of @ Pravious | Next
[1| name ¢ State | Health | Type Targets | Deployment Order
= J . Weh
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Install | | Update | | Delete Start~ | | Stop v Showing 1 to 9 of 9 Previous | Next

Servicing all requests

Servicing only administration reguests
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4.8.2 Inbound eRx Application Installation

The following sections describe the steps to install and configure the Inbound eRx application.
Most activities are to be performed by the WebLogic Administrator.

4.8.2.1 Install Inbound eRx Application

1.

Shut down WebLogic (refer to Sections 4.8.2.3 and 4.8.2.4).
Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

Create the downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

Download Inbound eRx application to the downloads directory.

Download from AITC IEP eRx Downloads directory

Create the deployments directory if it doesn’t exist:
$ mkdir -p /u0l/deployments

Copy the application EAR to the deployments directory:

Download from AITC IEP eRx Downloads directory

Access the WebLogic Admin Console by directing a browser to:
https://[vm1_fqdn]:7002/console/ and log in with the weblogic account.

Navigate to the Servers page.

From the Administration Console > Servers page, select the erx1 link to configure the
server.

Figure 94: Install Inbound eRx Application — Configure Servers
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10. The server configuration screen should appear as shown in the figure below.

11. Inspect the settings under the General tab. The Listen Address should be [vm1_fqdn]. The
non-secure listening port (Listen Port Enabled) should be enabled and set to port 8001
(Listen Port). The secure listening port should be disabled (SSL Listen Port Enabled).
These ports need to be consistent with the Apache Load Balancer/Proxy and local firewall
settings.

Figure 95: Install Inbound eRx Application — Verify Server Settings
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12. Review the setting under the Keystores tab as illustrated in the figure below. Verify the
Keystores option is set to Custom Identity and Custom Trust, and that the fields under
the Identity and Trust sections are filled with the same corresponding values.

Figure 96: Install Inbound eRx Application — Verify General & Keystore Settings
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13. Verify the settings under the SSL tab. The Private Key Alias should be the Fully Qualified
Domain Name of the server, and the Passphrase is XXXXXXXX.

Figure 97: Install Inbound eRx Application — Verify SSL Settings
ORACLE WebLogic Server Administration Consale 12¢ —
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ST T S A Servers >OpenAMServer >Summary of Servers >OpenAMServer

‘Configuration editing is enabled, Future N
changes will automatically be activated as you Settings for OpenAMServer
medify, add or delete items in this domain.

[« ion | Protocols | Logging | Debug || Menitoring || Control | Deployments | Services | Security | Notes
Domain Structure

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Owverload | Health Monitering
Chapter331DP

Server Start | Web Services | Coherence

Save

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of

message transmissions.
ork Managers
~Startup and Shutdown C
aﬁ Identity and Trust Locations: Keystores| Change Indicates where S5L should find the server's identity
(certificate and private key) as well as the server's trust
--Security Realms (trusted CAs). More Info...

- Interoperability .

Ident
B Diaonostics h entity

= Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private
How do I... key file. More Info...
Configure identity and trust

: N ! Private Key Alias: vaculc33idp83 dev_chapter33 The keystore attribute that defines the string alias used to

Set up SSL store and retrieve the server's private key. More Info...

Verify host name verifi

.

gg Private Key Passphrase: The keystore attribute that defines the passphrase used to

Configure a 3
retrieve the server's private key.  More Info...

.

Configure two-way 551

4] Confirm Private Key hi
System Status =2
Health of Running Servers Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted
certificate. More Info...
Failed (0} Trust
Critical (0) rus
Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the
certificate authorities. More Info...
B Advanced
Save

14. Repeat the previous three steps for the erx2 managed server to verify the General
Configuration, Keystores, and SSL settings.
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15. Navigate to the Deployments page.

16. From the Deployments page, select Install.
Figure 98: Install Inbound eRx Application — Summary of Deployments

ORACLE webLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences Record Help | Q Welcome, mhergmann| Connected to: ercdomain2

Home >Summary of Deployments
Messages

View changes and restaris

Configuration editing is enabled. Future
changes will automatically be activated as you 4# All changes have been activated. Mo restarts are necessary.

modify, add or delete items in this domain. « Selected Deployments were deleted.

Domain Structure Summary of Deployments

erxdomain2 —
E-Environment Control | Monitoring
--Deployments
[1-Services
“-Security Realms This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
B Interoperability applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
. ° . name and using the controls on this page.
[#}-Diagnostics

To install a new application or medule for deployment to targets in this domain, dick the Install button.

[ Customize this table

Deployments
Install | |Update | | Delete Start~ | | Stop ~ Showing 1to 8 of 8 Previous | MNext
How do I... |
[1| name & State | Health | Type Targets Deployment Order
System Status |
— . Web
[ | B @ benefits Active | ¥ OK | ok on | devt 100
[ | if5log4i-1 Active Library devi 1
= B - Enterprise .
[ | @ R vistaLinkConsole-1.6.0.028 Active | % OK Application | AdminServer | 100
5 - Resource
[ | @ vii442_adapter Active | % OK Adapter devl 100
" - Resource
[1| @ vli518_adapter Active |« DK Adapter devl 100
. - Resource
(2 vlj983_adapte:
1| @ vij983_adapter Active |9 OK Adapter |25V 100
[ | iyviiConnector(1.6,1.6) Active Library devi 1
[ | ifvijFoundationsLib(1.6,1.6) Active Library devl 1
Install | |Update | | Delete Start~ | | Stop ~ Showing 1to 8 of 8 Previous | MNext

F100% -

17. Install a new deployment of INB_ ERX-3.1.0.006.ear using the .ear file as indicated in
the figure below.

18. select Next.

PRE IEP Pentaho 8.2
DIRB 127 February 2020



Figure 99: Install Inbound eRx Application — Install New Deployment of INB_ERX

ORACLE WebLogic Server Administration Console 12¢ —

Change Center 2 Home Log Out Preferences Record Help | Q Welcome, mllergmarln| Connected to: encdomain2
View changes and restarts Home >Summary of Deployments
Messages
Configuration editing is enabled. Future X .
changes will automatically be activated as you € You must select an application before continuing.
modify, add or delete items in this domain.
Install Application Assistant
Domain Structure
erxdomain? Back] Next| | [Finish] | Cancel
[-Environment
--Deployments Locate deployment to instzll and prepare for deployment
D-SEMC_ES Select the file path that represents the application root directory, archive file, exploded archive directory, or application medule descriptor
~Security Realms that you want to install. You can also enter the path of the application directory or file in the Path field.

[#-Interoperability
[+}-Diagnostics Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) andfor confirm that your

application contains the required deployment descriptors.

Path: lul1/deployments/v.3.1/3.1.0.006/INB_ERX-3.1.0.006.ear

Recently Used Paths: [u01/app/Oracle_Home/user_projects/ il in2/vistalink/resource_adapters

Current Location: vaausenappdev2.aac.va.gov [ ull / depl ts / v.3.1/ 3.1.0.006

[F) INB_ERX-3.1.0.006.car

How do I... | ) L0 INB_ERX_UI-3.1.0.006.ear
System Status | Back | | Next | Finish | Cancel

ther names may

E100% -
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19. Accept the defaults for an application deployment.

20. Select Next.

21. Select the cluster and All servers in the cluster as the target for the deployment.

22. Select Next.

Figure 100: Install Inbound eRx Application — Select INB_ERX Deployment Targets

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
maodify, add or delete items in this domain.

Domain Structure
emnxdomain2
BH-Environment
-~Deployments
(- Services
--Security Realms
[ Interoperability
[-Diagnostics

How do I...

]

System Status

|

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences Record Help ‘

Home >Summary of Deployments

Install Application Assistant
Back| | Nexi |Fimsh ‘Can:al

Select deployment targets

Select the servers and/or clusters to which you want to deplay this application. (You can reconfigure deployment targets later).

Available targets for INB_ERX-3.1.0.006 :

Welcome, mhergmann| Connected to: erxdomain2

Servers

[] adminserver

Clusters

devl
® Al servers in the cluster
) part of the duster
erx2

Hem

Back | | Nexi | Finish ‘ Cancel

F100% -
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23. All of the values should appear as illustrated in the figure below.
24. Select Next.
Figure 101: Install Inbound eRx Application — Verify INB_ERX Deployment Settings

ORACLE WebLogic Server Administration Console 12c —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, mbergmann | Connected to: encdomain2
Home =Summary of Deployments

View changes and restarts

Configuration editing is enabled. Future Install Application Assistant
changes will automatically be activated as you

modify, add or delete items in this domain. Back | | Next | Finish | Cancel

Domain Structure Optional Settings

erxdomain2 y "

- Environment Wou can modify these settings or accept the defaults
--Deployments * Indicates required fields

[H-Services
--Security Realms General

[#-Interoperability
[ -Diagnestics

What do you want to name this deployment?
* Name: INE_ERX-3.1.0.006
Security

What security model do you want to use with this application?

(®) DD Only: Use only roles and policies that are defined in the deployment descriptors.
How do I... |

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are

Fr—— | defined in the deployment descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration
Console.

(") Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

! Use the defaults defined by the deployment's targets

Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

() T will make the deploy ible from the following location

ful1/deployments/v.3.1/3.1.0.006/INB_ERX-3.1.0.006.¢

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this lecation and that each target can reach the location.

Plan Source Accessibility

How should the plan source files be made accessible?

(@) Use the same accessibility as the application

Recommended selection.

(_) Copy this plan onto every target for me

During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.

() Do not copy this plan to targets

E100% -
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Figure 102: Install Inbound eRx Application — Verify INB_ERX Deployment Continued

Plam Source Accessibality

Hive ahould tha plarn siuroa s b mads aoassila?

®) Use the sanse accessibility as the spplcation

Reommendsd selkeclion,

) Copy thas plan onto every target for me

Curing dephrymert, the plan ks vwil b= copisd sulometcslly o the Maragsd Sarvers o which the application iz targetsd,
) Do not copy thus plan to targets

Yo must snmurs the pler fles sxet in the sheesd location and that esch target can reach B looston,

Back | Mast Firmsh Cancsl
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25. All of the values should appear as illustrated in the figure below.

26. Select Finish.

Figure 103: Install Inbound eRx Application — Verify INB_ERX Deployment Settings (Finish)

Change Center
View changes and restaris
Configuration editing is enabled. Future

maodify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure
encdomain?
EF-Environment
--Deployments
BH-Services
--Security Realms
B Interoperability
E-Diagnastics

How do I...

System Status

ORACLE WebLogic Server Administration Console 12c

8 Home Log Out Preferences Record Help ‘

Home >Summary of Deployments

Install Application Assistant

Back | | Mext | Finish | Cancel

Review your choices and click Finish

Q oo

Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application’s configuration after

completing this assistant?

(®) Yes, take me to the deployment’s configuration screen.

() Mo, T will review the configuration later.

Summary

Deployment:
Name:
Staging Mode:

Plan Staging Mode:

Jud1/deployments/v.3.1/3.1.0.006/INB_ERX-3.1.0.006.ear

INB_ERX-3.1.0.006
Use the defaults defined by the chosen targets

Use the same accessibilty as the application

| Connected to: d in2

Security Model: DDOnly: Use only roles and policies that are defined in the deployment descriptors.
Target Summary
Components &% Targets
INB_ERX-3.1.0.006.ear devl

Back | | Mext | Finish | Cancel

H00% -
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27. The Overview tab should appear as illustrated in the figure below.
Figure 104: Install Inbound eRx Application — Verify INB_ERX Deployment Configuration

Settings

ORACLE' WebLogic Server Administration Console 12¢

Change Center {2 Home Log Out Preferences

View changes and restarts
Configuration editing is enabled. Future Settings for INB_ERX-3.1.0.006
changes will automatically be activated 25 you
modify, add or delete items in this domain.

Overview | Deployment Plan

Domain Structure S

erxdomain2
E-Environment

Deployments
BH-services its configuration.
E2-Diagnostics Plame
Path:
Deployment Plan:
Staging Mode:
Howdo I...

System Status

Plan Staging Mode:

Security Model:

(] Deployment Order:

Modules and Components

Configuration

¢ Deployment Principal Name:

Record Help

Horme >Summary of Deployments > INB_ERX-3.1.0.006

Security | Targets | Control | Testing | Monitoring

Use this page to view the general configuration of an enterprise application, such s its name, the physical path ta the application files, the associated deployment plan, and so on. The
table at the end of the page lists the modules (such s Web applications and EJBs) that are contained in the enterprise application. Click an the name of the module to view and update

INB_ERX-3.1.0.006

/u01/ deployments/ v. 3. 1/ 3. 1. 0. 006/ INB_ER)X-3. 1. 0. 006. ear

(no plan specified)

(not specified)

(not specified)

DDOnly

100

Welcome, mbergmann | Connected to: erxdomain2

Notes.

The name of this enterprise application.  More Info...

The path to the source of the deployable unit on the Administration
erver. More Info...

The path to the deployment plan document on the Administration
Server. More Info...

Specifies whether a deployment's files are copied from a source on the
Administration Server to the Managed Server’s staging area during
application preparation. More Infc

Specifies whether an application’s deployment plan is copied from a
source on the Administration Server to the Managed Server's staging area
during application preparation. More Info...

The security mode! that is used to secure a deployed module. More
Tnfo...

An integer value that indicates when this unit is deployed, relative to
other deployable units on a server, during startup. More Info...

Astring value that indicates the principal that should be used when
deploying the filz or archive during startup and shutdown. This principal
il be used to set the current subject when calling out into application
code for interfaces such as ApplicationLifecycleListener. If no principal
name is specified, then the anonymous principal will be used. More
Info...

Showing 1to 1of 1 Previous | Next

Name &% Type
Enterprise
= INB_ERX-3.1.0.006 Application
E EBs
None to display
& Modules
[3)/INB-ERX %Epk:\cahcn
£l Web Services
None to display

Showing 1to 1of 1 Previous | Next
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28. Navigate to the Deployments page.
29. From the Deployments page, select Install.

30. Install a new deployment of INB_ERX_UI-3.1.0.006.ear, select the appropriate EAR file.
31. Select Next.

Figure 105: Install Inbound eRx Application — Install New Deployment of INB_ERX_UI

ORACLE WebLogic Server Administration Console 12¢ ‘

P — @ Home Log Out Preferences [ Record Help | Q Welcome, mbergmann ‘ Connected to: erxdomain2
e et e Home >Summary of Deployments »>INB_ERX-3.1.0.006 >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes will automatically be activated as you
modify, add or delete items in this domain. Back| [ Hext ‘ Finish ‘ Gancel
Domain Structure Locate deployment to install and prepare for deployment
wdomain2
‘?E,,,Ec"“f"" . Select the file path that represents the application root directary, archive file, exploded archive directory, or application medule descriptor that you want to install. You can also
nvironment enter the path of the application directory o file in the Path field.
~-Deployments
B}-Services Mote: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) andfor confirm that your application contains the required deployment
~-Security Realms descriptors.
- Interoperability
F-Diagnestics Path: [u01/deploymentsiv.3.1/3.1.0.006/INB_ERX_UI-3.1.0.006.ear
Recently Used Paths: fub1/deployments/v.3.1/3.1.0.006
fu01fappfOracle_Home/user_projects/ link/resource_adapters
Current Location: aac.va.gov [ u01l f depk /v.3.1/3.1.0.006
) [F) INB_ERX-3.1.0.006.car
'® L[} INB_ERX_UT-3.1.0.006.ear
HowdoL.. ‘ Back| | Next ‘ Finish ‘ Gancel
System Status ‘

®100% ~
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32. Accept the defaults for an application deployment.
33. Select Next.

34. Select the cluster and All servers in the cluster as the target for the deployment.
35. Select Next.
Figure 106: Install Inbound eRx Application — Select INB_ERX_UI Deployment Targets

ORACLE WebLogic Server Administration Console 12c _

Change Center @) Home Log Out Preferences (2] Record Help | Q Wek ‘ el in2
e T Heme =Summary of Deployments - INB_ERX-3.1.0.006 >Summary of Deployments

Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. = | o ‘ e

Domain Structure Select deployment targets

exdomain2

E-Emironment Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

~-Deployments
B-Services Available targets for INB_ERX_UI-3.1.0.006 :

- Security Realms

F-Interoperability
[¥-Diagnastics Servers

] Adminserver

Clusters

devi

(®) All servers in the dluster
How do I... ‘ '-'Fiel‘rlx:flhedMEr
[Jema

System Status ‘

Back  Next | Finish ‘ Cancel

#100% -
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36. All of the values should appear as illustrated in the figure below.
37. Select Next.

Figure 107: Install Inbound eRx Application — Verify INB_ERX_UI Deployment Settings

- u] X
e & hitps:/fvasuserxappdev2.aacva.gov: 7002/ console/console.portal7AppApplicationinstallPortlet_sctionOverride=/com/b ~ @ & | | Search... o~ £

(2 Install Application Assistant...

File Edit View Favorites Tools Help

s &) TRm [ VDL CHDR S EPAS @a Introscope #* RD Web Access &) appD6 NDSwis & DEV 12cwls £]SQAwls £)viswls £]SQATH &) dev TH &) M7TH 2] M7 ndsWLS & M7 chdr wis 7
ORACLE webLogic Server Administration Console 12¢ —
Change Center 8} Home Log Out Preferences [24] Record Help | Q Wel | @i i in2
View changes and restarts Home »Summary of Deployments »IN8_ER(-3.1.0.006 >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you

madify, add or delete items in this domain. Back| | Next ‘F,ms,, |mm,

Domain Structure ‘Optional Settings

e You can modify these settings or accept the defaults
" Deployments * Indicates required felds
~Services
~~Security Realms General

B Interoperability
[ Diagnastics

What do you want to name this deployment?
* Name: INB_ERX_UI-3.1.0.006
Security

What security model do you want to use with this application?

DD Only: Use only roles and policies that are defined in the deployment descriptors.
How do I...

) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment

System Status descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

Advanced: Use a custom model that you have configured on the realm's ion page.

Source Accessibility

How should the source files be made accessible?

(@ Use the defaults defined by the deployment's targets
Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

1 will make the deployment accessible from the following location
lu01/deployments/v.3.1/3.1.0.006/INB_ERX_UI-3.1.0.0

Provide the locatian from where all targets will access this application's files. This is often a shared directory. You must ensure the application files axist in this location and that
each target can reach the location.

Plan Source Accessibility

How should the plan source files be made accessible?

Use the same accessibility as the application
Recommended selection.
() Copy this plan onto every target for me

During deplayment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.

Do not copy this plan to targets

H100% -
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38. All of the values should appear as illustrated in the figure below.

39. Select Finish.

Figure 108: Install Inbound eRx Application — Verify INB_ERX_UI Deployment Settings

(Finish)

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be actvated as you
maodify, add or delete items in this domain.

Domain Structure

o

domain2
F-Environment
~-Deployments
~Services
“Security Realms

B Interoperability
[-Diagnostics
How do L.. |

System Status |

ORACLE WebLogic Server Administration Console 12¢

2 Home Log Out Preferences [22] Record Help Q

Home »Summary of Deployments =INB_ERX:

006 >Summary of Deployments

Install Application Assistant
Back| |Next |Fimsh ‘ Cancel

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete.
Additional configuration

In order to wark successfully, this application may require additional configuration. Do you want to review this application’s configuration after completing this assistant?

Yes, take me to the deployment's configuration screen.

() No, T will review the configuration later.

Summary

Deployment: Jub1/deployments/v.3.1/3.1.0.006/INB_ERX_UI-3.1.0.006.2ar
Name: NB_ERX_UT-3.1.0.006

Staging Mode: Use the defaults defined by the chosen targets

Plan Staging Mode: Use the same accessibilty as the application

Security Model:

Target Summary

DDOnly: Use only roles and policies that are defined in the deplayment descriptars.

Welcome, mberg |Dnnnected to: in2

Components &

Targets

INB_ERX_UI-3.1.0.006.ear

devl

Back | [Next |F|ms ‘Can:el

®100% ~
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40. The Overview tab should appear as illustrated in the figure below.

Figure 109: Install Inbound eRx Application — Verify INB_ERX_UI Deployment Configuration
Settings

ORACLE WeblLogic Server Administration Consele 12¢ —
Change Center @ Home Log Out Preferences [2] Record Help Q Welcome, | Connected to: i
View changes and restarts Home >Summery of Deployments >INB_ERY-3,1.0,006 >Summary of Deployments >INB_ERX_UI-3.1.0.006
Configuration editing is enabled. Future Settings for INB_ERX_UI-3.1.0.006
changes will automatically be activated as you
modify, add or delete items in this domain. Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes
Domain Structure Save.
encdomain2
*-Environment Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The
~-Deployments table at the end of the page lists the modules (such as Web applications and EJBs) that are contained in the enterprise application. Click on the name of the module to view and update
“Services its configuration.
~~Security Realms
B Interoperability i i
Diagnastics Name: INB_ERX_UI-3.1.0.006 The name of this enterprise application. More Info...
Path: { u01/ deployments/ v. 3. 1/ 3. L. 0. 006/ INB_ERX_UI-3. 1. 0. 006. ear  The path to the source of the deplayable unit on the Administration
Server.  More Info...
Deployment Plan: (no plan specified) The path to the deployment plan document on the Administration
Server.  More Info...
Staging Mode: (not specified) Specifies whether a deployment’s files are copied from a source on the
How do I... Administration Server to the Managed Server's staging area during
application preparation. More Info...
System Status
Plan Staging Mode: (not specified) Specifies whether an application’s deployment plan is copied from a
source on the Administration Server to the Managed Server's staging area
during application preparation. More Info...
Security Model: DDOnly The security model that is used to secure a deployed module. More
Info...
4| Deployment Order: 100 An integer value that indicates when this unit is deployed, relative to other
deployable units on a server, during startup. More Info...
] Deployment Principal Name: A string value that indicates the principal that should be used when
deploying the file or archive during startup and shutdown. This prindipal
vill be used to set the current subject when calling aut into application
code for interfaces such as ApplicationLifecyclelistener. If no principal
name is specified, then the anonymous principal will be used. More
Info...
Save
Modules and Components
Showing 1to 10f 1 Previous | Next
Name & Type
Enterprise
[ INB_ERX_UI-3.1.0.006 Application
= E8s
None to display
(= Modules
= Web
{@)/inbound e .
= Web Services
None to display
Showing 1to 1of 1 Previous | Next v
100% -
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41. Navigate to the Servers page in the WebLogic console.
42. Select the Control tab.

43. Select erx1 and erx2, and then select Start.
Figure 110: Install Inbound eRx Application — Start erx Servers

pj b (=2 Summary of Servers - erxdo... * ! ;

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connectsd to: erxdomainl

L Home >Summary of Servers

Configuration editing is enabled. Future Summary of Servers
changes will automatically be activated as you
modify, add or delste items in this domain. Configuration | Control

Domain Structure

erxdomainl Use this page to change the state of the servers in this WebLogic Server domain. Centrol operations on Managed Servers reguire

Erv A starting the Node Manager. Starting Managed Servers in Standby mode requires the domain-wide administration port.
—r~Environment 2

Servers
Clusters Q
Coherence Clusters

Machines [ Customize this table
rtual Hosts

Work Managers Servers (Filtered - More Columns Exist)
“=Startup and Shutdown Classes L i
--Deployments Start | | Resume Shutdown » | | Restart 331 showing 1 to 3 of 3 Previous | Next
ymant:
F-Senvices i z
-~ Security Realms []| Server ¢ Machine State Status of Last Action
B Inters v :
In.ter\.perab\hty [ | Adminserver{admin) machinel RUNNING MNone
[#-Diaanastics
[ |emxi machinel SHUTDOWN None
How do ... =]
| em2 machine2 SHUTDOWN None
* Start and stop servers =
Start| | Resume |- | Suspend v | | Shutdown v | | Restart 551 Showing 1to 3 of 3 Previous | Next

Start Managed Servers from the
Administration Conscle

Start Managed Servers in Admin mode

Start Managed Servers in a duster

Configure the domain-wide administration

port
System Status =
Health of Running Servers
| Failed (0)

— " (Critical (0)
" Owerloaded (0}
Warning (D)

r
I o< ()

PRE IEP Pentaho 8.2
DIRB 139 February 2020



Figure 111: Install Inbound eRx Application — erx Servers Running

mmary of

G

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [2<] Record Help | Welcome, weblogic | Connected to: erxdomainl

Home >Summary of Servers
Messages

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you 4 A reguest has been sent to the Node Manager to start the selected servers.
modify, add or delete items in this domain.

Summary of Servers
Domain Structure
Configuration | Control
emdomainl i
El-Environment o
Use this page to change the stats of the ssrvers in this Weblogic Server domain, Control operations on Managed Servers reguire
starting the Node Manager, Starting Managed Servers in Standby mode reguires the domain-wide administration port.
Coherence Clusters
T} lastRefreshed: Aug 24, 2016 4:55:37 PM
osts
Work Managers
t-Startup and Shutdown Classes [ Customize this table

~-Deplayments
F-Services Servers (Filtered - More Columns Exist)
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4.8.2.2 Create Startup/Shutdown Scripts
This section outlines the steps for creating startup/shutdown scripts:
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create startup scripts with the following commands:

$ cat > startNodemanager [domain].sh
tmp_domain_home=" [DOMAIN HOME]"

cp ${tmp domain home}/nodemanager/nodemanager.log

${tmp domain home}/nodemanager/nodemanager old.log

cat /dev/null > ${tmp domain home}/nodemanager/nodemanager.log
nohup ${tmp domain home}/bin/startNodeManager.sh 2>&1>

${tmp domain home}/nodemanager/nm.out &

<ctrl>d

$ cat > startWebLogic [domain].sh

tmp_domain_home=" [DOMAIN HOME]"

cp ${tmp domain home}/servers/AdminServer/logs/AdminServer.log

${tmp_domain home}/servers/AdminServer/logs/AdminServer_ old.log

cat /dev/null > ${tmp domain home}/servers/AdminServer/logs/AdminServer.log
nohup ${tmp domain home}/bin/startWebLogic.sh 2>&1>

${tmp domain home}/servers/AdminServer/logs/AdminServer.out &

<ctrl>d

$ cat > stopNodemanager [domain].sh
tmp_domain_home=" [DOMAIN HOME]"

${tmp domain home}/bin/stopNodeManager.sh
<ctrl>d

$ cat > stopWebLogic [domain].sh
tmp_domain_home=" [DOMAIN HOME]"

${tmp domain home}/bin/stopWebLogic.sh
<ctrl>d

4.8.2.3 Shut Down Domain
The section provides the steps for shutting down the domain:
1. On VML, log into Linux login and sudo su to the weblogic account:
$ sudo su - weblogic
2. Shut down the Administration Console with the following command:
$ ./stopWebLogic [domain].sh
4.8.2.4 Shut Down Nodemanagers
This sections outlines the steps for shutting down the nodemanagers:
1. On VM, Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Shut down Nodemanager with the following command:

$ ./stopNodemanager [domain].sh

3. On VM2, Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

4. Shut down Nodemanager with the following command:

$ ./stopNodemanager [domain].sh
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4.8.3 Pentaho Installation

The following sections describe the steps to install the WebLogic application server. Most
activities are to be performed by the WebLogic Administrator.

48.3.1 Pentaho Software Installation
The section provides step-by-step guidance on the installing the Pentaho software:

1. Log into Linux and sudo su to the kettle account:
$ sudo su - kettle

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download Pentaho Data Integration Community Edition 8.2 archive (pdi-ce-8.2.0.0-
342.zip) to the downloads directory.

Download from AITC IEP eRx Downloads directory

4. Download INB_ERX Pentaho configuration zip archive for [ENV].

Download pdi-[env] cfg [yyyymmdd].zip from AITC IEP eRx Deployments directory

5. Create a pentaho directory if it doesn’t exist:
$ mkdir -p /u0l/app/pentaho

6. On VM1, unzip the Pentaho Data Integration Community Edition 8.2 archive to the
pentaho masterl installation directory:

$ cd /u0l/app/pentaho
$ unzip /ul0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]masterl

7. On VM1, unzip the Pentaho Data Integration Community Edition 8.2 archive to the

pentaho slavel installation directory:

$ cd /ul0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]slavel

8. On VM1, unzip the Pentaho Data Integration Community Edition 8.2 archive to the

pentaho slave?2 installation directory:

$ cd /u0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]slave2

9. On VM2, unzip the Pentaho Data Integration Community Edition 8.2 archive to the

pentaho slave3 installation directory:

$ cd /u0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]slave3

10. On VM2, unzip the Pentaho Data Integration Community Edition 8.2 archive to the

pentaho slave4 installation directory:

$ cd /ul0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]slaved

11. On VM2, unzip the Pentaho Data Integration Community Edition 8.2 archive to the

pentaho slave5 installation directory:

$ cd /u0l/app/pentaho
$ unzip /ul0l/downloads/pdi-ce-8.2.0.0-342.zip
$ mv data-integration pdi-[env]slave5
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12. On VM1, unzip the environment specific configuration archive to the pentaho masterl

installation directory:

$ cd /u0l/app/pentaho/pdi-[env]masterl
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

13. On VML, unzip the environment specific configuration archive to the pentaho slavel

installation directory:

S cd /u0l/app/pentaho/pdi-[env]slavel
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

14. On VML, unzip the environment specific configuration archive to the pentaho slave2

installation directory:

S cd /ull/app/pentaho/pdi-[env]slave2
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

15. On VM2, unzip the environment specific configuration archive to the pentaho slave3

installation directory:

$ cd /ul0l/app/pentaho/pdi-[env]slave3
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

16. On VM2, unzip the environment specific configuration archive to the pentaho slave4
installation directory:

$ cd /ull/app/pentaho/pdi-[env]slaved
$ unzip /u0l/downloads/pdi-[env] cfqg [yyyymmdd].zip

17. On VM2, unzip the environment specific configuration archive to the pentaho slave5

installation directory:

$ cd /u0l/app/pentaho/pdi-[env]slave5
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

18. On the Master VM, create masterl, slavel and slave2 startup scripts in the ~kettle

directory:

$ cd ~

S cat > ~/startCarte [Env]Masterl.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]masterl

datestamp="date +%Y%m%d $HIMS%S®

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx2048m -XX:MaxPermSize=256m"
S{KETTLE_HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]masterl1-8080.xml >
S{KETTLE_HOME}/logs/ [env]masterl1-8080_ ${datestamp}.out 2>&1 &

<ctlr>d

S chmod 755 ~/startCarte[Env]Masterl.sh

$ cat > ~/startCarte[Env]Slavel.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slavel

datestamp="date +%Y%m%d_ %H3MS3S"

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
${KETTLE_HOME}/carte.sh ${KETTLE HOME}/pwd/[env]slavel-8081.xml >
S{KETTLE_HOME}/logs/[env]slavel-8081 S${datestamp}.out 2>&1 &

<ctlr>d

S chmod 755 ~/startCarte[Env]Slavel.sh

$ cat > ~/startCarte [Env]Slave2.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slavel

datestamp="date +%Y%m%d_ %H%MSS"

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
${KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slave2-8082.xml >
S{KETTLE_HOME}/logs/ [env]slavel-8082 ${datestamp}.out 2>&l &

<ctlr>d

$ chmod 755 ~/startCarte[Env]Slave2.sh
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19. On the Master VM, create slave3, slave4 and slave5 startup script in the ~kettle directory:

$ cd ~

$ cat > ~/startCarte [Env]Slave3.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slave3

datestamp="date +%Y%m%d %H%MSS"

export PENTAHO DI JAVA OPTIONS="-Xmsl024m -Xmx3072m -XX:MaxPermSize=256m"
S{KETTLE_HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slavefx3-8083.xml >
S{KETTLE_HOME}/logs/ [env]slave3-8083 ${datestamp}.out 2>&l &

<ctlr>d

S chmod 755 ~/startCarte[Env]Slave3.sh

$ cat > ~/startCarte [Env]Slaved.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slave4

datestamp=-date +%Y%m%d %HIMSS®

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
S{KETTLE_HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slave4-8084.xml >
S{KETTLE HOME}/logs/ [env]slave4-8084 ${datestamp}.out 2>&1 &

<ctlr>d a

$ chmod 755 ~/startCarte[Env]Slaved.sh

$ cat > ~/startCarte [Env]Slave5.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slaveb5

datestamp="date +%Y%m%d $HIMSS®

export PENTAHO DI _JAVA OPTIONS="-Xms1024m -Xmx3072m -XX:MaxPermSize=256m"
S{KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slave5-8085.xml >
S{KETTLE HOME}/logs/ [env]slave5-8085 ${datestamp}.out 2>&1 &

<ctlr>d a

S chmod 755 ~/startCarte[Env]Slave5.sh

20. On the Master VM, create repository update script in the ~kettle directory:

$ cd ~

$ cat > ~/updateRepo [Env].sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]masterl
datestamp="date +%Y%m%d $H%MS%S "

S{KETTLE_HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/inbound main.xml | tee
S{KETTLE_HOME}/logs/updateRepoDevl ${datestamp}.out 2>&l

S{KETTLE_HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/inbound vista delivery.xml | tee -a
S{KETTLE_HOME}/logs/updateRepoDevl ${datestamp}.out 2>&l

S{KETTLE_HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/outbound main.xml | tee -a

S{KETTLE HOME}/logs/updateRepoDevl ${datestamp}.out 2>&1

<ctlr>d -

$ chmod 755 ~/updateRepo [Env].sh
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4.8.3.2 Pentaho Repository Definition Import
The section provides step-by-step guidance to import the Pentaho repository:

1. Log into Linux and sudo su to the kettle account:
$ sudo su - kettle

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download INB_ERX Pentaho Repository Definition zip archive for [ENV].

Download PS_INB ERX Pentaho [n.n.n.nnn].zip from AITC IEP eRx Deployments directory

4. Unpack repository definition in Masterl instance:

$ cd /u0l/app/pentaho/pdi-[env]masterl
$ unzip /u0l/app/downloads/PS_INB_ERX Pentaho [n.n.n.nnn].zip erx_repo/*

5. Update Pentaho repository:

$ cd ~
$ ~/updateRepo [Env].sh

4.8.4 Nexus Repository Installation (DEV2 VM1 Only)

The following sections describe the steps to install the SonaType Nexus OSS repository server.
All activities are to be performed by a Systems Administrator.

48.4.1 SonaType Nexus Software Installation

The section provides step-by-step guidance on the installing the SonaType Nexus repository
software:

1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download SonaType Nexus OSS repository software archive (nexus-3.5.2-01-unix.tar.gz)
to the downloads directory.
Download from AITC IEP eRx Downloads directory

4. Return back in your normal Linux login account.

$ exit

5. Create the nexus software directory if it doesn’t exist:

$ sudo mkdir -p /uOl/app/nexus
$ sudo chown nexusloc:weblogic /u0l/app/nexus
$ sudo chmod 755 /u0l/app/nexus

6. Unpack Nexus repository software:

$ cd /u0l/app/nexus
$ sudo -u nexusloc tar xvzf /u0l/downloads/nexus-3.5.2-0l1-unix.tar.gz
$ sudo 1n -s nexus-3.5.2-01 latest

7. Modify /u01/app/nexus/latest/bin/nexus.rc:

$sudo vi /ul0l/app/nexus/latest/bin/nexus.rc

8. Modify service user account:

run_as user="nexusloc"

9. Modify /u01/app/nexus/sonatype-work/nexus3/etc/nexus.properties:

$sudo vi /ul0l/app/nexus/sonatype-work/nexus3/etc/nexus.properties

10. Modify as follows:
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application-port=8061
application-host=vaauserxappdev2.aac.va.gov
nexus-context-path=/nexus/

11. Modify ~nexusol/.bashrc:

$ sudo vi ~nexusloc/.bashrc

12. Add NEXUS_HOME near the end of the file:

export NEXUS HOME=/u0l/app/nexus/latest

13. Modify /u01/app/nexus/latest/bin/nexus

$sudo vi /ul0l/app/nexus/latest/bin/nexus

14. Enable the INSTALL4_JAVA_HOME_OVERRIDE variable:

INSTALL4J_JAVA HOME OVERRIDE=/u0l/app/java/latest

15. Modify HTTPD configuration:

$ sudo vi /etc/httpd/conf/httpd.conf

16. Add the following for Nexus reverse proxy:
#

# Reverse proxy to Nexus

#

ProxyPass /nexus/ http://vaauserxappdev2.aac.va.gov:8061/nexus/
ProxyPassReverse /nexus/ http://vaauserxappdev2.aac.va.gov:8061/nexus/

17. Create symbolic link for /etc/init.d/nexus:

$ sudo 1n -s /u0l/app/nexus/latest/bin/nexus /etc/init.d/nexus

18. Enable the Nexus OSS repository service:

$ cd /etc/init.d
$ sudo chkconfig —add nexus
$ sudo chkconfig —-levels 345 nexus on

4.8.5 VistA Patch Installation
Not applicable to patch PSO*7.0*589.

4.9 Installation Verification Procedure

Please refer to the installation steps in the previous sections, which outline the installation

verification procedures within each step.

4.10 System Configuration

This section is not applicable to the Inbound eRx project.

4.11 Database Tuning

This section will be added in future versions of this document.
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5. Back-Out Procedure

This section describes the back-out procedure for Inbound eRx. Back-out pertains to a return to
the last known operational state of the software and appropriate platform settings.

The Inbound eRx system will provide data protection measures, such as back-up intervals and
redundancies that are consistent with systems categorized as mission critical (12 hour restoration,
2 hour recover point objectives). This section outlines the backout strategy, considerations,
testing, criteria for backout, risks, authority to approve, and the procedures to perform a backout
for Inbound eRx.

5.1 Back-Out Strategy

The back-out strategy will follow VA guidelines and best practices as referenced in the
Enterprise Operations (EO) National Data Center Hosting Services document.

5.2 Back-Out Considerations

Back-out considerations will follow VA guidelines and best practices as referenced in the EO
National Data Center Hosting Services document.

5.2.1 Load Testing

This section is not applicable to the Inbound eRx project.

5.2.2 User Acceptance Testing

The results of User Acceptance Testing (UAT) will be added to this document in a future
version, following the completion of UAT.

5.3 Back-Out Criteria

Back-out criteria will follow VA guidelines and best practices as referenced in the EO National
Data Center Hosting Services document.

5.4 Back-Out Risks

There are no known risks related to a back-out.

5.5 Authority for Back-Out

The POCs with the authority to order the back-out is the Inbound eRx IPT, the VA PM, and
other relevant stakeholders.

5.6 Back-Out Procedure

This section outlines the backout procedure for the following:
e Pentaho 8.2 upgrade patch PSO*7.0*589
e WebLogic

5.6.1 Back-Out of VistA Patch

Not applicable for patch PSO*7.0*589.
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5.6.2 Back-Out of Database

This section outlines the steps for backing out Database changes on the local database server.
These steps should be performed under strict guidance of the PRE Inbound eRx PM team.

5.6.2.1 Restore backup files from tape
Recover data procedures are in the EO National Data Center Hosting Services document.
5.6.2.2 Mount the instance

1. Set ORACLE_SID=IEPP
2. rman TARGET SYS/Password NOCATALOG
3. RMAN:> shutdown immediate;
RMAN:> startup mount;
5.6.2.3 Restore and recover the datafiles

1. RMAN> run
{

allocate channel dev1 type disk;
set until time "to_date('2011-12-30:00:00:00', 'yyyy-mm-dd:hh24:mi:ss")";
restore database;
recover database; }
5.6.2.4 Open the database and reset logs

1. RMAN> alter database open resetlogs;

5.6.3 Back-Out of WebLogic

This section outlines the steps for backing out a new version of the PRE Inbound eRx application
deployed on a local WebLogic (application) server. This is a two-step process: first, remove the
new release, and then deploy the rolled-back release. These steps should be performed under
strict guidance of the PRE Inbound eRx PM team.

5.6.3.1 Remove New Release

1. Open and log into the WebLogic console. Use WebLogic username and password.

2. Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.

3. Within the Change Center panel in the left column of the WebLogic console, select Lock
& Edit.

4. WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

5. Select the previously deployed Inbound eRx deployment, select Stop, and then select
Force Stop Now from the drop-down list.

6. WebLogic will now display the panel Force Stop Application Assistant in the right
column of the console for confirmation to start servicing requests.

7. Select Yes in the Force Stop Application Assistant panel in the right column of the
WebLogic console.
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9.

10.
11.

12.

13.

14.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the State of the Inbound eRx deployment is Prepared.
Select the previously deployed Inbound eRx deployment, and then select Delete.

WebLogic will now display the panel Delete Application Assistant in the right column of
the console for confirmation to start servicing requests.

Select Yes in the Delete Application Assistant panel in the right column of the
WebLogic console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the Inbound eRx deployment has been deleted and is no longer present.

5.6.3.2 Deploy Back-out Release

The following steps detail the deployment of the rolled-back Inbound eRx application.

1.
2.

Use the WebLogic console that was started at the beginning of the roll-back process.

Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.

Verify that application is in Lock & Edit mode. Lock & Edit mode is indicated by the
“greyed-out” Lock & Edit selection button.

Select Install in the Deployments panel in the right column of the WebLogic console.

WebLogic will now display the panel, Install Application Assistant in the right column
of the console where the Inbound eRx deployment will be found.

a. If the rolled-back Inbound eRx deployment has already been transferred to the
Deployment Machine, navigate to the deployment file location using the links and
file structure displayed within the Location panel within the Install Application
Assistant in the right column of the console. Choose the ear file associated with
the rolled-back release.

b. If the rolled-back Inbound eRx deployment has not been transferred to the
Deployment Machine:

i. Select the upload your file(s) link in the Install Application Assistant
panel in the right section of the console.

il. Select the Deployment Archive Browse to see the Choose file dialogue
used to select the Deployment Archive.

iii.  Select Next in the Upload a Deployment to the admin server panel in
the right column of the WebLogic console to return to the Locate
deployment to install and prepare for deployment panel within the
Install Application Assistant.

Once the rolled-back Inbound eRx deployment is located and selected, select Next.

WebLogic will now display the panel Choose targeting style within the Install
Application Assistant in the right column of the console. Leave the default value selected,
install this deployment as an application, and select Next.
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10.
11.

12.
13.

14.

15.
16.

17.
18.

19.

20.

21.

22.

23.

24,

25.

26.

27
5.7

Within the Install Application Assistant in the right column of the console, WebLogic
will now display the panel Select deployment targets, where the Deployment Server will
be selected as the target in the next step.

For the Target, select the Deployment Server.
Select Next.

Within the Install Application Assistant, WebLogic will now display the panel Optional
Settings in the right column of the console, where the name of the deployment and the
copy behavior are chosen.

Enter the Name for the deployment. Use: INB_ERX-3.1.0.005

Verify that the following default option for Security is selected:

DD Only: Use only roles and policies that are defined in the deployment descriptors.
Verify that the following default option for Source accessibility is selected:

Use the defaults defined by the deployment's targets.

Select Next.

Within the Install Application Assistant, in the right column of the console WebLogic,
the panel Review your choices and click Finish will now be displayed, which
summarizes the steps completed above.

Verify that the values match those entered in Steps 6 through 17 and select Finish.

WebLogic will now display the panel Settings for Inbound eRX, in the right column of
the console, where the values previously entered are available as well as a setting to
change the deployment order.

Leave all the values as defaulted by WebLogic and select Save.

Within the Change Center panel in the left column of the WebLogic console, select
Activate Changes.

Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.

WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

Select the previously deployed INB_ERX-3.1.0.005 deployment, select Start, and then
select Servicing all requests from the drop-down list.

WebLogic will now display the panel Start Application Assistant in the right column of
the console for confirmation to start servicing requests.

Select Yes in the Start Application Assistant panel in the right column of the WebLogic
console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

. Verify that the State of the INB_ERX-3.1.0.005 deployment is Active.
Back-out Verification Procedure

For verifying the patch backout for Inbound eRx reference PSO*7.0*551 Patch Description in
Forum and pso_7_0_p551 ig detailing Deployment, Installation, Back-Out, and Rollback for
PSO*7.0*551.
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Depending on the approach taken for the back-out, the verification steps will vary. Please contact
the Inbound eRx development/maintenance team for verification instructions.

6. Rollback Procedure

This section outlines the procedures for rolling back to a previous state of the data.

6.1 Rollback Considerations

Back-out considerations will follow VA guidelines and best practices as referenced in the EO
National Data Center Hosting Services document.

6.2 Rollback Criteria

Rollback criteria will follow VA guidelines and best practices as referenced in the EO National
Data Center Hosting Services document.

6.3 Rollback Risks

There are no known risks related to a Rollback.

6.4 Authority for Rollback

The POCs with the authority to order the Rollback are the Inbound eRx IPT, the VA PM, and
other relevant stakeholders.

6.5 Rollback Procedure
6.5.1 Rollback of Database

This section outlines the steps for rollback of Database changes on the local database server.
These steps should be performed under strict guidance of the PRE Inbound eRx PM team.

6.5.1.1 Restore backup files from tape
Recover data procedures are in the EO National Data Center Hosting Services document.
6.5.1.2 Mount the instance

28. Set ORACLE_SID=IEPP
29. rman TARGET SYS/Password NOCATALOG
30. RMAN:> shutdown immediate;
RMAN:> startup mount;
6.5.1.3 Restore and recover the datafiles

31. RMAN> run
{
allocate channel dev1 type disk;
set until time "to_date('2011-12-30:00:00:00", 'yyyy-mm-dd:hh24:mi:ss')";
restore database;
recover database; }
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6.5.1.4 Open the database and reset logs
32. RMAN> alter database open resetlogs;

6.5.2 Rollback WebLogic

This section outlines the steps for rolling back to a previous version of the PRE Inbound eRx
application deployed on a local WebLogic (application) server. This is a two-step process. First,
remove the old release, and then deploy the rolled-back release. These steps should be performed
under strict guidance of the PRE Inbound eRx PM team.

6.5.2.1 Remove New Release
1. Open and log into the WebLogic console. This is located at:

\\vaauspecdbs801.aac.dva.va.gov\erx\install\. Use WebLogic username and password.

2. Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.

3. Within the Change Center panel in the left column of the WebLogic console, select Lock
& Edit.

4. WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

5. Select the previously deployed Inbound eRx deployment, select Stop, and then select
Force Stop Now from the drop-down list.

6. WebLogic will now display the panel Force Stop Application Assistant in the right
column of the console for confirmation to start servicing requests.

7. Select Yes in the Force Stop Application Assistant panel in the right column of the
WebL ogic console.

8. WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

9. Verify that the State of the Inbound eRx deployment is Prepared.
10. Select the previously deployed Inbound eRx deployment, and then select Delete.

11. WebLogic will now display the panel Delete Application Assistant in the right column of
the console for confirmation to start servicing requests.

12. Select Yes in the Delete Application Assistant panel in the right column of the
WebLogic console.

13. WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

14. Verify that the Inbound eRx deployment is deleted and no longer present.
6.5.2.2 Deploy Rolled-Back Release
The following steps detail the deployment of the rolled-back Inbound eRx application.

1. Use the WebLogic console that was started at the beginning of the roll-back process.

2. Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.
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3. Verify that the application is in Lock & Edit mode. Lock & Edit mode is indicated by
the “greyed-out” Lock & Edit selection button.

4. Select the Install button in the Deployments panel in the right column of the WebLogic
console.

5. WebLogic will now display the panel Install Application Assistant in the right column of
the console, where the location of the Inbound eRx deployment will be found.

a. Ifthe rolled-back Inbound eRx deployment has already been transferred to the
Deployment Machine, navigate to the deployment file location using the links and file
structure displayed within the Location panel, which is within the Install Application
Assistant panel in the right column of the console. Choose the ear file associated with the
rolled-back release.

b. If the rolled-back Inbound eRx deployment has not been transferred to the Deployment
Machine:

i. Select on the upload your file(s) link in the Install Application Assistant
panel in the right section of the console.

ii. Select the Deployment Archive Browse to see the Choose file dialogue
used to select the Deployment Archive.

iii. Select Next in the Upload a Deployment to the admin server panel in
the right column of the WebLogic console to return to the Locate
deployment to install and prepare for deployment panel within the
Install Application Assistant.

6. Once the rolled-back Inbound eRx deployment is located and selected, select Next.

7. WebLogic will now display the panel Choose targeting style within the Install
Application Assistant in the right column of the console. Leave the default value selected,
install this deployment as an application, and select Next.

8. Within the Install Application Assistant in the right column of the console, WebLogic
will now display the panel Select deployment targets, where the Deployment Server will
be selected as the target in the next step.

9. For the Target, select the Deployment Server.
10. Select Next.

11. Within the Install Application Assistant, WebLogic will now display the panel Optional
Settings in the right column of the console, where the name of the deployment and the
copy behavior are chosen.

12. Enter the Name for the deployment. Use: INB_ERX-3.1.0.005
13. Verify that the following default option for Security is selected:
DD Only: Use only roles and policies that are defined in the deployment descriptors.
14. Verify that the following default option for Source accessibility is selected:
Use the defaults defined by the deployment's targets.
15. Select Next.
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16. Within the Install Application Assistant, in the right column of the console WebLogic,
the panel Review your choices and click Finish will now be displayed, which
summarizes the steps completed above.

17. Verify that the values match those entered in Steps 6 through 17 and select Finish.

18. WebLogic will now display the panel Settings for Inbound eRX, in the right column of
the console, where the values previously entered are available as well as a setting to
change the deployment order.

19. Leave all the values as defaulted by WebLogic and select Save.

20. Within the Change Center panel in the left column of the WebLogic console, select
Activate Changes.

21. Within the Domain Structure panel in the left column of the WebLogic console, select
the Deployments node.

22. WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

23. Select the previously deployed INB_ERX-3.1.0.005 deployment, select Start, and then
select Servicing all requests from the drop-down list.

24. WebLogic will now display the panel Start Application Assistant in the right column of
the console for confirmation to start servicing requests.

25. Select Yes in the Start Application Assistant panel in the right column of the WebLogic
console.

26. WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

27. Verify that the State of the INB_ERX-3.1.0.005 deployment is Active.

6.5.3 Rollback VistA Patch

Due to the fact that the data involved with inbound eRx is prescription related, data dictionary
changes and existing data will not be rolled back. The system should maintain the new fields and
records. The back-out procedure will dictate the usage/view of the new data. Any new message
type will still be available to the user and will be impacted only by the back-out procedure.
Message linking between NewRx and cancel/refill message types will be established. The rolling
back of the data would sever this linkage, potentially causing major problems.

6.6 Rollback Verification Procedure

6.6.1 Validation of Roll Back Procedure

The user will be able to view the cancel and refill message types. All actions besides print will be
locked so the user cannot take action on the record. This will create a view only scenario for
cancel and refill message types.
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7. Operational Procedures

This section outlines server startup and shutdown procedures.
7.1  Startup Procedures
7.1.1 Start Weblogic Node Managers and Admin Console

1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

2. On VM1, start node managers:

$ ./startNodemanager [domain].sh

3. On VM2, start node managers:

$ ./startNodemanager [domain].sh

4. On VM1, wait for node manager startups to complete:
$ tail -f [DOMAIN HOME]/nodemanager/nodemanager.log

5. On VM1, watch for the following log messages to indicate the node managers are up:

<INFO> <Secure socket listener started on port 5556, host [vml fgdn]>

6. On VM2, wait for node manager startups to complete:
$ tail -f [DOMAIN HOME]/nodemanager/nodemanager.log

7. On VM2, watch for the following log messages to indicate the node managers are up:

<INFO> <Secure socket listener started on port 5556, host [vm2 fgdn]>

8. On VM1, start AdminServer:

$ ./startWebLogic [domain].sh

9. On VM1, wait for the AdminServer startup to complete:

$ tail -f [DOMAIN HOME]/servers/AdminServer/logs/AdminServer.out

10. On VML, watch for the following log messages to indicate the AdminServer is up:
<Notice> <WebLogicServer> <BEA-000365> <Server state changed to RUNNING.>

7.1.2 Managed Servers

1. Log into the [domain] Admin Console, start erx1 and erx2 managed servers
2. Verify landing pages are responding:

https://[proxy fqdn]/INB-ERX/
https://[proxy fqdn]/inbound/

7.1.3 Pentaho Services Startup
1. Log into Linux and sudo su to the kettle account:

$ sudo su - kettle

2. On VML, start [ENV] Master Slave:

$ ./startCarte [Env]Masterl.sh
3. From the CPanel (https://[proxy_fqdn]/cpanel), wait for the [ENV] Master Slave to start
up by watching: https:/[proxy_fgdn]/masterl/kettle/status/
4. On VM 1, start [ENV] Dynamic Slavel:

$ ./startCarte [Env]Slavel.sh

5. On VM 1, start [ENV] Dynamic Slave2:

$ ./startCarte [Env]Slave2.sh
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

On VM 2, start [ENV] Dynamic Slave3:

$ ./startCarte [Env]Slave3.sh

On VM 2, start [ENV] Dynamic Slave4:
$ ./startCarte[Env]Slave4.sh
On VM 2, start [ENV] Dynamic Slave5:

$ ./startCarte [Env]Slave5.sh
From the CPanel (https://[proxy_fqdn]/cpanel), wait for the [ENV] Slavel to start up by
watching: https://[proxy_fgdn]/slavel/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slave2 to start up by
watching: https://[proxy_fgdn]/slave2/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slave3 to start up by
watching: https://[proxy_fqdn]/slave3/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slave4 to start up by
watching: https://[proxy_fqdn]/slave4/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slave5 to start up by
watching: https://[proxy_fqdn]/slave5/kettle/status/

From the CPanel (https://[proxy_fqdn]/cpanel), check that all 5 dynamic slaves have
registered with the master: https://[proxy_fqdn]/slavel/kettle/getSlaves/

From the CPanel (https://[proxy_fqdn]/cpanel), start the message processing jobs:
https://[proxy_fqdn]/slavel/kettle/runJob/?job=inbound_main/InboundMessageProcessing
_JOB
https://[proxy_fqdn]/slave2/kettle/runJob/?job=inbound_main/InboundMessageProcessing
Retry JOB
https://[proxy_fqdn]/slave3/kettle/runJob/?job=inbound_vista_delivery/InboundDeliverTo
Vista_JOB
https://[proxy_fgdn]/slave4/kettle/runJob/?job=outbound_main/OutboundMessageProcess
ing_JOB
https://[proxy_fqdn]/slave5/kettle/runJob/?job=inbound_vista_delivery/InboundDeliverTo
VistaMbM_JOB

From the CPanel (https://[proxy_fqdn]/cpanel), check the
InboundMessageProcessing_JOB status: https://[proxy_fgdn]/slavel/kettle/status, select
the InboundMessageProcessing_JOB hyperlink and check the job status page.

From the CPanel (https://[proxy_fqdn]/cpanel), check the
InboundMessageProcessingRetry JOB status: https://[proxy_fqdn]/slave2/kettle/status,
select the InboundMessageProcessingRetry_JOB hyperlink and check the job status
page.

From the CPanel (https://[proxy_fqdn]/cpanel), check the InboundDeliverToVista _JOB
status: https://[proxy_fqdn]/slave3/kettle/status, select the InboundDeliverToVista JOB
hyperlink and check the job status page.

From the CPanel (https://[proxy_fqdn]/cpanel), check the OutboundMessageProcessing

_JOB status: https://[proxy_fqdn]/slave4/kettle/status, select the
OutboundMessageProcessing hyperlink and check the job status page.
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20. From the CPanel (https://[proxy_fqdn]/cpanel), check the InboundDeliverToVistaMbM
_JOB status: https://[proxy_fqdn]/slave5/kettle/status, select the
InboundDeliverToVistaMbM_JOB hyperlink and check the job status page.

7.2 Shut Down Procedures

7.2.1 Pentaho Services Shutdown

1. Log into Linux and sudo su to the kettle account:
$ sudo su - kettle

2. As kettle on VM2:

$ /u0l/app/pentaho/pdi-[env]slave3/carte.sh [vm2 fgdn] 8083 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]slaved/carte.sh [vm2 fgdn] 8084 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]slave5/carte.sh [vm2 fgdn] 8085 -s -u cluster -p cluster

3. As kettle on VML1:

$ /u0l/app/pentaho/pdi-[env]slavel/carte.sh [vml_fgdn] 8081 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]slave2/carte.sh [vml_fqgdn] 8082 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]masterl/carte.sh [vml fgdn] 8080 -s -u cluster -p cluster

7.2.2 WebLogic Application Server Shutdown
1. Log into Linux and sudo su to the weblogic account:

$ sudo su - weblogic

Log into erxdomainl Admin Console as weblogic

Stop erxl and erx2 managed servers
Stop Admin console

3. On VM1, as weblogic:

$ ./stopWebLogic [domain].sh

4. On VM1, as weblogic:

$ ./stopNodemanager [domain].sh

5. On VM2, as weblogic:

$ ./stopNodemanager [domain].sh

N
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8. Appendices

This section provides additional reference information to use for the installation of various

components.

8.1 Certificate Contents

Use the text in this section for the certificate configuration steps in Section 4.2.7.

8.1.1 va_root_ca cert.txt

MIIDfjCCAmagAwIBAgIQA399zv0pkaxAy6V04im+hDANBgkghkiGOwOBAQUFADBH
MRMwEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHDAaBgNV
BAMTE1ZBIEludGVybmFsIFJvb3QgQ0EwHhcNMDUxM] I yMTYONDM1WhcNM)UxMjIy
MTY1MzESW)BHMRMwEQYKCZ Imi ZPyLGOBGRYDZ2 92MRIWEAYKCZImi ZPyLGOBGRYC
dmExHDAaBgNVBAMTE 1 ZBIE 1udGVybmFs IFJvb3Q0gQ0EwggE iMAOGCSqGSIb3DOER
AQUAA4IBDWAWggEKAOIBAQDVafelLiz61sJVkI1+suHKtVyCZAyyjSHhuDcIxonjg
EVk3mRUYZW3QPVuvS2m3NjKujJw9eL4FwGNnou+CUEdTvpAMoI0o9Xhcm3uzR1Gg+
Gn6f9ichdYrttNkQo+JXPqgzEsNqQUEFBRUQymmK7kZODAPNzNOVM1G]jDGejDGCD5
fxyJyhkurwNWmvVjUL8D3E6mMWM/10yinGmTC61i4FQiJpVW5IauzDS0ceJhr2BSEW
BuH8W6mAQ9ZdXkiUBZm4 /AUVW6QayKIkHTpFHoYh11i1pJ12iDLnla+NJdzNJiz7U
URdArWOLBSBApDX1jKsAMmcyXMvk4ULONRIBewoCQRVrBAgMBAAG] Z JBkMBMGCSsG
AQOBgjcUAgQGHgQAQWBBMASGA1UdDWQEAWIBhjAPBgNVHRMBAf 8EBTADAQH/MBOG
A1UdDgQWBBT] ZG2vNo8cUIHkMxOg90Hayccdz zAQBgkrBgEEAY I3FQEEAWIBADAN
BgkghkiGO9wOBAQUFAAOCAQEAOx6+zBW1kK1py0UarVb6G+cphwcPi/Gt40zS58Ag
BiZ9j36GWzdD/LtbbG3J7Lj/gE9sFqTV8cxe9IsES22TxHhcA5e SF3t0g6xWMz19S
NPRVOGSHVYYLhQSKbJPTW3wlt2WGmx 1DRCXI0cvXONUPEWN2Y1 5vBbv7T2kA63M0
0ieYDKb6BMCzj3VBHF 5WuoXXXXcJBUEPW] t Jf £288kgFkHt 1DKqjdBqZIp9r56pd
4PujhowXBOdViWFJcK2wIMINVvHSkjzBluXzTkssdMUg8C1iZPpkDHMui0PhPo3Z0OH
hiEE/Cj5hryyeF+iwSwQX6YkH2stk53BylctdC/N8Egudg==

————— END CERTIFICATE-----
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8.1.2 va_internal_subordinate_ca_cert.txt

————— BEGIN CERTIFICATE-----
MIIF2zCCBMOgAwWIBAgIHPQAAARAW2TANRgkaghkiG9wOBAQUFADRHMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHDAaBgNVBAMTELZBIEL1u
dGVybmFsIFJIvb30Q0gQ0EwHhcNMTMwODE1MDAONZA4WhcNMjMwODEZMDAONZA4W)BQ
MRMwEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZ ImiZPyLGOBGRYCAmExJTA]BgNV
BAMTHFZBIE1udGVybmFsIFN1Ym9yZGluYXRITENBIDEwggEiMAOGCSgGSIb3DQOER
AQUAA4IBDWAWggEKAOIBAQC8gdm7W2s9uaWucxI+miZROP/ 6U2psmLn+kht6Rmdd
maar842z5/1SPHhnhPCr6Gc69YZovnJK/hjMluxsv1luu60CFgYRGKYfAO2XaXCju
1yXmjogq09TGXIJIpkCHpjNBWL8Bt cgGmbbZt TWWILbvbONcscaewQOhXOWsy7P+E2
maxhtxbg/tVmS1E6anLXCMThFuRRy2B9ps/0osh8WgW91PPIJdOYwpFCSIsU2PNI i
9gvPr8GQD+5yQPsgdya/QFDBWyccM2eDFLXL8Tx0nJKoTSWwcT 7TETjpJYFT7aqva
w36Ws62KSUy/QXTWGCEIipReP1lum88/7yI27avehdpzpAgMBAAG)ggLBMIICVTAP
BgNVHRMBAf8EBTADAQH/MBOGA1UdADgQWBBTeJbRYCv2TJIIgNPR86dkt 3Ut IbEZAL
BgNVHQ8EBAMCAYYWEAYJKwYBBAGCNXUBBAMCAQIwIwYJKwYBBAGCNXUCBBYEFEWD
QVzWUMQOmMIUEwWpoAI9JTKOgHLMDWGCSsGAQOBg ) cVBWQVMCOGISsGAQQOBg]jcVCIHI
wzOB+fAGgaWfDYTggQiFwgqpLBpr2G4H2 /kACAWQCAQIwHWYDVROjBBgwFOAU4 2Rt
rzaPHFCB5DMToPTh2snHHc8wgdgGA1UdHWSBODCBzTCByqCBx6CBxIYwaHROcDov
L2NybC5wa2kudmEuz292L3BraS9jcmwvVkEFJbnRlcm5hbFIvb3QuY3JshoGPbGRh
cDovL2xkYXAucGtpLnZhlmdvdi9DTj1WQUludGVybmFsUm9vdCxDTj1DRFAsQ049
UEtJLENOPVNlcnZpY2VzLERDPVZBLERDPUdPV] 9jZXJ0aWZpY2F0ZVJ1ldm9jYXRp
b25MaXN0P2Jhc2U/b2JgZWN0Q2xhc3MIY1JMRG1zdHIpYnV0aW9uUGI9pbnQwggEL
BggrBgEFBQCcBAQSB/ jCB+zCBkgY IKwYBBQUHMAKGgYVsSZGFwO1i8vbGRhcC5wa2ku
dmEuZz292LONOPVZBSW50ZXJuYWxSb290LENOPUFJQSxDTj1QS0ksQ049U2Vydml]j
ZXMsSREMOVKESREMI9R0 9WP2NBQ2VydGlmaWNhdGU/YmFzZTO9vYmplY3RDbGFzcz1j
ZXJ0aWZpY2F0aWw9uQXv0aG9yaXR5MCMGCCsGAQUFBzABhhdodHRwO18vb2NzcCSw
a2kudmgEuz292LzA/BggrBgEFBQcwA0YzaHROcDovL2FpYS5wa2kudmEuZz292L1BL
SSI9BSUEVVkKEVVKEFJbnR1cmS5hbFJIvb3QuY2VyMAOGCSgGSIb3DQEBBQUAA4 IBAQAT
5Tw4vholQAuiebJ3zFow3esXmqyjRWeHhbszbNzsYoplszgelsFPOh69IYUvVKVCS
eHz1CxZ6zF0dFgFOkDf65BKoIyQ4W9942rRzr8eKDiyFdb2dGgPluS7VtcyX6kI4
BmhW5P8G6wWRrD6AZz7G3WUMpHZYt0oaE8udOk861Z2k9P7h7P1nEl1zH7inr307F/KjL
kc9m/RRAktvInG2c3cEMa741fCxiQpI2/gWTXKJIJKySyounKbEUtudo3gXHji21Vv
/D020I0vecs7RYs1ZuTKoKjO03/uQli850KifnzpWyLftoOucFIi9W9g2yuWPU6wWIT
eaQRaJrinDddHRgSBgN4

————— END CERTIFICATE-----

8.1.3 va_root_ca s2 cert.pem

MIIDhzCCAm+gAwIBAgIQKNXLOBACYgRGI+LYwX8c6TANBgkghkiGIwOBAQsSFADBK
MRMwEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZ ImiZPyLGOBGRYCAmMExHZzAdBgNV
BAMTF1ZBLUludGVybmFsLVMyLVIDQTEtdJEWHhcNMTYxMDI 2MTYxMz IwiWhcNMzYx
MDI2MTYyMjUSW)BKMRMWEQYKCZImiZPyLGOBGRYDZ2 92MRIWEAYKCZImiZPyLGOB
GRYCAmMExHzAdBgNVBAMTF1ZBLUludGVybnFsLVMyLVJIDQTEtd]jEwggEiMAOGCSAG
SIb3DQEBAQUAA4 IBDWAWggEKAOIBAQC7qJL6b5hzXU70+1HgX320ds7Ag0GinzA4
£9JfuzlrFp+ZvVrRgXwZLkKGEJyNQIIY6ul 9fG8dwNLrBaOviY oKwMJI4pbE]l+gy
1UDOrh3e3fPd68L3m+sUx0K/z+ZSiNkhKIMOPOwWFQtYmtCDc7b52zySNAPpGBCJIATB
QcdrVH8MCxCOIZEpxsTjuSDpceal9eD4nYAeBUVzg+NIK9e sWF+SLZxsCnFgMuL/
1kS093wsaoFyBeO0HOWH7GDNmV/Zx1xy3krzGgszfGRmxb4pXkbavr0OGz ju2RZoRx
1YKYnB4brDR4BGWI984fiiJglofbwCK4gl7nhSi71TEnxRf1tCaPrAgMBAAG])aTBn
MBMGCSsGAQQBg]j cUAgQGHgQAQWBBMASGA1UdDWQEAWIBhJASBgNVHRMBAf BECDAG
AQH/AgEBMBOGA1UdDgQWBBQBLYthZhuMOODTTD507FsZsBHGYTAQBgkrBgEEAYI3
FQEEAWIBADANBgkghkiG9wOBAQsSFAAOCAQEAAE16FdPpLpt zZA1sdGREaSfDP46]
e2m7Nelz2CDdT/goRS5g1+uxQpaUvHO8LxwINr6Chr018K1uHYMgLuFybf1m5P0R
B/XKKJATszamkMUYRSGeSf1uXKNz4dgXul2yvIBvxyY2qdGJUpEyOmcuzwg/Zhlgv
1A0g67ZeBtOR0ZnIMLiMQ7ywd2kQ8MtW1lx2tcNONZmt POb3WkrvG2 sgFZN064gP2
YV1Kp9RaENJNwYNVyyTbg8CofUIYV20fSbsI1GR3CQSqPOSCUT/ScdWulWIVEhWLt
11H5112CCgk+7vaTBtK+QjBliAayTFyonUocbD5VBxB4Dv1CMk 7uATrhNw==
————— END CERTIFICATE-----
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8.1.4 va_internal _cal s2 cert.pem

————— BEGIN CERTIFICATE-----
MITEODCCA4igAwWIBAgITFAAAAARskyEu61BaeQAAAAAABDANBgkghki GOwOBAQSE
ADBKMRMwWEQYKCZImiZPyLGOBGRYDZ2 92MRIWEAYKCZImi ZPyLGOBGRYCdmExHzAd
BgNVBAMTF1ZBLUludGVybmFsLVMyLVIDQTEtdjEwHhcNMTYxMDI3MTYOMTA3WhcN
MJjYxMDIIMTYOMTA3W])BKMRMWEQYKCZ ImiZPyLGOBGRYDZ292MRIWEAYKCZ ImiZPy
LGOBGRYCAmMExHzAJBgNVBAMTF 1ZBLU LudGVybmFs LVMyLULDQTEtdjEwggEiMAOG
CSgGSIb3DQEBAQUAA4 IRDWAWGGEKAOIBAQCAbY+wRICKBb6rxoRajhPAFJIPdwHe
bp3Kzy5Cx1PmQOMk 6ANgX3WWgM/qSebBHCNYvdgSgXMSdVXu0loCThgBLveccwmxdc
4rJD6Vydh3WEV74LayMIIrz106QLci+6GnVmWmS5/+FbEF9SynICY2RhmO8roLplo
UnaNiC3Pruy97ZLHN/OE8Z7FMWIHHB/GQHwWX/1P05p0yv/8Wsojct rii8S3d56V1H
u4W41i1KZMoTxDR2JFpn6g22J4DjVG80ou0Sy JOmXMFR+HcmVPAaJbAF1LOwOBOr1lF
3W9w4ARFo/PWAEM+SopGi TFeMMaPXG377F1EhWuX/ I0yXtQT 9zXt4d r TTVAgGMBAAG]
ggF9MITBeTAQBgkrBgEEAY I 3FQEEAWTIBADAABGNVHQ4EFgQUG23f62314g3vFrHQ
319YG1bL50wwPAYJKwYBBAGCNxUHBC8wWLQY1KwYBBAGCNxUIgcjDM4H58AaBpZ8N
hOCBCIXCgksGg+96htu7FwIBZAIBEjALBgNVHQ8EBAMCAYYwWEgYDVROTAQH/BAgwW
BgEB/wIBADAfBgNVHSMEGDAWGBOBLY thZhuMOODTTD507FsZsBHGY TBJBgNVHREE
Q3jBAMD6gPKA6hjhodHRWO18vY3JsLnBraS52YS5onb3YveGtpL2NybCOWQS1JbnR1
cm5hbC1TMi1SQ0EXLXYxLmNybDB7BggrBgEFBQCBAQRVMGOWRWY IKwYBBQUHMAKG
02h0dHA6LYy%haWEucGtpLlnZhLmdvdi 9wa2kvYW1hL1ZBL1ZBLUludGVybmFsLVMy
LVJIDQTEtdjEuY2VyMCIGCCsGAQUFBzABhhZodHRwO18vb2NzcCowa2kudmEuz292
MAOGCSgGSIb3DQERBCWUAA4IBAQCA/ZQYzX1u6rBOXITKVY5K8zPAjosvD6ynkr0B
UCH+q0j 3edjVQENg1 JRVKS 9HGBONMs pbTUs Zz 2 TEVKNH5xWt Y03 p 6vIm1DYDUgSU
bEMe3CeJpkeD9S8J7ZV/P4P9swPkK2ZiptOlskganmcK7Z2rJbevbdGPvQ+wCUf2r8
t3ybYKS5B1fyuX4L+h/GVAQWINnS3Nt8hvyDyMeW7y7rC+6I0IJRL1a090tbbNZfIn
VRENHQUatOvdbIHVwIKvPvpeFO0PYtScUXus+mZrVOoRXKtYrFEbUX9jcrV1g2ML2H
A92Pm2HzYILgvw/D2WQOCqZSKfpYr7jgekcGMBriisB1Bg4D

————— END CERTIFICATE-----—-

8.1.5 va_internal_ca2_s2 cert.pem

MITIEODCCA4igAwIBAgITFAAAAAOX9+1YJISJIG4QAAAAAAAZANBgkghki GOwOBAQSFE
ADBKMRMwWEQYKCZImiZPyLGQBGRYDZ2 92MRIWEAYKCZ Imi ZPyLGOBGRYCdAmExHzAd
BgNVBAMTF1ZBLUludGVybmFsLVMyLVJIDQTEtdjEwHhcNMTYxMDI2MTgzNDM4AWhcN
MJjYxMDIOMTgzNDM4W]BKMRMWEQYKCZ Imi ZPyLGOBGRYDZ292MRIWEAYKCZ Imi ZPy
LGOBGRYCAmExHzAdBgNVBAMTF1ZBLUludGVybmFs LVMyLU1DQTItdjEwggEiMAOG
CSgGSIb3DQEBAQUAA4 IBDWAWGgEKAOIBAQCOUaJu7b6BP9f fk9eZyAjCoLZHAQXD
QWiVrR1DlrkowF7cwSeoyPQ5yoMrHITLOEDL/GRVaL5UeHHw 9bgbnXvMOgGuv1064
vu42RDUEKofout/34LpBN9DC2JCsocNMVtwyoFuGJBYAeygZDNaLul53tpzw74pa
WKoiD5pXtOoJkuARs2vMHD3kuzNeBdXFWo/145gnZFpxmJo/Dr3wGzDDiO7h53S/
VVAaOXdPISVmlsieKtoLEinyy9qbkxdC7k1MdMJuYnRF92azY+gezvpVaW/F1T8z
pPT35wabxbE10gqRAMIMEL 7D5M1 9Kp /WO Z/zhWH6Y61A91q4FsTsXxel AgMBAAGT
ggF9MIIBeTAQBgkrBgEEAYI3FQEEAWIBADAJBGNVHQ4EFGQU71TwDfevT6TpwXsl
gO+906wnA7cwPAYJKwYBBAGCNXUHBC8wWLQY 1KwYBBAGCNxXUIgcjDM4H58AaBpZ8N
hOCBCIXCqksGg+96htu7FwIBZAIBE]ALBgNVHQ8EBAMCAYYWEGYDVROTAQH/BAgW
BgEB/wIBADAfBgNVHSMEGDAWGBQBLY thZhuMOODTTD507FsZsBHGY TBJBgNVHRSE
QIBAMD6gPKA6hjhodHRWO18vY3JsLnBraS52YS5nb3YveGtpL2NybCOWQS1JbnR1
cm5hbC1TMi1SQ0EXLXYxImNybDB7BggrBgEFBQCBAQRVMGOWRWY IKwYBBQUHMAKG
02h0dHA6LYy%haWEucGtpLlnZhLmdvdi 9wa2kvYWlhL1ZBL1ZBLUludGVybmFsLVMy
LVJIDQTEtdjEuY2VyMCIGCCsGAQUFBzABhhZodHRwOi 8vb2NzcChwa2kudmEuz292
MAOGCSgGSIb3DOEBCWUAA4IBAQCX2482Kh858YMc2aYMek32bSZoMRRCKgNEWBBH
DwXpNuOzDjaxrvIPi+foEk/MvTn7PMSqcPYnuRw3IPCJ1uD00S/kUMMXJIm30ON314
L4nmZz4BrhyZsYOyYHQJOE4KT2/Diw28XFIJYH6FtDZnA105s3xnilg7NatBvBX0K
WayJ1ETJkp2aPlon9u+Tq/YE++Y0ek3MCozimRW/iWxzg2cd2UfNRyt 2 fJugAiJ2
S3AJbCWb5KTZ11ip9tRiIHyXDxxcJ+NIFSQgZle /B62m9IXouh6VCTi3alCRY1IMXSG
2+yUvBNmGIBO+tacbQAyXYEPAVHArE5B+VLs/7jrHDR5ap21ln

————— END CERTIFICATE-----
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8.1.6 betrusted_production_ssp_ca_al cert.txt

MIIG6DCCBACgAWIBAGICAZowDQYJKoZIhveNAQELBQAWNTELMAKGALIUEBhMCVVMXGDAWBgNVBAOT
D1UuUy4gR2 92 ZXJubWVudDENMASGALUECXMERIBLSTEhMB8GAIUEAXMYRmMVkZXJhbCBDb21tb24g
UG9saWN5IENBMB4XDTEWMT IWOTESNTUyNFoXDTIwMT IWOTESNDkwNFowgYgxCzAJBgNVBAYTALVT
MRkwFwYDVQQKEXBCZXRydXNOZWQgVVMgSW5jMOwwCgYDVQOLEWNTU1AxJzA1BgNVBAsTHkJ1dHJI1
c3R1ZCBQcmOkdWNOaW9uIFNTUCBDQSBBMTENMCUGALIUEAXMeQmV0cnVzdGVkIFByb2R1Y3Rpb24g
UINQIENBIEExMIIBIJjANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAN2gPTEBKtvO7JnaOXE7F
YH1PYO5gXCVibge9LediLo3efZgsmFEK40t1L61UC9PJAulteeri LkOv I+momul8xX1FyJdYAWmM/
moYRLVUMiCuDgJVLpw7FgmQh7FBBAW7IHeBvCYzUU40zh9VdYuxKkcA5sz9HgFL7RUyb1MAPe179
JBpOdLVYEGBA+025/VVLyeqD2wCQhkWkEISWEDG116FJdVK/ilot 4kU]8nHS/09uiIebYK+81Pg0
1K03HhIzoxeTGDx9wiVmkZ /A3FRtramMEPQQaL2d// kY4t ImmXW541hAn9SWy9Ur523t0xDpsNEL
VaN+7RU4Yt4Cxf6XrwIDAQABo4IDiDCCA4QwDwYDVROTAQH/BAUWAWER/zBPBgNVHSAESDBGMAWG
CmCGSAF1AwIBAWYWDAYKYIZIAWUDAGEDBZzAMBgpghkgBZOMCAQMIMAWGCMCGSAF1AwIBAWOWDAYK
YIZIAWUDAQEDETCB6QYIKwYBBQUHAQEEgdwwgdkwPwY IKwYBBQUHMAKGM2hOdHA6LY 9odHRWLmMZwW
a2kuz292L27273cGNhL2NhQ2VydHNJc3N1ZWRUb2ZjcGNhLnA3YzCB1QYIKwYBBQUHMAKGgYhsZGEw
018vbGRhcC5meGtpLlmdvdi9jbj1GZWR1cmEFsITIwQ2 9tbWOuJTIwUGIsaWNSITIwQOEsb3USR1IBL
SSxvPVUuUy41MjBHb3Z21cm5tZW50LGMIVVM/YOFDZXJ0aWzZpY2F0ZTtiaWS5henksY3Jve3NDZXJ0
aWZpY2F0ZVBhaXI7YmluYXJSMIIBIJwYIKwYBBQUHAQsSEggEZMI IBFTA+BggrBgEFBQCcwBYYyaHRO
cDovL3NpYTEUC3NwLXNOcmOuZylpZC5uZXQvQOEVUINQLUNBLUExLVNJQS 5wN2MwgdIGCCsGAQUFE
BzAFhoHFbGRhcDovL2RpcjEuc3NwLXNOcmOuzZylpZC5uzXQvY2490mv0cnVzdGVkITIwUHIVZHV
dG1lvbiUyMFNTUCUYMENBJITIWQTEsb3U90mV0cnVzdGVkITIwUHIVZHV]dGlvbiUyMFNTUCUyYMENB
JTIWQTEsb3U9UINQLG890mMV0cnVzdGVkJTIwVVMIM]BIbmMsYz1VUz9jQUNIcnRpZmlj YXR102Jp
bmFyeSxjcm9zcONlcnRpZml jYXR1UGFpcjtiaW5henkwDgYDVROPAQH/BAQDAGHGMB8GAL UAIwWQY
MBaAFKOMenVc5f0YxHmYDgwo/ Zf05wL8MIG4BgNVHR8EgbAwga 0wKgAooCaGJGh0dHA6Ly 9odHRw
LmZwa2kuZ292L2ZjcGNhL2ZjcGNhLmNybDB/oH2ge4 Z5bGRhcDovL2xkYXAuzZnBraS5nb3Yvy241
M2RGZWR1cmFsJTIwQ2 9tbWOuJTIwUG9saWNSJITIwQOESb3UIM2RGUELtJLG81IM2RVLIMuJTIWR292
ZXJubWVudCxjJIJTNKVVM/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdDAdABgNVHQAEFgQUuU6 Tpu YML
MnTIaIQ6gz0UdtxYjyAOwDQYJKoZIhvcNAQELBQADggEBAK+kk+1bsJuVspfA+1t3cJ918ATi8Ra4
rECJI2NgVARIK4Qd fNOmg 0zAW2 ybopvI 3ZD8y 7vVzk zdkXwIsGMZMLKYK93d41I /T sMy ZMQFSWo 9V
Txn9E191vIdzO+R27tYK8LIKhKSO0Q1I6kytzeXiWTwpXHHOYSUFpLNOr30gZUsuoWhpg/sb7VEQ
s+T2 fNzXRRw3mgwbgQcx3WEfdf LmfwCZC4gcirwlNOSfo2GggIcl/0zELI3tJh20SXPwILkF2WN4k
HUMR1MQEOX8yQ+WYt 6g1 51 qWKNX0oQMm+TT2W3Y 8t EOQGXd+n1CHi wKQyrPCL1L+EmFqy IN+11tvm
AxH6k1M=

8.1.7 federal_ common_policy ca_ cert.txt

MITIEYDCCAOigAwIBAgICATAWDQYJKoZIhvcNAQELBOQAWWTELMAKGAIUEBhMCVVMxGDAWBgNVBAOT
D1UuUy4gR292ZXJubWVudDENMASGALUECXMER1BLSTEhRMB8GALIUEAXMYRmVkZXJhbCBDb21tb24g
UG9saWNSIENBMB4XDTEWMT IWMTE2NDUyN1o0XDTMwMT IwWMTE2NDUyN1owWTELMAKGA1UEBhMCVVMx
GDAWBgNVBAOTD1UuUy4gR2 92ZXJubWVudDENMASGAIUECXMERIBLSTENMB8GALUEAXMYRmMVkZXJh
bCBDb21tb24gUG9saWN5IENBMIIBIjANRgkaghkiGO9w0OBAQEFAAOCAQ8AMI IBCGKCAQEA2HX 7NRYO
WkG/Wg9cMAQUHKI14RLXqJuplYcfNNnn4 £Ni9KVFmWSHjeavUeL6wLbChlbI1FiPQzB6+Duir3MPJ
1hLXp3JoGDGAFyKyPn66CG3G/dFYLGmMgA/Aqo/Y/ISU937cyxY4nsyOl4FKzXZbpsLjFxZ+7xaBu
gkC7xScFNknWJidpDDSPzyd6Kgg]jQV+NHQOGgxXgVcHFmCye 7Bpy3EjBPvmEOoSCwRvDdDa3ucc2
Mnr4MrbQNg4iGDGMUHMhnv 6D0zCIJOPpwX7e7ZJHH5IQip9bYi+dpLzVhW86/clTpyBLgt sggyFO
HQ105piF5asRR12dP8QjwOMUBmM7+nQIDAQAB04 IBMDCCASWwDWYDVROTAQH/BAUWAWER/zCB6QY I
KwYBBQUHAQsEgdwwgdkwPwY IKwYBBQUHMAWGM2hOdHA6Ly90odHRwLmZwa2kuz292L27Zj cGNhL2Nh
Q2VydHNJc3N1ZWRCeWZjcGNhLnA3YzCB1QYIKwYBBQUHMAWGGYhs ZGFwOi8vbGRhcC5meGtpLmdy
di9jbjlGZWR1cmFsITIwQ2 9tbWOuJTIwUGOsaWNSJITIwQOEsb3UIRIBLSSxvPVUuUy41MjBHb3Z1
cm5tZW50LGMIVVM/YOFDZXJ0aWzZpY2F0ZTtiaWShenksY3Jve3NDZXJ0aWZpY2F0ZVBhaXI7Ymlu
YXJ5MA4GA1UdDWEB/wQEAWIBBJAdBgNVHQAEFgQUrQx6dVz185jEeZgOrCi 91 /TnAvwwDQY JKOZI
hvcNAQELBQADggEBAI 9z2uF /gLGH9uwsz9GEYx728Y1i3mvIRte9UrYpuGDco71wb509Qt2wmGCMi
TROMRyDpCZz1icGIxgxHPkYnos/UgoEfAFMtOQsHADA4b8Idb70V316rgVNAFIIU+7LOd3nyKE1LN
nJaKO0KIyn9psMQz4p09+c+iR3Ah6cFqgr2KBWEgAdKLI3VTKQVZHvenAT+0g3e01Cd+uKML80cgX
2BLHb94u6bb2akfI8WpQukSKAiaGMWMyDeiYZdQK1Dn0KJInNR6obLB67)I/WNaNZvSr79PMUJBhHDb
NXuaGQ/1j/RgqDG8z2esccKIN4A71QA2EC/O0rskgTcLedgNIMHtyznGI8=

————— END CERTIFICATE-----
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8.1.8 veterans_affairs_device ca b2 cert.txt

————— BEGIN CERTIFICATE-----
MITHVTCCB]2gAwIBAgICHGAWDQYJKOZIhveNAQEFBOQAWGYgxCzAIJBgNVBAYTAIVTMRkwEwWYDVQOK
ExBCZXRydXN0ZWQgVVMg SW5jMQOwwCgYDVQQLEWNTU1AxJzA1 BgNVBAs THkJ1 dHJI1c3R1ZCBQcm9k
dWNOaW9uIFNTUCBDQSBBMTENMCUGALIUEAxXxMeQmV0cnVzdGVkIFByb2R1Y3Rpb24gUINQIENBIEEx
MB4XDTA4MDgwNzE 1M QwMFoXDTE 4MDgwNzE 1Mj T0ON1owcjETMBEGCmS JomT 8 i x KARKWA2dvdjES
MBAGCgmSJomT 81 xkARKWANZhMREwDwYDVQQLEWhTZXJ2aWN1czEMMAOGALUECxMDUE t IMSYwJAYD
VQODEx1IWZXR1lcmFucyBBZmZhaXJzIER1dmljZSBDQSBCMICCASIwDQYJKoZIhveNAQEBBQADGOEP
ADCCAQoCggEBALTxrfB9i65LB1P1CvdruZNIsSG3WY0IxNQEfIxTBZgsOneWFnR2wE1FzhkxvjQRx
vQAfgzlgBum5cM1l+7BmoFF9ueRP5UQGF++f+21eQ7HE+5cqw9D1Q4wBt 1E/zRrcOPqhQ9Usybgd4
XCLneNvQ56nGyw/KxgyqgycUgqojDIgWOIdQ/el2]jSxa5qCmrzdLsEFpx 9kVulWz8Wvn4K5VIWOV /Pb
EMhvOmdxpXwEBWUALghGbTBeq52N0UGlwgoJJR11i0uRS5T+bK8QJ+NF7vzmnReWudTFhv3avowWwzhu
TbanQGcS66HBc1h22F1YDe fg2 yEHpgmPOBVV8EC+3I1DnNh51 9cCAWEAAAOCAIwwggPYMASGALUd
EwEB/wQFMAMBAf 8wTwYDVR0gBEgwR] AMBgpgh kgBZOMCAQMGMAWGCMCGSAF1 AwI BAWCWDAYKY TZT
AWUDAgGEDCDAMBgpghkgBZQOMCAQMNMAWGCMCGSAF1AwWIBAXEWggE+BggrBgEFBQCBAQSCATAWGgES
MDoGCCsGAQUFBzAChi50dHRWO18vYWIhMS5zc3Atc3Ryb25nTW1lkIm51dCIDQSOTULIALQOELQTEU
cDdjMIG2BggrBgEFBQcwRA0aBgWxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuPUJ1dHJ1
c3R1ZCUyMFByb2R1Y3Rpb241MjBTULAIMIBDQSUYMEEXLG91PUJ1dHI1c3R1ZCUyMFBYyb2R1Y 3Rp
P241MjBTUIAIMIBDQSUYMEEXLG91 PVNTUCxVvPUJ1dHJI1c3R1ZCUYyMFVTJITIwSWS5JLGMIOVVM/YOFD
ZXJ0aWZpY2F0ZzTtiaWshcnkwNQY IKwYBBQUHMAGGKWhOdHA6Ly 9vY3NwMS5zc3Atc3Ryb25nLWlk
Im51dC9TULALQOELQTEVMIHXBggrBgEFBQcBCwWSByYjCBxzA7BggrBgEFBQcwA4YvaHROcDovL2Fp
YTEuc3NwLXNOcmOuZylpZC5uZXQvQOEvVkFkZXZpY2VDQOS5wN2MwgYcGCCsGAQUFBzADhnt sZGFw
018vZGlyMS5zc3Atc3Ryb25nLWlkIm51dC93bj1lWZXR1lcmFucyUyMEFmZmEFpcnM1IMBEZXZpY 2UL
MjBDQSUYMEIyLG91PVBLSSxvdT1TZXJ2aWN1lcyxkYz12YSxkYz1lnb3Y/YOFDZXJ0aWZpY2F0ZTti
aW5hcnkwDgYDVROPAQH/BAQDAGHGMBEGA1UdIWQYMBaAFLuk6bmDCzJyGiEOgqs9FHbcWIBgNMIIB
BgYDVROfBIH+MIH7MDWgM6Axhi90dHRWO18vY2RwMS5zc3Atc3Ryb25nTLWl1kLm51dCODRFAVUINQ
LUNBLUExLmNybDCBwaCBvgCBu4aBuGxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuJ TNk
OmvV0cnVzdGVkJITIwUHIVZHV)dGlvbiUyMFNTUCUyMENBITIWQTESb3U1IM2RCZXRydXNOZWQ1MjBO
cm9kdWNOaWOuJTIwUINQJITIwQOE1M]jBBMSxvdSUz ZENTUCXxvITNKkQmVO0cnVzdGVkITIwVVM1IMIBJ
bmMsYyUzZFVTP2N1lcnRpZml jYXR1UMV2b2NhdGlvbkxpc3QwHQYDVROOBBYEFIGUNZ4ggHdgI2bs
Kpluz7Z1GVBAMAOGCSgGSIb3DOEBBQUAA4IBAQBTNv1IRINONMO0ddS1Q6dX4nEB6LUTUEJESjgbt
PINXOIPcw+muXo4NYEXTLIRJr1kOI/MSaITkOUANSALFfLPom36SdSQ9rjxKEkqO+4/FCcScHTWE
Crw5k1AfRdsgR5cgDJI1fj+sPMCYpMX0vydIiUwkpogGKQVAOV8AIYS/Z1Vpmpuviic8koggfs+H1y6
1g3JsJ2jiLFkSO+sbwN9ZgOQTOQ9gFPFbScZJKV1g8jTEoOYoX/w+nSHJKS5EMIwIz6yol J8wvmjcN
1V1S3hkjxr00gSf0/I+nz2hgybR/nkft3zk1zKeH4ANPmugOF48mGSRsnkHzksGE81SaCPkz3snJdQ
————— END CERTIFICATE-----
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8.1.9 vaww.esrdev.aac.va.gov_cert.txt

————— BEGIN CERTIFICATE-----
MIIHizCCBnOgAwIBAGIDBTdaMAOGCSGSIb3DQEBCWUAMHIXEZARBgoJkiadk/IsZAEZFgNnb3Yx
EjAQBgoJkiadk/IsZAEZFgJ2YTERMABGAIUECxMIU2Vydml jZXMxDDAKBgNVBAS TA1BLSTEMMCQG
AlUEAxXMdVmV0ZXJhbnMgOWZmYW1lycyBEZXZpY2UgQ0EgQ ) IwHhcNMTUWOTEOMTcxNDI3WhcNMTgw
ODA3MTUYMJjQ2WjBCcMRMWEQYKCZImiZPyLGOBGRYDZ2 92MRIWEAYKCZImiZPyLGOBGRYCAmMEXEDAO
BgNVBASTB2R1dml jZXMxHzAdBGNVBAMI FnZhd3cuZXNyZGV2LmFhYy52YS5nb3YwggEiMAOGCSqG
STIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCKYCALO+9HuUkeVKIZrs0gKOhDskC1bu0oOJDGjc0t72mOz
2rgj4+79J6AExovcy/nYiAsGYEMFMhwmD13v3+aLk8E7P8xf5KFENycYhuxBI611100CISs7Wk2h
prkGHROHkTyxuuUknwzhQ+9gm3CgMGDVhXgNUEwWNQoJ3us22drK4NBrZn+dMTeT1KHS09QeoICWC
bgoueoKW10F17U1nAaCGrABMoncEO+b90QDZB5183IxMuzFlhwve6JHsOXKe0t3H8WbKy9M3+kOtc
XMTMOVesj 7p+3mgDn/ckozRyDkMHc0SZs 35 SpRr43IYIpDU4R2S0xgVq001£7/J+WIHrAGMBAAG]
ggQ+MIIEOjCB7AYDVRORBIHKMIHhghZ2YXd3LmVzcmR1diShYWMudmEuz292ghh2YXd31LmVzcmR1l
djMwLmFhYy52YS5nb3aCGHZhd3cuZXNyZGV2MzEUYWEFILnZhImdvdoIYdmF3dy51c3JkZXYOMC5h
YWMudmEuz292ghV2aGF1c3J3ZWIzImFhYy52YS5nb3aCF3Zhd3cuZXNyZGV2MS5hYWMudmEuz292
ghd2¥Xd3LmVzcmR1dj TuYWFILnZhImdvdoIXdmF3dy51c3JkZXYzLmFhYy52YS5nb3aCF3Zhd3cu
ZXNyZGV2NC5hYWMudmEuZ2 92MBcGA1UATIAQOMA4wDAYKY IZIAWUDAGEDCDCCATAGCCsGAQUFBWEB
BIIBIjCCAR4wWOWYIKwYBBQUHMAKGL2hOdHA6LYShaWExLnNzcClzdHIvbmctaWQubmVOLONBL1ZB
ZGV2aWN1QO0EucDdjMIGABggrBgEFBQcwA0Z O0bGRhcDovL2RpcjEuc3NwLXNOcmOuZylpZC5uzZXQv
Y249VmV0ZXJhbnM1MjBRZmZhaXJzJTIWRGV2aWN1JTIwQOE1MjBCMixvdT1QS0ksb3U9U2Vydml ]
ZXMsZGM9dmEsZGM9Z2 92P2NBQ2VydG1lmaWNhdGUwIwY IKwYBBQUHMAGGF2hOdHAG6LyY 9vY3NwLNnBr
asS52Y3S5nb3YvMDcGCCsGAQUFBZzARh1 todHRWO18vb2NzcDEUC3NwLXNOcmOuZylpZC5uZXQvVkEL
ULNQLUNBLUIyMA4GA1UdDWEB/wWQEAWIFODANBgNVHSUEIDAeBggrBgEFBQCDAQY IKwYBBQUHAWIG
CGCGSAF1AwYHMB8GA1UdIWQYMBaAFIGUNZ4qgHdgI2bsKpluz7Z1GVBAMIIBgQYDVROEBIIBeDCC
AXQWMKAUoCyGKmh0dHA6Ly 9jcmwucGtpLnZhlmdvdi 9Q0S0kvQl JML3ZhZGV2aWN1LmNybDB0OoHKg
cIZubGRhcDovL2xkYXAucGtpLnZhlmdvdi9jbiUzZFNTUEIyQUUsY241M2RDRFAsY241M2RQS0ks
Y241M2RTZXJ2aWN1cyxkYyUzZHZhLGR]JTNkZ292P2N1cnRpZmljYXR1UmMV2b2NhdGlvbkxpc3Qw
NKAyoDCGLmhOdHA6LY 97 ZHAXLNNzcClzdHIvbmctaWQubmVOLONEUC92YWR1dml JZS 5] cmwwgZOg
gZCggY¥2GgYpsZGFw018vZGlyMS5zc3Atc3Ryb25nIW1lkIm51dC97biUzZFZ1dGVyYW52zJT IwQWZm
YWlycyUyMER1dm1§ZSUYMENBJTIwQ] Isb3UIM2RQS0ksb3ULIM2RTZXJ2aWN1 cyxkY yUz ZHZhLGRS
JTNkZ292P2N1cnRpZmljYXR1UmMV2b2NhdGlvbkxpc3QwHQYDVROOBBYEFFauWBgfglovaoQ/3SJE
1gCTXVyhMAOGCSgGSIb3DQEBCWUAA4 IBAQAYuPXvhL4 /E1z0oFV5fAbwm822Vz7U49ZF/JSEBQQG
OBhmwbFCu7wklIu40Efkzj2nSfAeGzijfhleaTiLClg+wpghbezl3kzBINAUTMP1JIZQfVGHXOrFQ
AvOgFs5YNakKkthHnbQAWvJI1nlBjelon6YFu3L5eeJDwdO2CBUboK/ fc/m8Nxed 7UTsoRG1uin6yY
8P9Q0glpJT6HgSHOsganLkncU3wTh2vyJUtfMuJgOnBDVBg3PCxtoU2/wgkdFY+UEKHTj YXXkxPuX
NVHQ6sdONg3y584edmIphxMW2 rmbxENOON7o0QWUPBEACrtrK84MxM1w6WTSh16YMV/dQz8ho
————— END CERTIFICATE-----

PRE IEP Pentaho 8.2
DIRB 163

February 2020



8.1.10 vaww.esrstagela.aac.va.gov.pem

————— BEGIN CERTIFICATE-----
MIIFiDCCBHCgAWIBAGIHPQAAAAC3p)ANBgkghkiG9w0BAQs FADBKMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHzAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLU1DQTEtdj EwHhcNMT cwMzE0Mj A1Nj Q3WhcNMj AwMzE zMj AINJQ3
WJjCBwDELMAKGA1UEBhMCVVMxDjAMBgNVBAgTBVR1eGFzMQO8wDQYDVQQHEWZBAXNO
aW4xKjAoBgNVBAOTIVVTIERLIcGFydGllbnQgb2¥YgVmV0ZXJThbnMgQWZmYW1lyczEN
MASGA1UECxMEQU1UQzEjMCEGALIUEAxMadmF3dy51c3JzdGFnZTFhLmFhYy52YS5n
b3¥YxMDAUBgkghkiGIwOBCQEWIWNkY293ZWIsb2dpY2FkbWluaXNOcmF0b3JzQHZh
ILmdvdjCCASIwDQYJKoZIhvcNAQEBBQADgGEPADCCAQOCggEBAPvVU747uobthNU4 T
8GOJj1Q2R3WY2F+LWY znx+6xaPSUyaawXZ8heBNngo5ChbkyWhQPpuDBAjpUjiYX90Q
9AM1LhJppZEi 8NmBLFkojISALEL/+3LM8NhFnAlwNCrMSDY2HL688X277VKjged
gFnF8Kd1deGh9fpDnWXDWITHhO2HzYojKud15ib+GicjzB/rI+RoYftY6MDOpLcu
1tVvv9SXrnDLkebe+3fKOhmrecvUhFwdYC1x1V5055iDipZ1LSxAAwWORHho8wXxBm
7J37c5SN150YV5Dsido6UidRroe2ewiizQsVKNe IMOsw2agIUsx+LhIY49S/s/Nz1
hcYs2qUCAWEARaOCA fowggH2MAsGA1UdDWQEAWIFODBYBgNVHREEUTBPghp2 YXd3
ImVzcnNOYWAIMWEUYWE]j LnZhLmdvdoIadmF3dy51c3JzdGFnZTFhLmFhYy52YS5n
b3aCFXZoYWVzcndlYjYuYWFjLnZhImdvdjAdBgNVHQ4AEFgQUnkF4Y 57 £PVwdOyv/
XY1jZLS7r/YwHwYDVROjBBgwFoAUG23£62314g3vFrHQ319YG1bL50wwSQYDVRO £
BEIWQDA+0DygOoY4aHROcDovL2NybC5wa2kudmEuz292L3BraS9jcmwvVkELSW50
ZXJuYWwtUz It SUNBMS12MS5jcmwwewYIKwYBBQUHAQEEDLZzZBtMECGCCSGAQUFBZAC
hjtodHRwOi8vYW1hLnBraS52YS5nb3YveGtpL2FpYS92YSOWQS1JbnR1cm5ShbC1T
MilJQOEXLXYxILmN1cjAiBggrBgEFBQcwAYYWaHROcDovL29]jc3AucGtplnZhlmdv
djA9BgkrBgEEAYI3FQCcEMDAUBiYrBgEEAYI3FQiByMMzgfnwBoGlnw2E4IEIhcKg
SwaDgp99geCLUgIBZATBE]AdBgNVHSUEFjAUBggrBgEFBQCDAGY I KwYBBQUHAWEW
JwYJKwYBBAGCNxUKBBowGDAKBggrBgEFBQcDAJAKBggrBgEFBQCcDATANBgkghkiG
9w0OBAQsFAAOCAQEAhm1jRtWAEQStJz2uPw8piDho8Iit3dz2732/Z2y0bmhbg7elFg
Jg4xR2qv4CpNuNinxgMhsrl1XV7roxY9UVK3CkmT6Js 5SDFuR0yQ9ud4WsdMONxxvEa
Keh3hPwBRelcSKbMefn071CObMLz9gSfI9gMQ34vhlKzmVxftn5FBKELNE/a6uoDv
FxovRmOAa/gMGMZdMZEmb1l 4 4+hAngFbFmwXkOFDQO1DBG8SAYfk1UNEBwI2u+33V
UApxi9bvnulp8UyHsGIQEa+£fs49v1ghp4UGiY7CWLhnZbaHNLoYhpioVSruPnMa+
a4vuHW2QSxXKVTY+2P3gJpXoUl SLoAJJtKi2njw==

————— END CERTIFICATE-----

8.1.11 vaww.esrstagelb.aac.va.gov.pem

MITIFiDCCBHCgAwIBAgIHPQAAAAC3pzANBgkaghkiGO9wOBAQsFADBKMRMWEQYKCZIm
1ZPyLGQOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHZzAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLU1DQTEtdj EwHhcNMT cwMzE OMj EwNzASWhcNMj AwMzE zMj EwNzZAS
WjCBwDELMAKGA1UEBhMCVVMxDjAMBgNVBAgTBVR1eGFzMQO8wDQYDVQQHEWZBAXNO
aW4xKjAoBgNVBAOTIVVTIER1CGFydG11bnQgb2 YgVmV0ZXJThbnMgQWZmYWlyczEN
MASGA1UECxXMEQU1UQzEjMCEGALIUEAxMadmF3dy51c3JzdGFnZTFiLmFhYy52YS5n
b3YxMDAUBgkghkiGIwOBCQEWIWNKkKY293ZWIsb2dpY2FkbWluaXNOcmF0b3JzQHZh
LmdvdjCCASIwDQYJKoZIhvcNAQEBBQADGGE PADCCAQoCYgEBAOK] 1UORxZzhQg 81 j
tPGY1wH7g5TDEfsSvQUoPBbgOF53MYR8VotgM0JViggyP4G/ TmYJ/HMvaP/2K1tS5
60hHGIPMg01Xa9ZbxhR6u8rp/A7QiX967jkWzHUUP40E1jW9j23xGcfx31LaeL4HF
amhrYnIDpYBPkggltVNLHBQiNJE/FcReCpbhHrHFJyr0L+dmk]jQWC/CL44gtsIeo
dM67p87NswOKcaiRsbVw+CosIJFZHO6WGKgTFDuY yn 9ZNpPeBRBUMAS 770 SCAKukGY
IWIFBXm1AjckGjVUOE9f5N0D8tSPrfyxnxpSIOHcCtkYLwujl40oGj0Iuee9gisnd
JkYVulcCAWEAAAOCAfowggH2MASGAL1UADWQEAWIFOoDBYBgNVHREEUTBPghp2YXd3
ImVzcenNOYWAIMWIuYWEjILnZhLmdvdoIadmF3dy51c3JzdGFnZTFiLmFhYy52YS5n
b3aCFXZoYWVzcendlYjQuYWFjLnZhImdvdjAdBgNVHQ4EFgQU61ixAndMoiuQ4ndl
gmSf+uKn4 TUwHwYDVROjBBgwFOoAUG23£62314g3vEFrHQ319YG1bL50wwSQYDVRO £
BEIWQDA+0DygOoY4aHROcDovL2NybC5wa2kudmEuz292L3BraS9jcmwvVkELSW50
ZXJuYWwtUzItSUNBMS12MS5jcmwwewYIKwYBBQUHAQEEDLzZBtMECGCCsGAQUEFBzAC
hjtodHRwWO18vYW1lhLnBraS52YS5nb3YveGtpL2FpYS92YS9WQS1IJbnR1cm5hbC1T
MilJQOExXLXYxImNlcjAiBggrBgEFBQcwAYYWaHROcDovL29jc3AucGtpLnZhlmdv
djA9BgkrBgEEAYI3FQCEMDAUB1YrBgEEAYI 3FQiByMMzg fnwBoGlnw2E4TEThcKg
SwaDgp9ggeCLUgIBZAIBEjAdBgNVHSUEFjAUBggrBgEFBQcDAgYIKwYBBQUHAWEW
JwYJKwYBBAGCNxUKBBowGDAKBgg rBgEFBQCDA  AKBggrBgEFBQCDATANBgkghkiG
9w0OBAQSFAAOCAQEAFNLz /wWJSdz IVUGd4bzXTAXktnnPlIanNI rLbW3gNoWyilft
4uNL6ESLFsDTMohvwjOGHaphdIJmAp9HD4ZJ1TWXb1XNXe2yPa6jCKspdVec2j421s
fws0Zx0UeelS/XQZWNJs6gqbEOOsJ4PtwOb1Myq/1VItTWAOTZu3snjH1pVyHmMHZ 6
3514mHmZJItHMEV1Dg3DzrTvwle]jzgng3MpvN2 5Np+Msi0uyLT8gcUJhWgrJS2Aw5S
2qyA2n9vEQTcmg5U6eSyzJ14gCoG5xhZaHAMTWAFySAwmcgKyjM4hky STSKKLQSZ
5Q065eFKajsUIW+3jXD63HuiweHP8vrzl/4M1Vkg==

————— END CERTIFICATE-----

PRE IEP Pentaho 8.2
DIRB 164

February 2020



8.1.12 vaww.esrpre-prod.aac.va.gov.pem

————— BEGIN CERTIFICATE-----
MIIFojCCBIQgAwIBAGIHPQAAAADC6ANBgkghkiGIw0BAQs FADBKMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHZzAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLU1DQTEtd]j EwHhcNMTcwNDAOMTEzMzAXWhcNMjAWNDAzZMTEzZMzAx
WjCBWTELMAKGA1UEBhMCVVMxDJjAMBgNVBAgTBVR1eGFzMQO8wDQYDVQQHEWZBAXNO
aW4xKjAoBgNVBAOTIVVTIERLIcGFydGllbnQgb2¥YgVmV0ZXJThbnMgQWZmYW1lyczEN
MASGA1UECxMEQU1UQzEKMCIGAIUEAxMbdmF3dy51c3JwenUt cHIvZC5hYWMudmEu
Z292MTAWLgYJKoZIhvcNAQkBF1iF ] ZGNvd2VibG9naWNhZGlpbmlzdHIhdGOyc0B2
YS5nb3YwggEiMAOGCSgGSIb3DOEBAQUAA4IBDWAWGGEKAOIBAQDSSFJ9AnbkalXB
J7ngjAHZGnkTOM8eK13k7iYUKLYJhmH9ZuIliYQQEVghlbsM+Y1vdFXL3clVg7P10
ntkSG/QBz6VDhd8RkeOjEKLmMT4/88VZnl1bGRAApaVp3UM6dy5r 9fkNOyRgoUBVQS
hPajOm2Z6UQkKz589eS01CCWSWz 15K6dFDFvIqmmb0yyfvZ8+1P7BgbI7cOsJAhx
5sDzBKAR3JVsGM+7f50X/eulyuRagrBcbQPrG6oMoc50wEkH6t1s2+m6BiVHENIBN
sGHaIWhg+blzsQ9vwYjc/9bGHI7D9281la/LRPErsWKL2uSqQcHA7PfIm8wLpkO5Y
+/071iyNVAgMBAAGIggITMIICDzALBgNVHQ8EBAMCBaAwCcQYDVRORBGowal IbdmF3
dy51c3JwemUtcHIVZCO5hYWMudmEuz292ght2YXd3IlmVzenByZS1wecmOkLmFhYy52
YS5nb3aCFXZoYWVzendlYjcuYWEFjLnZhImdvdoIVdmhhZXNyd2vViOC5hYWMudmEu
72 92MB0OGA1UdDgQWBBQJAFTUL 3mxMoBdr /ODTQUQOMY 2WBJAfBgNVHSMEGDAWGBQb
bd/rPeXiDe8WsdDeX1gaVsvk7DBJIBgNVHRBEQJBAMD6gPKA6hThodHRWO1i8vY3Js
LnBraS52YS5nb3YveGtpL2NybCIWQS1IJbnR1cm5hbC1TMi1 JQOEXLXYxLmNybDB7
BggrBgEFBQCcBAQRVMGOWRWY IKwYBBQUHMAKGO2hO0dHA6LyShaWEucGtpLnZhLmdv
diSwa2kvYW1lhL3ZhL1ZBLUludGVybmFsLVMyLUIDQTEtdjEuY2VyMCIGCCsGAQUF
BzABhhZodHRwO18vb2NzcC5hwa2kudmEuZ292MDOGCSsGAQOBg]) cVBWQWMC4GJisG
AQQOBgjcVCIHIwzOB+fAGgaWfDYTggQiFwgpLBoOCn2CB4ItSAgFkAgGESMBOGA1Ud
JQQWMBQGCCsGAQUFBWMCBggrBgEFBQCcDATANBgkrBgEEAYI3FQOEGJAYMAOGCCsSG
AQUFBWMCMAOGCCsGAQUFBwWMBMAOGCSgGSIb3DQEBCWUAA4TIBAQAgJI6£4A0V71ndB
my¥YN1S76+rZGccqOoHKSF0740060s8b8gcRSctJOIRxzZWME8wiy55PHS5nkhnOwm
oWna2P6Efec2FQ8ZURsbi8IefwUX7ISWI99+6C+1L6VrCHIhEQOPXTRADbOmM8H3dR
cvhlHNQ3MtXuswI3sFvBamYFsXsOtRwiRzFuiT7K4v5kiW3Kkre5bsjSLBXglVE]T
PTVMIcH3QgP6hbjfgJtQoHfDoQPFSa6DjbGvjadY+rQMgiBClVN1IZLG44VgsDlyC
ub5A0830gi/i1gf30Iyv1Jl/mXJT1LJAUZJG5dPtwT4/JIJx3KqJ7cDWdy54ddD1RJIb
IyXeTQaF

————— END CERTIFICATE-----

PRE IEP Pentaho 8.2
DIRB 165

February 2020



8.1.13 das-test.va.gov.pem

————— BEGIN CERTIFICATE-----
MIIG7TCCBAWgAwWIBAgGIDBZSiMAOGCSQGSIb3DQEBCWUAMHIXEzZARBgoJkiadk/Is
ZAEZFgNnb3YxEjAQBgoJkiaJdk/IsZAEZFgJ2Y TERMASGATUECKXMIU2Vydml j ZXMx
DDAKBgNVBASTALBLSTEMMCQGAIUEAXMAVmMV0Z XJhbnMgQWZmYWlycyBEZXZpY2Ug
Q0EgQ7j TwHhCNMT YwN T EwMTMxOTUwWh cNMTgwODA3MTUyM Q2Wj BUMRMWEQYKCZ Tm
1ZPyLGOBGRYDZ2 92MRIWEAYKCZImiZPyLGOBGRYCAmMExXEDAOBgNVBAsTB2R1dml j
ZXMx GDAWBgNVBAMTD2Rhcyl0ZXNOLnZhLmdvdjCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQOCggEBAKJIgIwPGT 7TWrI1FYJ5HkivoJKwR3nulg6n 9hD3m+ENX1IRbDP
HOrTxOXg2YpSK/ORRAVBN4OXD+NVaVyv4XyWzG2Z2IF06wGX900GTU2EA/MMKh3ts
XDWTBOIEG]DQ3CUNCZ2J3FF+SSBYtRFRI1CQYt/77kC4GafjDsFy6MfixXdis906R
RSaXPCFAF7gRqq3Lx8Qr1sP5rYj4f95HRGKaN4X/55125Us80+ZReWALUAMEANWT 6
ZZ5B8CYhcSxPsvPw7/wN15IYjKGe9/DaXeszHKF7tW3VPOg6/g8gSVsOBV1VayUWx
IjzeXenlDWpusmLkD7a%avVeBlEl+W0amYXmGEUMCAWEAAaOCA6cwggOjMFYGAL1Ud
EQRPME2CD2Rhcyl0ZXNOLnZhLmdvdoIcdmFhdXNkYXNhcHBpbnQwMDIUYWEjLnZh
ImdvdoIcdmFhdXNkYXNhcHBpbnQwMDMuYWEjLnZhImdvdjAXBgNVHSAEEDAOMAWG
CmCGSAF1AwIBAWgwggEWBggrBgEFBQCBAQSCASIwggEeMDsGCCsGAQUFBzAChi %o
dHRwO18vYW1hMS5zc3Atc3Ryb25nLW1lkLm51dCODOS IWQOWR1dm1j ZUNBLnA3YzCB
gAYIKwYBBQUHMAKGAGxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuPVZ1
dGVyYW5zJTIwQWZmYWlycyUyMER1dm1§ ZSUYMENBJITIwQ3Isb3USUELJLGI1PVNL
CcnZpY2VzLGRI PXZhLGRJ PWdvdj9jQUN] cnRpZzmlj YXRIMCMGCCsGAQUFBzABhhdo
dHRwO18vb2NzcCbwa2kudmEuZ292LzA3BggrBgEFBQCcwWAYYraHROcDovL2 97 c3Ax
LnNzcClzdHIvbmctaWQubmVOL1ZBLVNTUC1DOS1CMjAOBgNVHQ8BAfSEBAMCBaAw
JwYDVRO1BCAwHgY IKwYBBQUHAWEGCCsGAQUFBwWMCBghghkgBZQOMGBzAfBgNVH SME
GDAWgBSB1DWeKgh3YCNm7Cqgdbs+2dR1QXTCCAYEGALIUdHWSCAXgwggFOMDCgLgAs
hipodHRwO18vY3JsLnBraS52YS5nb3YVUELJLONSTCO92YWR1dm1jZS5] cmwwdKBy
OHCGbmxkYXA6Ly9sZGFwLnBraS52YS5nb3YvY241M2RTUIBCMKFFLGNUJTNkQORQ
LGNuJTNKUEtJLGNuJTNkU2Vydml j ZXMs ZGM1M2R2YSxkYyUzZGdvd] 97 Z2XJ0aWZp
Y2F0ZVJ1ldm9] YXRpb25MaXNOMDSgMgAwhi50dHRwO18vY2RwMS5zc3Atc3Ryb25n
LW1lkILm51dCI9DRFAVAMFkZXZpY2UuY3JIsMIGToIGQoIGNhoGKbGRhcDovL2RpcjEu
c3NwLXNOcmOuZylpZC5uZXQvY241M2RWZXR1cmFucyUyMEFmZnFpcnM1MjBEZXZp
Y2UIMjBDQSUYMEIyLG91JTNKUEtJLG91JTNkU2VydmljZXMsZGMIM2R2YSxkYyUz
7Gdvdj 9jZXJ0aWzpY2F02VJI1dm9j YXRpb25MaXNOMBOGA1UADgOWBBRIxg3+eZpU
APnLc569/SjzkLYrFzANBgkaghkiGOw0BAQSFAAOCAQEAYW2JInS8JhfoGHODTQrYr
bw8ZXEJGW/jwGlrVzsRNRt3ncBLdj221s0Q)Do9ImArG5s/xHpal35aQZjUGQAgV/t
wZ337111H0JZIAch6tn7YRzhpgA7u50zf8eUTpuheJtVFeIo9RURS 7 1DWWYpWPMw 7
DA4LGcLB4HpLEBb/4BMXOnM1cyCsXYSkXDQH1+xPzUUQkJIpi 7JRAOMLPxZ2r%ewJ £
dDbn8FEnxmNkI15G7gqCmaW2cmfitnsI8hoZC+rLL7B3+0/kzZL302yzX2WXmUWzk
Z3Mf3CI9K+LOWsrTwVUOkiVIL6xrbI6j2d0GpgShDnn7d5+ftgHsX1i3GdbEHYx2Ah
dw==

PRE IEP Pentaho 8.2
DIRB 166

February 2020



8.1.14 das-sga.va.gov.pem

————— BEGIN CERTIFICATE-----
MIIG7DCCBASgAWIBAGIDBbrgMAOGCSGGSIb3DQEBCWUAMHIXEZARBgoJkiadk/Is
ZAEZFgNnb3YxEjAQBgoJkiaJdk/IsZAEZFgJ2Y TERMASGATUECKXMIU2Vydml j ZXMx
DDAKBgNVBASTALBLSTEMMCQGA1UEAXMAVMV0ZXJIJhbnMgQWZmYW1lycyBEZXZpY2Ug
Q0EgQj TwHhCNMT YwODI2MTY ONZE 3Wh cNMTgwODA3MTUyM Q2Wj BUMRMWEQYKCZ Tm
1ZPyLGOBGRYDZ2 92MRIWEAYKCZImiZPyLGOBGRYCAmMExXEDAOBgNVBAsTB2R1dml j IKwYBBQUHMAKGL2hO
dHA6Ly%haWExLnNzcClzdHJIvbmctaWQubmVOLONBL1 ZBZGV2aWN1QOEucDdjMIGA
BggrBgEFBQcwA0Z0bGRhcDovL2RpciEuc3NWLXNOcm9uZylpZC5uzXQvY249Vmv0
ZXJhbnM1MjBBZmZhaXJzJTIWRGV2aWN1JTIwQOEIMIBCMixvdT1QS0ksb3U9U2Vy
dmljZXMsZGMIdmESZGM9Z2 92P2NBQ2VydGlmaWNhdGUwIwY IKwYBBQUHMAGGFEF2h0
dHAG6LY9VY3NwLNBraS52YS5nb3YvMDcGCCsGAQUFBzABhitodHRwO18vb2NzcDEU
c3NwWLXNOcm9uZylpZC5uZXQvVKEtUINQLUNBLUIyMAAGA1UADWEB/wQEAWIFODAN
BgNVHSUEIDAeBggrBgEFBQOCDAQY IKwYBBQUHAWIGCGCGSAF1AWYHMB8GAL1UAIWQY
MBaAFIGUNZ4qgHdgTI2bsKpluz721GVBAMIIBgQYDVRO fBIIBeDCCAXQWMKAUOCYG
KmhOdHA6LyY9jcmwucGtpLnZhLmdvdi 9QS0kvQ1IML3ZhZGV2aWN1 LmNybDBOoHKg
cIZubGRhcDovL2xkYXAucGtpLnZhlmdvdi9jbiUzZFNTUEIyQUUsY24 1M2RDRFASs
Y241M2RQS0ks Y24 IM2RTZXJ2aWN1cyxkYyUzZHZhLGRIJTNKZ2 92P2N1cnRpZml j
YXR1UmV2b2NhdGlvbkxpc3QwNKAYoDCGLmMhOdHAG6LY 97 ZHAXInNzcCl zdHIvbmct
aWQubmVOLONEUC92YWR1dm1jZS5]) cmwwgZOggZCggY2GgYpsZGFwOi8vZGlyMS5z
c3Atc3Ryb25nIW1lkIm51dC9ibiUzZFZ1dGVyYW5zITIwQWZmYWlycyUyMER1dm] j
ZSUyMENBJTIwQjIsb3UIM2RQS0ksb3UIM2RTZXJ2aWN]1cyxkYyUzZHZhLGR)JTNk
7Z292P2N1cnRpZmljYXR1UmV2b2NhdGlvbkxpc3QwHQOYDVROOBBYEFM4 6 SUuxQAMSn
ayR/h1Jgt/b0caNbMAOGCSgGSIb3DQEBCWUAA4IBAQAOZ+ied01LRty9CTpt 7gtm
CCg805Msj 5PDTM20OM2nX+VRiwV3cMldgsoK0gr 9SKvjx+8sArMQLkzC21XavuwVh
On42mKm1XJvk3kbJIx7NaOtg+8etepzHv1tfORJ1taCt1INTPIU8IBAxZWsYh81218
k8u7/KtnsK6zgqiBRaN1loovM120CDxeWnFRzSLrTV91Z5V+gr1K1EIS3WkiHO7d+n
wq¥nzB4fA0mjJI83Mrt8IxiTZTP8QNn1LoyPR/vEoqOUamxRBW1Io4wTvEVN6+9hJ3
GQhfO9E/17v51vgh7Wor58X+iRIBvj04PyU9PB8/ZYTst/t5IoucbMCir77ZEkOB
————— END CERTIFICATE-----

PRE IEP Pentaho 8.2
DIRB 167

February 2020



8.1.15 das.va.gov.pem

————— BEGIN CERTIFICATE-----
MIIHezCCBmOgAwIBAgIDBfJIMAOGCSQGSIb3DQEBCWUAMHIXEZzARBgoJkiadk/Is
ZAEZFgNnb3YxEjAQBgoJkiaJdk/IsZAEZFgJ2Y TERMASGATUECKXMIU2Vydml j ZXMx
DDAKBgNVBASTALBLSTEMMCQGA1UEAXMAVMV0ZXJIJhbnMgQWZmYW1lycyBEZXZpY2Ug
QOEgQjTwHhcNMT cwMTA2MTk 1MTE 1 Wh cNMTgwODA3MTUyMjQ2W BOMRMwEQYKCZTm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmMEXEDAOBgNVBAsTB2R1dmlj
ZXMxEzARBgNVBAMTCmRhcy52YS5nb3YwggEiMAOGCSgGS Ib3DOEBAQUAAL IBDWAW
ggEKAOIBAQDZSc8gGHDms81rMeAf fccObXAMUPPiG4 9PECDWNnIkPu6oSd3xEUUZ
9AWR7S+tR8zyzca2G8GaJj000xgT2C4vz2mniuNTnEkALsTf2eNbMN7kcE06SJIX
P+GUEmMpszgxVIoiOnzvOiEfkfVEhu5rxI5fWUANxY]7DErCMTiQtnl1GAVEittYKS
PZJSvGuth+VHGYD3u60z1L1Gx+2z0DZ2YUJriBInX0JzTAAPFr9maxac5gMwAwbNz
3bcpulmYOaYkMHFEiUB6gLs8VoQli/rUlg6dDAKOamtu+dvNYA4g2g+HMOOXRrX]
yzuT+10AMc8rzjBCJuJiAX4hJanLV7KnAgMBAAG) ggQ6MITIEN]CB6AYDVRORBIHgG
MIHdggpkYXMudmEuZ292ghx2YWF1c2Rhc2FwcHIwZDAWMS ShYWMudmEuZ2 92 ghx 2
YWF1c2Rhc2FwcHBYZDAWMi S5hYWMudmEuZ292ghx2YWF1c2Rhc2FwcHBYZDAwWMyS5h
YWMudmEuZ2 92ghx2YWF1 c2Rhc2FwcHBYZDAWNCS5hYWMudmEUZ2 92ghx2YWEF1c2Rh
c2FwcHByYZDAWNS ShYWMudmEUZ292ghx2YWF1c2Rhc2FwcHByZDAWNiShYWMudmEu
72292ght2YWF1c2Rhc2FwcHBYyZDQzImFhYy52YS5nb3YwEFwYDVROgBBAWD] AMBgpg
hkgBZQMCAQMIMI IBMAYIKwYBBQUHAQEEggEIMIIBHjA7BggrBgEFBQcwAOYvaHRO
cDoVL2FpYTEUC3NWLXNOcmOuZylpZC5uZXQvQOEVvVkEFkZXZpY2VDQS5wN2Mwg YAG
CCsGAQUFBZzZAChNRSZGFwOi8vZGlyMS5zc3Atc3Ryb25nLWl1kIm51dC9jbj1WZXR1
cmFucyUyMEFmZmFpcnM1MjBEZXZpY2U1MiBDQSUYMET yLG91 PVBLSSxvdT1TZXJ2
aWNlcyxkYz12YSxkYzIlnb3Y/YOFDZXJ0aWZpY2F0ZTAjBggrBgEFBOCwWAY YXaHRO
cDovL29jc3AucGtplnZhImdvdi8wNwYIKwYBBQUHMAGGK2hOdHAG6LYS VY 3NwMS52
c3Atc3Ryb25nLW1kLm51dCOIWQSITULIALQOELQ ) IwDgYDVROPAQH/BAQDAGWgMCCG
A1UdJQQgMB4GCCsGAQUFBWMBBgg rBgEFBQCDAGYIYI Z IAWUDBgcwHWYDVROIBBgw
FoAUgZQlnigod2AjZuwgnW7PtnUZUFO0wggGBBgNVHR8EggF4MI IBADAwWOC6gLIY Qg
aHROcDovL2NybC5wa2kudmEuz292L1BLSSIDUkwvdmEFkZXZpY2UuY 3JsMHSgcgBw
hm5sZGFwO18vbGRhcCowazkudmEuz292L2NuJTNkUINQQJIBRSxjbiUzZENEUCX J
PiUzZFBLSSxjbiUzZFN1lcnZpY2VzLGR]JTNkdmESZGM1IM2Rnb3Y/Y2VydGlmaWNh
dGVSZXZvY2F0aW9uTGlzdDAOoDKgMIYuaHROcDovL2NkcDEuc3NwLXNOcmOuzZylp
ZC5uZXQvQORQL3ZhZGV2aWN1LmNybDCBk6CBkKCBjYaBimxkYXA6Ly9kaXIxLnNz
cClzdHIvbmctaWQubmVOL2NuJTNkVmV0ZXJhbnM1MjBBZmZhaXJzJTIwRGV2aWN1
JTIwQOEIMjBCMixvdSUzZFBLSSxvdSUzZFN1cnZpY2VzLGR] JTNkdmEsZGM1IM2Rn
b3Y/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdDAdBgNVHQ4EFgQUvaLuziprIjgH
vyKPG1lFwBP6elTwwDQYJKoZ IThveNAQELBQADgGgEBACOKYWvcihUGTOM9q/dw2FeN
JHzc9ghlsLxDOH1z5zpUfo7vCN5XvckRt POBxAgPfBma+Cvm4MvI09Cz 6XTKkfZL
JogRm1ldg9n61+bIEIX2wgwDT8 yBYQRC+eoM6UdoSN7hk60xxZnvahJAdGEStwl2+
FdtejxfiRJr0kAS%he/Yrl11EJ2NmWK1YWG6UPzGalrT4H/0QGTItdxr1VIALf75Ub
089I4vVubkSLAgiwd5xpQOnS27uj30gQUjvIvSwlU59/cdMoAw+XLNB1gXVcB3eplK
3SbuzJIJRbhg8HZN4D6aX/g+g0ZPJATMZWBPNLPgPYX /dW5rYihbs5d5rXUi kge=
————— END CERTIFICATE-----
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