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Artifact Rationale

Per the Veteran-focused Integrated Process (VIP) Guide, the User’s Guide is required to be
completed prior to Critical Decision Point #2 (CD2), with the expectation that it will be updated
as needed. A user guide is a technical communication document intended to give assistance to
people using a system, such as Veterans Health Information Systems and Technology
Architecture (VistA) end-users. It is usually written by a technical writer, although it can also be
written by programmers, product or project managers, or other technical staff. Most user guides
contain both a written guide and the associated images. In the case of computer applications, it is
usual to include screenshots of the human-machine interfaces, and hardware manuals often
include clear, simplified diagrams. The language used is matched to the intended audience, with
jargon kept to a minimum or explained thoroughly. The user guide is a mandatory, build-level
document, and should be updated to reflect the contents of the most recently deployed build. The
sections documented herein are required if applicable to your product.
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1 Introduction

The Veterans Health Information Exchange (VHIE) Program was tasked by the Department of
Veterans Affairs (VA) to replace the eHealth Exchange (eHX) solution with a commercial-oft-
the-shelf (COTS) product called the HealthShare Enterprise Platform (HEP). As part of the
enhancement, HealthShare (HS) will consume legacy applications that rely on the connection
with the eHX Adapter, and in this case, the Veteran Authorization and Preferences (VAP)
system.

At a high-level, VAP manages a Patient’s Consent, also known as the Patient’s Participation
Preferences (PPP) and the requests for generating Clinical Document Architecture (CDA)-type
documents for selected Veterans, as well as generate and display Health Information Exchange
(HIE) and Consent reports. To improve user experience and provide a more streamlined and
robust interface, the VAP interface and functionalities will be replaced by a custom-coded
interface known, henceforth, as the VHIE Portal.

1.1 Purpose

The purpose of the VHIE Portal User Guide is to familiarize internal Veterans Health
Administration (VHA) personnel and other authorized users about using the VHIE Portal
interface.

2 System Summary

The VHIE Portal application is hosted on Amazon Web Service (AWS). The system is only
accessible within the VA intranet to authorized users. The VHIE Portal is intended for internal
VHIE users to perform consent management tasks.

3 Getting Started

This section describes the steps for logging in and understanding the VHIE Portal functionalities.

3.1 VHIE Portal Roles

When requesting access to the VHIE Portal, the following VHIE Portal roles are available based
on the level of access that is required.

6 NOTE: The AD Policy Groups for the Non-Production and Production Environments are
differentiated by “NPD” and “PRD” at the end of the AD Policy Group name. Operators
of the system will need to submit for the “PRD” role when requesting access (e.g., VHIE
Operators would submit for the role of “AAC VDIF VHIE Operators PRD”).
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Table 1: VHIE Portal Roles Description

Role Name Role Description AD Policy Groups
AAC VDIF These users run and view results for Data Quality ¢ AAC VDIF VHIE Data
VHIE Data Reports, and all other Reports available to the VHIE Quality Reporters
Quality Operators, perform patient searches, as well as NPD
Reporters download the CDA documents as XML, but do not e AAC VDIF VHIE Data
have the ability to edit consent policies. There are no Quality Reporters
specific Data Quality reports implemented in VHIE PRD
Portal currently.
AAC VDIF These users have the same access as the Veterans e AAC VDIF VHIE
VHIE Data Integration and Federation (VDIF) Reporters, plus Operators NPD
Operators can search for patients, view patient details, retrieve e AAC VDIF VHIE
CDA Patient Summary documents in HyperText Operators PRD
Markup Language (HTML) or XML, as well as edit eHX
consent policies for a Veteran (i.e., set a Veteran to
opt-out or re-participate in eHX data-sharing).
AAC VDIF These users are technical administrators, who have e AAC VDIF VHIE
VHIE Portal access to the full VHIE Portal site, plus technical- Portal Tech Admin
Technical admin-only resources, but do not have access to any NPD

Administrators

tester-only resources. For the current build, this role
has the same resources as the VDIF Super User role.

AAC VDIF VHIE
Portal Tech Admin
PRD

AAC VDIF These users have access to the full VHIE Portal site, ¢ AAC VDIF VHIE
VHIE Portal including the tester-only resources. For the current Portal Testers NPD
Testers build, only the capability to view CDA patient summary | , AAC VDIE VHIE
documents as XML is a tester-only resource. Portal Testers PRD
AAC VDIF These users run and view results for the detailed and e AAC VDIF VHIE
VHIE summary reports (but cannot run an individual patient Reporters NPD
Reporters search or edit consent policies). e AAC VDIF VHIE
Reporters PRD
AAC VDIF These users are administrative users at the business e AAC VDIF VHIE
VHIE Super level, and have the same access as the VDIF Super Users NPD
Users Operators, plus all of the Admin reports and functions, |, AAC VDIF VHIE
but do not have access to the technical-admin-only Super Users PRD
resources and tester-only resources.
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3.2 VHIE Portal New User Request Instructions

This section describes how to request access to the VHIE Portal. There are two steps needed to
request access to the VHIE Portal:

e Step 1. Complete Training

e Step 2. Submit Access Request

6 NOTE: If you need assistance with completing this process, please contact your
supervisor/community coordinator.

3.2.1 Step 1. Complete Training
Complete required training in the VA Talent Management System (TMS):

1. Log into the Talent Management System (TMS) and complete the following training or
view current certificates in the “My Learning History™:

e VA Privacy and Information Security Awareness and Rules of Behavior (VA
10176)

e Privacy and HIPAA Training (VA 10203)

2. Save completed training certificates:
a. Save the completion certificates from both courses in a folder on your desktop.
b. Open the folder where you saved the certificates.

c. Select both certificates by holding the CTRL key and selecting each certificate.
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d. Right click on one of the certificates and select Send To > Compressed (zipped)
folder, as shown in Figure 1:

Figure 1: Zipping together Completed Training Certificates

Name Date modified Type Size
"L VA10178.pdf 6/11/201810:19 AM  Adobe Acrobat D... 161 KB
" VA10203.pdf | A1O004 20 AL ——28-obe Acrobat D... 250 KB
Open with Adobe Acrobat Reader DC
Open
Print

U Scanforthreats...

Send to » € Bluetooth device
o {; Compressed (zipped) folder
Copy - Desktop (create shortcut)
¢/ Documents
Create shortcut w3 Faxrecipient
Delete _J Mail recipient
Rename # (k) vaaacsleepj (\\vaaacfpc2.aac.dva.va.gov)
Properties ‘

e. Name the new Zip file created in the same folder: “Certifications.zip,” as shown in
Figure 2:

Figure 2: Verifying Training Certificates Zip File Name

-~

Mame

= VA 10176.pdf
=L VA 10203.pdf
1) Certifications.zip

6 NOTE: You will upload this file to the Electronic Permission Access System
(ePAS) request in Step 2 of these instructions.
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3.2.2 Step 2. Submit Access Request
Submit an access request via OIT Electronic Permission Access System (ePAS) 9957:

1. Navigate to the Office of Information and Technology (OIT) Electronic Permission
Access System (ePAS) 9957 page.

2. Ensure that the “EQ: System Access Request (¢9957)” document is selected from the
drop-down list, as shown in Figure 3:

Figure 3: Selecting the “EO: System Access Request (€9957)” Document

UniTeD STATES ‘//VT/PA/VH- —

DEPARTMENT OF VETERANS AFFAIRS

OI&T :: Electronic Permission Access System

Please select which type of document you would like to submit:

| EO: System Access Request (€9957) V” Select Document
| Document ” Templates |
m You have chosen to create the following type of
document:

o EO: System Access Request (e9957)

If you would like to see additional options for creating this document select the
"Template" tab above.

When you are ready to create this document click "Create Document" below
| Create Document |

3. Select Create Document.

6 NOTE: In the steps that follow, you will complete entries for the following tabs on the
€9957 form in the following order:

e Request tab (Step 4)
e Type of Access tab (Step 5)
e Comment tab (Step 6)

A CAUTION: Do not submit until all steps have been completed!
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4. From the Request tab, complete all required fields (yellow shading on the €9957 form),
as well as the non-required fields (clear/white text boxes on the €9957 form) that are
highlighted below:

a. Complete the “Request” section entries:

Action: Choose “Modification of Account”
Type of Employment: choose “VA Staff” or “Contractor”

Deactivation Date: Enter an expiration date for the access or the end date for
the contract if request is for contractor staff

b. Complete the “General Information” section entries:

Full Legal Name (Last, First, and Middle Initial).
Previous Name (if applicable).

Start Date: Date when you started working at the VA or when your current
contract started.

Mailing Address: Mailing address of the VA site where you work or the
Field Office with which you are affiliated.

Duty Title: Your title.

Duty Station: Unless geographically located at one of the regional
Information Technology Centers (ITC), select Other from the drop-down list.
If Other, list the duty station: Enter the site/facility where you are affiliated.

Company: Enter “Department of Veterans Affairs” or the name of your
company.

Department: Enter the identity of the VA department you support.
Office: Enter your VA office or “100% Remote.”

Mail Code/Division: Enter the mail code for the VA site or the field office
with which you are affiliated.

Phone Number: Provide your phone number.

Project/Application Code: Enter “VDIF” for Veterans Data Integration &
Federation program
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e AD Username: The Active Directory (AD) username is listed as the Alias in
the Microsoft Outlook Global Address List (GAL) under the General tab, as
shown in Figure 4:

Figure 4: Microsoft Outlook Global Address List (GAL)—General Tab
General Organization PhoneMotes Member Of E-mail Addresses

Name
First: Instials: Lask:
e —

Dispilay: Allas: b Lt PRI
Address: | Tithe:
Company:
ity Department:
State: | Orffice:
Zip code | Agsistant
Country/Regisn: Phane

c. Complete the “Approver Information” section entries:

e Supervisor: Use the “Lookup Supervisor...” button to search for and select
your immediate supervisor.

¢ Designated Approving Officer (DAQO): Use the “Lookup DAQ...” button to
search for and select your service chief.

6 NOTE: The supervisor and DAO can be the same approver.

5. On the Type of Access tab, complete the following “LLAN Access” section entries:
a. Check the LAN and Exchange Access checkbox, as shown in Figure 5:

Figure 5: LAN and Exchange Access Checkbox

Reguest Type of Access ” Comments || Instructions |
LAN Access

LAN and Exchange Access:
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b. Update the Security Groups:
i. Press the Select Security Group button.

il. From the “Select Security Group” dialog in the Search for Group field, type
“AAC VDIF”, as shown in Figure 6:

Figure 6: Searching for “AAC VDIF” Security Groups

Sebeal Senurdy Greps

Sgarch for Group: ':',_:L:'_-"-EH-F IR T T::,"-:h-
{Baginming with) | Lo
BAC VDI YHIE Diata Calite Reooiers HED  AAC VOIF WHIE Data ™
AAC WOIF WHIE Cata Cualifv Agooriers PED  AAC VDIF WHIE Data

AAC VOIF WHIE Op=r

AALC VDIF WHIE Oper

iii. Click Search.
iv. Select appropriate Security Group:

e AAC VDIF VHIE Reporters PRD—Users run and view results for the
detailed and summary reports (individual patient search or edit consent
policies are not available.

OR
e AAC VDIF VHIE Operators PRD—Same access as the VDIF Reporters,
plus users can search for patients, view patient details, retrieve CDA Patient

Summary documents in HTML or XML, as well as edit eHX consent policies,
i.e., set a Veteran to opt-out or re-participate in eHX data-sharing.

v. Click OK.

c. Scroll to the bottom of the page and complete the “Affirmations” dialog entries.
Check the “Affirmation” checkbox, as shown in Figure 7:

Figure 7: Affirmations Dialog—Signing Document

Affirmation: By signing
knowledge an
their duties.
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d. Complete the “Security and Privacy” dialog entries (Figure 8):
i. Select Browse.
ii. Locate and attach the ZIP file containing certificates that you created in Step 2.

iii. Enter the date of your last “Rules of Behavior” training. To ensure the date is
entered correctly, use the “calendar” icon to select the date.

Figure 8: Security and Privacy Dialog Entries

Security and Privacy

Proof of VA Privacy and Information Security Awareness and Rules of Behavior (VA 10176)
10203) for those working with PHI/PII) are required to be uploaded for all accounts.

You may lookup the required training date here: http://go.va.qov/cd3l
NO SENSITIVE DATA MAY BE UPLOADED IN ATTACHMENTS
Documentation: Browse...

Date of Last Privacy/Security Awareness:
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6. On the Comments tab, do the following:
a. Type the following text into the “Comments” box, as shown in Figure 9:

This request is for Single Sign On — internal (SSOi) to the VHIE Portal, under the
VDIF program. | will be using my PIV for logging into the VHIE Portal.

Figure 9: Entering Comment Text

| Request || Type of Access || Comments || Instructions |

New comment by Blom, Thomas:

AEBRE e M @e B I U|x x? i

Size T " AT

This request is for Single Sign On — internal (SSOI) to the VHIE Portal, under the VDIF program. I will be using my PIV for
logging into the VHIE Portal.

Save and Submit

b. Select the Save and Submit button, see Figure 9.
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c. Ifprompted with the “Signature” dialog pop-up, as shown in Figure 10, do the
following:

1. Select the Click here to digitally sign this document link.

2. When prompted, enter your Personal Identity Verification (PIV) smart card pin.

Figure 10: Apply Digital Signature

Signature (X |

You have two options for signing this document.
Either enter your domain credentials (Username &
Password) or digitally sign it using a smartcard.

Sign using Domain Credentials

Username: VHAO3\vhaeaspalumch

Password:

Sign

Or digitally sign with Smartcard or Certificate

[L] Click here to digitally sign this document
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3.3 Log in Via SSOi

Take the following steps to log in via Single Sign On — internal (SSOi):

6 NOTE: Once integrated with SSOi, users will only use their PIV card for login per VA’s
HSPD-12 implementation of mandatory PIV, unless a special exemption is permitted,
and the user requires a VA username and password.

Table 2: Log in via SSOi

Step Action

1. Navigate to the “VHIE Portal Login” screen at
https://vhieportal.hsh.va.gov/csp/vhieui/portal/index.csp#/

6 NOTE: If presented with the website’s security certificate error (Figure 11),
select “Continue to this website (not recommended)”.

Figure 11: Sample Error Message—Problem with Website's Security Certificate

_g] There is a problem with this website’s security certificate.
A

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
'Q' Click here to close this webpage.
'5?' Continue to this website (not recommended).

= More information
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https://vhieportal.hsh.va.gov/csp/vhieui/portal/index.csp#/

Step Action

2. Log in using your PIV card (Figure 12).

Figure 12: “VA Single Sign-On” Screen (PIV Card)

U.S. Department

s Affairs

VA SINGLE SIGN-ON

Sign in to continue

3. Select the appropriate certificate and select OK.

G NOTE: Always select the second certificate as the authentication certificate
(Figure 13). If you see more than two certificates displayed, make sure to
clear your browser’s cached certificates under Internet Tools.

Figure 13: Windows Security—"Select a Certificate” Screen

Windows Security

Select a Certificate

oK

Cancel
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Step Action

4, Enter the PIN associated with your PIV card and select OK (Figure 14).

Figure 14: ActivClient Login—PIV PIN Pop-Up Screen

3

ActivClient Login | ® | ==

Actividentity

ActivClient

Please enter your PIM,

FIM

QK Cancel

5. | Arrive at the “VHIE Portal” Landing Page (Figure 15).

Figure 15: VHIE Portal—Landing Page

VA VHIE Welcome, vacolyl v Sign Out
POrTaL Patient Search orts i

Patient Search

User Preferences

Consent Activity Dashboard
User Activity Dashboard
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3.4

Understanding the Functionalities

The VHIE Portal provides the following functionalities:

3.5

“VHIE Portal” Landing Page

Patient Search

View Patient Demographic Details

Participation Preference: Patient Not Participating
Participation Preference: Patient Re-participate
Deceased Patient Notification Message

View or Add Patient Comments

Generate Documents (CDA-type Health Documents)
View Patient’s VA Treatment Facilities

Search Menu — Return to Patient Search

Report Menu — Consent Activity Dashboard
Report Menu — User Activity Dashboard

Report Menu — Detailed HIE and Consent Reports
Report Menu — Summary HIE and Consent Reports

Admin Menu — View or Modify Partner Organization(s) List

Admin Menu — View or Modify Facilities List

Welcome Menu — Set or Update User’s Default Facility

Welcome Menu — Access User Guide

Welcome Menu — View System Software Information

Exit System

Log out of the VHIE Portal by selecting the Logout option under the Welcome menu at the top
of the screen.
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4 Using the Software

This section describes how to use the application with the following assumed experience/skills of
the audience:

e Users have basic knowledge of the operating system (such as the use of commands, menu
options, and navigation tools).

e Users are using the VHIE Portal to do their jobs.
e Users have been provided active roles and access to the VHIE Portal.

e Users have completed any prerequisite training.

Consult your supervisor or the VA Help Desk if you need help meeting any of the above
conditions.

4.1 Patient Search

The Patient Search allows for a VHIE user to search by the following patient identifiers:
e Social Security Number (SSN)
e First Name

e Last Name.

4.1.1 Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.
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Table 3: Patient Search

Step | Action

1. Complete the Social Security Number, First Name, and Last Name fields, and then select
Search (Figure 16).

6 NOTE: The Social Security Number, First Name, and Last Name fields are all required
fields. The Social Security Number field accepts numeric characters with and without
dashes (e.g., XXX-XXX-XXXX and XXXXXXXXXX).

Figure 16: VHIE Portal—"Patient Search” Screen

v VHIE Welcome, vacolyl v Sign Out
POrTaL Patient Search Reports v Admin v
Patient Search
All Fields Required

Social Security Number
First Name

Last Name

SEARCH

About VA Accessibility Disclaimer Employee Resources Find a Facility Intranet Privacy Policy

b US. Department
)| of Veterans Affairs e
NCA Intranet Home No Fear Act Organizations Terms of Use VA Intranet Home
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Step | Action

2. Form validation is enforced to ensure that users complete each field in the correct format (Figure
17).

Figure 17: VHIE Portal—"Patient Search” Screen: Field Validation

V V,H I,E Welcome, vacolyl v Sign Out
POIrTac Patient Search Reports v Admin v

Patient Search

All Fields Required

Social Security Number

SSN is required and must be 9 digits long, hyphens are optional
First Name

First Name is required
Last Name

Last Name is required

SEARCH

. About VA Accessibility Disclaimer Employee Resources Find a Facility Intranet Privacy Policy
y LS. Department

! of Veterans Affairs e
NCA Intranet Home No Fear Act Organizations Terms of Use VA Intranet Home
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Step | Action

3. | A progress bar will display to indicate that a patient search is processing (Figure 18).

Figure 18: VHIE Portal—“Patient Search” Screen: Data Entries (Masked) and Progress Status Bar

V V HIE Welcome, vhaisbwatsoju v Sign Out

POIrTac Patient Search

Patient Search

All Fields Required

Social Security Number
First Name

Last Name

SEARCH
l Loading Patient.

About VA Accessibility Disclaimer Employee Resources Find a Facility Intranet Privacy Policy
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Step | Action

4, If the patient’s record has not been loaded from the Legacy system, a notification message will
display for the user to try the search again later (Figure 19).

Figure 19: VHIE Portal—Notification Message: Patient Loading and to Try Search Later

VA y-HTIE_ Welcome User 1% Sign Out [

Patient Search

Patient Loading, please try the search again later. _

All Fields Required

Social Security Number

Last Name

First Name

4.2 Patient Detail Summary

After retrieving a record from a patient search, the VHIE user will be able to view the patient’s

demographic details and perform various patient-centric tasks, depending on the role(s) assigned
to the VHIE user.

4.21 Prerequisite

e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a Patient Search.
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4.2.2 View Patient Demographic Details

The patient’s demographic details will be displayed at the top of the screen (if available) for the
VHIE user to view, as shown in Figure 20:

Figure 20: VHIE Portal—"Patient Detail” Screen: Patient Demographic Details

V VHIE Welcome, vacolyl v Sign Out

POrTal Patient Search Reports w

Patient Detail
I Last Name First Name Mi Gender Date of Birth Multiple S5N ICN Address Phone Preferred Facility I
I |
L e e e e e e e e —————— 1
Consent Status Comments Generate Documents Facilities

Participation

illy opted-in to
on through the eHealt

Display All Display w

Dates
Consent Directive Purpose Status Authorization / Revocation Entered Signature Expiration Comments User Id
»  eHealth Exchange Re- TREATMENT Re-participated in Sharing PHI with All Providers and 2020/03/20 12:56:05 2020/03/20 vhie_operator
participate Organizations EDT
»  eHealth Exchange Opt-out TREATMENT Inactive Opted-out of Sharing PHI with All Providers and Organizations 2020/03/20 12:54:53 2020/03/20 vhie_operator
EDT

4.2.3 Patient-Centric Functions

The following functional tabs (Figure 21) allow the VHIE user to navigate to different pages to
perform various tasks and retrieve important information on the patient:

e Consent Status
e Comments
¢ Generate Documents (CDA-type Health Documents)

e Facilities (Patient’s VA Treatment Facilities)
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Figure 21: VHIE Portal—"Patient Detail” Screen: Patient-Centric Information Tabs

Welcome, vacolyl w Sign Out

Patient Search

Patient Detail
Last Name First Name Ml Gender Date of Birth Multiple S5N IcN Address Phone Preferred Facility

palth information to the Social

Display All Display w

Dates
Consent Directive Purpose Status Authorization f Revocation Entered signature Expiration Comments User Id
»  eHealth Exchange Re- TREATMENT Re-participated in Sharing PHI with All Providers and 2020/03/20 12:56:05 2020/03/20 vhie_operator
participate Organizations EDT
»  eHealth Exchange Opt-out TREATMENT Inactive Opted-out of Sharing PHI with All Providers and Organizations 2020/03/20 12:54:53 2020/03/20 vhie_operator

EDT

4.3 Consent Status Tab

The Consent Status tab displays status information about the patient’s participation preferences
for:

e Health Treatment
e Social Security Administration (SSA)-authorization for Coverage

e Historical participation preference information

The “Consent Status” page also allows the VHIE user to initiate the workflows to process the
patient’s preference to either participate or not participate in sharing of health information for
treatment.

4.3.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a patient search.
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4.3.2 Participation Preference: Opt-Out of Sharing (Not Participating)

If the patient is currently participating in the sharing of Health information, a VHIE user can take

the following steps to update the patient’s consent status so that the patient is opted-out of
sharing.

4.3.21 Prerequisite

e The user has logged in via SSOi or another VA-approved method for authentication.
e The user has successfully retrieved a record from a Patient Search.

e The Patient has an opt-in consent status.

Table 4: Patient Opt-Out of Sharing

Step | Action

1. | If the Veteran is currently participating in sharing, there will be an Opt-Out button under the

“Participation” section (Figure 22). Select the Opt-Out button to open the participation form
and fill out the required information.

Figure 22: VHIE Portal—"Patient Detail” Screen: Opt-Out Button

Welcome, vacolyl v Sign Out
Patient Search

Patient Detail

Last Name First Name Ml Gender  Date of Birth Multiple  SSN ICN Address Phone Preferred Facility
Consent Status Comments Generate Documents Facilities

Participation Social Security Administration (SSA)

The Pat omatically opted-in prior The Patient has currently NOT the relez

alth information to the Social
information through

Security Admir

Display All Display w

Dates
Consent Directive Purpose Status Authorization / Revocation Entered Signature Expiration Comments User Id
»  eHealth Exchange Re- TREATMENT Re-participated in Sharing PHI with All Providers and 2020/03/20 12:56:05 2020/03/20 vhie_operator
participate organizations EDT
3  eHealth Exchange Opt-out TREATMENT Inactive Opted-out of Sharing PHI with All Providers and Organizations 2020/03/20 12:54:53 2020/03/20 vhie_operator
EDT
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Step

Action

Complete the required information fields and select the Save button to update the Veteran’s
participation status (Figure 23).

Figure 23: VHIE Portal—"Opt-Out of Sharing” Screen

Opt-Out of Sharing

Required Flelds

Authenticating Facility

Form Validation for Opt-Out of Sharing Form 10-10164 Received and Validated (Required)

Patient Signature Date (YYYYMMDD)

Participation Update Reason

Opt-Out v

Optional Field

Comments

4.3.3 Participation Preference: Patient Re-Participate in Sharing

If the patient is currently opted-out of sharing, a VHIE user can take the following steps to
change the patient’s consent status so that the patient is opted-in for sharing.

4.3.3.1
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Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.
The user has successfully retrieved a record from a Patient Search.

The Patient has an opt-out consent status.



6 NOTE: If the patient has an explicitly opted-out (not participating) preference in the
legacy system, the opt-out preference is honored in HealthShare. A message will also

display under the patient’s “Detail” section to notify the user of the patient’s “Not
Participating” preference.

Table 5: Patient Re-Participate in Sharing

Step | Action

1.| If the veteran is currently not participating in sharing, there will be an Opt-In button under the

“Participation” section (Figure 24). Select the Opt-In button to open the participation form and
fill out the required information.

Figure 24: VHIE Portal—“Patient Detail”’: Opt-In Button

V VHIE Welcome, vacolyl v Sign Out
POIrtTac Patient Search Reports v

Patient Detail
Last Name First Name Ml Gender Date of Birth Multiple 55N ICN Address Phone Preferred Facllity

This patient has OPTED-OUT of information exchange.

Consent Status Comments Generate Documents Facilities

Participation

tient has currently NOT authori.
Exchange. Modify the access in

OPT-IN

T

Display All Display w

Dates
Consent Directive Purpose Status Authorization / Revocation Entered ig Expiration C User id
> eHealth Exchange Opt-out TREATMENT Active  Opted-out of Sharing PHI with All Providers and 2020/03/20 2020/03/20 vhie_operator
Organizations 12:06:09 EOT
> eHealth Exchange Re-participate TREATMENT Re-participated in Sharing PHI with All Providers and ~ 2020/03/18 2020/03/18 vhie_operator
Organizations 14:48:39 EDT
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Step

Action

Complete the required information fields, then select the Save button to update the Veteran’s
participation status (Figure 25).

Figure 25: VHIE Portal—“Reparticipate in Sharing” Screen

Reparticipate in Sharing

Required Fields
Authenticating Facility

‘ v

Form Validation for Opt-Back-In for Sharing Form 10-10163 Received and Validated (Required)

Patient Signature Date (YYYYMMDD)

Participation Update Reason

‘ Reparticipate ¥

Optional Field

Comments
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4.3.4 Deceased Patient Notification Message

If the Patient is deceased, a message will display in the “Patient Detail” and “Participation”
sections (Figure 26) to notify the user that the patient is deceased.

6 NOTE: If the deceased patient had a Participate in Sharing Preference for Treatment, this
preference will be honored for a period of six (6) months from the date of death.

4.3.41 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a Patient Search.

Figure 26: VHIE Portal—“Patient Detail” Screen: Deceased Veteran Notification Message

VA VHIE welcome, vacolyl v sign Out
POrtTac Patient Search Reports v
Patient Detail
Last Name First Name Mi Gender Date of Birth Multiple SSN ICN Address Phone Preferred Facility

2019/06/28: Patient is Deceased, health information may no longer be shared electronically through eHealth Exchange.

This patient has OPTED-OUT of information exchange.

Consent Status Comments Generate Documents Facilities

Participation Social Security Administration (SSA)
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4.4 Comments Tab

A VHIE user can select the Comments tab to view or add general comments about the patient.

441 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a Patient Search.

Table 6: View/Add Patient Comments

Step | Action

1. | To add a comment, under the Comments tab, select Add Comment (Figure 27).

Figure 27: VHIE Portal—“Patient Detail” Screen: Add Comment Button

V VHIE Welcome, vacolyl Sign Out
POIrtTaL Patient Search Reports w
Patient Detail
Last Name First Name Mi Gender Date of Birth Multiple 55N ICN Address Phone Preferred Facility
Consent Status Comments Generate Documents Facilities

Display All Displa:
ADD COMMENT [ e 2y Pay v

Date | Time User Comment

2020/03/23 15:17:10 EDT vacolyl Test
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Step | Action

2. | Complete the Add Comment field and select the Post Comment button to submit comment
(Figure 28).

Figure 28: VHIE Portal—“Patient Detail” Screen: Adding Comments

|

Last Name First Name M| Gender Date of Birth Multiple  SSN ICN Address Phone Preferred Facility

Consent Status Comments Generate Documents Facilities

ADD COMMENT

dd Comment

-

Date | Time

2020/03/23 151710 EDT
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Step | Action
3. | The most current comment will display as the top comment (Eigure 29).
6 NOTE: Comments posted in this area are only viewable in VHIE Portal.
Figure 29: VHIE Portal—“Patient Detail” Screen: Viewing Comments
Last Name First Name Mi Gender Date of Birth Multiple 55N ICN Address Phone Preferred Facility
Consent Status Comments Generate Documents Facilities
Display all Display w
Date | Time User Comment
| oozsaeseor T wem Commentaboutpatient 7
2020/03/23 15:17:10 EDT vacolyl Test
4.5 Generate Documents Tab

A VHIE user can select the Generate Documents tab in the “Patient Detail” page to generate
the following documents:

CCDvl.1

CCD v2.1

C32

C62

Single Encounter Summary (SES)

Prerequisite
The user has logged in via SSOi or another VA-approved method for authentication.

The user has successfully retrieved a record from a Patient Search.
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6 NOTE:

1. When generating a CCD v1.1, CCD v2.1, or C32, the artifact is generated in a new
browser window.

2. When generating a C62 or SES, the results may return multiple documents and the user
can choose which C62 or SES documents to view.

3. [If'the user experiences any issues with generating a document, it is recommended to
configure the browser’s security and privacy settings for the VHIE Portal to allow pop-
ups and redirects.

If generating a C62, use the Google Chrome web browser for best result. Contents of the
C62 text note are base64 encoded, requiring the browser to translate the data link
Uniform Resource Locator (URL), which IE is not doing for the C62.

4. To print the CDA-type document, the user can use the browser’s built-in Print
functionality to either print or do a print preview.

Table 7: Generate CCD 1.1, CCD 2.1, and C32

Step | Action

1. | Under the Generate Documents tab, select CCD 1.1, CCD 2.1, or C32 as the Document Type
and select Generate (Figure 30).

Figure 30: VHIE Portal—Generate Documents Tab: Generate CCD 1.1, CCD 2.1, and C32

Last Name First Name Mi Gender Dateof Birth  Multiple 55N ICN Address Phone Preferred Facility

Consent Status Comments Generate Documents Facilities
Selecting documents in this tab will open a new window

Document Type (Required)

ccD1

m SAVE XML

T
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Step

Action

If available, the selected health document (Figure 31) will generate in a new browser window.

Figure 31: Sample Health Summary Document

€ Veterans Affairs - Google Chrome - m) x
@ t:blank L]
Department of Veterans Affairs Health Summary De pa rtment Of Vetera ns Patient
Creation Date: August 13, 2019, 20:11.48 . DOB:

Affairs Gender

[-] Table of Contents

| Patient & Contact Information ” Healthcare Providers || Insurance Providers |

| Advance Directives Encounfers

Allergies | | Problems “ Results ” Social History |

Data Privacy Designation

Data Confidentialty Normal

[-] Patient & Contact Information

Patient Information

Address Primary Home:

Marital status
Religious Affiiation
Race

Ethnicity
Language(s)

Prefarred Language
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Step | Action

3. | To download the CCD 1.1, CCD 2.1, or C32 as an XML, select the document under the
Document Type field and select Save XML (Figure 32).
Figure 32: VHIE Portal—Generate Documents Tab: Saving CCD 1.1 as XML File
Last Name First Name MI Gender  Date of Birth Multiple 55N ICN Address Phone Preferred Facility
Consent Status Comments Generate Documents Facilities
Selecting documents in this tab will open a new window
Decument Type (Required)
ccD 1 v
=3
4.

The user will be prompted to save the file as an XML Document. Select the appropriate save
location and select Save (Figure 33).

Figure 33: Sample Dialog to Save XML Document

€ Saveds >
« S » ThisPC » Desktop » CDA Health XML w 0 Search CDA Health XML -l
Organize v Mew folder - 0
i MNarne Date modified Type Size
- Mo items match your search,
=
"]
v
FSIELELERRCCD 1.1 for Test Patient] -
Save as type: | XML Document ~
~ Hide Folders | Save Cancel
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Step | Action

5. | If using Google Chrome as the browser, the user must open the saved file using Google
Chrome or another XML viewer application (e.g., Microsoft [MS] Edge or Notepad), see Figure
34.

6 NOTE: If the user is using Internet Explorer (IE) as the browser when downloading the
XML, this step is not necessary as IE is used as the default browser for the XML viewer.

For more information, see Section 5, “Troubleshooting.”

Figure 34: Selecting Tool to Open XML File

MName Date modified Type Size
| patient-document disc!-==-~ == e XML Document 2,452 KB
Open
Edit
& Share
Open with > Excel
[¥] Scan for threats € Google Chrome €——
Fa -
Restore previous versions (4 Microsoft Edge <
— N | Notepad ¢——
end to
) Office XML Handler
Cut ) Office XML Handler
Copy 7] WordPad
Create shortcut Search the Store
Delete Choose another app
Rename
Properties
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Table 8: Generate C62 and SES

Step | Action

1. | Under the Generate Documents tab, select either C62 or Encounter Summary as the
Document Type and select Generate (Figure 35).

6 NOTE: If generating a C62, use the Google Chrome web browser for best result. Contents
of the C62 text note are base64 encoded, requiring the browser to translate the data link
URL, which IE is not doing for the C62.

Figure 35: VHIE Portal—Generate Documents Tab: Generating a C62 File

[

Last Name First Name Mi Gender Date of Birth Multiple SSN ICN Address

Fhone Preferred Facility

Consent Status Comments Generate Documents Facilities
selecting documents in this tab will open a new window

Document Type (Required)

C62

?
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Step | Action

2. | If multiple documents are returned, select View Document to generate the appropriate
document or select Save XML to download and save the XML (Eigure 36).

6 NOTE: View Document will open the document in a new browser window and Save XML
will prompt the user to save the file as an XML document.

Figure 36: VHIE Portal—Generate Documents Tab: Reviewing Documents

|

Last Name First Name Mi Gender DateofBirth  Multiple S5N IcN Address Phone Preferred Facility

Consent Status Comments Generate Documents Facilities
Selecting documents in this tab will open a new window

Document Type (Required)

62 v

GEMNERATE

Filter By
All v
Display all Display w
Time Created Description Author Facility Name View Download
.

20190930150300 C&P EMG (BP) (CDA) WA DAYTSHR View Document Save XML I
20190930150100 CARDIAC PRE-PROCEDURE HISTORY & PHYSICAL NOTE (CDA) WA DAYTSHR I View Document Save XML
20191031170700 C&P PERSIAN GULF SYNDROME (CDA) WA CHYSHR LVic\'J Document Save XML I
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Step | Action
3. | When downloading the XML, Save the file as an XML type (Figure 37).

Figure 37: Downloading and Saving XML File

€ SaveAs X
“— v 4 » ThisPC > Desktop > Requirements Updates > UAT tests > Disclosure XML v O 0o
Organize v New folder - (2]
-l o Name - Date modified Type Size
at 3
=
d v
File name: v
Save as type: XML Document (*xml) )
~ Hide Folders Cancel
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Step | Action

4. | If using Google Chrome as the browser, the user must open the saved file using Google
Chrome or another XML viewer application (e.g., MS Edge or Notepad), see Figure 38.

6 NOTE: If the user is using |IE as the browser when downloading the XML, this step is not
necessary as IE is used as the default browser for the XML viewer. For more information,
see Section 5, “Troubleshooting.”

Figure 38: Selecting Tool to Open XML File

MName Date modified Type Size
| patient-document dise!==--====! SRR XKML Document 2,452 KB
Open |
Edit
1= Share
Open with > Excel
[¥] Scan for threats € Google Chrome €——
Fa -
Restore previous versions (4 Microsoft Edge <
— N | Notepad ¢——
end to
) Office XML Handler
Cut ) Office XML Handler
Copy 7] WordPad
Create shortcut Search the Store
Delete Choose another app
Rename
Properties
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4.6 Facilities Tab

A VHIE user can select the Facilities tab in the “Patient Detail” page (Figure 39) to view the
Patient’s VA Treatment Facilities.

0 NOTE: The Patient’s VA Treatment Facilities information under the Facilities tab is
read-only.

4.6.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a Patient Search.

Figure 39: VHIE Portal—Facilities Tab: View Patient's Treatment Facilities

Welcome, vacolyl w Sign Out

Patient Search Admin v

Patient Detail
Last Name First Name M Gender  Date of Birth Multiple 55N IcN Address Phone Preferred Facility
Consent Status Comments Generate Documents Facilities

Display All Display w

Facility VISN Number Facility Station Number Facility Name Facility Children VAMC Names

538 - CHILLICOTHE OH VAMC
VISN 1 - VA New England Healthcare System 983 CHYSHR 517 - BECKLEY VAMC
992 . CHYSQAS

610 - NORTHERN INDIANA HEALTH CARE SYSTEM - MARION DIVISION
VISN 2 - VA Healthcare Network Upstate New York 984 DAYTSHR 565 - FAYETTEVILLE NC VAMC
402 - MAINE VA HCS
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4.7 Search Menu—Return to Patient Search

From within the VHIE Portal, a VHIE user can select the Patient Search option at the top of the
web page (Figure 40) to return to the default “Patient Search” page.

4.71 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has successfully retrieved a record from a Patient Search.

Figure 40: VHIE Portal—Return to Patient Search

Welcome, vacolyl w Sign Out

Patient Search Admin v

Patient Detail

Last Name First Name Ml Gender Date of Birth Multiple 55N IcN Address Phone Preferred Facility

Consent Status Comments Generate Documents Facilities

Display All Display w

Facility VISN Number Facility Station Number Facility Name Facility Children VAMC Names

538 - CHILLICOTHE OH VAMC
VISN 1 - VA New England Healthcare System 983 CHYSHR 517 - BECKLEY VAMC
992 - CHYSQAS

610 - NORTHERN INDIANA HEALTH CARE SYSTEM - MARION DIVISION
VISN 2 - VA Healthcare Network Upstate New York 984 DAYTSHR 565 - FAYETTEVILLE NC VAMC
402 - MAINE VA HCS

4.8 Reports—Dashboard Widgets

From within the VHIE Portal, a VHIE user can select the Reports option at the top of the web
page (Figure 41) to select and generate either of the following dashboards:

e Consent Activity Dashboard—Displays the number of web calls made to the VHIE
Portal within the past 24-hours.

e User Activity Dashboard—Displays the number of user logins to the VHIE Portal
within the past 24-hours.

4.8.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has been assigned the appropriate roles to generate VHIE reports.
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Table 9: Reports - Dashboard Widgets

Step | Action

1. To generate the Consent Activity Dashboard, under the Reports menu, select
Consent Activity Dashboard (Figure 41).

Figure 41: VHIE Portal—Selecting Consent Activity Dashboard Report

VA VHIE Welcome, vacelyl v
POrTal Patient Search

Consent Activity Dashboard —————

Patient Search User Activity Dashboard _

Summary Reports >
All Flelds Required

Social Security Number )
Detailed Reports »
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Step

Action

If there have been web calls made to the VHIE Portal application for consent activities
within the past 24-hours, the information will display in the generated graph (Figure

42).

Figure 42: Consent Activity Dashboard—Sample Web Calls within 24 Hours Report

Consent Activity Dashboard

The information displayed are for all facilities. Times are in CST.

VHIE Portal Application Web Calls (within 24 hours)

m Consent Evaluation Time
08/23 14:00
08/23 13:00
08/23 12:00
08/23 11:00
08/23 10:00
08/23 09:00
08/23 08:00
08/23 07:00
08/23 06:00
08/23 05:00
08/23 04:00
08/2303:00
08/23 02:00
08/2301:00
08/23 00:00
08/22 23:00
08/22 22:00
08/22 21:00
08/22 20:00
o 08/22 19:00
14:00 13:00 12:00 11:00 10:00 09:00 08:00 07:00 06:00 0 300 18:00 17:00 16:00 15:00 08/2218:00

500 04:00 03:00 02:00 01:00 00:00 23:00 22:00 21:00 200
CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST CST 08/2217:00

08/22 16:00

Consent

Consent

Evaluation Management

0

© ©o o o © © © © © © © © © 0 © © © 6o © © o ©

[

o o o o © 0o 0 o o 0 ©0 0 o 0 0 o o o 0 o o o
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Step

Action

To generate the User Activity Dashboard, under the Reports menu, select User
Activity Dashboard (Figure 43).

Figure 43: VHIE Portal—Selecting User Activity Dashboard Report

VA VHIE Weleome, vacelyl v Sign Out
PO al

Patient Search

Consent Activity Dashboard

Patient Search User Activity Dashboard -

Summary Reports >
All Flelds Required

Social Security Number .
Detailed Reports »

First Name

If any user accounts were logged into the VHIE Portal application within the past 24-
hours, the information will display in the generated graph (Figure 44).

Figure 44: User Activity Dashboard—Sample User Logins within Past 24 Hours Report

User Activity Dashboard

The information displayed are for all facilities. Times are in CST.

VHIE Portal Application User Login (within 24 hours)

m Past 24 Hours Time User Logins

08/13 22:00
" 08/13 21:00
08/13 20:00
08/1312:00
08/12 18:00
08/1217:00
08/12 16:00
08/12 15:00
08/12 14:00
08/12 13:00
08/1212:00
08/12 11:00
08/1210:00
08/12 09:00
08/12 08:00
08/12 07:00
08/12 06:00
08/12 05:00
08/12 04:00
08/1203:00

08/1202:00
22:00 21:00 20:00 19:00 18:00 17:00 16:00 15:00 14

CST CST CST CST CST CST CST CST

00 07:00 06:00 05:00 040
ST CST CST CST CST

00 01:00 00:00 23:00

ST CST CST CST

Y 08/1201:00
T CST CST CST

© o © ©o © 0 0 W W N @O 2N kO = N O s a0

08/12 00:00
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4.9 Reports—Detailed HIE and Consent Reports

From within the VHIE Portal, a VHIE user can select the Reports option at the top of the web
page (Figure 45) to select and generate the Detailed HIE and Consent Reports. The Detailed HIE
and Consent Reports includes the following:

e Consent Directive Detailed Report
e Legacy Detailed Report
e Patient Opt-Out Detailed Report

4.9.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has been assigned the appropriate roles to generate VHIE reports.

Figure 45: Detailed Reports Menu—Selecting Detailed HIE and Consent Reports
VHIE

POrTac Patient Search Reports v Admin v

Consent Activity Dashboard

Patient Search User Activity Dashboard _

Summary Reports >

All Fields Required

Social Security Number - o -
¥ Detailed Reports > Consent Directive Detailed Report  «4——

Legacy Detailed Report 4

First Name

Patient Opt-Out Detailed Report <+

Last Name

SEARCH
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4.9.2 Consent Directive Detailed Report

The Consent Directive Detailed Report provides a detailed listing of specified "participate in
sharing" and "opt-out of sharing" activities for one or more patients for a selected range of dates
at selected VA Authenticating facilities.

Table 10: Consent Directive Detailed Report

Step | Action

1. | From the Reports menu, select Detailed Reports, and then select Consent Directive Detailed
Report (Figure 46).

Figure 46: Detailed Reports Menu—Selecting Consent Directive Detailed Report

VA VHE
POIrTac Patient Search Reports v Admin v

Consent Activity Dashboard

Patient Search User Activity Dashboard _

Summary Reports >
All Fields Required

Social Security Number - o -
Y Detailed Reports > Consent Directive Detailed Report ——

Legacy Detailed Report

First Name

Patient Opt-Out Detailed Report

Last Name

SEARCH
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Step

Action

Complete the appropriate search criteria, then select Search (Figure 47).

Figure 47: Consent Directive Detailed Report—Selecting Search Criteria

Consent Directive Report - Detailed

Authenticating Facilities

Consent Type

All hd

Patient Type

Real Patients Y
User Id
Social Security Number

First Name

Last Name

Start Date (Required) End Date
2019/07/14 2019/08/13

¥YYYMMOD YY¥YMMDD

‘_
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Step | Action

by selecting Export CSV (Figure 48).

3. | In the returned results, the user can export the report to a .CSV (Comma-Separated Values) file

Figure 48: Sample Consent Directive Detailed Report—Exporting to a CSV File

Signature Purpose of

55N ICN Last Name First Name  Time of Event
Date Use

Consent Type

202000325 SR sy SHealth Exchange
17:35:27 EOT 2020/03/25 TREATMENT Opt-out

eHealth Exchange

2020/03/25 TREATMENT Re-participate

2020/03/25 = , eHealth Exchange

17:22:19 EOT 2020/03/25 TREATMENT Opt-out

2020/03/25 eHealth Exchange
20/03/25 TREATMENT

16:05:32 EpT  2020/03/25 TREATMENT o barticipate

— P> Export CSV (Rows 110 25)

Authorizing

R I
eason User Id Facility

Opt-out vhie_operator CHYSHR

Re.

vhie_operator CHYSHR
participate L

Opt-out vhie_operator CHYSHR

Re-
vhie_operator CHYSHR
participate

Display All Display w

VISN View

VISN 1- VA New
England Healthcare
System

WVISN 1 - VA New
England Healthcare
System

VISN 1 - VA New
England Healthcare
System

VISN 1 - VA New
England Healthcare
System
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4.9.3 Legacy Detailed Report

The Legacy Detailed Report shows historical consent data of the Patient’s Participation
Preferences (PPP; legacy opt-in and opt-out consent policies), prior to the Maintaining Internal
Systems and Strengthening Integrated Outside Networks (MISSION) Act.

Table 11: Legacy Detailed Report

Step | Action

1. | From the Reports menu, select Detailed Reports, and then select Legacy Detailed Report
(Figure 49).

Figure 49: Detailed Reports Menu—Selecting Legacy Detailed Report

VA YHE
POrtTac Patient Search Reports v Admin v

Consent Activity Dashboard

Patient Search User Activity Dashboard _

Summary Reports >
All Fields Required

Social Security Number - o -
Y Detailed Reports > Consent Directive Detailed Report

Legacy Detailed Report 4——

First Name
Patient Opt-Out Detailed Report

Last Name

SEARCH
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Step

Action

Complete the appropriate search criteria, then select Search (Figure 50).

Figure 50: Legacy Detailed Report—Selecting Search Criteria

Legacy Report - Detailed

Authenticating Facilities
All

Consent Type

All

Patient Type

Real Patients

User Id

Social Security Number

First Name

Last Name

ICN

Start Date (Required) End Date
2019/07/15 2019/08/14
¥¥YYMMDD Y¥YYMMDD

SEARCH | mum

In the returned results, the user can export the report to a .CSV file by selecting Export CSV

(Figure 51).

Figure 51: Sample Legacy Detailed Report—Exporting to a CSV File

35N ICN

Last Name

Signature Purpose of

—P> Export CSV Display All Display v

Authenticating VISN

First Name Time of Event nsent T Reason rid View
irs! e Time of Eve Date Use Conse Ype ¢a304 Use Facility Ly
VISN 2 - VA Healthcare
2019/07/26 : Legacy eHealth
2019/07/26 ATMEN ‘ acosadu AYTSH Network Upstate Nes
oTon30cey  2019/07/26 TREATMENT Vo vacosadup DAYTSHR :r:’:onu,ntn New
. VISN 2 - VA Healthcare
2019/07/26 Legacy eHealth  Entered in
2 YOT/ 2 { acosadu il detwork ate Nes
06:40:31 csT 2019107126 TREATMENT o B " Eroe vacosadup DAYTSHR :0 work Upstate New
rk
2019/07/1 egacy eHealth  Authorization automatic ASHEN N 6 - VA Mid-Atlanti
20 _..G? 6 2019/07/17 TREATMENT Legacy eHealt uthorization au o.maur ASHEVILLE VISN 6 - VA Mid-Atlantic
19:00:00 CST Revocation Expired service VAMC Health Care Network
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4.9.4 Patient Opt-Out Detailed Report

The Patient Opt-Out Detailed Report provides a detailed listing of patients that are opt-out of
sharing.

Table 12: Patient Opt-Out Detailed Report

Step | Action

1. | From the Reports menu, select Detailed Reports, and then select Patient Opt-Out Detailed
Report (Figure 52).

Figure 52: Detailed Reports Menu—Selecting Patient Opt-Out Detailed Report

VA Vs
POrtTac Patient Search Reports v Admin v

Consent Activity Dashboard

Patient Search User Activity Dashboard _

Summary Reports >
All Fields Required

Social Security Number - A :
Y Detailed Reports > Consent Directive Detailed Report

Legacy Detailed Report
First Name
Patient Opt-Out Detailed Report 4—

Last Name

SEARCH
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Step | Action

Figure 53:

2. | Complete the appropriate search criteria, and then select Search (Figure 53).

Patient Opt-Out Detailed Report—Selecting Search Criteria

Patient Opt-Out Report - Detailed

Authenticating Facilities
All

Consent Type

All

Patient Type

Real Patients

User Id

Selection Date

® ) Entry Date Signature Date

Start Date (Required) End Date
2019/07/15 2019/08/14
YYYYMMDD YYYYMMDD

SEARCH <+

Select...
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Step | Action

a. Export the report to a .CSV file by selecting Export CSV.
SSA consent.

Figure 54: Sample Patient Opt-Out Detailed Report—Export and View Options

3. | In the returned results for the Patient Opt-Out Detailed Report (Figure 54), the user can:

b. View the SSA Portable Document Format (PDF) by selecting the View button next to the

Consent Type 55N ICN Last Name First Name Middle Name Entry Date Signature Date Authenticating Facility

2019/08/14 12:08:28 CST  2019/05/02 CHYSHR

DAYTSHR

DAYTSHR

S5A Revocation

S5A Revocation DAYTSHR

eHealth Exchange Opt-out Albany VA Medical Center

ATLANTA VAMC

eHealth Exchange Opt-out 2019/08

———P» Export CSV Display Al

4.10 Reports—Summary HIE and Consent Reports

From within the VHIE Portal, a VHIE user can select the Reports option at the top of the web
page (Figure 55) to select and generate the Summary HIE and Consent Reports. The Summary
HIE and Consent Reports includes the following:

e Consent Directive Summary Report

e Patient Opt-Out Summary Report

4.10.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has been assigned the appropriate roles to generate VHIE reports.
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Figure 55: Reports Menu—Summary HIE and Consent Reports

Patient Search

Consent Activity Dashboard

Patient searCh prer ety pesntosrd _

Summary Reports > Consent Directive Summary Report

All Fields Required

Social 5 ity Number
ocial Security Number Detailed Reports > Patient Opt-Out Summary Report

First Name

Last Name

SEARCH
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4.10.2 Consent Directive Summary Report

The Consent Directive Summary Report provides a summary listing of the selected Consent
Directive totals for a selected range of dates at the selected Authenticating facility or facilities.

Table 13: Consent Directive Summary Report

Step | Action

1. | From the Reports menu, select Consent Directive Summary Report (Figure 56).

Figure 56: Summary Reports Menu—Selecting Consent Directive Summary Report

V VHIE
POrTac Patient Search

Consent Activity Dashboard

Patient searCh e Adtiy beshbosrd _

Summary Reports > Consent Directive Summary Report <+
All Fields Required

Social 5 ity Number
el W Detailed Reports > Patient Opt-Out Summary Report

First Name

Last Name

SEARCH
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Step | Action

2. | Complete the appropriate search criteria, and then select Search (Figure 57).

Figure 57:

Consent Directive Summary Report—Selecting Search Criteria

Consent Directive Report - Summary

Authenticating Facilities
All

Consent Type

All

Patient Type

Real Patients

User Id

Start Date (Required)
2019/07/15
YYYYMMDD

SEARCH <+

End Date
2019/08/14
YYYYMMDD

Select...
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Step | Action

3. | In the returned results, the user can export the report to a .CSV file by selecting Export CSV
(Figure 58).

Figure 58: Sample Consent Directive Summary Report—Exporting to a CSV File

—— P Export CSV Display All | Display w

Authenticating Facility eHealth Exchange Participating eHealth Exchange Not Participating 55A Authorizations S5A Revocations
ALASKA VA HLTCR SYSTEM AVAHS 7 g 1] o
Albany VA Medical Center 1 7 [} o
ASHEVILLE VAMC 1] 1] 93 0
ATLANTA VAMC 1] 0
BATTLE CREEK VA MEDICAL CENTER o 1 o o
BOISE VAMROC o 0 o
BRANSON CBOC 1] [/} 2 o
CHYSHR ] & [} o

VHIE Portal User Guide 56 August 2020




4.10.3 Patient Opt-Out Summary Report

The Patient Opt-Out Summary Report provides a summary listing of patients that are opt-out
of sharing.

Table 14: Patient Opt-Out Summary Report

Step | Action

1. | From the Reports menu, select Patient Opt-Out Summary Report (Figure 59).

Figure 59: Summary Reports Menu—Selecting Patient Opt-Out Summary Report

V VHIE
POIrTaL Patient Search

Patlent searCh Jrer ety bestbesre _
Summary Reports Consent Directive Summary Report
All Fields Required
Social 5 ity Numik .
S Detailed Reports > Patient Opt-Out Summary Report #——

Consent Activity Dashboard

First Name

Last Name

VHIE Portal User Guide 57 August 2020



Step | Action

2. | Complete the appropriate search criteria, and then select Search (Figure 60).

Patient Opt-Out Report - Summary

Authenticating Facilities
All

Consent Type

All

Patient Type

Real Patients

User Id

Selection Date

@® ) Entry Date Signature Date

Start Date (Required) End Date
2019/07/15 2019/08/14
YYYYMMDD YYYYMMDD

Select...

Figure 60: Patient Opt-Out Summary Report—Selecting Search Criteria
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Step | Action

3. | In the returned results, the user can export the report to a .CSV file by selecting Export CSV
(Figure 61).

Figure 61: Sample Patient Opt-Out Summary Report—Exporting to a CSV File

——P Export 5V Display All | Display
Facility Name eHealth Exchange Not Participating S5A Revocations Facility Total Count
ALASKA VA HLTCR SYSTEM AVAHS 20 0 20
ALEXANDRIA VAMC 1 o 1
AMARILLO HCS 1 o 1
ANN ARBOR VAMC 1 o 1
ASHEVILLE VAMC 1 78 79
ATLANTA VAMC 5 0 5
Albany VA Medical Center 17 4 21
American Lake VA Medical Center 1 o 1
BATTLE CREEK VA MEDICAL CENTER 2 o
BLACK HILLS HEALTH CARE SYSTEM - FT. MEADE DIVISION 1 o 1

4.11 Admin Menu—Partner Organizations and Facilities List

From within the VHIE Portal, a VHIE user can select Admin at the top of the web page (Figure
62) to access and modify the list of Partner Organizations and Facilities.

4.11.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user has been assigned the appropriate roles to access and modify the list of Partner
Organizations and VA Facilities.
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Figure 62: Admin Menu—Partner Organizations and Facilities List

v VHIE
POrTaclL Patient Search

Organizations €——

Patient Search Facllities ~ €—— -

All Fields Required

Social Security Number
First Name

Last Name

SEARCH

4.11.2 Access or Modify Partner Organizations List

The VHIE admin user can access the list of Partner Organizations to view, edit, delete, or add
new organizations.

4.11.21 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user is provided with elevated admin privileges to access and modify the list of
Partner Organizations.
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Table 15: Access or Modify Partner Organizations List

Step | Action

1. | From the Admin menu, select Organizations (Figure 63).

Figure 63: Admin Menu—Selecting Organizations

v VHIE
POrTac Patient Search

Organizations ¢——

Patient Search Facilities -

All Fields Required

Social Security Number
First Name

Last Name

SEARCH
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Step | Action

2. | To add a new Partner Organization, select Add Partner Organization (Figure 64).

Figure 64: Partner Organizations—Adding a New Partner Organization

Welcome, vacolyl v

Patient Search Admin

Partner Organizations

ADD PARTNER ORGANIZATION 4

Display All Display w

Trusted Clinical

Name Description Phone Contact Active Prefix Consumer Only  Domain Number Organization ID Source
Adventist Health . . 2.16.840.1.113883
¥ :oid: N NAA 200NAA N
System = e o 278700 @
£abimaiine Contact Yes urnoid: No *NAL 200NAL 13614138504 No
Health Record
Alaska Ehealth 2.16.840.1.113883
( 7] -474 i} - - *A 2

Netwark (B57) 488-4749 Phil Hunt No urn:oid: No NAK DOMAK 3.89.100.20.30.1 No

. 1.2.840.114350.1.

act Chr )
Allina Health (612) 262-4386 ﬁ?:t:‘“(‘ " No urn:oid: No *NAH 200NAH 13.8.3.7.3.688884. No
: 100
1.2.840.114350.1.

Asante No urn:oid: No MNiA 200MAS 13.333.3.7.3.6888 No

£4.100
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Step | Action

3. | Complete the appropriate required fields, and then select Save to add the new Partner
Organization (Figure 65).

Figure 65: Add Partner Organization—Entering Required Fields and Saving New Partner
Organization

Partner Organizations

Add Partner Organization

Required Fields

Organization Name (Required)
Organization Description (Required)
Organization Number (Required)
Organization ID (Required)

Optional Fields

Contact Name
Contact Telephone
Domain

Prefix

Is Trusted Clinical Source
Is Active

Is Consumer Only
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Step | Action

4. | To edit or delete an existing Partner Organization, select the targeted organization name (Eigure
66).

Figure 66: Partner Organizations—Selecting an Existing Partner Organization

Welcome, vacolyl Sign Out

Patient Search

Partner Organizations

ADD PARTMER ORGANIZATION

Display Al Display

- " . " P Trusted Clinical
Name Description Phone Contact Active Prefix Consumer Only  Domain Number Organization ID

______ - Source
I Adventist Health 1 2.16.840.1.113883
. coid: . .16.840.1.
I System | es urn:oid: Ne NAA 200NAA 3787.00 Ne
I slabamagne | .
1 " Contact Yes urn:oid: No NAL 200NAL 1.3.6.1.4.1.38694 No
Health Record |
1 |
Alaska Ehealth i . - . 2.16.840.1.113883
| ITp— 1 (E57) 488-4749 Fhil Hunt No urnoid: No NAK 200NAK 3.89.100.20.30.1 No
|
| ! Contact Chris 1.2.840.114350.1.
Allina Health | (612)262-4386 o No urn:oid: No *NAH 200NAH 13.8.3.7.3.688884. No
1 1 100
|
| ! 1.2.840.114350.1.
Asante 1 No urn:oid: No N/ 200MAS 13.333.3.7.3.6888 No
1 1 84.100
1 1
. .
| BEpsanbearn Contact ves urn:oid: No *NPy S9OMMM 2.99.999.9.999999
Cling 9999
I
Preantiedlth Contact No urnioid: No MMM 299MMM 3.99.999.9.999999
1 Cling 2 N 09999

128401143501
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Step | Action

5. | Complete the appropriate required fields and select Save to edit the organization or select
Delete to remove the organization from the list (Figure 67).

Figure 67: Edit Partner Organizations—Editing Required Fields and Saving Changes or Deleting a
Partner Organization

Partner Organizations

Edit Partner Organization

Required Fields Information Only
Organization Name (Required) Active
Adventist Health System Yes

Consumer Only
Organization Description (Required) No
Organization ID

2.16.840.1.113883.3.787.0.0
Organization Number (Required)

Domain
200NAA *NAA
Prefix
Optional Fields .
urn:oid:

Contact Name

Contact Telephone

Is Trusted Clinical Source

SAVE | DELETE CANCEL

4.11.3 Access or Modify Facilities List

The VHIE admin user can access the list of VA Facilities to view, edit, delete, or add new
facilities.

4.11.3.1 Prerequisite
e The user has logged in via SSOi or another VA-approved method for authentication.

e The user is provided with elevated admin privileges to access and modify the list of VA
Facilities.
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Table 16: Access or Modify Facilities List

Step

Action

From the Admin menu, select Facilities (Figure 68).

Figure 68: Admin Menu—Selecting Facilities

VHIE
POrTaL

'/

Patient Search

Organizations

Patient Search Facilities €——

All Fields Required

Social Security Number
First Name

Last Name

SEARCH

To add a new VA Facility, select Add Facility (Figure 69).

Figure 69: Facilities—Adding a New Facility

Welcome, vacolyl v

Sign Out
Patient Search

Facilities

app FaciLITY B B

Display All | Display +
Station Number Name Address City State ZipCode Phone Mumber VISN  Parent Children
463 Alaska Va Hltcr System Avahs 1201 North Muldoon Road Anchorage AK 99504 {907) 257-4700 20 /]
S28AB Albany Va Medical Center 113 Holland Avenue Albany NY 12208 (518) 626-5000 2 0
655 Aleda E. Lutz Va Medical Center 1500 Weiss Street Saginaw Ml 48602 (989) 497-2500 10 ]
502 Alexandria Vamc 2495 Shreveport Highway PFineville LA 71380 (318) 473-0010 16 a
504 Amarillo Hes 6010 Amarillo Boulevard West Amarillo TX 79106 (206) 355-9703 17 L]
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Step

Action

Complete the appropriate required fields, then select Save to add the new VA Facility (Figure

70).

Figure 70: Add Facility—Entering Required Fields and Saving New VA Facility

Add Facility

Required Fields

Station Number
Facility Name
VISN

VISN 3 - VA NY/N] Veterans Healthcare Network

Optional Fields

Facility DNS
Address
City

State

Zip Code

Phone Number
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Step | Action

VHIE

rrac

Facilities

ADD FACILITY

4. | To edit or delete an existing VA Facility, select the targeted facility name (Eigure 71).

Figure 71: Facilities—Selecting an Existing Facility

Patient Search

Welcome, vacolyl v

Display All

Sign Out

Display »

Station Number Name Address City State ZipCode Phone Mumber VISN  Parent Children

463 |_nl_\§r,\ _g: m;g_rs;g:n:u;\: -| 1201 North Muldoon Road Anchorage AK 99504 (907) 257-4700 20 [}

S28AB : Albany Va Medical Center : 113 Holland Avenue Albany NY 12208 (518) 626-5000 2 0

655 : Aleda E. Lutz Va Medical Center : 1500 Weiss Street Saginaw Ml 48602 (989) 497-2500 10 ]

502 : Alexandria Vamc : 2495 Shreveport Highway PFineville LA 71380 (318) 473-0010 16 a

504 : :mirilo ics_ ______ : 6010 Amarillo Boulevard West Amarillo TX 79106 (206) 355-9703 17 L]
VHIE Portal User Guide 68 August 2020




Step | Action

5. | Complete the appropriate required fields and select Save to edit the facility or select Delete to
remove the facility from the list (Eigure 72).

Figure 72: Edit Facility—Editing Required Fields and Saving Changes or Deleting a Facility

Facilities

Edit Facility

Required Fields
Station Number (Cannot Edit)

463

Facility Name

ALASKA VA HLTCR SYSTEM AVAHS

VISN

VISN 20 - Northwest Network v

Optional Fields
Facility DN5

ANCHORAGE.MED.VA.GOV

Address

1201 North Muldoon Road

City

Anchorage

State

AK v

Zip Code

99504

Phone Number

(907) 257-4700

Parent

? DELETE CAMCEL

4.12 Welcome Menu—User Preferences, User Guide, and
About VHIE Portal

From within the VHIE Portal, a VHIE user can select the displayed username at the top of the
web page (Figure 73) to select the Welcome menu items:

e User Preferences—Set or update a default facility.
e User Guide—Access the Portal User Guide.
e About VHIE Portal—View information about the VHIE Portal software.

VHIE Portal User Guide 69 August 2020



4.12.1 Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.

Figure 73: Welcome Menu—User Preferences, User Guide, and About VHIE Portal
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4.12.2 Set or Update User’s Default Facility

The VHIE user can set or remove their default facility from the notification message at the
“VHIE Portal” Landing Page or by selecting User Preferences from the Welcome menu, under
the username.

4.12.3 Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.
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Table 17: Set or Update User’s Default Facility

Step | Action

1. | If the VHIE user has not set a default facility, a notification message displays at the “VHIE
Portal” Landing Page after login (Figure 74).

0 NOTE: The notification message will continue to display at the “VHIE Portal’ Landing
Page until the VHIE user has set a default facility.

Figure 74: VHIE Portal—Landing Page: Notification Message to Set Default Facility
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Step | Action

2. | If the VHIE user moves on from the “VHIE Portal’ Landing Page without setting a default
facility, the VHIE user can access the web page to set a default facility by selecting User
Preferences from the Welcome menu (Figure 75).

Figure 75: Welcome Menu—Selecting User Preferences
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Step

Action

Select the VA Facility from the drop-down list to use as the default facility, then select Set
Default Facility (Figure 76).

Figure 76: Default Facility—Setting Default Facility
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Step

Action

After setting a default facility, the VHIE user can set a new default facility at any time or remove
the current default facility by selecting Remove Default Facility (Figure 77).

Figure 77: Default Facility—Removing Default Facility
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4.12.4 Access User Guide

The VHIE user can access the VHIE Portal User Guide by selecting User Guide from the
Welcome menu, under the username.

4.12.41 Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.

Table 18: Access User Guide

Step

Action

From the Welcome menu, select User Guide (Figure 78).

Figure 78: Welcome Menu—Selecting User Guide
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Step | Action

2. | The VHIE user is automatically re-directed to the VA Software Document Library (VDL) to
download the PDF file of the applicable VHIE Portal User Guide (Figure 79).

Figure 79: VA Software Document Library (VDL)—VHIE Portal User Guide PDF
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4.12.5 View System Software Information

The VHIE user can view the system status and software version of the VHIE Portal by selecting
About VHIE Portal from the Welcome menu, under the username.

4.12.5.1 Prerequisite

The user has logged in via SSOi or another VA-approved method for authentication.

Table 19: View System Software Information

Step

Action

From the Welcome menu, select About VHIE Portal (Figure 80).

Figure 80: Welcome Menu—Selecting About VHIE Portal
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Step | Action

2. | The information is displayed for the software version and the system status of the VHIE Portal
(Figure 81).

Figure 81: “About VHIE Portal” Screen
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5 Troubleshooting

5.1 Special Instructions for Error Correction

Table 20: Special Instructions for Error Correction

User Error Cause Resolution
Interface
Login User does This is caused when the user account, If you need access or have
Screen not have passed from SSOi, is not mapped to the | existing permissions, contact
permissions. | VHIE Portal user access list. the Enterprise Service Desk
(ESD) for support.
Patient SSN is The SSN, Last Name, and First Name The SSN, Last Name, and First
Search required. fields must be filled before pressing the | Name fields must all be filled in
Screen Last Name | Search button. Any or all of these errors | before pressing the Search
is required. can occur depending on which fields button.
First Name were filled in and which were not.
is required.
Patient SSN is not The SSN field needs to contain nine (9) | The SSN field must contain
Search valid. numeric characters. This error occurs if | exactly nine (9) numeric and no
Screen less than nine (9) numeric characters or | other characters before pressing
any non-numeric characters are the Search button. (The Last
entered. Name and First Name fields
must also be populated.)
Patient Last Name The Last Name and First Name fields The Last Name and First Name
Search is not valid. | must contain alphabetic characters only. | fields must contain only
Screen First Name | Some special characters, such as alphabetic characters before
is not valid. | periods and apostrophes, are allowed. pressing the Search button.
Either or both errors can occur (Some special characters are
depending on which fields were filled allowed, such as periods and
incorrectly. apostrophes.)
Opt-out of | Patient This message occurs when you choose | The Patient Signature Date field
Sharing Signature the Opt-out option on the “Opt-out of on the “Opt-out of Sharing”
Screen Date must Sharing” screen if the patient signature | screen must be filled with a date
be after the | date entered is earlier than the date the | later than the date the
date the authorization was originally signed. authorization was originally
authorization signed if you choose "Opt-out"
was signed. as the reason.
Export Date column | This is a result of Excel automatically 1. Right-click on the Date
Disclosures | is not converting the text file into a different column.
Report to displaying into a default format. 2. Select Format Cells.
.CSV ;Tzn%z[%'n a 3. Under the Number tab,
select Date as the
Date and Category
Time format '
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User Error Cause Resolution
Interface
when 4. Select the format Type to
opening display the Date and Time
using Excel. (e.g., 2114/12 1:30 PM).
View Saved XML | If using Google Chrome as the browser, [ ¢ Resolution 1:
Saved displays after opening the XML file, the file is
XML for error opened using IE as the default Use Microsoft (MS) Internet
Disclosures | message on | application. Explorer (IE) as the browser
Reports the browser. when downloading XML.
and CDA- e Resolution 2:
type Health
Documents If using Google Chrome as
the browser, the user must
open the saved file using
Google Chrome or another
XML viewer application
(e.g., MS Edge or Notepad).
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6 Acronyms and Abbreviations

Table 21: Acronyms and Abbreviations

Term Definition
508 Section 508 Accessibility
AD Active Directory
AWS Amazon Web Service
CDA Clinical Document Architecture
COTS Commercial-Off-the-Shelf
CSv Comma-Separated Values
DAO Designated Approving Officer
DoD Department of Defense
eHX eHealth Exchange
ePAS Electronic Permission Access System
ESR Enrollment System Redesign
GAL Global Address List
HC IdM Healthcare ldentity Management
HEP HealthShare Enterprise Platform
HITSP Healthcare Information Technology Standards Panel
HS HealthShare
HTML HyperText Markup Language
ICN Integration Control Number (MVI)
ID Identifier or Identification
IE Internet Explorer
LAN Local Area Network
MISSION | Maintaining Internal Systems and Strengthening Integrated Outside Networks
MS Microsoft
MVI Master Veteran Index
PDF Portable Document Format
PII Personally Identifiable Information
PIV Personal Identity Verification
POC Point of Contact
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Term Definition
PPP Patient’s Participation Preferences
SES Single Encounter Summary
SSA Social Security Administration
SSN Social Security Number
SSOi Single Sign On —internal
TMS Talent Management System
uG User Guide
ul User Interface
URL Uniform Resource Locator
VA Department of Veterans Affairs
VAP Veterans Authorizations and Preferences
VDIF Veterans Data Integration and Federation
VDL VA Software Document Library
VHA Veterans Health Administration
VHIE Veterans Health Information Exchange
VIP Veteran-focused Integrated Process
VistA Veterans Health Information Systems and Technology Architecture
VLER Virtual Lifetime Electronic Record
Www World Wide Web
XML Extensible Markup Language
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