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233 . . : . . .
i 1 Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all

data must be in accordance with VA security and privacy policies.

o7 Do not change the system! The U.S. Food and Drug Administration classifies this software
as a medical device. Unauthorized modifications will render this device an adulterated medical
device under Section 501 of the Medical Device Amendments to the Federal Food, Drug, and
Cosmetic Act. Acquiring and implementing this software through the Freedom of Information
Act requires the implementer to assume total responsibility for the software and become a
registered manufacturer of a medical device, subject to FDA regulations. Adding to or updating

VBECS software without permission is prohibited.
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Introduction

The VistA Blood Establishment Computer Software (VBECS) system replaces the previous blood bank
software (VistA Blood Bank v5.2) at the Department of Veterans Affairs (VA). The main purpose of
VBECS is to automate the daily processing of blood inventory and patient transfusions in a hospital
transfusion service.

VBECS is an improved Blood Bank application that facilitates ongoing compliance with Food and Drug
Administration (FDA) standards for medical devices and enhances the VA Veterans Health
Administration’s (VHA’s) ability to produce high-quality blood products and services to veterans. The
system follows blood bank standards, standards of national accrediting agencies, FDA regulations, and
VA policies.

235 : : : . . :
L I Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all

data must be in accordance with VA security and privacy policies.

233 - . - :
* 1 Do not change the system! The U.S. Food and Drug Administration classifies this software

as a medical device. Unauthorized modifications will render this device an adulterated medical
device under Section 501 of the Medical Device Amendments to the Federal Food, Drug, and
Cosmetic Act. Acquiring and implementing this software through the Freedom of Information
Act requires the implementer to assume total responsibility for the software and become a
registered manufacturer of a medical device, subject to FDA regulations. Adding to or updating
VBECS software without permission is prohibited.
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Architecture Overview

VBECS is a Microsoft Windows application developed in C#. It utilizes Microsoft’s .NET technology.
VBECS is installed on a server running Microsoft Server 2003. For redundancy, there is a backup server
with an identical configuration. These servers are managed by Microsoft Cluster Service. VBECS uses
SQL Server 2000 as its database. The database exists on a shared storage component. Users log into the
VBECS application with their existing login credentials.

If the server is to reside at a data center, it will join the data center’s Windows domain (r01, r02, r03, or
r04). All other servers will join the VHAMASTER (vha.med.va.gov) domain.

233 L ) . . .
L 1 To maintain centralized control, VBECS servers will be installed in the data center or

VHAMASTER domain and not in the VISN’s domain.

VBECS servers are locked in a secure server room, so users access the application from the blood bank

via remote workstations. These machines use Remote Desktop Connection (formerly Terminal Services)
to connect to the server and access the application. The peripheral hardware devices such as printers and
scanners are located in the blood bank.

The VBECS system resides within the VA’s Wide Area Network (WAN). It is protected from
unauthorized access outside the WAN by the network firewall. VBECS is not accessible beyond the
firewall.

Roles
The installation of VBECS involves many steps and requires careful preparation to be successful.

e VBECS runs on new hardware that must be assembled and configured. VBECS requires multiple
servers for redundancy, workstations, printers, and barcode scanners.

e VBECS requires multiple pieces of supporting software that must be installed and configured on the
server.

e VBECS must be installed and configured.

e The installer must be familiar with Windows administration and preferably have a Microsoft Certified
Systems Engineer (MCSE) certification or related experience.

This document is a guide for the coordinator and installers of VBECS: the Implementation Manager (1M),
the server support staff [Information Resource Management (IRM) or data center personnel], and the
Remote Install Team. This guide starts with installation of the hardware supplied by the vendor who
installed some of the commercial software (using a provided image) required by VBECS.

e The IM is responsible for the overall coordination of the installation. The manager schedules tasks and
verifies that they are completed. Notify the IM if there are problems or questions (see Appendix A:
Contacts). The IM’s role is solely to coordinate the setup of VBECS and address problems.

o Members of the Remote Install Team and server support staff (in conjunction with laboratory
personnel) will perform all parts of the installation. When the hardware arrives, the Remote Install
Team and local staff will use this guide to:

o Verify that all of the proper pieces arrived intact and according to specification.

o Install software that was not included on the image.

o Install and configure VBECS.

Note that if the server is installed at a hospital site, the IRMs will be supporting the VBECS hardware
and laboratory equipment. However, if the hardware is at a data center, specialized server support staff
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at that site will support the server installation. In this case, IRMs are only responsible for the laboratory
hardware.

235 : : : . : .
L I Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all

data must be in accordance with VA security and privacy policies.

Related Manuals and Reference Materials

Cyber Security Practitioner Reference Guide, V 1.0, August 3, 2004.

o Department of Veterans Affairs Medical Device Isolation Architecture Guide. Center for Engineering
& Occupational Safety and Health (CEOSH), St. Louis, MO, in conjunction with the Department of
Veterans Affairs and Veterans Health Administration, Washington, DC, April 30, 2004.

e Threats and Countermeasures Guide, Microsoft Corporation, 2005.

e VAELECTRONIC MAIL SYSTEM (MAILMAN) TECHNICAL MANUAL AND SYSTEMS
MANAGEMENT GUIDE Version 7.1.

e  Windows Server 2003 Security Guide, Microsoft Corporation, 2005.
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Orientation

How This Installation Guide Is Organized

This guide starts with the assembly and installation of the hardware and ends with the installation of
VBECS.

This guide is divided into three parts based on roles. The IRM staff is responsible for Part 1. The
Information Resource Management Systems (IRMS) or server support staff is responsible for Part 2
(depending on if this is a local or data center installation respectively). The Remote Install Team is
responsible for Part 3.

233 : .
{ I Maintain the order of the steps for successful installation.

The Before Starting This Step section at the beginning of each step details tasks that must be completed
prior to starting a step.

The Before Moving to the Next Step section at the end of each step details tasks that must be completed
before moving to the next step.

A section for notes is included at the end of the document.

Warnings

Outlined text with a caution icon is used throughout this guide to highlight warnings, limitations, and
cautions.

35 . L .
L 1 Warnings, limitations, cautions

Read and follow these caution statements and warnings.

Screen Shots and Printouts

Because VBECS is a medical device, screen shots must be captured and logs printed at various points
throughout the installation to meet FDA requirements for objective evidence and documentation. A

% (camera) at the beginning of each step that requires a screen capture will identify these points. A

“ (printer) at the beginning of each step that requires a printout will identify these points. For more
information, see Appendix G: Instructions for Capturing Screen Shots for Installation Records.

VBECS SharePoint

Every VBECS site has a SharePoint page. SharePoint is a collaboration website that helps facilitate the
installation of VBECS by serving as a central resource repository.

Prior to installation, all appendices will be filled out and posted to the SharePoint site. Please speak to the
IM for more details on SharePoint.

Data Center Installations
In some regions, VBECS will be installed at a data center instead of at a hospital site. In some parts of the

guide, the instructions will differ slightly for these locations. (data center icon) at the beginning of a
step indicates that the instructions for a data center differ.
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HP Support

If there are any hardware related issues, contact HP support at 800.633.3600. Make sure you have the
server serial numbers on hand when you call.

Sign-Offs

To track the installation and ensure completeness, write your initials and date, as indicated:

Initials: Date:

¥ The completed guide with facility screen captures, steps with names and dates of
completion, and appendices is considered part of the facilities’ records and should be
retained per local policy. In addition, a copy of the installation records (minimum,
Appendix D) should be sent to the applicable Blood Bank supervisor and a signed copy of
Appendix E to the VBECS IM.

Installation Procedure

The installation procedure is divided into three parts. Complete the steps in each part before moving to the
next. IRM staff at the blood bank site will complete Part 1. Server support staff will complete Part 2. The
Remote Install Team will complete Part 3 remotely.

Part 1: Blood Bank Preparation

o Install Hardware at the Blood Bank: This section describes preparations that must be made at the blood
bank prior to starting server installation.

Part 2: Server Startup
o Prepare for Installation: This section describes preparations that must be made prior to starting
installation. It includes a list of hardware components and software installation media that must be
present. It also details the Local Area Network (LAN) requirements for the VBECS system.
o Set Up Hardware: This section describes assembly of the hardware pieces, including servers,
workstations, printers, and barcode scanners.

Part 3: Server Installation

o Configure and Verify Hardware: This section describes configuration of the hardware and how to
verify that each piece conforms to our specifications.
¢ Install and Configure VBECS: This section describes installation and configuration of VBECS.

Servers

This guide does not cover details of building the servers. The vendor will build the servers (including
assembling them and installing software), in accordance with the VBECS team specifications, prior to
shipping them to the sites.
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Part 1. Blood Bank Preparation: IRM Staff

Install Hardware at the Blood Bank

Before Starting This Step:

Make sure that printed copies of Appendix B: Blood Bank Hardware Checklist and Appendix D: Blood
Bank Configuration Checklist are on hand.

1 Blood Bank Hardware Checklist

Use Appendix B: Blood Bank Hardware Checklist to verify that all hardware was received and is intact.
Complete and send a copy of the checklist to the IM and file the original on-site. If parts are missing or
appear broken, notify the IM immediately.

Check that the hardware is consistent with the descriptions in the checklist. For example, if the mouse
does not match the description in the checklist (USB optical mouse), notify the IM immediately. Make
sure that model numbers provided in the checklist are consistent with the hardware.

In case of a multi-divisional site, each location will complete a separate checklist.

2 Blood Bank Configuration Checklist

Obtain information for configuring the VBECS hardware. The configuration parameters include IP
addresses, network settings, and names for hardware devices related to the VBECS servers. Complete and
send a copy of the checklist to the IM and file the original on-site. It is recommended that the blood bank
keep copies of documentation for future inspections.

The completed checklist will be used in later steps to configure the hardware and must be available during
installation.

In case of a multi-divisional site, each location will complete a separate checklist.

3 Supplies for the Blood Bank Site
Ensure that the blood bank provided printer supplies:

e Ream (500 sheets) of 8.5" x 11" paper for the laser printer
e Printer ribbon and label stock for the Zebra tag printer

4 Workstations

Install workstations purchased with VBECS in the blood bank. Other than required VBECS support
applications and configurations, each site may manage its workstations in accordance with local policy.
Sites may install their own image or use the one that comes with the workstation. New and existing
workstations must have:

e Audio
o Remote Desktop Connection (installed by default on Windows XP and available as a free download
from Microsoft)
Sites are responsible for filing a Remedy ticket or using other means to deal with failure of workstations,
scanners, and related equipment.

5 Printers
Install the printers in the blood bank.
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Zebra Label Printer

This printer will arrive assembled. Plug the printer into a power source and connect it to the network.
Load the printer ribbon and 4" x 4" label stock. Refer to the manual that came with the printer (or
downloaded from the Zebra website) if further instructions are needed.

Laser Printer

Assemble the printer and feeder according to the instructions in the printer manufacturer’s user guide.
Load the paper. Plug the printer in and connect it to the network.

6 Network
VBECS is a medical device and has special network requirements.

Virtual Local Area Network

The VBECS printers must be isolated on a VLAN. If the servers will be at a location different from that
of the printers, the printers and servers will reside on separate VLANS. The workstations are not part of
the medical device and, therefore, must not reside on the VLAN: this may inhibit connectivity to other
systems.

See Appendix F: VLAN Requirements for details on the VLAN configuration. If the VLAN is not
configured, configure it. Do not activate VLAN security (apply the ACL) until the VBECS installation is
complete.

Before Moving to the Next Step:

e Make sure that:
o The Blood Bank Hardware Checklist (Appendix B: Blood Bank Hardware Checklist) is complete,
was sent to the 1M, and the original was filed on-site.
o The Blood Bank Configuration Checklist (Appendix D: Blood Bank Configuration Checklist) is
complete, was sent to the IM, and the original was filed on-site.
o Printers are configured and attached to the network.
o Printer supplies are on-site or have been ordered.
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Part 2: Server Startup: Server Support Staff

Prepare for Installation

Before Starting This Step:

e Make sure that printed copies of Appendix D: Blood Bank Configuration Checklist are on hand. In case
of a multi-divisional site, each location will complete a separate checklist. Note that appendices can be
downloaded from SharePoint.

o Prepare an electronic installation validation record for screen shots to be captured during the installation
of VBECS (see Appendix G: Instructions for Capturing Screen Shots for Installation Records).

1 Server Room
Make sure that the server room is prepared for installation of the VBECS server rack:

e The server rack is 2 feet wide by 3.5 feet deep. Adequate space must be available to access the server
cabinet from the front and back. Make sure the server room has adequate cooling capacity.

o There must be two L5-30R (125V, 30A) power receptacles available: the cabinet comes with a dual
power source. The receptacles must be on separate circuits to accommaodate failure of one circuit.

e The server rack comes with a built-in UPS. However, if the site has another UPS solution, the built-in
UPS may be bypassed.

2 Server Hardware Checklist

Use Appendix C: Server Hardware Checklist to verify that all hardware was received and is intact.
Complete and send a copy of the checklist to the IM and file the original on-site. If parts are missing or
appear broken, notify the IM immediately.

Check that the hardware is consistent with the descriptions in the checklist. For example, if the server
does not match the description in the checklist, notify the IM immediately. Make sure that model numbers
provided in the checklist are consistent with the hardware.

3 Server Configuration Checklist

Obtain information for configuring the VBECS hardware. The configuration parameters include IP
addresses, network settings, and names for hardware devices related to the VBECS servers. Complete and
send a copy of Appendix E: Server Configuration Checklist to the IM and file the original on-site. It is
recommended that the blood bank keep copies of all documentation for future inspections.

The completed checklist will be used in later steps to configure the hardware and must be available during
installation.
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4 Network
VBECS is a medical device and has special network requirements.

233 ) . . ) . . ]
i I Unauthorized modifications will render this device an adulterated medical device under

Section 501 of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act.
Acquiring and implementing this software through the Freedom of Information Act requires the
implementer to assume total responsibility for the software and become a registered
manufacturer of a medical device, subject to FDA regulations.

Virtual Local Area Network

The VBECS servers and both printers must be isolated on a VLAN. If the servers will be at a location
different from that of the printers, the printers and servers will reside on separate VLANS. Since the
workstations are not part of the medical device, they must not reside on the VLAN: this may inhibit
connectivity to other systems.

See Appendix F: VLAN Requirements for details on the VLAN configuration. If the VLAN is not
configured, configure it. Do not activate VLAN security (apply the Access Control List) until the VBECS
installation is complete.

Domain Name System

If Domain Name System (DNS) entries are not picked up automatically at your site, enter them for both
servers and the cluster.

Initials: Date:

5 Software

The IM will provide the VBECS software CD, which contains VBECS and other supporting software
required for the installation. If you did not receive the CD, contact the IM.

6 Exclusion Lists

Since VBECS is a medical device, all updates and changes to it must be tested and documented. This will
be centrally managed. The VBECS servers must be added to site exclusion lists so they are not part of
local update mechanisms. Do not install the ePolicy agent on the VBECS systems: exclude them from
Systems Management Server (SMS) updates. Install Windows updates only after approval is granted.

7 Integrated Lights Out (Optional)

The HP ProLiant servers, on which VBECS resides, contain an Integrated Lights Out (iLO) feature that
allows system administrators multiple ways to configure, update, operate and manage the servers
remotely. Basic system administration and access to system management information remotely reduces
the need for onsite support. Use of the iLO feature will be especially helpful for managing regional data
centers where system administrators are not on site. The iLO feature allows full control of the server
whether the system is powered off, starting up, distressed or operating normally. Multiple server
administrators can view and share control of the system console simultaneously to collaboratively
troubleshoot and administer ProLiant servers. Changes made to the server using iLO are recorded in the
iLO Event Log.

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 10
Installation Guide Version 3.0




To implement iLO, please refer to: Appendix L: Implementing Integrated Lights Out.

235 . : T . o

L 1 Do not deviate from the instructions in this guide. Do not update virus definition files or
Windows: this will be done when the VBECS installation is complete, as directed by the IM and
Enterprise Product Support (EPS).

Before Moving to the Next Step:
e Make sure that:

O
O

O

@)

Space and power requirements are met in the server room for the VBECS server rack.

The VBECS server rack is in place in the server room and is properly attached to separate power
supplies.

The blood bank’s space and network connectivity requirements are met.

The Server Hardware Checklist (Appendix C: Server Hardware Checklist) is complete and saved
on SharePoint. The original was filed on-site.

The Server Configuration Checklist (Appendix E: Server Configuration Checklist) is complete,
was sent to the IM, and the original was filed on-site.

The VLAN was configured (see Appendix F: VLAN Requirements for more information). (Apply
ACL only after VBECS is installed.)

DNS entries were made.

Set Up Hardware

Before Starting This Step:
e All of the hardware was received, verified and is accessible.

The VBECS server rack will reside in the server room: the workstations, printers, and barcode scanners
will reside in the blood bank.
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1 VBECS Server Rack

The server rack will arrive assembled. Unpack it, position the server in its space, and plug the rack in. The
cords must be plugged into different circuits to provide redundancy if a circuit fails (Figure 1 and Figure
2).

Figure 1: VBECS Rack (G5 Servers)
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Figure 2: VBECS Rack (G4 Servers)
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2 Complete Installation of the Operating System

3 ) . .

L 1 The two VBECS servers will be clustered for redundancy and failover. Therefore, their
configurations must be identical. Changes made to one server must be applied to the other server
to avoid failure of VBECS.

Switch Servers with the Keyboard Video Mouse (KVM) Switch
To switch the server that the KVM is pointed to:

1) Hold down the function key (fn).

2) Press the Scroll key twice.

3) Release the function key, and press Enter to move to the next port on the KVM.
4) Repeat Steps 1-3 to switch to the next server.

Throughout this document, the top server in the rack will be referred to as “Server 1”; the bottom server

will be referred to as “Server 2.” Icons @ and @ will introduce each step that requires the user to switch
Servers.

235 . . . . . .
L 1 If a server fails to start and boot into Windows, notify the IM immediately and stop the
installation process.

Start Servers

1) Turn on the UPSs. Power switches are on both the front and back.

2) Use Network Interface Card (NIC) 2 (Figure 3) to connect Servers 1 and 2 to the public network.
Use NIC 1 (Figure 3) (heartbeat for clustering) to connect the servers to each other. Label NIC 2
“Public” and NIC 1 “Heartbeat.” See Figure 4 for G4 server.

Figure 3: Network Interface Cards (G5 Server)
i \ t'f.-l -—
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Figure 4: Network Interface Cards (G4 Server)

4)
5)

7)
8)

9)

© Power on Server 1. Since the server was configured with Sysprep, the Windows mini-setup
will launch.

In the Welcome to the Windows Setup Wizard window, click Next.

In the License Agreement screen, select the | accept this agreement radio button and click Next.
In the Computer Name and Administrator Password screen, enter the computer name specified in
Appendix E: Server Configuration Checklist (Server Hardware Information, Row 1). Do not
modify the Administrator password. Click Next.

Apply a label to the server with its name to avoid confusion in later steps.

In the Date and Time Settings screen, enter the time and time zone for your location. Check the
Automatically Adjust clock for daylight savings time check box if this is your site’s policy.
Click Next.

The operating system is installed and will automatically try to join the VHAMASTER
domain. The server will automatically restart. Joining the VHAMASTER domain will fail if this
is a data center installation. In this case, join the data center domain manually (Click Start,
Control Panel, System. Choose the Computer Name tab and click the Change button. Specify
the data center domain in the Domain text box and click OK. When prompted, specify a
username and password from the data center domain. Restart the server when prompted).

Joining the domain will also fail if the server has not been assigned an IP address via DHCP. If
this is the case, join the VHAMASTER domain after the server has been assigned a static IP
address.

Initials: Date:

10) ﬂLog into Server 1 with the InitialUser ID and password (see Appendix H: Password List).

Make sure that the “Log on to” combo box in the login screen points to the server, not to the
domain. (If you don’t see the “Log on to” combo box, click Options.)

11) Click Start, Control Panel, System. Click the Remote tab.
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12) Check the Enable Remote Desktop on this computer check box (Figure 5).

Figure 5: System Properties

System Properties

General | Compuber M arne | Hardware
Advanced I Automatic Updates Remate

Thiz computer has been configured ta run Terminal Server.
The Terminal Server compaonent allows multiple users to connect
remotely using client software and run programs an the server.

e
e

rh on Bemote Assistance and allow invitations to be sent from this |
uter

Learn more about Bemote Assistance.

Advanced.. |

— Bemaote Desktop

[V Enable Remate Desktop on thiz computer

Irmpartant; To allow user to connect remately ta this computer, you
must add them to the Remate Desktop Users Group. For step-by-step
instructions, see To add users to the Bemate Deskiop Users group.

Far more information, see Teminal Server Help.

ak. I Cancel | Lipply

13) Click OK to close (Figure 6).
Figure 6: Remote Sessions

Remote Sessions

]|

-y

ig Some local accounts might not have passwords.,

Accounts used For remote connections must have passwords,

If wou are using inkernet connection sharing or a personal firewall,
the correct port must be open to enable remote connections.,

For more infarmation, visit the Help and Support Center.

14) Click OK to save (Figure 5). Close the Control Panel.
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Verify Installed Software

1) To verify Windows Server 2003, click Start, My Computer. Select Help, About Windows

(Figure 7). View the edition of the operating system, displayed at the top of the splash screen.
Capture a screen shot. Click OK and close the My Computer window.

Figure 7: About Windows

About Windows

Copyright & 1885-2003 Microsoff Corporation

Microsoft & windows

Warcinm § 2 MRuild 2700 crul? en? ade 07020422740« Sarvica Dack 2%

g0 To verify Crystal Reports and McAfee Virus protection, click Start, Control Panel, Add

or Remove Programs. CrystalSetup2003 (Figure 8) and McAfee VirusScan Enterprise 8.0
[Figure 9 (Click on Click here for support information to verify correct McAfee VirusScan
Enterprise version)] are listed under Currently installed programs. Capture a screen shot.

Figure 8: Add or Remove Programs

Currently installed proagrams:
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Show updates

 add or Remove Programs =]
aark by: IName 'I

ﬁ' Active Directory Management Pack Helper Object
ﬁ' ATI Display Driver
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Size

Size

Ised

Size

Sz

0.05ME 2

Remove

4,.00ME

-
= 2R
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Figure 9: Add or Remove Programs
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|
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3) (1] Log off Server 1.

4) @ Power on Server 2. Since the server was configured with Sysprep, the Windows mini-setup
will launch.
5) Inthe Welcome to the Windows Setup Wizard screen, click Next.

6) Inthe License Agreement screen, click the | accept this agreement radio button and click Next.
7) Inthe Computer Name and Administrator Password screen, enter the computer name specified in
Appendix E: Server Configuration Checklist (Server Hardware Information, Row 3). Do not

modify the Administrator password. Click Next.
8) Apply a label to the server with its name to avoid confusion in later steps.
9) In the Date and Time Settings screen, enter the time and time zone for your location. Click Next.

10) The operating system is installed and will automatically try to join the VHAMASTER
domain. The server will automatically restart. Joining the VHAMASTER domain will fail if this
is a data center installation. In this case, join the data center domain manually (Click Start,
Control Panel, System. Choose the Computer Name tab and click the Change button. Specify
the data center domain in the Domain text box and click OK. When prompted, specify a
username and password from the data center domain. Restart the server when prompted).
Joining the domain will also fail if the server has not been assigned an IP address via DHCP. If
this is the case, join the VHAMASTER domain after the server has been assigned a static IP

address.

Initials: Date:

11) (2] Log into Server 2 with the InitialUser ID and password (see Appendix H: Password List).
Make sure that the Log on to combo box in the login screen points to the server, not to the
domain. (If you don’t see the “Log on to” combo box, click Options.)

12) Click Start, Control Panel, System.

13) Click the Remote tab.

14) Check the Enable Remote Desktop on this computer check box.
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15) Click OK to close (Figure 10).
Figure 10: System Properties

System Properties [ 2]
General I Computer M ame I Hardware I
Advanced | Automatic Updates Remote
i

- Thiz computer has been configured o run Teminal Server.

T The Teminal Server component allows multiple users o connect
remotely uzing client software and run programs on the server.

iTurn on Bemote Assistance and allow nwvitations to be sent from this
computer

Learn more about Bemote Assistance.

Advanced... |

—Remote Desktop

[V Enshlz Remate Desktop on thiz computer

Important: To allow uger to connect remotely ta this computer, you
muszt add them to the Femote Desktop Users Group. For step-by-step
ingtuctions, see To add users to the Remote Deskiop Users group.

For mare information, see Terminal Server Help.

0K I Cancel Spply

16) Click OK to close (Figure 11).

Figure 11: Remote Sessions

Remote Sessions Ed |

i Some local accounts might nok have passwords,
e I) Accounts used For remaote conneckions must have passwards,

If wou are using internet connection sharing or a personal Firewall,
the correct port must be open to enable remoke connections.

For mare information, visit the Help and Suppork Cenker,

17) Close the Control Panel.

Verify Installed Software

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0
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G To verify Windows Server 2003, click Start, My Computer. Select Help, About Windows

(Figure 12). View the edition of the operating system displayed at the top of the splash screen.
Capture a screen shot. Click OK and close My Computer.
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Figure 12: About Windows
About Windows

Copyright € 1885- 2003 Micrasoff Corparafion

Micrasoft @ Windows

Warcimm B 2 RGild 2200 cvu? en? ade O70204-22400 + Saruica Dael 2%

2) To verify Crystal Reports and McAfee Virus protection, click Start, Control Panel, Add

or Remove Programs. CrystalSetup2003 (Figure 13) and McAfee VirusScan Enterprise 8.0
(Figure 14) are listed under “Currently installed programs.” Capture a screen shot.

Figure 13: Add or Remove Programs
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Figure 14: Add or Remove Programs
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Servers -

3) (2] Log off Server 2.
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Configure the Server Name and IP Address
Refer to the completed Appendix E: Server Configuration Checklist for the values for this section.

1) (1] Log into Server 1 with the InitialUser 1D and password (see Appendix H: Password List).
Make sure that the Log on to combo box in the login screen points to the server, not to the

domain. (If you don’t see the “Log on to” combo box, click Options.)

2) Click Start, Windows Explorer.

3) Click the plus sign to the left of My Computer (Figure 15).

Figure 15: Windows Explorer

% My Computer =]
File Edit ‘iew Favorites Tools  Help | .*,"
QEack ~ 3 - (T | - Search |[™ Folders | [~
Address :J My Computer j G0
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3’ My Computer
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jﬂ Recycle Bin
4) Select the C drive (Figure 16).
Figure 16: C Drive
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(L5 Documents and Setti COVBECSSMTP
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1| | B 4| | H 2
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5) Click File, New, Folder (Figure 17).

Figure 17: New
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6) Enter software as the folder name (Figure 18). Move (do not copy) all contents of c:\temp into
c:\software.

Figure 18: Create Software Folder
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7) Verify that the version number on the VBECS installation CD is “1.4.0.0.” Insert the VBECS

installation CD in the CD drive. Copy all folders and files from the VBECS installation CD to
c:\temp.

| If you right click the CD and select Copy, the installation will fail.
8) Remove the VBECS CD from the drive.
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9) Configure the IP address and related network information:
a) Click Start, right click Control Panel and select Open. Double click Network Connections
(Figure 19).

Figure 19: Control Panel
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b) Right click the connection that is not connected to the network (Limited or no connectivity).
If DHCP is not enabled, neither adapter will be connected to the network and in this case,
choose Local Area Connection 2 (Figure 20).

Figure 20: Network Connections
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c) Click Rename (Figure 21). Name it “Heartbeat.”
Figure 21: Network Connections
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[
d) Right click the other Local Area Connection and click Rename (Figure 21). Name it

“Public.”
e) Right click Public. Click Properties (Figure 22).

Figure 22: Network Connections
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f) Click Internet Protocol (TCP/IP). Click Properties (Figure 23).

Figure 23: Public Properties

L Public Properties EE
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g) Click the Use the following IP address radio button. Enter the IP address [from Appendix E:
Server Configuration Checklist (Server Hardware Information, Server 1 IP Address, subnet

mask, default gateway)].

h) Click the Use the following DNS server addresses radio button. Enter the DNS server

information [from Appendix E (Domain Information, Row 4)].

Capture a screen shot.
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j) Click Advanced (Figure 24).
Figure 24: Example of TCP/IP Properties

Internet Protocol {TCP/IP) Properties [ 7]
General |

‘fou can get IP sektings assigned automatically if your network supports
this capability., Otherwise, vou need ko ask your network administrator
for the appropriate IP settings.
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—{* Use the following IP address:
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Subret mask: I 255,255,240 . O
Defaulk gateway: 0. 3 .31 . 254

) Dbtain BMS server address automatically
—{* Use the following DNS server addresses:———————————————————

Preferred DMNS server: m., 3 .21 .19

Alternate DMS server: o .3 .27 .33|

Advanced... |
oK I Cancel |

k) Click the DNS tab.

I) Click the Append primary and connection specific DNS suffixes radio button and check

the Append parent suffixes of the primary DNS suffix check box (Figure 25).

m) If your site uses WINS, click the WINS tab and add servers [from Appendix E: Server

Configuration Checklist (Domain Information, Row 5)].
Figure 25: Example of Advanced TCP/IP Settings
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n) Click OK to close the Advanced TCP/IP Settings dialog.
0) Click OK to close the Internet Protocol (TCP/IP) Properties dialog. Click Close to exit.

Initials: Date:

10) Configure the Heartbeat adapter, which facilitates communication between the servers for
clustering:

a) Right click Heartbeat. Click Properties (Figure 26).
Figure 26: Heartbeat Properties

Cisable
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Bridae Conneckions

Creake Shortout
Delete
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b) Click Internet Protocol (TCP/IP). Click Properties (Figure 27).
Figure 27: Heartbeat Properties
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c)

- Click the Use the following IP address radio button. Enter 192.168.0.1 in the IP

address field and 255.255.255.0 in the Subnet mask field. Capture a screen shot. Click OK to

close the properties window and save the changes (Figure 28).

Figure 28: Heartbeat TCP/IP Properties

Internet Protocol {TCP/IP) Propetties EHE

General I

“ou can get IP settings assigned automatically if wour network supports
this capability, Otherwise, vou need ko ask vour network administratar
for the appropriate IP settings.

™ Obkain an IP address automatically

—{% Lse the following IP address:
IF address: 192 168 . 0 . 1

Subnet mask: | bEg 255 255, 0
Default gateway: I . . .

) Ghkain DS server address autamatically:

—{% se the Following DMS server addresses:

Preferred DS server: I . . .
Alternate DMS server: I . . .

Advanced. .. |

K I Cancel |

Initials:

Date:
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11) Click Start, Administrative Tools, Computer Management (Figure 29).

Figure 29: Computer Management

LI computer Management M=] B3
Q File  Action  Miew  Window  Help | _|5’|1|

Mame

@ Event Viewer
% Shared Folders

Local Users and Groups

= @ Storage

- § " Removable Storage
’ '. y Disk Defragmenter

... 358 Disk Management
[]--% Services and Applications

l | o

ﬁﬁystem Tools
@Storage
@Services and Applications

l | +

12) Click the plus sign to the left of Local Users and Groups (Figure 30).

Figure 30: Computer Management

= e action  Miew Window  Help | 18]l
© = | Em B2
Q Computer Management (Local) Marne |
Elﬁa Swskem Tools [users
@ Event Yiewer [aroups
Shared Folders
=k ocal Users and Gro
=5 & Stu:urage
'. i Disk Defragmenter
gl Disk Management
[]—-& Services and Applications
1] | ]
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13) Click Groups and double click Administrators in the right pane (Figure 31).
Figure 31: Computer Management

CJ computer Management =]
Q File  Action Miew  Window Help | - |5’ |1|
e ENEENE
Q Computer Management (Local) Mame | Description =
Elﬁ System Toals @.ﬁ.dministratars Adrniriskr ats
@ Event Viewer gﬁackup Cperators Backup Cpe
-] Shared Folders W% Distributed COM Users Members ar
[=-#%5 Local Users and Groups gGuests Guests haw
g Esers 8 tetwark Configuration ... Members in
""" Perf e L o Alert @Performance Log Users  Members of
erformance Logs and Alert: | <
Device Managerg S Performance Monitor ... Members of
Strage 8 Power Users Pawer User
E;I. Removable Storags gPrint Operatars Members cz
I Disk Defragmenter gRemote Deskiop Users Mernbers in_|
8 Disk Management @Replicator Supports fib
[]--% Services and Applications @Users Users arep _
d i _>|_I

14) Click Add (Figure 32).

Figure 32: Administrators’ Properties

Administrators Properties EH |

[aeneral |

‘g Adrniniztrators

D ezcription:

rembers:

mplete and unrestricted acceszs to the computerddomain

E.ﬁ.dministramr

Q apatosaurus

m initialuzer

ﬂEVHAMASTEH\D ormain Admir

; Bemove |

(] | Cancel Apply |
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15) Close the Enter Network Password window, by clicking Cancel (Figure 33).
Figure 33: Enter Network Password

Enter MNetwork Password
e\

Enter the name and password of an account with permissions
For wa,gov,

For example user, user@example. mickosaft, com, or
domainiuser name

Liser narme: Iﬁ | j J

Passwiord; I

Ik I Cancel

16) Enter vhavisnXXbbadmins in the Enter the object names to select field (replace “XX”
with your two-digit VISN ID). For a data center installation, enter RXXVbecsServerAdmins
(replace “XX” with your two-digit region ID). Click OK (Figure 34).

Figure 34: Select Users, Computers, or Groups
Select Users, Computers, or Groups ﬂ

Select thiz object tupe:

ILlsers ar Groups Object Types. ..

Erarn thiz location;

Ivha.med.va.gw Locations...

Enter the object names to zelect [examples]:
whavizr{l5bbadminz Check Mames

i

Advanced. .. | k. I Cancel |

i
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17) When the system prompts for the user name and password from the VHAMASTER domain,

enter your Windows user name. For a data center installation, consult data center personnel for a
user name and password. Click OK (Figure 35).

Figure 35: Computer Name Changes

=
'Iﬂl "_- )

Enter the name and password of an accounkt with permission
ko join the domain.

User name: Iﬂ vhamaster'l,vha'-.l'l:uecsInstalj J

Password: | TTIIIIIL

Ik I Cancel

18) Click OK to close the Administrators Properties window. Close the Computer Management
window.

19) (2] Log into Server 2 with the InitialUser ID and password (see Appendix H: Password List).
Make sure that the Log on to combo box in the login screen points to the server, not to the

domain. (If you don’t see the “Log on to” combo box, click Options.)
20) Click Start, Windows Explorer.

21) Click the plus sign to the left of My Computer (Figure 36).
Figure 36: Windows Explorer

% My Computer =]
File Edit iew Favorites Tools  Help | .1.’

QEack ~ 3 - (T | "Search |[ Folders | [~
Address | %ty Computer j &0

Folders x

@ Desklop

D My Documents

5‘ My Computer

'E.j My Metwork Places
jﬂ Recycle Bin
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22) Select the C drive (Figure 37).

Figure 37: C Drive

. B
File Edit Wisw Favorites Tools  Help | m
Qback ~ ) - (T | ) Zearch |r|f Folders | & [ X ) | -
Address Iw Z j o
Folders % | | Mame = I —
@' Deskkop | | Chcompag
5 My Documents [Chdbeony
= ﬂ My Carmputer [hDocuments and Settings
4 314 Floppy (81 Chhp
SR ool Disk: (C:) () Inetpub
5 compag [C)Program Files
(=) dbcony [itemp
[C5) Documents and Setti [OVBECSSMTP
= he CHWINDOWS | |
£ Inetpub _ILI ) Windows2003 .
4 I I » Pl I I v

23) Click File, New, Folder (Figure 38).

Figure 38: New Folder

E Edit  Wiew Faworikes  Tools  Help | :,"
IO < O | -
Create Shorbeut @ Shertout j Y Go
E:::;e a Briefcase | .
P[npe:ties \ﬂ Eitmap Irmage

YWwordpad Document

April 2009

Local Disk (C:)  » Rich Text Document ttings
Close Text Document
ompressed (zipped) Folder
e ] d (zipped) Fold
[C5) compadq =TTy
[ dbcone htemp
[C5) Documents and Setti ) YEECSSMTP
Chhp ) WINDOMWS L
[C5) Inetpub _Ij o wWindows2003 -
1] | B 1| | S

VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0

Installation Guide Version 3.0

Page 34



24) Enter software as the folder name (Figure 39). Move (do not copy) all contents of c:\temp into

c:\software.

Figure 39: Create Software Fol

der

File Edit Wiew Favorites  Tools

Help |

'l;r

(JEack - .3 - (T | ) search
=

[ Folders | [

Address |<e O

jGD
I

Folders e il
(2} Desktap + | 'ChDocuments and Settings
() My Documents Chp X
= My Computer L) Inetpu -|
= “e* Local Disk (C:) | )Program Files
IC5) compan
[ CPOSYSTEM Itemp
IC5) dbcony IWBECSSMTR
| Documents and Settings J:IW_INDOWS
= hp o) Windows2003 .
[ Inetoub - 41 I '

25) Verify that the version number on the VBECS installation CD is “1.4.0.0.” Insert the VBECS
installation CD in the CD drive. Copy all folders and files from the VBECS installation CD to

c:\temp.

| If you right click the CD and select Copy, the installation will fail.

26) Remove the VBECS CD
27) Configure the IP address

from the drive.
and related network information:

a) Click Start, right click Control Panel and select Open. Double click Network Connections

(Figure 40).
Figure 40: Control Panel

g~ Control Panel | _ O] =/

File Edit Wiew Faworites Tools  Help | ;1.’
(P Eack ~ &3 - ¥ | ) Search Folders | T T | =
Address | Control Panel =l G0
Mame = | Carmments | ﬂ
@Keybnard Cuskomize wour key. ..
T Licensing Changes licensing a...

J\j Mouse Custamize your ma. ..

ihebwork Connections Connecks to aother ...

E,.F‘I‘u:une and Modem Options Configure your tele, .
{iﬁ Portable Media Devices Yiews the portable m...
“FPower Opkions Configure energy-s..,
':,_._‘,j Printers and Faxes Shows installed prin. ..

£ - ., I - . j
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b) Right click the connection that is not connected to the network (Limited or no connectivity).

If DHCP is not enabled, neither adapter will be connected to the network and in this case,
choose Local Area Connection 2 (Figure 41).

Figure 41: Network Connections

i..,'jiNetwurk Connections

File Edit View Favorites Tools  Advanced Help ‘ r

eack -~ ) - (T | ) Search [~ Folders | & (X
Address (& Metwork Connections j ca]
LAM or High-Speed Internet -

9 {ocal Area Connection
i L Lirnited or no connectivicy
A HP MC7782 Gigabit Server Ad,,,

Local Area Conneckion 2
y Connected

(- HP NC7752 Gigabit Server &d...

Wizard

..,Jl_ Mew Connection Wizard

"%

c) Click Rename. Name it “Heartbeat.”
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d) Right click the other Local Area Connection and click Rename (Figure 42). Name it
“Public.”

Figure 42: Network Connections

% Network Connections

File Edit Yew Favorites Tools  Advanced  Help | -.1.'
QBack - o3 - [T | - Search | Folders | & F X ®
Address & Metwork Connections j &0

F

LANM or High-Speed Internet

’1 | ocal Area Conneckion
{ )
Cisable v Ad. ..

Status
£ Repair

(I Bridge Connections et Ad,

Create Sharkouk
Delete

Renarne

Properties

[
e) Right click Public. Click Properties (Figure 43).

Figure 43: Network Connections

% Network Connections

File Edit ‘Wiew Favorites Tools  Adva ”| -.1.'

@ Back ~ ) - (T | - Search | Folders | »

Address @,Netwnrk Connections j G0
Y

LAN or High-5peed Internet

=y Heartbeak
_'!L Limited or no conneckiviky

-1 HP MCF7EZ Gigabit Server Ad. .

Disable
Status
Repair

Bridge Connections

Create Shorkout
Delete
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f) Click Internet Protocol (TCP/IP). Click Properties (Figure 44).
Figure 44: Public Properties
_L Public Properties EH
General | Authentication | Advanced |
Connect using:

Iﬂ_p HP MC7782 Gigabit Server Adapter #

Thiz connectioh uses the following items:

E File and Printer Sharing for Microzoft Metwarks ;I
S HP Metwork Configuration Utility

Elritermet Protocal [TCPAP) I
-
“| | B
Install... Urirstall | Properties |
r— Description

Tranzmizzion Caontrol Pratacal/Internet Pratocal. The default
wide area network. protocol that provides communication
across diverse interconnected nebworks.

[~ Show icon in notification area when connected
v Notify me when this conmection has limited or no connectivity

1] | Canicel |

g) Click the Use the following IP address radio button. Enter the IP address [from Appendix E:
Server Configuration Checklist (Server Hardware Information, Server 2 IP Address, subnet
mask, default gateway)].

h) Click the Use the following DNS server addresses radio button. Enter the DNS server
information [from Appendix E (Domain Information, Row 4)].

BO Capture a screen shot.
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J) Click Advanced (Figure 45).

Figure 45: Example of TCP/IP Properties

Internet Protocol {TCP/IP} Properties EHE

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" gbtain an IP address automatically

—{* Lse the following IP address:

IP address: m ., 3 .21 .26
Subnet mask: I 255,255 .240 . O
Default gateway: m ., 3 .31 .254

€ Obtain BHS server address automatically

—{* Use the following DNS server addresses:
Preferred DNS server: o, 3 .21 . 192

Alternate DNS server: m. 3 .27 . 33|

Advanced... |

[8]4 I Cancel |

k) Click the DNS tab.
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I) Click the Append primary and connection specific DNS suffixes radio button and check

the Append parent suffixes of the primary DNS suffix check box (Figure 46).

m) If your site uses WINS, click the WINS tab and add servers [from Appendix E: Server
Configuration Checklist (Domain Information, Row 5)].

Initials: Date:
Figure 46: Example of Advanced TCP/IP Settings
Advanced TCP,IP Settings

IP Settings  DMS | wins | options |
DNS server addresses, in order of use;
' ]
3
Add... Edit... Remove |
The Following three settings are applied ko all connections with TCRYIP
enabled. For resolution of unqualified names:
" append primary and connection specific DS suffixes
¥ Append parent suffixes of the primary DS suffix
" append these DMS suffixes (in order):
]
Bl
Add.., | Edit. ., Hemoyve |
DS suffise For this connection: I
Iv Reaister this connection's addresses in DMS
[ Use this connection's DMS suffix in DMS registration
ol 4 I Cancel
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n) Click OK to close the Advanced TCP/IP Settings dialog.
0) Click OK to close the Internet Protocol (TCP/IP) Properties dialog. Click Close to exit.

Initials: Date:

28) Configure the Heartbeat adapter, which facilitates communication between the servers for
clustering:
a) Right click Heartbeat. Click Properties (Figure 47).

Figure 47: Heartbeat Properties

Disable
Status
Repair

Bridge Connections

Create Shortout
Lelete
Renarme

Propetties

b) Click Internet Protocol (TCP/IP). Click Properties (Figure 48).
Figure 48: Heartbeat Properties

L Heartbeat Properties HE
General I Authenticationl Advanced I

Connect using:

Isg HP NC7782 Gigabit Server Adapter

This connection uses the following tems:

J_EJ File ahd Printer Sharing for Microzoft Metwaorks
T HP Metwork. Configuration Ltiliby
Internet Pratocal (TCP/P)

[
4. 2

Install... Wrimstall | Froperties |

r— Description
Transmigzion Control Protocol/lnternet Pratacal. The default
wide area network. protocal that provides communication
across diverse interconnected networks.

[~ Show icon in notification area when connected
Iv Matify me when this connection has limited o no connectivity

K Cancel
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'?5 Click the Use the following IP address radio button. Enter 192.168.0.2 in the IP

address field and 255.255.255.0 in the Subnet mask field. Capture a screen shot. Click OK to
close the properties window and save the changes (Figure 49).

Figure 49: Heartbeat TCP/IP Properties

Internet Protocol {TCP/IP) Propetties EHE

c)

General I

“ou can get IP settings assigned automatically if wour network supports
this capability, Otherwise, vou need ko ask vour network administratar
for the appropriate IP settings.

™ Obkain an IP address automatically
—{% Lse the following IP address:

TF address: 192 168, 0 . 2
Subnet mask: I 285 255 .55 . O
Default gateway: I . . .

) Ghkain DS server address autamatically:

—{% se the Following DMS server addresses:

Preferred DS server: I . . .
Alternate DMS server: I . . .

Advanced. .. |
K I Cancel |

Initials: Date:
29) Click Start, Administrative Tools, Computer Management (Figure 50).
Figure 50: Computer Management

£ Computer Management M|
Q File  Action Wiew Window  Help | - |ﬁ||£|
¢ > |mEB|e
ter Management i ame
Sysbem Tools @System Tonls
[]--@ Event Wiewer S storage
[]"'% Shared Folders @Services and Applications
[+- &3 Local Users and Groups
-
[]--& Srvices and Applications
1] | ]l | +
| | |
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30) Click the plus sign to the left of Local Users and Groups (Figure 51).

Figure 51: Computer Management

E_, Computer Management !EI

! % Shared Folders

'. i Disk Defragmenter
e Disk Management
E]--& Services and Applications

1

| 2]

g File  Action Wiew Window Help ‘;lilil
- | @m B2
g Computer Management (Local) Marne I
=l m System Tools [(users
I @ Event Viewer [dGroups

31) Click Groups and double click Administrators in the right pane (Figure 52).

Figure 52: Computer Management

=) File  Action Wiew  Wind
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gRemote Deskiop Users
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r‘TII_I_F_....:___J-.._.._ I
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Mame: | Description &~
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gﬁackup Cperators Backup Cpe
gDistributed COM Users Members ar
@Guests Guests haw
@Netwurk Configuration .. Members in
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32) Click Add (Figure 53)
Figure 53: Administrators Properties

Administrators Properties ﬂ E |

General |

@ Adminiztrators

Description; Implete and unrestricted access to the computer/domain

tembers:

E.ﬁ.dministratur

Q apatozaurs

Q initizluser

ﬁVH.ﬁ.M.ﬁ.STEHHD omain Adrning

Bemove |

k. | Cancel Apply |

33) Close the Enter Network Password window by clicking Cancel (Figure 54).
Figure 54: Enter Network Password

Enter Network Password E

.
R

Enter the name and password of an account with permissions
For wa.gowv.

For example user, useri@exarmple.microsoft, com, or
domainiuser name

Lser name: Iﬁ | j J

Password: |
oK I Cancel
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34) Enter vhavisnXXbbadmins in the Enter the object names to select field (replace “XX”
with your two-digit VISN ID). For a data center installation, enter RXXVbecsServerAdmins
(replace “XX” with your two-digit region ID). Click OK (Figure 55).

Figure 55: Example of Entering the Group Name
Select Users, Computers, or Groups ﬂ

Select thiz object tupe:

ILlsers ar Groups Object Types. ..

Erarn thig location;

Ivha.med.va.gw Locations...

Enter the object names to zelect [examples]:
whavizr{l5bbadminz Check Mames

P i

Advanced. .. | k. I Cancel

35) At the system prompt for the user name and password for the VHAMASTER domain, enter
your Windows user name. For data center installations, consult data center personnel for a user
name and password. Click OK (Figure 56).

i

Figure 56: Enter Network Password

Enter MNetwork Password

Enter the name and password of an account with permissions
For wha,med, va.goy,

For example user, user@example. microsaft, com, or
domainiuser name

User name: Iﬁ amaster'l,vha'-.-'becslhstallerj J

Passwiord; | TITITIIY

Ik I Cancel

36) Click OK to close the Administrators Properties window. Close the Computer Management
window.

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 45
Installation Guide Version 3.0



Configure the Speed and Duplex Setting on the NICs

1) (1] Log into Server 1 with the InitialUser 1D and password (see Appendix H: Password List).
Make sure that the Log on to combo box in the login screen points to the server, not to the
domain. (If you don’t see the “Log on to” combo box, click Options.)

2) Click Start, Control Panel, Network Connections, Public. Click Properties.
3) Click Configure (Figure 57).

Figure 57: Public Properties
- Public Properties EH |
General | Authentication I Advanced I

Connect using:

ES HP WC7782 Gigabit Server Adapter Configure. .

Thiz connection uses the following items:

O @ MNetwork Load Balancing
@ File and Printer Sharing for Microsoft Metworks

T HP Metwork, Confiquration Litilig |
4

L

[nztall... | Uninztall | Froperties |
— Description
Allowez pour computer to access resources on a Microsaft
netork.

[ Show icon in notification area when connected
¥ Muotify me when thiz connection has limited or no connectivity

QF. Cancel
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4) Click on the Advanced tab (Figure 58).
Figure 58: NIC Properties

HP NCT782 Gigabit Server Adapter Properties EHE

General | Advanced | Driver | Details | Resouces |

HF MC7782 Gigabit Server Adapter

Device type: Metwork adapters
Manufacturer: Hewlett-Packard Campany
Locatior: PCI bus 3. device 1, function 0

 Device status

Thiz device iz working properly. ;I

If your are having problems with this device, click Troubleshoot to
start the troubleshaater,

Device usage:

|Jse this device [enable) j

QK | Cancel |

5) Click Speed and Duplex (Figure 59) and choose the Value noted in Appendix E: Server

Configuration Checklist [Network Interface Card (NIC) Speed and Duplex Setting]. Click OK to
save.

Figure 59: HP NC7782 Gigabit Server Adapter Properties
General Advanced | Diriver I Details' Hesourcesl

The fallowing properties are available for this network, adapter, Click
the property you want to change on the left, and then select its value

on the right.
Froperty: Walue:

802.1p 005 At =l
Checksurn Offload 10 Mb Fal

Ethermeti@iyireS peed 10 b Hu I

Flow Control 100 Mb ,_9 I

Large Send Offload 100 Mb Hu I

Locally Adrminigtered Address 4

Ereed & Donlos 00 kb Full

110

ake Up apailities

ak I Cancel
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6) ® Log into Server 2 with the InitialUser ID and password (see Appendix H: Password List).

Make sure that the Log on to combo box in the login screen points to the server, not to the
domain. (If you do not see the “Log on to” combo box, click Options.)

7) Click Start, Control Panel, Network Connections, Public. Click Properties.

8) Click Configure (Figure 60).
Figure 60: Public Properties

L Public Properties [ 7] |

General I Authentication I Advanced I

Connect using:

Ef HP NCF732 Gigabit Server Adapter Canfigure. .

Thiz connection uzes the following items:

E £
Il @ Metwark Load Balancing
@, File and Printer Sharing for Microsoft Metwaorks

S HP Metwork, Configuration Uity |
4

e L

[nstall... | Unirztall | Fropertiez |
Drezcription
Allovwes wour computer o access resources on a Microsaft
nietwark.

[~ Show icon in notification area when connected
W Muotify me when this connection has limited ar no connectivity

k. Cancel
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9) Click on the Advanced tab (Figure 61).
Figure 61: NIC properties

HP NC7782 Gigabit Server Adapter Properties FE3

General |.f5.dvanced| Drrivver I Detailsl Hesourcesl

HF WC7782 Gigabit Server Adapter

Device type: Metwork. adapters
Manufacturer: Hewlett-Packard Company
Lacation: PCl bus 3. device 1. function 0

 Device status

This device iz warking properly. ;I

If you are having problems with thiz device, click Troubleshoot to
start the troubleshoater.

Device uzage:

LIse thiz device [enabls) j
Ok | Cancel |
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10) Click Speed and Duplex (Figure 62), and choose the Value noted in Appendix E: Server
Configuration Checklist [Network Interface Card (NIC) Speed and Duplex Setting]. Click OK to
save.

Figure 62: HP NC7782 Gigabit Server Adapter Properties
HP MC7782 Gigabit Server Adapter Properties EE

General Advanced | Dirirver I Detailsl Hesnurcesl

The following properties are available for this network, adapter. Click
the property vou want to change on the left, and then select itz value

an the right.

Property: W alue:
B021p 005 At =]
Checksum Offload 10 Mb Ful
EthernetiEwireSpeed 10 Mb HL'l I
Flow Contral 100 Mb ,:-3 I
Large Send Offlaad 100 Mh HL;”
ocall mlnlstered Address 1000 Mb Ful

e |:| apilities

1] I Cancel

Before Moving to the Next Step:

e After preparation, the hardware may be shut down if the configuration steps are not to be performed
immediately.
e Make sure that:
o The server rack is installed in the server room.
o The operating system was installed on both servers.
o The printers are assembled, powered up, and plugged into the network.
o Acopy of the completed Server Configuration Checklist (Appendix E) is available and the original
is filed on-site.
Notify the site Remote Install Team by email that Part 2 is complete.

o
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Part 3: Server Installation: Remote Install Team

Configure and Verify Hardware

Before Starting This Step:

e Make sure that:
o The Remote Install Team received an email notice from server support staff that Part 2 is complete.
o The printers are assembled, powered up, and connected to the network.
o The password list was obtained from the IM.

In this section, IP addresses and network names will be assigned, server security (virus protection and
security updates) will be applied, and the server and workstation configuration will be verified.

1 Print Part 3: Server Installation

1) Print this part (Part 3) as a two-sided document.
2) Initial and date it, as required.

2 Rename the CD Drive
To rename the CD drive:

1) (1] Log into Server 1 with your Windows ID. Specify your own domain when logging in.
2) Click Start, Administrative Tools, Computer Management. Select Disk Management (Figure

63).
Figure 63: Computer Management
Q File  Action Wiew ‘Window Help |_|— _Iﬂ il
¢ | B2 BXES
E Computer Management {Local) Volume | Layvout | T pel File: 5 steml Status | Capacit | Free Space |
Elm Systemn Taols Partition Easic  NTFS Healthy (System) 33.91 GB 25.02GB

@ Event Wiewer
[ Shared Folders
g Local Users and Groups

Petformance Logs and Alert:
Device Manager
EI@ Storage

v 3 Removable Storage
A Disk Defragmenter

----- e Disk Management 4| | _’I
[]--& Services and Applications "
ZHDisk 0 I —
Basic {C:)
33.91 GB 33,91 GE MTFS
Online Healthy {System)
@CD—RDM 1] —
DD (D)
Mo Media
| | LI B Frimary partition
|
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3) Right click the CD-ROM in the right pane, and select Change Drive Letter and Paths (Figure

64).
Figure 64: Computer Management
O computer Management M=l E3
Q File  Action iew wWindow Help | oy ]
el 23
Q Computer Management {Local) Yolume | Layouk | Tvpe | File: Syskam | Skatus | Capacity | Free Sp:
Eﬁa System Tools =D {C:) Partition Basic MNTFS Healthy (Swskerm) 33.91 GBE  28.02 Gl
@ Event Wigwer
-] Shared Folders 1 | o
+-#83 Local Users and Groups i
A | e
Ay Perf.ormance Logs and Alert: o
ot DEvice Manager Basic (c:)
EI--@ Storage 33.91 GB 33.91 GE MTFS
-5 Removable Storage Cnline Healthry (Syskem)
& Disk Defragmenter
‘-5 Disk Management =4CD-ROM 0
[]--@ Services and Applications DA (D) Change Drive Letter and Paths
Mo Media Eject ;1
Prirnany pz
! I I —'I . by Properties
|_ Help |_

4) Click Change (Figure 65).
Figure 65: Change Drive Letter and Paths for D:
Change Drive Letter and Paths for D: () 2 x| |

Allow access ta thiz wolume by uzing the following drive letter and pathe:

=i

Add... LChange... | Bemove |

| Ok, I | Cancel I
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5) Change the drive letter to “Z” and click OK (Figure 66).
Figure 66: Change Drive Letter or Path

Change Drive Letter or Path |

Enter a new drive letter or path for D [].

' Assign the following drive letter: I& vI

£ ount in the fallowing empty HTFES folder
Browse... |
] I Canicel |

6) Click Yes in the confirmation screen. Close the Computer Management screen.

Initials: Date:

7) (2] Log into Server 2 with your Windows ID. Specify your own domain when logging in.
8) Click Start, Administrative Tools, Computer Management. Select Disk Management (Figure

67).
Figure 67: Computer Management
Q File Action Yiew ‘Window Help |_|- _Iﬁl 5'
¢ AE 2 BXES
E Computer Management (Local) olume | Lawout | Tvpe | File Sstem | Status | Capacit | Free Space |
Elﬁ@ Syskern Tools Partition Basic MTFS Healthy {System) 33,91 GB  25.02 GB

@ Event Viewer

-l Disk Defragmenter
2 Disk Management < | i
E]--& Services and Applications

EPpisk 0 I —

Eiasic {C:)
33-_91 GB 33,91 GENTFS
Cnline Healthy {System)

cp-rRoM D | |
VD (D)
Mo Media
| | _»| | M Frimary partitian
|
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9) Right click the CD-ROM in the right-pane, and select Change Drive Letter and Paths (Figure
68).

Figure 68: Computer Management

OJ computer Management M=l E3
Q File  Action  Wew indow Help ‘ =] x|
& = | 23
Q Computer Management (Local) Malume | Lawauk | Type | File: Ststem | Skatus | Capacity | Free Sps
E@ System Tools =3 {C:) Partition Basic MWTFS Healthy (Swskem) 33,91 GB  28.02 GE
@ Event Viewer
B-g=] Shared Folders ‘| | o
v-#3 Local Users and Groups i
| d e
A Perf.nrmance Logs and Alert: EPDisk 0
...... s, DEvice Manager Basic (c)
EI--@ Skarage 33.91 GB 33.91 GB MTFS
-5 Removahle Storage Onling Healthey (System)
& Disk Defragmenter
.35 Disk Management Z4CD-ROM O
E]--@ Services and Applications DVD (D) Change Drive Letter and Paths
Mo Media Eiect ;1
Primary ps
s I I —’I . blE Propetties
|_ He |_

10) Click Change (Figure 69).
Figure 69: Change Drive Letter and Paths for D:
Change Drive Letter and Paths for D: () 2 x| |

Allow access ta thiz wolume by uzing the following drive letter and pathe:

=i

Add... LChange... | Bemove |

| Ok, I | Cancel I
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11) Change the drive letter to “Z” and click OK (Figure 70).
Figure 70: Change Drive Letter or Path

Change Drive Letter or Path |

Enter a new drive letter or path for D [].

' Assign the following drive letter: I& vI

£ ount in the fallowing empty HTFES folder
Browse... |
] I Canicel |

12) Click Yes in the confirmation screen. Close the Computer Management screen.

Initials: Date:

3 Laser Printer

Configure the IP address and network settings according to the parameters defined in the Server
Configuration Checklist (Appendix E). Print a test page to make sure the printer was properly set up. Add
the printer to the VBECS server:

To avoid printer problems during software use, the VBECS printer name and drivers must be
identically configured on each clustered server node.

1) (1) Log into Server 1 with your Windows ID.
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2) Open the Control Panel, Printers and Faxes, Add Printer.
3) Inthe Add Printer Wizard screen, click Next (Figure 71).

Figure 71: Add Printer Wizard

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps pou install a printer or make printer
conhEections.

L If wou have a Plug and Play printer that uzes USEB
‘_1|) or a hat pluggable port such az IEEE 1354 or

infrared, you do not need to use this wizard. Attach
and turn on vour prinker, and Ywindows will install it
for pou.

For more information about ingtalling this type of
Plug and Play printer, zee Printer Help.

To continue, click Mext.

< Back

Cancel |

4) Make sure the Local printer attached to this computer radio button is selected.
5) Uncheck the Automatically detect and install my Plug and Play printer check box.
6) Click Next (Figure 72).

Figure 72: Add Printer Wizard

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which twpe of printer to et up.

Select the option that dezcribez the printer you want to use:

' Local printer attached ta this computer

I Automatically detect and install my Plug and Play printes

i network, printer, or a printer attached to anather computer

- To set up a netwark, printer that is not attached to a print server,
“ll) uze the "Local printer’ option.

< Back I Mest > I Cancel |
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7) Select the Create a new port radio button.
8) Select Standard TCP/IP Port from the drop-down menu. Click Next (Figure 73).

Figure 73: Add Printer Wizard

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through parts,

Select the port you want your printer to use. | the port iz nat listed, you can create a
new port,

" Use the following paort; ILF'T1: [Recammended Printer Part) j

[ate; Most computers use the LET: port to communicate with & lozal printer.
The connector for thiz port should [ook samething like this;

* Create a new port;
Type of port;

Standard TCP/IP Port

For mare infarmation about creating printer ports, zee Printer Help.

< Back I MHest » I Cancel |

9) Inthe Add Standard TCP/IP Printer Port Wizard screen, click Next (Figure 74).
Figure 74: Add Standard TCP/IP Printer Port Wizard

Add Standard TCP/IP Printer Port Wizard |

‘ Welcome to the Add Standard
TCP/IP Printer Port Wizard

Thiz wizard helps you add a port for & netwaork, prinker.

Before continuing be zure that:

1. The device iz turned on.
2. The netwark, iz connected and configured.

To continue, click Mext,

< Back Cancel |
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10) Enter the IP address of the printer [from Appendix D: Blood Bank Configuration Checklist
(Blood Bank Hardware Information, Row 23)] in the “Printer Name or IP Address” field (the Port
Name field will populate automatically). Click Next (Figure 75).

Figure 75: Example of TCP/IP Settings

Add Standard TCP/IP Printer Port Wizard

Add Port

For which device do you want to add a port? @

e

Enter the Printer Mame or [P addiess, and a port name for the desired device.

Printer Mame or IP Address: I-l 0.3.21.150

Port Mame: |IF'_1 0.3.21.150

< Back I Mest » I Cancel

11) % Capture a screen shot. Click Finish (Figure 76).

Figure 76: Example of Review Settings

Add Standard TCP/IP Printer Port Wizard

‘ Completing the Add Standard
TCP/IP Printer Port Wizard

Tou have selected a port with the following characteristics.

SHMMP: YVes
Protocal: Ra, Port 9100
Device: 10.3.21.150

Part Mane: IP_10.3.21.150
Adapter Type: Hewlett Packard Jet Direct

To complete this wizard, click Finigh,

< Back
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12) To select a driver, click Have Disk (Figure 77). Note: If the site has chosen to use their own
printer [from Appendix D: Blood Bank Configuration Checklist (Printer)], use the driver supplied

by the site for Steps 13-15.
Figure 77: Add Printer Wizard

Add Printer Wizard

Install Printer Software

The manufacturer and model determing which printer software to uze,

3 _t, Select the manufacturer and model of paur printer. [F vour prinker came with an installation
Eﬁ dizk, click Hawve Dizk. [F paur printer iz not lizted, consulk your printer docurmentation for

compatible printer software.

Tell me why diver signing iz important

b anufacturer |;| Printers |:|
Agfa - S AGFA-ACEUS et vE2. 3 -
i'm” ¥ AGFAACoUSEtSF V52,3

Aﬁglg Sl AGFA-AccuSet 800

APS.PS ¥ AGFA-BecuS et BO0SF v52.3

ACT ll Bk amCa A Sk OONCE 0D A0S LI

Wiindows Update | Have Digh. . |

< Back

Cancel |

13) Enter \\10.3.21.77\HP\english\Win32_2000_XP_S2003\PCL6\. Select hpc9050c.inf. Click

Open (Figure 78).
Figure 78: Navigate to the Driver
Locate File
Look in: | |2 PCLE
- } hpc050c,inf
-

Recent

F
Desktop

%

ty Documents

%

ty Computer

‘:} File name: hpc3050c.inf
‘.

Ay Metwork, Files of type:

.
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14) Click OK (Figure 79).
Figure 79: Install From Disk

Install From Disk [Z|

Inzert the manufacturer's installation disk, and then
. T ak.
] make sure that the comect drive iz selected below.

Caricel

Copy manufacturer's files from:

|Z:'l,english'l,Dri'-.-'ers'l,'-.-'-.-'in32_2EIEIEI_><F‘_52EIEIS'I,PCLEu v| | Biowse..

15) Select HP LaserJet 9040 PCL 6. Click Next (Figure 80).

| Make sure that the 9040 driver is selected.

Figure 80: Add Printer Driver Wizard

Add Printer Wizard |

Install Printer Software
The manufacturer and model determing which printer software to use.

3 __l Select the manufacturer and model of vour prinker. | vour prinker came with an installation
E dizk., click Have Disk. If your printer iz nat lizted, consult your printer document ation for
compatible prinker software.,

Printers |
5 HP Laser)et 9050 PCL 6

*fHF Lazerlet 9040 PCL £

b This diver s digitally signed windows Update | HaveDisk.. |
Tell me why diver sighing iz impaorkant

< Back I Mewxt > I Cancel |
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16) For a single-division site, enter VBECS Printer as the printer name. For a multi-divisional site,
enter VBECS Printer and the site name (e.g., VBECS Printer Hines). Click Next (Figure 81).

Figure 81: Add Printer Wizard

Add Printer Wizard |

Hame Your Printer
rou must azzign a name to thiz prnter,

Type a name for thiz printer. Becauze some programs do not support printer and server
name combinations of more than 31 characters, it iz best to keep the name as short as
pozzible,

Printer narme:
WBECS Printer

< Back I Mest » I Cancel |

17) Click the Do not share this printer radio button. Click Next (Figure 82).
Figure 82: Add Printer Wizard

Add Printer Wizard

Printer Sharnng
Y'ou can share this printer with other network, uzers.

If you want to zhare this printer, pou must provide a share name. You can uze the
zuggested name or lppe & new one. The share name will be visible to other network
LISErS.

¢ Do niot share this prinkes
(" Share name: |YEELCSF

< Back I Meut » I Cancel
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18)

“> Print a test page to make sure the printer is working. Retain the test page for validation
records. Click Next (Figure 83).

Figure 83: Add Printer Wizard

Print Test Page
To confirm that the printer iz ingtalled properly. pou can print a test page.

Do pow want bo print & test page?
& Yes
" No

< Back I Mest » I Cancel |

19) '0 Capture a screen shot. Click Finish (Figure 84).

Figure 84: Example of a Completed Installation

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer ‘Wizard,
You specified the following printer settings;

M arne: WBECS Printer

Share name: <Mot Shared:

Port: IP_10.3.21.145

Model: HP Laserlet 9040 PCL 6
Default: es

Test page:  Yes

To cloge thiz wizard, click Finizh.

¢ Back Cancel |

20) For a multi-divisional site, repeat Section 3: Laser Printer for all printers in all divisions.
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Initials: Date:

21) (2] Log into Server 2 with your Windows ID.
22) Click Start, Control Panel, Printers and Faxes, Add Printer.
23) In the Add Printer Wizard screen, click Next (Figure 85).

Figure 85: Add Printer Wizard

Add Printer Wizard

Welcome to the Add Printer
@ Wizard

Thiz wizard helps you install a printer or make printer
cohhections.

* |f wou have a Plug and Play printer that uges USB
“ll) or a hat pluggable port such az IEEE 1394 or
infrared, you do not need to use this wizard. Attach
and turn an wour printer, and YWindows will install it
for you.

Faor more information about installing this type of
Plug and Play printer, zee Printer Help.

To continue, click Mext.

< Back

Cancel |

24) Make sure the Local printer attached to this computer radio button is selected.
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25) Uncheck the Automatically detect and install my Plug and Play printer check. Click Next
(Figure 86).

Figure 86: Add Printer Wizard

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which twpe of printer to et up.

Select the option that dezcribez the printer you want to use:

' Local printer attached ta this computer

r Butamatically detect and install my Plug and Flay printee

i network, printer, or a printer attached to anather computer

* To zet up a netwark printer that iz not attached to a print server,
“ll’) uze the "Local printer’ option.

< Back I MHest » I Cancel |

26) Select the Create a new port radio button.
27) Select Standard TCP/IP Port from the drop-down menu. Click Next (Figure 87).

Figure 87: Add Printer Wizard

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through parts.,

Select the port you want your prinker to use, |f the port iz naot listed, you can create a
riew pork.

= Use the follawing part ILF'T'I: [Recommended Printer Part) j

[Hate: Mozt computers uze the LET: port to communicate with & lozal printer.
The connestorn for this port shauld [ook samething like this:

¢ Create a new pork;

Type of port: Standard TCF/IP Port

For more information about creating printer porte, zee Prinker Help.

< Back I Meut > I Cancel
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28) In the Add Standard TCP/IP Printer Port Wizard screen, click Next (Figure 88).
Figure 88: Add Standard TCP/IP Printer Port Wizard

Add Standard TCP/IP Printer Port Wizard |

‘ Welcome to the Add Standard
TCP/IP Printer Port Wizard
_#

Thiz wizard helps you add a port for & network: printer.

Before continuing be zure that;
1. The dewvice iz turned on.
2. The netwaork, is connected and configured.

To continue, click Mexst.

< Back

Cancel |

29) Enter the IP address of the printer [from Appendix D: Blood Bank Configuration Checklist
(Blood Bank Hardware Information, Row 23)] in the Printer Name or IP Address field (the Port
Name field will populate automatically). Click Next (Figure 89).

Figure 89: Example of TCP/IP Settings

Add Standard TCP/IP Printer Port Wizard

Add Port
Far which device do you want to add a port? =

Enter the Printer Mame or IP address, and a port name for the desired device.

Pririter Mame or IP Address: |1 0321150

Fart Mame: ||P_1 0.3.21.150

< Back I Meut » I Cancel
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30) % Capture a screen shot. Click Finish (Figure 90).

Figure 90: Example of Review Settings

Add Standard TCP/IP Printer Port Wizard I

‘ Completing the Add Standard
TCP/IP Printer Port Wizard

1'ou have selected a port with the following charactenstics.

SHMF: Yes

Pratocal: Raw/, Paort 3100

Device: 10.3.21.150

Part Mame: IP_10.3.21.150

Adapter Type: Hewlett Packard Jet Direct

To complete thiz wizard, click Finizh,

< Back Cancel I

31) To select a driver, click Have Disk (Figure 91). Note: If the site has chosen to use their own
printer [from Appendix D: Blood Bank Configuration Checklist (Printer)], use the driver supplied
by the site for Steps 32-34.

Figure 91: Add Printer Wizard

Add Printer Wizard

Inztall Printer Software
The manufacturer and model determine which printer software to use.

Y Select the manufacturer and model of your printer. [f wour prinker came with an installation
lsed  dizk, click Hawve Dizk. [F your printer iz not lizted, consult your printer documentation for
compatible pinter zoftware.

bl anufacturer |:| Frinters |;|
Agfa — 5 AGFA-BecuSet v52 3 -
ilp;m SF ABFA-AccuSelSF 52 3

AEpIe S AGFAAccuSet 800

APSPS Gk AGFA-AccuSet BO0SF V523

ACT LI ‘..L-..'..*J'\I'_‘I:Jt RPN N T [ [l sl T B M W i [} LI

gF This driver is digitally signed. Windaws Update | Have Disk... |
Tell me why driver signing is important

¢ Back Cancel |
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32) Enter W10.3.21.77\HP\english\Win32_2000_XP_S2003\PCL6\. Select hpc9050c.inf. Click
Open (Figure 92).

Figure 92: Navigate to the Driver

Locate File @

Lok jr: | (3 PLLE ¥ O @

U

\$

My Documents

ty Computer
File harme: |hpu:EIUED-:.inf hd | I Open ]
kdy Mebwark Filez of bwpe:

33) Click OK (Figure 93).
Figure 93: Install From Disk

Install Erom Disk f'5__<

[nzert the manufacturer's installation dizk, and then
o make zure that the comect diive iz selected below.

Caricel

Copy manufacturer's files from:

|Z:'l,english'l,Dri'-.-'ers'l,'-.-'-.-'in32_2EIEIEI_><F‘_52EIEIS'I,PCLEu v| | Biowse..
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34) Select HP LaserJet 9040 PCL 6. Click Next (Figure 94).
Figure 94: Add Printer Driver Wizard

Add Printer Wizard |

Install Printer Software
The manufacturer and model determing which printer software to use.

j Select the manufacturer and madel of paur prinker. [F paur prinker came with an installation
[ dizk, click Have Disk. |f vour prinker iz naot lizked, consult pour prinker documentation for
compatible printer software.

Printers |
S HF Laser)et 9050 FCL 6

.....

*§HP Lazerlet 9040 PCL 6

S This diiver is digitally signed. ‘Windows Update | Have Dizk... |
Tel me why diver zigning iz imporkant

¢ Back I MHewt > I Cancel |

35) For a single-division site, enter VBECS Printer as the printer name. For a multi-divisional site,
enter VBECS Printer and the site name (e.g., VBECS Printer Hines). Click Next (Figure 95).

Figure 95: Add Printer Wizard

Mame ¥ our Printer
You muzst azzign a name to this prinker.
Type a name for this printer. Because zome programs do not support prinker and server
name combinations of maore than 31 characters, it is best to keep the name az short as
pozzible.
Frinter name:
WBECS Printer
< Back I Mest » I Cancel |
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36) Click the Do not share this printer radio button. Click Next (Figure 96).

Figure 96: Add Printer Wizard

Add Printer Wizard

Printer Sharing
Y'ou can share this printer with other network, uzers.

If wou want to share thiz printer, you must provide a share name. 'ou cah use the
zuggested name or lwpe a new one. The share name will be visible to other network,
LZErE,

* Do rot share this prinker

" Share name:  [YBECSFr

< Back I Heut » I Cancel |

records. Click Next (Figure 97).
Figure 97: Add Printer Wizard

Add Printer Wizard

Print Test Page
To conbirm that the printer i installed properly, you can prnt a test page.
Do you want ko print a test page?
" Mo
< Back I Mest > I Cancel |
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38) - Capture a screen shot. Click Finish (Figure 98).

Figure 98: Example of a Completed Installation

Add Printer Wizard

Completing the Add Printer
Wizard

“ou have successfully completed the Add Printer Wizard,
'ou specified the following printer zettings:

M ame: WBECS Printer

Share name:  <Mot Shared:

Part: IP_10.3.21.149

Model: HF Laserlet 9040 PCL B
Default Tes

Testpage: es

To cloze this wizard, click Finish.

< Back Cancel |

39) For a multi-divisional site, repeat Section 3: Laser Printer for all printers in all divisions.

Initials: Date:

4 Verify the CD
To verify the contents of the VBECS Installation CD:

1) OLog into Server 1 with your Windows ID.
2) Click Start, Run. Enter cmd and click OK (Figure 99).

Figure 99: Example of Running a Command Prompt
Run 21|

— Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Qpen: | A j

(] 4 I Zancel | Browse. .. |

3) Enter c: and press Enter (Figure 100).

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0
Installation Guide Version 3.0

Page 70



4) Enter cd c:\temp and press Enter (Figure 100).
Figure 100: Example of Changing Directory

¢+ [Command Prompt

Microzoft Windows [Uersion 5.2.37981
CC» Copyright 1785-2803 Microsoft Corp.

Mzt

C:nrod cistemp
Cistemp

5) Enter dir /s > c:\temp\filecontentsmmddyy.txt and press Enter (Figure 101). “mmddyy”
represents the current date.

Figure 101: Example of Creating File Contents

e |COWINDOWS  system32h cmd.exe

Microzoft Windows [Uersion 5.2.37981
CC» Copyright 1785-2803 Microsoft Corp.

Mzt

C:nrod cistemp

Cistemprdir sz > Cistempsfilecontents@72588 . txt_

6) Click X in the upper right corner to close the command prompt.
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7) Click Start, Windows Explorer. Navigate to the c:\temp folder (Figure 102).

Figure 102: Temp Folder

@ C:\temp M=l E3

File Edit ‘iew Favorites Tools  Help ‘ .-','
(JBack ~ ) - b | ' Search |[= Folders | = | -
Address [ Citemp j Go
Folders X || Mame = | size | Tvpe | Date Maodified I
(2 Deskiap (a| | EDAvial Fonts File Folder 7/14/2008 5:30 PM £
) My Documents L Backup File Folder F[27/2008 7124 PM
= 5 My Computer ) Cluster File Faolder 7/14/2008 5:30 PM
b 3% Floppy (a0 [ Crystal reports File Folder 71142008 5:25 PM £
= < Local Disk (1) ChDatabase File: Folder 7i27/2008 7:24 PM
3 CD Verification () Drivers For YBECS prinker File Falder 71142008 5:25 PM £
L compag [(install_lags File: Folder 71142008 5:25 PM
0 CPOSYSTEM | I 5ervices File Folder FI2TI2008 7124 PM
) Documents and Setki Caspl File Falder FI14/2008 5:25 PM
lfl hp C150L2000_5P4 File Folder 7114)2008 5:27 PM £
3 Program Files Z25QL Server 2000 File Folder 7/14/2008 5:30 PM
= 157 kemp [_IYBECS Installakion File Folder FIZTI2008 7124 PM
) &vial Fonts [ Wirusscana0 . File Folder Fl14)2008 5:30 PM £
3 Backup E] fileconbents072508,txt | 23 KB Text Document FI2512008 11:30 AM £
I3 Cluster install.l:lat 37KE  Windows Batch File 711912008 10:59 4M £
il Crystal reF'C'rtS_ILI Install_'l.-'BECS.l:lat 3KE  Windows Batch File FI19J2003 10:59 AM £
a | o

8)
9)

Double click the filecontentsmmddyy.txt file.
Compare the contents of this file with the contents of Appendix I: VBECS Installation CD

Contents. Exclude date and time for folders and files. If the contents do not match, contact the
IM immediately (see Appendix A: Contacts).

10) Print the file for validation records. Label the printout with the server name.

nitials:

11) @Log into Server 2 with your Windows ID.
12) Click Start, Run. Enter cmd and click OK (Figure 103).

Figure 103: Example of Running a Command Prompt

Qpen:

Type the name of a program, Folder, document, or
Interrnet resource, and Windows will open it far you,

2x

o]

=~

Cancel | Browse, ., |

Date:

April 2009
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13) Enter c: and press Enter (Figure 104).
14) Enter cd c:\temp and press Enter (Figure 104).

Figure 104: Example of Changing Directory

¢ |Command Prompt

Microsoft Windows [Uersion 5.2.37981
(C» Copyright 1785-2883 Microsoft Corp.

Mz~ s

Ciwrod cistemp
Cistempl

15) Enter dir /s > c:\temp\filecontentsmmddyy.txt and press Enter (Figure 105). “mmddyy”
represents the current date.

Figure 105: Example of Creating File Contents

WINDOWS system 32 cmd.exe

Microzsoft Windows [Uersion 5.2.37981
C(C>» Copyright 1785-28A3 Microsoft Corp.

M:~>c:
Ciwrod cistemp

Cisntemprdir sz > GCistempsfilecontentsA72588. txt

16) Click X in the upper right corner to close the command prompt.
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17) Click Start, Windows Explorer. Navigate to the c:\temp folder (Figure 106).
Figure 106: Temp Folder

File Edit Miew Favorites  Tools  Help ‘ '{}l
QBack - O ~ ¥ | A Search |75 Folders | & [ X ) | -
Address I]j C:\kemp j Go
Folders X | | Mame = |_size | Type | Date Modified [ ¢
(B} Deskrop | | Eoérial Fonts File Folder 7/14[20085:30PM
5 My Documents (CDBackup File: Folder 71272008 7124 PM
= Jl My Computer ) Clusker Filz Folder 7/14/2008 5:30 PM
S 3% Floppy (A2 CCrystal reports File Folder 7/14/2008 325 PM £
[ % Local Disk (C:) C)Database File Folder 7|27[2008 7124 PM
5 €D Verification [Z1Drivers for YBECS printer File Falder 71142008 5:25 PM £
£ compag Chinstall_lags File Falder 7/14/2005 5:25 PM
L) CPQSYSTEM — | I5ervices File Folder 712712008 7124 PM
[5) Documents and Setti Chspl File Folder 71142008 5:25 PM
= hp [J30QL2000_5P4 Filz Folder 7/14/2008 5:27 PM £
(=1 Program Files [)50L Server 2000 Filz Folder 71142005 5:30 PM
E £ temp [CZIWBECS Installation File Folder 71272008 7124 PM
£ Avial fonts [virusScanen . File Folder 7/14/2008 5:30 PM £
5 Backup E]EFiIecu:untentsD?25D8.txt i 23KB Text Document 7/25/2005 11:30 AM £
L3 Cluster install.bat 37TKE  Windows Batch File 7119/2005 10:59 AM £
) Crystal reports ™ Install_‘v’BECS.bat 3KE  Windows Batch File 7/19/2003 10:59 AM £
1] | » 4| | ]

18) Double click the filecontentsmmddyy.txt file.

19) Compare the contents of this file with the contents of Appendix I: VBECS Installation CD
Contents. Exclude date and time for folders and files. If the contents do not match, contact the IM
immediately (see Appendix A: Contacts).

20) Print the file for validation records. Label the printout with the server name.

Initials: Date:

Before Moving to the Next Step:

e Make sure that:
o The servers were configured with IP addresses and names.
o The HP printer(s) was added to both servers.
o The printers are configured with IP addresses.

Install and Configure VBECS

VBECS runs entirely on the server. This section covers installation of Cluster Services, SQL Server and
VBECS on the server.

1 Cluster Service

To provide redundancy if a server fails, Cluster Service stores critical data on a shared storage device. To
configure this shared storage:
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1) © Sshut down Server 1: click Start, Shut Down. Select Shut down (do not select the Install
updates and shut down option). Enter cluster install in the Comment field and click OK. Click
Yes in any confirmation messages.

2) @ shut down Server 2: click Start, Shut Down. Select Shut down (do not select the Install
updates and shut down option). Enter cluster install in the Comment field and click OK. Click
Yes in any confirmation messages.

233 . . . .
L 1 Failure to shut down the servers will cause the cluster configuration to fail!

3) Instruct server support staff to complete Steps 4-31.

4) To turn on the shared storage device, press the power button (Figure 107):
Drives 1-4 s “Data”

Drive 5 as “Hot Spare”

Drives 6 and 7 as “Quorum”

Drives 8 and 9 as “Logs”

Figure 107: Shared Storage

Controller 1 -’ s LTI
~ — - A LITTIT
LU L

Controller 2

Disks

Power Button

5) © When “Startup Complete” appears on both controllers (Figure 108), turn on Server 1.
Figure 108: Startup Complete
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Watch the startup sequence of the server. The array configuration utility appears twice: once for the
server discs [6i Controller (G4 server) of P400 Controller (G5 server)] and again for the shared storage
(642 Controller). Ignore the first instance of the “Press <F8> to run the Optional ROM Configuration for
Array Utility ” message. At the second instance of the message, press F8 to configure the shared storage
(Figure 109). If you miss the prompt, restart the server and repeat this step.

Figure 109: Press F8

b Hewletti-Packard Development Company, L.P

Processor 1 initialized at 3.80 CHz/800 MHz(2MB L2)
Processor 2 initialized at 3.80 CHz/800 MHz(2MB L2)

Advanced Memory Protection Mode: Advanced ECC Support
Redundant ROM Detected - This system contains a valid backup system ROM.

Integrated Lights-Out 1.87 Aug 10 2886 <IP unknown>

Slot 8 HP Smart Array 6i Conmtroller (64MB, v2.68) 1 Logical Drivd
Slot 1 HP Smart Array 642 Controller (64MB, v2.58) 3 Logical Drive

Press <F8> to run the Option ROM Configuration for Arrays Utility
Press <ESC> to skip configuration and continue

"~ HPTFT7600

6) The array configuration utility will launch. Make sure that the screen lists the controller as the HP
Smart Array 642. If it refers to the Smart Array 6i or P400 controller, press Escape to exit.
Restart the server and return to Step 7.

7) Select Delete Logical Drive and press Enter.

8) If “There are no available logical drives” appears in the next screen, press Escape to exit and
continue with Step 11.

9) If there are logical drives, select them and press F8 to delete them. Press F3 to confirm the
deletion.

10) Repeat Steps 7 through 9 until all logical drives are deleted.
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11) Select Create Logical Drive and press Enter (Figure 110).
Figure 110: Smart Array 642

(6D |

HP Seart Array 642, slot |
al fArray Controller |

in Memu

View Logical Prive
i lete Loagical Priwve

12) Under Available Physical Drives, press the space bar to place an “X” to the left of the first four
drives, and remove “X” from all remaining drives.

13) Press Tab to move to the RAID Configurations menu. Use the arrow keys to place an “X” to the
left of RAID 5.

14) Press Tab to move to the Spare menu. Press the space bar to place an “S” to the left of “Use one
drive as spare.”
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15) Verify that the screen matches Figure 111. Press Enter to create the logical drive (Figure 111).
Figure 111: First Logical Drive

(D

Configuration for Arrays, version 2.608
bBS Hewlett-Packard Development Company, L.p

itroller: HP Smart Array 642, slot 1
ternal Array Controller 1

flvai lable Physical Drives RAID Configuration
1, Bani o215 [ 1 RAID 6 (ADG)

IE‘“‘ 20 : [X1 RAID 5
!‘:-.au - ) . [ 1 RAID 1+8
Bay 1, . [ 1RAID B

Bay

bay

onfiguration options use the HP Array Ut

16) In the confirmation window, press F8 to save the configuration.

17) When the “configuration saved” message appears, press Enter to continue.

18) Select Create Logical Drive and press Enter (Figure 110).

19) Under Available Physical Drives, press the space bar to place an “X” to the left of the first two
drives, and remove the “X” from all remaining drives. (Use the Tab key if you need to navigate
between menus).

20) Press Tab to move to the RAID Configurations menu. Press the space bar to place an “X” to the
left of RAID 1+0.
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21) Verify that the screen matches Figure 112. Press Enter to create the logical drive (Figure 112).
Figure 112: Second Logical Drive

A

ett-Packard Deve lopment Company, L.F

roller: HP Smart Array 642, slot 1
ternal Array Controller 1
lable Physical Drives= RAID Configuration
Bay 6, 72.8 GB [ 1 RAID 6 (ADG)
Bay 7, 72.8 GB [ 1 RAID S
1, Bay 8, 72.8 GB [X] RAID 1+8

'Box 1, Bay 9, 72.8 GB [ 1RAID B

pare
[ 1 Use one drive
aximum Boot partiti
[X] Disable (4 ax im
[ 1 Enable CB m

croll E (
configuration options use the HP Array Configuratioh

22) In the confirmation window, press F8 to save the configuration.

23) When the “configuration saved” message appears, press Enter to continue.

24) Select Create Logical Drive and press Enter (Figure 110).

25) Under Available Physical Drives, press the space bar to place an “X” to the left of both drives.

26) Press Tab to move to the RAID Configurations menu. Press the space bar to place an “X” to the
left of RAID 1+0.
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27) Verify that the screen matches Figure 113. Press Enter to create the logical drive (Figure 113).
Figure 113: Third Logical Drive

3

for Rrreays ., vwrsion 68

Hewiett-Packard Peve lopment Company. L.V

HP Seart frray 842, siot 1
Mrray Controller |

e
Fhysical Prives ID Configurat

RRID & (ARe)

28) In the confirmation window, press F8 to save the configuration.
29) When the “configuration saved” message appears, press Enter to continue.
30) Select View Logical Drive and press Enter. Verify that the configuration matches Figure 114.

Figure 114: Array Configuration

ewlett-Packard Development Company,

|ler: HP Smart Array 642, slot 1
rnal Array Controller 1

—————————————fiva i lable Logical Drives
Eal Drive # 1, RAID S5, 203.5 GB, with online spare
Drive # 2, RAID 1+8, 67.8 GB,

Drive # 3, RAID 1+8, 67.8 GB,
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31) Press Escape twice to exit the array configuration utility. Notify the Remote Install Team to
continue the installation.

Initials: Date:

32) (1] Log into Server 1 with your Windows ID.

33) Click Start, Administrative Tools, Computer Management. Select Storage, Disk
Management.
34) In the Initialize and Convert Disk Wizard screen, click Next (Figure 115).

Figure 115: Configure the First Disk

Initialize and Convert Disk Wizard x|

Welcome to the Initialize and
Convert Disk Wizard

Thig wizard helpz you to intialize new dizks and to conwvert
empty basic disks to dynamic dizks.

Y'ou can use dynamic disks to create software-bazed
vaolures that can be mirrared, or they can be stiped ar
zpanned acrozz multiple disks. You can alzo expand
zingle-dizk, and spanned volumes without having to restart
the computer.

After pou convert a disk to dynaniic, you can only use
Windaws 2000 and later wersions of Windows on any
volume of that disk.

To continue, click Mext.

< Back Cancel |
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35) Make sure all disks are selected. Click Next (Figure 116).
Figure 116: Initialize Disks

Initialize and Convert Disk Wizard

Select Dizks to Initialize
ou must initialize a disk before Logical Disk Manager can access it ,

Select one or more dizks to initialize.
Digksz:

[wl: Drisk, 1

Disk 2

Dizk 3

< Back I Mest » I Cancel |

36) Make sure none of the disks are selected. Click Next (Figure 117).

33

> . : . -
L 1 Do not configure the disks as dynamic: the cluster will fail.

Figure 117: Initialize and Convert Disk Wizard

Initialize and Convert Disk Wizard

x|

Select Disks to Convert
The disks pou zelect will be converted ta dynamic disks. :

Select one or more disks to convert:
Dizks:

[JiDiigk 1

] Disk 2

[] Disk 3

< Back I Mest » I Cancel
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37) Click Finish (Figure 118).
Figure 118: Initialize and Convert Disk Wizard

ialize and Convert Disk Wizard x|

Completing the Initialize and
Convert Dislc Wizard

You have successfully completed the Initialize and Cornvert
Dk 'wizard.

Y'ou zelected the following settings:

Intiahze to MBR; Dizk 1, Digk 2, Digk 3
Cotvert: Mone

To cloge thiz wizard, click Finish,

< Back I Finizh I Cancel |

38) To start the New Partition Wizard, right click (in white area) Disk 1. Click New Partition (Figure

119).
Figure 119: Computer Management
5 Computer Management e g
=] Fle Action Wiew Window  Help | 121 x]
e~ |BHE| 2| [0
Q Computer Management (Local) Yolurme | Lavauk | Twpe | File Syskem | Skatus | apacit | Free Space | %
Eﬁs System Tools =D (C:) Partition Basic NTFS Healthy (Syskem) 33.91GE 28.02GE &2
@ Ewent Yiewsr 4| | _.I
[+-5] Shared Folders
+|- 47 Local Users and Groups Bpisk 0 1=
{| Performance Logs and Alert: | Basic (c:)
2 Device Manager 33,91 GB 33.91 GE MTFS
[—]@ Storage online Healthy (Svstem)
+ a3 Removable Starage
i Disk Defragmenter BE_D'Sk 1
. asic
, [.)lsk Managen'!ent_ 303,50 GE 450 o
[]--& Services and Applications online Unallocated Tee————
Properties —|
ZPDisk 2 | el
Basic aen
67,83 GB 67.83 GE —
Cnline Unalliocated
ZPDisk 3 I
Basic
67,53 GB 57.83 GE
Online Unallocated
1| | _;I B Unallozated [l Frimary partition _1
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39) Click Next (Figure 120).
Figure 120: New Partition Wizard

New Partition Wizard x|

Welcome to the New Partition
Wizard

Thiz wizard helpz you create a partition on a basic disk.

& bazic dizk iz a physical disk that contains primary partitions,
extended partitionz, and logical dives.

Partitiong created on Magter Boot Record [MEBR] dizks can
be acceszed fram any version of Windows ar M5-DOS.

Partitions created an GUID Partition Table [GPT] disks can
only be acceszzed from Windows Server 2003 Service Pack
1 or later, or from any B4-bit version of Windows.

To continue, click Mest,

Cancel |

40) Make sure the Primary partition radio button is selected. Click Next (Figure 121).
Figure 121: New Partition Wizard

New Partition Wizard |

Select Partition Type
There are three types of partitions: primary, extended, and logical. ,

Select the partition you want to create:

' Extended partition

| Logical dive

— Description

A primary partition is a waolume you create using free space on a basic digk.
Windows and other operating systems can start from a primary partition. v'ou can
create up to 128 primary partitions on a GPT basic disk. On a M aster Boat
Record [MER] basic dizk. you can create up to faur primary partitions or three
primary partitions and an extended partition.

< Back I Mest = I Cancel
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41) Keep the default partition size. Click Next (Figure 122).
Figure 122: Example of Partition Size

MNew Partition Wizard E

Specify Partition Size
Chooze a partition size that is between the masimum and minimum sizes. ,

Maxium disk space in megabytes (MB]: 208382
Minimurn disk space in MB: 8

Eartitian size in ME: -
Partition gize in 208387 =

< Back I Mewut » | Cancel |

42) Leave “D” (default) as the drive letter. Click Next (Figure 123).

Figure 123: New Partition Wizard
x|

Aszszign Drive Letter or Path
For easier access, pou can assign a drive letter or drive path to wour partition, ,

o irzzign the following diive letter:

£ Mount in the following empty HTFS folder:

ID vI
I Browze... |

" Do not assign a dive lstter or dive path

< Back I Meut » I Cancel
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43) Enter DB Data in the Volume label field. Keep defaults for others (NTFS for “File system” and
Default for “Allocation unit size™). Click Next (Figure 124).

Figure 124: New Partition Wizard

New Partition Wizard x|

Format Partition
To store data on this partition, you must formnat it first, ,

Chooze whether you want to farmat thiz partition, and if 2o, what settings you want to use.

™ Do niot format this partition

%' Format thiz partition with the following settings:

File zystemn: INTFS j
Allocation unit zize: IDefauIt j
Yolurne label: IDB Data

™ Perform a quick format

™ Enable file and folder compression

< Back I et > I Cahczel |

44) % Capture a screen shot. Scroll down to capture all text and take 2™ screen shot. Click Finish
to complete (Figure 125).

Figure 125: New Partition Wizard
Mew Partition Wizard

Completing the New Partition

g Wizard
You have successfully completed the Mew Partition \Wwizard.

ou zelected the following settings:

Partibion wpe: Pimany partibion A
Dizk. gelected: Disk 1

Fartition gize; 208382 MB

Dirivve letter or path: O

File systerm: MTFS

Allocation unit size: Default

Yolumme label DB Data _I
Moirk format Ma x

To close this wizard, click Finizh.

< Back I Finizh I Cahczel |

Initials: Date:
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45) To start the New Partition Wizard, right click (in white area) Disk 2. Click New Partition (Figure
126).

Figure 126: Computer Management

Dcomputervomagement ————_______________________mER
g File Action Wew ‘Window Help |_|- =] %]
e BE 2 0 E
E Carputer Management (Local) Valume Layaut | Type | File Syskem | Skatus | Capacit: | Free Space |:|
Em System Tools =D (1) Partition Basic MTFS Healthy {System) 33,91 GE 28,02 GB -
@ Event Viewsr Ol »

(-4 Local Users and Groups E5Disk 0 =
g Performance Logs and Alert: | Basic (@
b Device Manager 33.91 GB 33.91 GB NTFS
[_]@ Storage Cnline Healthy {Systemm)
e

=3 Removable Storage
Disk Defragmenter ZFDisk 1

% Shared Folders

Loy EBasic New Yolume (D:)
- Disk Management:
> gemert 203.50 GB 203,50 GE NTF3

-8 Services and Applications Online Healthy
EPDisk 2 I
EBasic
67,83 GB 67,55 56 —
Online Unallocated Iew Partition. ..
Spisks M Frovertes
Basic
67.63 G 67.83 G Sl
Crline Unallocated

-
«| | _;I B Unallocated Wl Primary partition

46) Click Next (Figure 127).
Figure 127: New Partition Wizard

New Partition Wizard x|

Welcome to the New Partition
Wizard

Thiz wizard helpz you create a partition on a basic disk.

& bazic dizk iz a physical disk that contains primary partitions,
extended partitionz, and logical dives.

Partitiong created on Magter Boot Record [MEBR] dizks can
be acceszed fram any version of Windows ar M5-DOS.

Partitions created an GUID Partition Table [GPT] disks can
only be acceszzed from Windows Server 2003 Service Pack
1 or later, ar from any B4-bit verzion of Windows.

To continue, click Mest,

< Back

Cancel |
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47) Make sure the Primary partition radio button is selected. Click Next (Figure 128).
Figure 128: New Partition Wizard

New Partition Wizard - x|

Select Partition Type
There are three types of partiions: primary, extended, and logical. ,

Select the partition pou want to create:

{™ Extended partition

& Logical drive

— Description

A primary partition is a valume you create using free space on a basic disk.
YWindows and other operating systerns can start from a prirary partition. Y'ou can
create up to 128 primary partitions on a GPT basic disk. On a M aster Boot
Record [MER] bazic disk, you can create up to four primary partitions or three
primary partitions and an extended partition.

< Back I et = I Cancel

48) Keep the default partition size. Click Next (Figure 129).
Figure 129: Example of Partition Size

MNew Partition Wizard E

Specify Partition Size
Chooze a partition size that iz between the mawimurmn and minimun sizes. ,

Maxium disk space in megabytes (MB]: E3460
Minimurn disk space in MB: 8

Bartition gize in MEB:

< Back I Mewut » I Cancel

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 88
Installation Guide Version 3.0



49) Change the drive letter to “Q” (Figure 130). Click Next.
Figure 130: New Partition Wizard

MNew Partition Wizard E

Assign Drive Letter or Path
Faor easier access, you can assign a dive letter or drive path to pour partition. ,

& Agsign the following drive letter:

= Mount i the following empty MTFS folder:

=
Browse... |

= Do not assign a drive letter or drive path

< Back I Mewut » I Cancel |

50) Enter Quorum in the Volume label field. Keep defaults for others (NTFS for “File system” and
Default for “Allocation unit size”). Click Next to accept all other defaults (Figure 131).

Figure 131: New Partition Wizard

New Partition Wizard [ x|

Format Partition
To store data on this partition, wou must farmaat it first, ,

Choosze whether you want to format this partition, and if zo, what zettings you want to use.

Do not format this partition

&' Format thiz partition with the following settings:

File spstem: I MTFS j
Allocation unit zize: IDefauIl j
Wolume label: Iﬂunrurrl

[ Petform a quick format

[ Enable file and folder compression

< Back I Ment » I Cancel
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51) % Capture a screen shot. Scroll down to capture all text and take 2™ screen shot. Click Finish
to complete (Figure 132).

Figure 132: New Partition Wizard

MNew Partition Wizard E

Completing the New Partition

g Wizard

You have succezsiully completed the Mew Partition ‘Wizard,

You zelectad the following settings:

Dizk. zelected: Disk 3

Partition zize: 69460 MEB

Drrive letter or path: Q:

File gpztem: MTFS

Allocation unit size: Default

Yolume label; Quorum LI

Muirk Farrnak Me

To cloze this wizard, click Finish.

< Back I Finish I Cancel |

Initials: Date:
52) To start the New Partition Wizard, right click (in white area) Disk 3. Click New Partition (Figure
133).
Figure 133: Computer Management

g File Action Yiew Window Help | =&
EREEIENEE
g Computer Management (Local) Yolume | Layouk | Type | File: System | Skakus | Capacit: | Free Space | -
Em System Tools =D (C:) Partition  Basic  MTFS Healthy (System)  33.91 GBE  28.02 GB -
-] Event Viewer 4| | 3
S Shared Folders
-
Local Users and Groups ZDisk 0 15
Petformance Logs and Alert: | Basic )
2, Device Managet 33.91 GE 33,91 GB MTFS
£ &g Storage Online Healthy {Systern)
+-{23 Removable Storage
A Disk Defragmenter ?_DiSk 1
_____ Cly a5ic New ¥olume {D:)
& Disk Management 203,50 GB 203,50 GB NTFS
[]--& Services and Applications online Healthy
&¥pisk 2
Basic Guorum (Q:)
6?'.83 GE 67,83 GB NTFS 2
COnline Healthy
&Ppisk 3 . |
Biasic
67,83 GB 67,83 GE
Online Unallocated ErapEiEs
-
< | »1| M Unallocated [l Primary partition Help
April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 90

Installation Guide Version 3.0



53) Click Next (Figure 134).
Figure 134: New Partition Wizard

Mew Partition Wizard

Welcome to the New Partition
Wizard

Thiz wizard helpz you create a partition on a basic disk.

& bazic dizk iz a physical disk that contains primary partitions,
extended partitionz, and logical dives.

Partitiong created on Magter Boot Record [MEBR] dizks can
be acceszed fram any version of Windows ar M5-DOS.

Partitions created an GUID Partition Table [GPT] disks can
only be acceszzed from Windows Server 2003 Service Pack
1 or later, or from any B4-bit version of Windows.

To continue, click Mest,

Cancel |

54) Make sure the Primary partition radio button is selected. Click Next (Figure 135).

Figure 135: New Partition Wizard

Mew Partition Wizard

Select Partition Type
There are three types of partitionsz: primarny, extended, and logical

Select the partition vou want to create:;

" Estended partition

' Logical drive

— Desgcription

A primary partition iz a volume pou create uzing free space on a basic disk.
YWindows and other operating systems can start from a primary partition. v'ou can
create up ko 128 primary partitions an a GPT bazic dizk. On a Master Boot
Record [MER] basic digk. you can create up to four primary partitionz or three
primarny partitionz and an extended partition.

¢ Back I et = I Cancel
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55) Keep the default partition size. Click Next (Figure 136).
Figure 136: Example of Partition Size

MNew Partition Wizard E

Specify Partition Size
Chooze a partition size that is between the masimum and minimum sizes. ,

Maxium disk space in megabytes (MB]: E3460
Minimurn disk space in MB: 8

Bartition gize in MEB:

< Back I Mewut » I Cancel

56) Change the drive letter to “L” (Figure 137).
Figure 137: New Partition Wizard

New Partition Wizard [ x|

Aszszign Drive Letter or Path
For easier acoess, you can aszigh a drive letter or drive path bo your partition, ,

% Assign the following drive letter:

" Mount in the following empty HTFS folder:

v
Browse,.. |

€~ Do nat assign a drive letter or drive path

< Back I Ment » I Cancel
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57) Enter DB Log in the Volume label field. Keep defaults for others (NTFS for “File system” and
Default for “Allocation unit size™). Click Next to accept all other defaults (Figure 138).

Figure 138: New Partition Wizard

New Partition Wizard

Format Partition
To stare data on this partition, wou must farmat it first. ,

Choose whether vou want bo farmat thiz partition, and if o, what settings you want o use.

€ Do not farmat this partition

* Format thiz partition with the following settings:

File spstem: INTFS j
Allocation unit size: I Diefault j
Yolume |abel: IDB Log

™ Perform a quick format

[ Enable file and folder compression

¢ Back I Mest » I Cancel |

58) % Capture a screen shot. Scroll down to capture all text and take 2™ screen shot. Click Finish
to complete (Figure 139).

Figure 139: New Partition Wizard

New Partition Wizard

Completing the New Partition

eer
You have successfully completed the Mew Partition ‘wizard.

You selected the following settings:

Fartition tupe: Primary partition S
Dizk selected: Disk 3

Partition size: BI460 ME

Dirive letter or path: L:

File systern: MTFS

Allacation urit size: Default

Yolume label: DB Log

Choick Ferenat Ma ;I

To cloze thiz wizard, click Finish,

< Back I Finizh I Cancel |

Initials: Date:
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BO Verify that the screen is similar to Figure 140 (disk sizes may vary). Wait for the formatting
to complete. Capture a screen shot.

Figure 140: Example of Disk Management

3 Computer Management

Bl File aAction View window Help ‘;Iilﬂ

o @m0

Computer Management (Local) Walume | Layout | Type | File System | Status | Capacit
|51 iy System Tools =y Farbtion Basic NTFS Healthy (System) 67,82 Gt
@ Event Yiewer SIDE Data (D0} Partition  Basic  NTFS Healthy 203.5...
: Shared Folders S8 Log (L) Partition Basic NTFS Healthy 67,83 Gt

%4 Local Users and Groups Sihp Laserdet 9040 (Z:) Parbtion Basic CDFS Healthy 495 MB
i Performance Logs and Alert: | =aey orim (1) Parttion Basic NTFS Healthy 67,63 Gt
7 Device Manager
i storage
- b d
= Removable Storage I | >
4 Disk Defragmenter o
' S &PDisk 0 o
= Disk Management Basic =)
33 Services and Applications 67.82 GB ET.éZ &E NTFS
Online Healthy (System)
Z¥Disk 1
Easic DE Data (D:)
203.50 GB 203.50 GB NTFS
Qnline Healthy
&pisk 2 I
Biasic Quorum (Q:)
67-_33 GE 67.83 GB NTFS b
Online Healthy
ZDisk 3 I
Eiasic DB Log (L:)
67._83 GE 67.53 GB NTFS
online Healthy
-
| | ﬂ W Frimary partition 41

Configure Network Access for the Distributed Transaction Coordinator

1) Click Start, Control Panel, Add or Remove Programs.
2) Click Add/Remove Windows Components (Figure 141).

Figure 141: Add or Remove Programs

8 Add or Remove Programs =]

Currently installed programs: [T Show updates Sort by: IName vI

{5 CrystalSetup2003

wour compute,

HF Array Configuration Liklity

HF Array Configuration Ukilicy LI Size 3.74ME |
E HP Array Diagroskic ke Size 3.20ME
ﬁ! HF Insight Diagnostics Online Edition for Windows Size  28.34MB
@ HP Insight Managemeank Agents
HF Lights-Cut Online Configuration Utiliky Size 0.33ME -
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3) Select Application Server (do not check the check box). Note that Accessories and Utilities will

already be checked. Click Details (Figure 142).
Figure 142: Windows Components Wizard

Windows Components Wizard E3

Windows Components
Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox, & shaded bos means that only
part of the component will be installed. To zee what's included in a component, click
Dretails.

Components:
Accessories and Utilities

M 7§ Application Server

[ [ Certificate Services 1.4 MB
[ 3 E-mail Services 1.1 MB
[] @4 Fan R ervines 7AMR ;I

Description:  Includes ASP.MET, Intermet Infarmation Services (IIS], and the
Application Server Console.

Tatal disk space required: 4.4 MB Detaiks |
Space available on dizk: 28B30.E MB —

< Back I Mext » I Canhcel | Help

4) Check the Enable network DTC access check box. Click OK (Figure 143).

Figure 143: Application Server

Application Server

To add or remowe a component, click the check box. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

O % épplication Server Console 0.0 MB ;I
[ B ASPNET 0.0 B
| @ Enable network, COM+ access 0.0 MB

§G Ena DTC :
O % Internet Information Services (115)
[] = Meszage Queling E.5 MB

0.0 MB

Description: Allow pour DTC pracess to participate in network tranzactions.

Total disk space required: 4.4 MB Details... |
Space available on dizk; 286906 MB
(0] I Cancel |

]|
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5) Application Server is now checked. Click Next (Figure 144). Wait for the components to be
installed.

Figure 144: Windows Component Wizard

Windows Components
Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox, & shaded bos means that only
part of the component will be installed. To zee what's included in a component, click
Dretails.

Components:
Accessories and Utilities

™ & Application Server

[ [ Certificate Services 1.4 MB
[ 3 E-mail Services 1.1 MB
[] @4 Fan R ervines 7AMR ;I

Description:  Includes ASP.MET, Intermet Infarmation Services (IIS], and the
Application Server Console.

Tatal disk space required: 4.4 MB
Space available on dizk: 28B30.E MB

< Back | Mext » | Canhcel | Help |

6) Click Finish (Figure 145). Close the Add or Remove Programs dialog and Control Panel.
Figure 145: Windows Components Wizard

Windows Components Wizard B

Completing the Windows
Components Wizard

You have succezsfully completed the Windows
Components Wizard,

To close this wizard, click Finizh.

< Back Helm |
Initials: Date:
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Install Clustering

1) Click Start, Administrative Tools, Cluster Administrator.
2) Inthe Open Connection to Cluster window, select Create new cluster from the Action drop-
down. Click OK (Figure 146).

Figure 146: Example of Creating a Cluster
DOpen Connection to Cluster E E

Action;

Create new cluster

[Cluzter an server name:;

vhaizhzluB. vha med. va gow j Browsze, .. |
ok I Cancel |

3) Click Next (Figure 147).
Figure 147: New Server Cluster Wizard

Mew Server Cluster Wizard x|

Welcome to the New Server
Cluster Wizard

Thiz wizard helps vou create a new server cluster, Uzing thiz
wizard, you zpecify the computer that will be the first node in
the cluster. After you finish the wizard, pou can add additional
nodes by uzsing Cluster Administratar.

This wizard requires that vou provide the following information:
- The cluster's domain
- clugter name that iz unigue in the domain
- The name of the first computer to be added to the cluster
- & gtatic IP address
- Logon infarmation for a user account in the darnain far the
cluster service account

Ta continue, click Mext.

< Back Cancel
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4) Enter the cluster name from Appendix E: Server Configuration Checklist (Server Hardware
Information, Row 5) in the Cluster name field. Leave the domain set to the default. Click Next

(Figure 148).

Figure 148: Example of Entering a Cluster Name and Domain
New Server Cluster Wizard x|
Cluster Name and Domain g
Specify the name of the new server cluzter and the domain in which it will be i ?
created. B

Select or type the name of the domain in which the cluster will be created, Only
computers in thiz domain can be members of the cluster,

Damain:

wha med.va. gov j

Type a cluster name that iz unique in the danain.
Thiz must be a valid computer name.

LClusgter name:

vhaizhchd

< Back I Mest » I Cancel |

5) The computer name will automatically be set to the name of this server. Click Next (Figure 149).

Figure 149: Example of Selecting a First Node

New Server Cluster Wizard x|
Select Computer g
The computer muzt be a member of the domain you specified. iy g

Enter the name of the computer that will be the first node in the new cluster,

LComputer narne:

WHA SHMLILGS

Browse. .. |
_peeneed |

Advanced

< Back I Mest » I Cancel |

6) Cluster Administrator will do the preliminary analysis.
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7)

go Capture a screen shot. Click Next (Figure 150).

Figure 150: Preliminary Configuration Analysis

Mew Server Cluster Wizard

Analyzing Configuration

Flease wait while the wizard determines the cluster configuration,

HERHBEH

Taszks completed.

Click Mest to continue. Click Back to change the configuration.

~ Checking for existing cluster

+ Establishing node connection(s)

+ Checking node feasibility

+ Finding common resources on nodes
+ Checking cluster feasibility

Wiew Log... | Details... | Be-analyzel

< Back

Cancel |

8) Enter the IP address from Appendix E: Server Configuration Checklist (Server Hardware

Information, Row 6). Click Next (Figure 151).

Figure 151: Example

Mew Server Cluster Wizard

IP Address

cluster.

Enter an IP address that cluster management tools will use to connect to the gg

of a Cluster IP Address
x|

IF sddress:

iE. 3 21 . &4

< Back I Mest » I Cancel
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9) Enter vhaXXvbecscluster as the cluster service account user name (replace “XX” with your
two-digit VISN ID). For a data center installation, enter RXXVBESVCCLUO1 (replace “XX”
with your two-digit region ID). For an EPS installation, enter vhaEPSVbecsCluster. Enter the
password (see Appendix H: Password List). Click Next (Figure 152).

Figure 152: Example of a Setting the Cluster Service Account

New Server Cluster Wizard

Cluster Service Account

Enter login information for the domain account under which the cluster service vl
be run.

| ]|
T

Uszer name: IvhaDDvbecscIustel

Paszsword: I.oo.ooo.o|

Domait: Ivha. med.va.gow j

Thiz account will be given local administrative rights on all hodes of thiz cluster to allow

for proper operation.

< Back I Mest » I

Cancel |

10) In the “Proposed Cluster Configuration” window, if the quorum is not set to “Disk Q,” click

Quorum. Change the quorum to “Disk Q.”
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Mew Server Cluster Wizard

Propozed Cluster Configuration
Werfy that you want to create a cluster with the following configuration.

g BIEAEEITEEEE

Pasgwor
Clugter node membership:
YHAISHMULES

Resource configuration:

Metwnrk mrnfionratine

To create a cluster with this

Damain: vha med.»a.gov

chal Cluorum - HOT managed
< Disk Q: - Managed - Buarum

Maimit-y Mode Set - MOT managed

guomn.. | [(¥iewTog

configuration, click MNest.

< Back | MHext > | Cancel

12) The cluster will be created. Click Next (Figure 154).
Figure 154: New Server Cluster Wizard

MNew Server Cluster Wizard

Creating the Cluster

Fleaze wait while the chuster iz configured. gg

X

~" Feanalyzing cluster

HEHEH

~ Configure resources

Tazks completed.

~ Configure cluster services
~ Corfigure resource lypes

EiewLug...l Detailz... | ety |

¢ Back

Cancel |
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13) Click Finish (Figure 155).
Figure 155: Finished with Node 1

MNew Server Cluster Wizard |

Completing the New Server
Cluster Wizard

You have successfully completed the New Server Cluster
Wizard.

Yiew Log... |

To cloze this wizard, click Finish.

¢ Back Cancel |

Initials: Date:

14) The Cluster Administrator window shows the finished cluster for Node 1 (Figure 156).
Figure 156: Example of Cluster Administrator on Node 1

G5 Cluster Administrator - ¥HAISHCLUS (\rhaishclug.vha.med.va.gmi';:.:. ]
File Yiew ‘Window Help
@|&| X|=| B 2]z
',fﬂ—-! YHAISHCLUA {vhaishclu9.vha.med.¥a.gov) - IEllﬂ
= ‘ VHAISHCLLS Mame I
{3 Groups [ Active Groups
{1 Resources ) . [ Active Resaurces
{23 Cluster Configuration [ network Interfaces
YHALSHMLILED
Ackive Groups
: Ackive Resources
L] Metwork Interfaces
For Help, press F1 v
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15) Right click the node 1 server name and select New, Resource (Figure 157).

Figure 157: Example of Adding a Resource

& Cluster Administrator - YHAISHCLUS (vhaishclug.vhamed.¥a:gov) 10| x|
File Wiew ‘Window Help

8l 71i| »sl )

& YHAISHCLUA (vhaishclu9.vha.med va.gov) v - 10| x|
El--‘ WHAISHCLUS [ taame [
D roups [ Active Groups
{:I Resources [ Active Resources
l:| Cluster Configuration (I Metwork Inkerfaces
EW Eause Ngde
i Achive G

: Resume Made
Fe{L] Active R =
----- {23 Metwork Evick Node

Start Cluster, Service

Stop Clusker Service

GroLUp Crrl+G

Configure Application Resource Chrl+M
5 . Mode
2= | Cluster
Creates a new cluster resource =

16) In the New Resource screen, enter MSDTC Resource as the name. Select Distributed
Transaction Coordinator from the “Resource type” drop-down menu. Leave Cluster Group as
the “Group”. Click Next (Figure 158).

Figure 158: New Resource

New Resource

|. MSDTC Resource

Mame: IMSDTE Resource

Descriphion: I

Resource bype: Distributed Transaction Coordinat i

Group: I Cluster Group j

[ Bun thiz resource in a separate R esource Monitor

To continue, click Mest.

< Back I Mewt » I Cancel |
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17) Click Next (Figure 159).
Figure 159: Example of Possible Owners

Possible Owners

|. MSDTC Resource

Pazsible owners are nodes in the cluster on which thiz resource can be brought onling.
Specify the poszible owners for thiz resource.

Avalable nodes: Fazsible owners:

I ame | M ame |

fdd > | B Y HAISHMULES
4~ Bemove |

< Back I Mewt » I Cancel |

18) Select Cluster IP Address under Available resources. Click Add to add it as a resource
dependency.

19) Select Cluster Name and click Add.

20) Select Disk Q: and click Add. Click Finish (Figure 160).

Figure 160: Dependencies

Dependencies

|l MSDTC Resource

Dependencies are rezources which must be brought onling by the cluster zervice first.
Specify the dependencies far this resource.

Axailable resources: Rezource dependencies:

Fezsource | Resc Fesouce I Fesc

<- Bemove |

rr .0 rr a0
< Back | Finizh | Cancel |
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21) Verify that “Cluster resource ‘MSDTC Resource’ created successfully appears. Click OK
(Figure 161).

Figure 161: Cluster Administrator

Cluster Administrator x|

L]
\_I:) Cluster resource 'MIDTC Resource' created successtully,

Initials: Date:

22) @® Instruct server support staff to turn on Server 2.

23) Log in with your Windows ID.

24) Click Start, Control Panel, Add or Remove Programs.
25) Click Add/Remove Windows Components (Figure 162).

Figure 162: Add or Remove Programs
E Add or Removye Programs =]

Currently installed programs: [T Show updates Sort by IName j

|'|i.;.EL CrystalSetupZ003 Size

here for support information. Used

am or remove it From your computer, click

HP Array Configuration Ltiliky

HP &rray Configuration Ukiliky CLT Size 3.74MB
I’i‘_ﬁ HP &rray Diagnoskic Lkiliky Size 3.20ME
‘ ae ﬁ' HP Insight Diagnostics Online Edition For Windows Size  78.734ME
: @ HP Insight Management: Agents
HP Lights-out Online Configuration Ukiliky Size 0.33ME w
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26) Select Application Server (do not check the check box). Note that Accessories and Utilities will

already be checked. Click Details (Figure 163).
Figure 163: Windows Components Wizard

YWindows Components Wizard

Windows Components
You can add or remove components of Windowes,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

LComponents:

Accessories atd Utilities

i Application Server
[ [BA Certificate Services
O E-mail Services

[ &4 Fax Services

Description:  Includes ASP.NET, Internet Information Services [IIS], and the

Applization Server Conzole.
Total digk space required: 44 MB
Space avallable on disk: 286906 MB

1.4 MBE
1.1 MB

7AMR LI

Details... |

< Back I Mext > I

Cancel | Help |

27) Check the Enable network DTC access check box. Click OK (Figure 164).

Figure 164: Application Server

Application Server

T add or remaove a component, click the check bow. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details,

Subcomponents of Application Server:

]|

O % Application Server Conzole

[ B ASPNET

O @ Enable network, COM+ access
£ Enable network DTC 3

O % Internet Infarmation Services [I15]
[] = Meszage Qusuing

Dezcrption: Allow pour DTC pracess to participate in network tranzactions.

Total digk zpace required: 4.4 MEB
Space available on digk: 286906 MEB

(1]8 I Cancel |

00ME =]

0.0ME
0.0ME

0.0 B
26.9 B
E.5 ME

[etails... |

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0

Installation Guide Version 3.0

Page 106



28) Application Server is now checked. Click Next (Figure 165). Wait for the components to be
installed.

Figure 165: Windows Component Wizard

Windows Components
Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox, & shaded bos means that only
part of the component will be installed. To zee what's included in a component, click
Dretails.

Components:
Accessories and Utilities

™ & Application Server

[ [ Certificate Services 1.4 MB
[ 3 E-mail Services 1.1 MB
[] @4 Fan R ervines 7AMR ;I

Description:  Includes ASP.MET, Intermet Infarmation Services (IIS], and the
Application Server Console.

Tatal disk space required: 4.4 MB
Space available on dizk: 28B30.E MB

< Back | Mext » | Canhcel | Help |

29) Click Finish (Figure 166). Close the Add or Remove Programs dialog and Control Panel.
Figure 166: Windows Components Wizard

Windows Components Wizard B

Completing the Windows
Components Wizard

You have succezsfully completed the Windows
Components Wizard,

To close this wizard, click Finizh.

< Back Helm |
Initials: Date:
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30) (1] Log into Server 1 with your Windows ID.

31) Click Start, Administrative Tools, Cluster Administrator.

32) To open the Add Nodes Wizard, right click the cluster in Cluster Administrator. Select New,
Node (Figure 167).

Figure 167: Add Cluster Node 2
B Cluster Administrator - [YHAISHCLUG {vhaishclub.vha.med.va.

File Wiew Window Help
el I L SR 9
{:I [ GroUp Ckrl+3
D Configure Application Resource (Ckrl+h
- Mode
Rename CErl4-M
" Properties — ,_

33) Click Next (Figure 168).
Figure 168: Add Nodes Wizard

Add Nodes Wizard E3

Welcome to the Add Modes
% wizard

Thig wizard helpz you add additional nodes o an exigting
zerver cluster. Using this wizard, vou specify the computers
that will be added to a cluster. Wou can add one computer at
a time, or you can add multiple computers at the zame time.

Thiz wizard requires that pou provide the following information:
- The names of the computers to be added to the cluster
- The password for the cluster service account

To continue, click Mext.

< Back Cancel |
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34) Enter the Server 2 name [Appendix E: Server Configuration Checklist (Server Hardware
Information, Row 3)] in the Computer name field and click Add. Click Next (Figure 169).

Figure 169: Example of Selecting a Node

Add Modes Wizard
Select Computers g
The computers must be a member of the domain you specified. ?

By

Enter the names of the computers that will be added to the cluster.

LCorputer namme: Browse. ..

Selected computers: WHAISHMULED

B emove

Advanced

L

< Back

Cancel |

35) Click Next (Figure 170).
Figure 170: Add Nodes Wizard

Add Nodes Wizard

Analyzing Configuration
Pleaze wait while the wizard determines the cluster configuration.

~ Checking for existing cluster

+" Establishing node connection(s)

~ Checking node feasibility

~" Finding commorn resources on nodes
~ Checking cluster feasibility

HEHEEE

T azksz completed.

EiewLng...l Details.... | Ee-analyzel

Click Mest to cantinue. Click Back to change the configuratian.

< Back Cancel |
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36) Enter the Cluster Service Account password (see Appendix H: Password List). Click Next
(Figure 171).

Figure 171: Example of Entering Cluster Service Account

Add Nodes Wizard

Cluster Service Account

Enter logit information for the domain account under which the cluster service will
be run.

|zer narme: Ivhatestvbecscluster

Password: I---------l

Dromair; |vha.med.va.gnv j

@ Thiz account will be given local administrative nghts on all nodes of this cluster to allow
for proper operation.

< Back I Mest » I Cancel

37) Click Next (Figure 172).
Figure 172: Example of Cluster Configuration

Add Nodes Wizard

Proposed Cluster Configuration
Werify that you want to add nodes to a cluster with the following configuration.

Cluzter name: -
WHAISHCLUS, vha. med. va. gow

Cluster P address:
10.3.21 B44255.255.240.0

Cluster network:
Public - Frivate and Public

Primary Address 10.3.27.26 % 265.285.240.0
Cluzter zervice account credentialz:

Mame:vhatestvbeczcluster
Passwnpd: e - I

To add nodes to a cluster with this configuration, click Mest.

< Back Cancel |
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38) The node is added. Disregard the warning icon (&) next to Reanalyzing cluster. Click Next
(Figure 173).

Figure 173: Add Nodes Wizard

Add Nodes Wizard

E x|
Adding Nodes to the Cluster Q
Fleaze wait while the cluster iz configured. £ g

Reanalyzing cluster
Configure cluster services
Configure resource types
Configure resources

HERHEH
444

Taszks completed.

EiewLDg...l Detailz... | Bietry |

< Back I Mest » I Cancel |

39) Click Finish to complete the installation (Figure 174).
Figure 174: Add Nodes Wizard

: x|
Completing the Add Nodes
Wizard
Y'ou have successiully completed the Add Modes wizard.
Wiew Log... |
To cloge this wizard, click Finish.
< Back TRinish Lance] I
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2 Install SQL Server
When SQL Server is installed in a cluster environment:

e  SQL Server must be installed on a single node virtual server and the second node must be added to the
SQL Server failover cluster.

o After setting up the cluster, SQL Server Service Pack 4 must be installed. Only then may SQL Server
be configured and the VBECS databases deployed.

Verify the Cluster State

1) (1] Log into Server 1 with your Windows ID.

2) Verify the cluster state and disk configuration: click Start, Administrative Tools, Cluster
Administrator.

3) - Click Active Groups under both nodes. Verify that one active group is similar to Figure

175; the state of Cluster Group, Group 0, and Group 1 is “Online.” If a resource is not online,
right click it and select Bring Online. Capture a screen shot.

Figure 175: Example of Active Groups

E'E,— Cluster Administrator - [WHAISHCLUZZ {vhaishcluz2}]

£ File Wiew  Window  Help == =]
& @& X|=| B = |E=E
=88 YHAISHCLUZZ Mame | state | corer
-1 Groups £l Cluster Group online YHATSHNODZ3
""" {0 Resources _ Efycroup 0 online YHAISHNODZS
-] Cluster Configuration Efaraup 1 online YHAISHNODZ3
El &0 VHAISHNODZS
H D Active Groups

-] Active Resources

i L) Metwork Inkerfaces
El <@g YHAISHNODZ4

-7 Active Groups
-] Active Resources

{7 Mebwark Interfaces 4 | O
For Help, press F1 LR i
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BO Click Active Resources under both servers. Verify that one of them is similar to Figure

176; the state of the six resources is “Online.” If a resource is not online, right click it and select
Bring Online. Capture a screen shot.

4)

Figure 176: Example of Active Resources

&5 Cluster Administrator - [YHAISHCLUZZ (vhaishcluz2.vha.med.va.gov)]

File Wew ‘Window Help _l_l- & EI
@| &| X|| | :
=-g5y YHAISHOLUZZ | | Hame | state | coamer | Group
-0 Groups () Cluster 1P Address  Online YHAISHNODZS Cluster Group
(3 Resources o [ Cluster Mame Online YHAISHNODZ3 Cluster Group
" Cluster Canfiguration (D isk 0 orline YHAISHNODZ3 Group 0
E‘ E’T’:NOEZS [ Disk L: orline YHAISHNODZ3 Group 1
: CLive aroups
) e r (D isk online YHAISHHODZ3 Cluster Group
ctive Fesources i
- {1 Network Interfaces I:[;IIMSDTC Resource online YHAISHNODZS Cluster Group
=) @p] YHAISHNODZ4
{:l Active Groups —
K fetvefesources o] |4 | 2
For Help, press F1 MLIR v

5) O To restart Server 1, click Start, Shut Down. Select Restart. Enter cluster install in the
Comment field and click OK.

6) @ To restart Server 2, click Start, Shut Down. Select Restart. Enter cluster install in the
Comment field and click OK.

23 : . .
L 1 If the installer attempted to install SQL Server on the cluster and the setup was interrupted,
some resources may be offline. Failure to bring them online may halt the installation.

Install the SQL Server Single Node Virtual Server
1) (1) Log into Server 1 with your Windows ID.
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2) Click Active Groups under Server 1 in Cluster Administrator. Verify that one active group is
similar to Figure 177; the state of Cluster Group, Group 0, and Group 1 is “Online.” If a resource

is not online, right click it and select Bring Online.

Figure 177: Example of Cluster Administrator

'.ZFET'! Cluster Administrator - [¥HAISHCLUI (vhaishclug}]

Eile Wiew  Window  Help

26| x|8) B [

- g5 YHATSHCLUS

-7 Groups

{:l Resources

#-_1 Clusker Configuration
=g YHAISHMULSS

i Active Groups

{:l Active Resources

|3.. YHAISHMLUILED
L] Active Groups

l:l Active Resaurces

----- L] Metwork Interfaces

Faor Help, press F1

Marmne | Skake

| Cwner | Desc

@Cluster Group orline

WVHAISHMULSS

@Group 0 Online
Group 1 Cnline

YHAISHMULSS
YHAISHMULSS

I il

| wm[ g

235 : . : . . :
L I The installation process requires restarting both cluster nodes several times. This may
cause a cluster to fail over to another node. Verify which node is active before installing SQL

Server and the SQL Server service pack. Failure to install on the active node will halt the

installation and cause further problems.
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3) Click Start, Windows Explorer. Navigate to the c:\software\SQL Server 2000 folder. Double
click autorun.exe. Click SQL Server 2000 Components. (Figure 178).

Flgure 178: SQL Server Installation Screen 1

@ SCL Server 2000 Compaonents % Brawse SetupJpgrade Help
@ SCL Server 2000 Prereguisites @ Read the Release Motes
,f’ Yisit Our Web Site

Exit

4) Click Install Database Server (Figure 179).
Flgure 179: SQL Server Installation Screen 2

B Install Components |
M&ffgtewerzooo
Enterprise Edition
8 Install Database Server

@ Install Analysis Services
@ Install English Query
o

Back Exit

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 115
Installation Guide Version 3.0



5) If the SQL Server 2000 warning dialog appears (it may not appear if SQL Server was installed or
registry settings were changed during Microsoft SQL Server patch deployments), check the
Don’t display this message again check box. Click Continue (Figure 180).

Figure 180: SQL Server 2000 Installation Warning
Osqiseverzon g

S0L Server 2000

[.7

a0l Server 2000 sp2 and below is not supported by this wersion of
Windows, Please apply sp3 after installation of SQL Server 2000,

To run the program, click Continue. For more information, click Details,

v Don't display this message again

Zontinue | Zancel | Details

6) Click Next (Figure 181).
Figure 181: SQL Server Installation Welcome

Welcome k Ed |

Wwielcome to the Microzoft SCIL Server [nstallation
Wfizard.

The Inztallation ‘wizard allows pau ta install a new instance of
SOL Server or modify an existing instance.

Cancel |
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“’ Click the Virtual Server radio button. Enter the SQL Server virtual server network name
[from Appendix E: Server Configuration Checklist (SQL Server Information, Virtual Server
Network Name, Row 7)] in the field. Capture a screen shot. Click Next (Figure 182).

Figure 182: Example of SQL Server Installation Computer Name
Computertame @&

Enter the name of the computer on which you want to
create a new instance of SCIL Server or madify an
exizting ingtance of SOL Server.

0r. enter the name of a new or existing Yirtual SOL
Server to manage.

WHAISHSOLEZ

" Local Cormputer
" Bemote Compuber

&+ irtual Server

Browse... |

Help | < Back

Cancel |

8) Enter VHA in the Name and Company fields. Click Next (Figure 183).
Figure 183: SQL Server Installation User Information

User Information Ei |

Enter your name below. [t iz not necezsary to enter a company
Narme.

M ame:

Comparny: — [YHA

£ Back I MHext = I Cancel |
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9) In the Software License Agreement dialog, click Yes (Figure 184).
Figure 184: SQL Server Installation Software License Agreement

Software License Agreement E |

Fleaze read the following License Agreement. Press the PAGE DOWHM key to zee
the rest of the agreement,

EMD-USER LICENSE AGREEMENT ﬂ
SERVER LICEMSE FOR MICROSOFT SUL SERVER PRODUCTS

[MPORTAMNT-READ CAREFULLY: Thiz End-User Licenze Agreement ["EULA" iz 2 legal
agreement between vou [either an individual or a zingle entity] and Microzoft Corporation
for the Microzoft zoftware product identified above, which includes computer zoftware
and may include associated media, printed materialz, and “online’’ or electionic
documentation ["Product’). An amendment or addendum to thiz ELLA may accompany
the Product, w0 AGREE TO BE BOUMD BY THE TERMS OF THIS EULA BY
IMSTALLIMG, COPYIMG, OR OTHERWISE USIMG THE PRODUCT. [FY0OU DO MOT
AGREE, DO MOT IMSTALL OR USE THE PRODUCT; v0OU May RETURMIT TO
“OUR PLACE OF PURCHASE FOR & FULL REFUND.

The Product may contain the following software: j

Do pou accept all the terms of the preceding Licenze Agreement? |f pou chooze Mo, Setup
will cloze. To inzstall Mizcrosoft SAL Server 2000, you must accept this agreement.

< Back Yes Mo |

BO Select Public from the “Network to Use” drop-down menu. Enter the SQL Server virtual

server IP address [from Appendix E: Server Configuration Checklist (SQL Server Information,
Virtual Server IP Address, Row 8)] in the IP address field. Click Add. Capture a screen shot.
Click Next (Figure 185).

Figure 185: Example of Configuring Failover Clustering

Failover Clustering E3 I

Enter wirtual server information,

Yirtual zerver name : VHAISHSOLZZ2

10)

IP addiess: I 10 . 3 .21 . By

Subnet | 255 . 285 . 240 . 0

Metwork to Use: IF'uinc j

Add | Hemove |

|Pdddress | Subret | Metwork,

l |

Help < Back I Heut » I Cancel |
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11) In the Cluster Disk Selection dialog, select Disk D: (under Group 0) in which to place the data

files. Click Next (Figure 186). (The order displayed in Figure 186 may differ from your system
display.)

Figure 186: Cluster Disk Selection

Cluster Disk Selection

Select the cluster disk where the data files will be placed.

Elb Cluster Graup
= Disk O:

EIE' Group 0
= Dk D:

EIB' Group 1
&-Er Disk L

Help | < Back I Mest > I Cancel |

12) In the Cluster Management dialog, select the inactive cluster node (Server 2) in the

Configured Nodes field. Click Remove to remove the node. Verify that the Configured Nodes
field contains only the active cluster node. Capture a screen shot. Click Next (Figure 187).
23

> NN : : . . :
L 1 Failure to perform installation to only a single node may cause the installation process to
fail.

Figure 187: Example of Cluster Management

Cluster Management E

Cluster Definition
You can define or modify a cluster definition. Y'ou may then select instances of computers bo

add ta the definition. Setup will then inztall or uninztall on the computers in the cluster as
specified,

Axailable Modes
WHAISHNODZ4

LConfigured Modes

YHAISHNODZ3
Add > |

Unavailable Modes

Help ¢ Back I Mest > I Cancel
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s
o

13) BO |n the Remote Information dialog, enter your Windows user name, password, and

VHAMASTER as the domain name. (For data center installations, enter the data center domain.)
Capture a screen shot.

23 : :
L 1 Use only domain accounts with access to both cluster nodes.

14) Click Next (Figure 188).
Figure 188: Example of Remote Information

Remote Information

§

Enter a uzer name and pazzword that iz a valid administrator
account for all nodes in the cluster spztem,

Uszername: I\’HAVbECSInmauer
Password: I xxxxxxxxxxx 1
Domain: fYHAMASTER

Help < Back I Mext = I Cancel
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15) In the Instance Name dialog, check the Default check box (if not already selected). Click Next

(Figure 189).
Figure 189: Instance Name

Instance Name E3

Faor a default installation, leave Default checked and
click Mext.

To ingtall or maintain & named instance of SGEL
Server on thig computer clear the Default checkbox
and bype or select an inztance name.

A new name must be 16 characters or less and
ghould gtart with a letter or other acceptable
character. Far more information, click Help,

rskance manme:

Help | < Back I Hemt » I Cancel I

16)

'0 In the Setup Type dialog, click the Custom radio button. In the “Destination Folder”

section, set “Program Files” to C:\Program Files\Microsoft SQL Server (default). Set “Data
Files” to D:\Program Files\Microsoft SQL Server\MSSQL\Data. Capture a screen shot.

17) Click Next (Figure 190).
Figure 190: Setup Type

Setup Type
Click the type of Setup you prefer, then click Mext,

" Tupical Inztalled with the most common options. Recommendead for most ugers.

" Mimirum Installed with minimurn required options.

*fou may choosze the options you want ko inztall. Recommended for
advanced users.

Destination Folder

Frogram Files Browse... | C:5Program Filez\Microsoft SCL Server
[ata Files EamEs.. | D:h Microsoft SOL Server\MSSGELAD ata

Required: Aovailable:
Space on program files dive: JB205 K G4953324 K
Space on system drive: 183105 K 54953324 K
Space on data files drive: 34432 k. 213N082E8 K

Help < Back I Mewxt » I Cancel
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BO |n the Select Components dialog, select components and subcomponents to match the
corresponding screen captures (Figure 191-Figure 195). Capture screen shots of each.

Figure 191: Select Server Components

select Components E3 |

Select or clear the components to install / remove.

Components:

Sub-Components:

" bl Mie] - 5 er
2BE72K j [ Upagrade Tools
Client Connechivity 288 K

] Replication Support 0k

Books Online F2512K ] Debug Symbols 0k

|| Development Tools 0K | - Performance Counters B4 K
Dezcription

Ihztallz the core functional components of the SGAL Server relational databaze.

Required: Awailable:
Space on program files drive : 21962 kK 30402268 K
Space on system drive: 177858 K 30402268 K
Space on data files drive: 360K 71085333 K

Help I < Back I Meut > I Cancel |

Figure 192: Select Management Tools

Select Components Ei |

Select or clear the components to install / remove.

Components; Sub-Components;

Server Component  B4784F |« Enterprize b anager 25024 k.
7 Management Tools 28672 K. Profiler BA0 K
Client Connectivity 283K Guery Analyzer 1E3E K.
Books Online J2R12E. DTC Client Suppart 0k
| Development Tools OK|~| Conflict Yiewer 1024 K.

Deszcriptian

Inztalls interactive management taols ta help run SOL Server.

s

Required: Available:
Space on program files drive 21962 K. 0402263 K
Space on system drive: 177EeE K. 0402263 K.
Space on data files drive; HIB0E, 71055383 K

Help ¢ Back I Mewut » I Cancel
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Figure 193: Select Client Connectivity

Select Components
Select or clear the components to install / remove.

Components; Sub-Components:

Server Companent 54734 K, j

Management Tools 28672 K

3 Client Connecivity

. Books Online

] Development Toolz 3& DK |«
Dezcription
zed to allow cormrmunication betweet clients and servers. Includes netwark. braries far
DELIE. ODEC, and OLEDE.

Required: Seyailable:
21962 E. 20402268 K,

177858 K 30402268 k.
360K 1055388 K

Help | £ Back I Mext = I Cancel |

Figure 194: Select Books Online

select Components Ei |

Select or clear the components to install / remove.

Space on program files drive :
Space on zystem drive:

Space on data files drive:

Components; Sub-Components;

Server Component 54784 K | & Books Online on Disk
Management Tools 28672 K

Client Connectivity 288 K.

[ Books Orline 2512 K
| Development Toolz 0k ;I %

Dezscription
Ingtallz the SGL Server documentation set. ou must instal Books Ornline to uze
contest-zenzitive Help in the user interface.

Required: Ayvailable:
21962 K. 30402268 k.

177358 K 30402263 k.
31360 K 71055383 K

Help < Back I Hext = I Cancel

Space on program files drive
Space on system drive:

Space on data files drive;
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Figure 195: Select Development Tools

Select Components

Select or clear the components ta install £ remonve.
Canipanetts: Sub-Components:;
Management Toole 28672 K ;I W Headers and Libraries
Clignt Cannectivity 283K ] MDAC SDKs oK
Books Online 32512K (] Backup/Restare AP 0K
M Development Tools 0k [ ] Debugger Interface oK
] Code Samples 0K |«
Dezcription
Inztalls programming toolz which can be uzed when writing programs for SGL Server.
Required: Axailable:
Space on program files drive ; 21962 K, 30402268 K
Space on gyztem dive: 177aR3 K 0402268 K,
Space on data files drive; 360K T1085388 K
Help | < Back I Meut » I Cancel |

19) Click Next (Figure 195).
20) In the Services Accounts dialog, click the Use the same account for each service radio button.

21) Enter VHAXXVbecsSql (replace “XX” with your two-digit VISN ID), the SQL Server
service account name, in the Username field. For data center installations, enter
RXXVBESVCSQLO01 (replace “XX* with your two-digit region ID). VISN or region
information can be found in Appendix D, Contact Information.

22) Enter the password provided by the IM in the Password field (see Appendix H: Password List).

23) Enter VHAMASTER (for data center installations, enter the data center domain) in the
Domain field.
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24) @D Capture a screen shot. Click Next (Figure 196).

Figure 196: Example of Services Accounts

ﬂ

" |se the same account for each service.

" Customize the settings for each service.

—Semices———————— [ Semice Setlings

1501 Server ) s the Lozal System aceount

) S0l Servendgent
= f+ Use a Domain User account

Usemarne: WHAODVbecs Sl
Pasaword: I,c,c,mmmc
Domair: [VHAMASTER

[T futm Start Semvize

Help | < Back I Mest » I Cancel |

25) In the Authentication Mode dialog, click the Mixed Mode radio button. Enter the System

Administrator (SA) password (see Appendix H: Password List) for the SA login. Uncheck the

Blank Password (not recommended) check box.

26) -%5 Capture a screen shot. Click Next (Figure 197).

Figure 197: Authentication Mode
Authentication Mode

Choose the authentication mode.

" Windows Authentication Mode

' Mived Mode [Windows Authentication and SGL 5erver Authentication)

Add pazsword for the za login:

Enter pazsword: I “““““““““

Confirm password: I xxxxxxxxx

[~ Blank Password [not recommended)

Help < Back Mest » Cancel
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2 In the Collation Settings dialog, click the SQL Collations radio button (default). Select
Dictionary order, case-insensitive, for use with 1252 Character Set (default). Capture a screen
shot. Click Next (Figure 198).

Figure 198: Collation Settings

Collation Settings

—Windows Locale

Change the default settings only if you must match the collation of another instance of
SOL Server or the Windows locale of another computer.

= Collation designator: Sort order

I j [~ Binary

= Case sensitive

™| fccent sensitive
[T Kana sensitive

= width sensitive

@+ S0L Collations [IJsed for compatibility with previous versions of SOL Server).

Dictionary order, ca for uze with 1252 Character Set. ;I
Dictiohary order. ca e, for use with 1252 Character Set. |
Dictionary arder, case e, uppercaze preference, for use with 1252 Character
4

Help | < Back I Hext » I Cancel |

BO In the Network Libraries dialog, check the Named Pipes and TCP/IP Sockets check boxes
if not already checked. Keep the default Port number. Capture a screen shot. Click Next (Figure
199).

Figure 199: Network Libraries

Network Libraries [ x|

Select the network: libraries to uze when connecting to the server.
v = MisLink [F/SE
Mamed Fipe name: Semnvice addiess:
I\\.\pipe'\sql\query I
¥ ICP/P Sockets ™ AppleTalk ADSP
Fort number: [Hbjest name:
[1433 |
Proxy address: [ Eanyan YINES
I SteetT alk service name;
[ Multi-Protocal I
[" | Enable bulti-Protocol enciyption
Help < Back I Newt » I Cancel
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29) In the Start Copying Files dialog, click Next (Figure 200).
Figure 200: Start Copying Files

Start Copying Files E3 |

Setup haz enough infarmation to prompt pou for the licenzing
mode information and start copying the program files. Click Back,
to reviews or change the settings, othenwize click Mest ta
proceed.

¢ Back

Cancel |

MO In the Select Licensing Mode dialog, click the Per Seat for radio button and select 35 from
the combo box as the number of devices. Capture a screen shot. Click Continue (Figure 201).

Figure 201: Select Licensing Mode

Choose Licensing Mode E

SOAL Server 2000 supports bwo Client Licensing Modes

% Per Seat - Each device that acceszes Microzoft SOL Server
2000 requirez a separate Client Access Licenze.

% Froceszzor Licenze - Each processar on this zerver requires a
zeparate Processor License.

Pleaze click Help ta fully understand the implications of the licenzing
mode you choose.

Licensing Mode
& Per Seat far IEEI j devices
" Processor License for 0 ﬂ pIOCEessons

Continue I Exit Setup | Help
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31) The SQL Server virtual server installation will begin. Messages similar to those in Figure 202 and
Figure 203 will appear.

Figure 202: Setup Message 1

g Setup iz performing reguired operations on cluster nodes. This may take a few minutes. ..

Figure 203: Setup Message 2

g Setup iz creating Yirtual Server resources on the cluster. .

32) In the Setup Complete dialog, click Finish (Figure 204).
Figure 204: Setup Complete

Setup Complete |

Setup haz succeszfully created wirtual zerver resources for the

cluzter.

Click Finizh to complete Setup.

Initials: Date:

33) O To restart Server 1, click Start, Shut Down. Select Restart. Enter SQL Install in the
Comment field. Click OK.

34) @ To restart Server 2, click Start, Shut Down. Select Restart. Enter SQL Install in the
Comment field. Click OK.

-3 5 . .
L 1 Failure to restart both cluster nodes may halt the installation.
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Add the Second Node to the SQL Server Failover Cluster

1) (1] Log into Server 1 (the server on which you installed SQL Server) with your Windows ID.

2) Open Cluster Administrator. Make sure that “Cluster Group,” “Group 0,” and “Group 1” are in
the Active Groups list of the node you on which you installed SQL Server. If not, drag and drop
those groups to the Active Groups list on that server.

235 o . .
L 1 Steps 3-8 are identical to those for setting up the first node.

3) Click Start, Windows Explorer. Open the c:\software\SQL Server 2000 folder, and double
click autorun.exe.
4) Click SQL Server 2000 Components (Figure 205).

Flgure 205: SQL Server Installation Screen 1

@ SQL Server 2000 Components % Browse Setup/lpgrade Help

@ SCL Server 2000 Prerequisites @ Read the Release Notes
<
!

Wisit Cur Wieh Site

Exit

5) Click Install Database Server (Figure 206).
Flgure 206: SQL Server Installation Screen 2

M E: | - Install Components '
Enterpnse Edition
8 Install Database Server

9 Install Analysis Services
@ Install English Query
=]

Back Exit
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6) If the SQL Server 2000 warning dialog appears (it may not appear if SQL Server was installed or
registry settings were changed during Microsoft SQL Server patch deployments), check the
Don’t display this message again check box. Click Continue (Figure 207).

Figure 207: SQL Server Installation Warning

e ~ |

S0L Server 2000

I':;./

2L Server 2000 spZ and below is not supporked by this wersion of
Windows, Please apply sp3 after installation of SGL Server 2000,

To run the program, click Continue. For more information, click Details.

¥ Don't display this message again

Cantinue Zancel Details

7) Click Next (Figure 208).
Figure 208: SQL Server Installation Welcome

Welcome k E |

Wwelcome to the Microsoft SCL Server Installation
Wizard,

The Installation *wizard allows you to install a new instance of
SOL Server or modify an existing instance.

Cancel |

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 130
Installation Guide Version 3.0



BO Click the Virtual Server radio button. Enter the SQL Server virtual server network name

[from Appendix E: Server Configuration Checklist (SQL Server Information, Virtual Server
Network Name, Row 7)] in the field. Capture a screen shot. Click Next (Figure 209).

8)

Figure 209: Example of SQL Server Installation Computer Name

Computer Name E |

Enter the name of the computer on which you want to
create a new instance of SCIL Server or madify an
exizting ingtance of SOL Server.

0r. enter the name of a new or existing Yirtual SOL
Server to manage.

WHAISHSOLEZ

" Local Cormputer
" Bemote Compuber

&+ irtual Server

Browse... |

Help | < Back

Cancel |

9) Click the Advanced options radio button. Click Next (Figure 210).
Figure 210: Installation Selection

Installation Selection E |

Select one of the following installation options.

" Lreate a new instance of SOL Serser on install Client Tools

Upgrade, remove, or add components o an exristing
inztance of SLL Server

£

Advanced

This option allows you to perform advanced functions
with regards to modyfing an installation or creating an
unattended installation fils.

Help ¢ Back I MHest » I Cancel |
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10) Click the Maintain a Virtual Server for Failover Clustering radio button. Click Next (Figure
211).

Figure 211: Advanced Options

Advanced Options

Select one of the following advanced options.

' Record Unattended | |55 fle

€ Beagisty Hebuild

{+ Maintain aYirtual Server for Failover Clustenng

b aintain Existing Yirtual Server
Thiz option allows wou to modify the definition of a
previougly created wirtual gerver for fallover clugtenng.

Help | < Back I Hewt » I Cancel I

Capture a screen shot. Click Next (Figure 212).

Figure 212: Example of Failover Clustering

Failover Clustering

Enter virtual server information,

Yirtual zerver name : WYHAISHCLUBSEL
IP address: I
Subnet | 255 . 255 . 286 . 0

Metwork to Use:

Lodd | Hemowve
IPAddiess | Subret | Metwork,
10.3.21.33 255.25865.240.0 Public LAM
<] | »]

Help < Back I Heut » I Cancel I
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- Select the inactive node in the Available Nodes list. Click Add to add the available node to
the Configured Nodes list. Capture a screen shot. Click Next (Figure 213).

Figure 213: Example of Cluster Management

12)

Cluzter Definition

ou can define or modify a cluster definition. o may then select instances of computers to
add to the definition. Setup will then inztall or uninztall on the computers in the cluster az

zpecified.
Available Nodes LCoanfigured Nodes
WHAISHMULZT
Add > YHAISHRMULZ20

<- Remove |

Unavailable Modes

Help | < Back I Hemt » I Cancel I

13) B9 In the Remote Information dialog, enter your Windows user name, password, and

VHAMASTER (or data center domain for a data center installation) as the domain name.
Capture a screen shot.

14) Click Next (Figure 214).
Figure 214: Example of Remote Information

Remote Information E

§

Enter a uzer name and pazsword that iz a walid adminiztrator
account for all nodes in the cluster system.

Uzemame: IVHAVbecsInstaller

P azsward: Ixxxxxxxxxxm1

Domain: [YHAMASTER

Help < Back I Mest » I Cancel
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15) Click the Use the same account for each service and the Use a Domain User account radio
buttons.

Enter the password provided by the IM in the Password field (see Appendix H: Password
List). The Username and Domain fields will populate automatically. Capture a screen shot.
17) Confirm that these fields are set to the proper values. Click Next (Figure 215).
Figure 215: Example of Services Accounts

Services Accounts E3

% |lse the same account for each service.

(" Customize the settings for each service.

~Semvices——— [ Service Settings

di gz " Use the Local Spsterm account

(¢ Use a Domain User account

Usemame: [FHatestvbecssa

Password: ] xxxxxxxx 1

Domain: |VHAMASTER

r Auto Start Service

Help | < Back I Next > I Cancel I

18) The SQL Server configuration of virtual server nodes will begin. Messages similar to the one in
Figure 216 will appear.

Figure 216: Setup Message 3

g Setup iz perfarming required operations on cluster nodes. This may take a few minutes. .
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19) Click Finish (Figure 217).
Figure 217: Setup Complete

Setup haz succeszsfully created virtual server rezources for the

cluster.
L3

Click Firish to complete Setup.

Initials: Date:

20) O To restart Server 1, click Start, Shut Down. Select Restart. Enter SQL Install in the
Comment field. Click OK.

21) @ To restart Server 2, click Start, Shut Down. Select Restart. Enter SQL Install in the
Comment field. Click OK.

Xy . :
L 1 Failure to restart both cluster nodes may halt the installation.

Install Microsoft SQL Server Service Pack 4

1) (1) Log into Server 1 with your Windows ID. Verify that Server 1 is the active node in Cluster
Administrator.

2) Click Start, Windows Explorer. Navigate to c:\software\SQL2000_ SP4. Double click
setup.bat to run the script.
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3) Inthe Welcome dialog, click Next (Figure 218).
Figure 218: Welcome
welcome x|

wielzome to the Microsoft SAL Server 2000 Service
Pack 4 Installation \Wizard.

The Inztallation Wizard allows pou bo upgrade an exizting
instance of SOL Server 2000,

Cancel |

®O Enter the SQL Server virtual server network name [from Appendix E: Server Configuration

Checkilist (Server Hardware Information, SQL Server Virtual Server Network Name, Row 7)].
Capture a screen shot. Click Next (Figure 219).

4)

Figure 219: Example of Computer Name

Computer Name

Click Mewst to install this Service Pack on the local
computer.

Or, enter the name of an existing Yirtual Server to
upgrade.

vhaishcluGsgl

= Local Cormpuiter

& Witual Server

Help ¢ Back I Mest » I Cancel

[e
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5) Click the Windows account information I use to log on to my computer with (Windows
authentication) radio button. Click Next (Figure 220).

233 ) ..
L I The installer must be a local administrator on both cluster nodes.

Figure 220: Connect to Server

Connect to Server

Select the authenticatior%‘uode setup should uze to connect
to SGL Server.

™ The S0OL Server system administator lagin information
[SOL Server authentication)

Enter 28 password:

' The Windows account information | use to log o to my
computer with [windows authentication)

¢ Back Mest > Cancel

BO Uncheck the Enable cross-database ownership chaining for all databases (not

recommended) check box. Click the Upgrade Microsoft Search and apply SQL Server SP4
(required) check box. Capture a screen shot. Click Continue (Figure 221).

Figure 221: SQL Server 2000 Service Pack 4 Setup

B ackward Compatibility Checklist

Werity the fallowing SP4 securty enhancements. Click Help for more information.

Crozs-database awnership chaining is tumed off by default in GP4. After installation, pou can enable
cross-database ownership chaining for individual databases. IF you must use cross-database ownership
chaining, select the check box below.

™ Enable cross-database ownership chaining for all databases (not recommended)

S5P4 will uparade Microsaft Search service and automatically rebuild all full-text catalogs for all
applications using the service, During the rebuild, full-text functionality may not be fully available. Select
the check box below to continue upgrading to SP4.

¥ Uparade Microsoft Search and apply SAL Server 2000 SP4 [required).

Click Cancel to exit Setup withaut installing 5P4.

Help |

Cancel
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7) Uncheck the Automatically send fatal error reports to Microsoft check box. Click OK (Figure
222).

Figure 222: Error Reporting Dialog
x|

It you enable SOL Server's eror reporting feature, SOL Server will be configured ta
autonatically send fatal zervice erar report to Microsoft or a Carporate Error Beparting server.

If & fatal emor occurs, the server sends information about the enor to Microzoft ower a
secuUre connectioh, where it is stared with limited access, or to a Corporate Emar Repaorting
SEMVEL

To zetup a Corporate Ermor Reporting server to control the information zent to Microzoft, zee
http:/foca. microzoft com/cenntro. asp. Microzoft uses the reportz only to improve SOL Server,
ahd treats all information as confidential,

For more information on the error reporting feature and the type of information sent, click Help.

[ Automatically send fatal erar reports to Microsoft Help |

8)

J Enter your Windows user name, password, and VHAMASTER (for a data center

installation, enter the data center domain) as the domain name. Capture a screen shot. Click Next
(Figure 223).

Figure 223: Example of Remote Information

Remote Information E

§

Enter a user name and password that iz a valid adminiztrator
account for all nodes in the cluster syztem.

Uzername: I\./HAVbecslnstaller

Pazsword: Ixxxxxxxxxxx71

Domair: [YHAMASTER

Help < Back I Mewut = I Cancel
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9) Installation of the SQL Server service pack will begin. Messages similar to the one in Figure 224
will appear.

Figure 224: Setup Message 4

g Setup iz perfarming required operations on cluster nodes. This may take a few minutes. .

10) Click OK to continue (Figure 225).
Figure 225: Setup

L
J, .) Y¥ou should now backup your master and msdb databases since this installation has updated their content.

11) O Click the Yes, | want to restart my computer now radio button. Click Finish (Figure 226).
Server 1 will restart.

Figure 226: Setup Complete

Setup Complete
Setup has successfully completed Service Pack 4 installation for
the cluster.

% Nes, | want to restart my computer o

" Mo, | will restart my computer later.

The 'Reztart' option applies only to the local node. To
complete cluster setup, the following nodelz] of the cluster
alzo have to be rebooted - YHAISHMULZ?.

Initials: Date:

12) (2] Log into Server 2 and restart. Click Start, Shut Down. Select Restart. Enter SP4 Install in
the Comment field. Click OK.

-3 > Iy . -
L I Failure to restart both cluster nodes may disrupt normal functioning of the SQL Server

virtual server and halt installation.
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Configure SQL Server and Deploy VBECS Databases

1) (1] Log into Server 1 with your Windows ID.

2) Click Start, All Programs, Microsoft SQL Server, Query Analyzer.

3) Enter the SQL Server cluster name [Appendix E: Server Configuration Checklist (SQL Server
Information, Virtual Server Network Name, Row 7)] in the SQL Server field. Select the
Windows authentication radio button. Click OK (Figure 227).

Figure 227: Example of Connect to SQL Server

Connect to SQL Server |

@ SOL Server:  [VHAISHSOLZ]] =]

[~ Start SOL Server if it iz stopped

Connect uzsing:
* Windows authentication

" SOL Server authentication

Lagit rame; I

Bazaword: I

0k, I Cancel | Help |

4) Click File (pull down menu), Open (Figure 228).
Figure 228: Example of Query Analyzer

Fi:'L_ S0L Query Analyzer - [Query - YHAISHSQLZZ master. YHAMASTER " ¥HAISHLohseG - Untitled1]

IIEE File Edit Query Tools ‘Window Help =& x|
J?’ES'_;_I,CUHHBEL.. ctrho h“|nlﬂ,|v’ pom ([ master =] EEE@”
Obi E Disconneck Chrl+F4 il I =
= Disconnect All =
3 =
— 2 new... Chrl+h
=2l open... ChrShift+P =
& save Chrl+S
H Save As...
ﬁ Save all Queries
&h prirt.. Ctri+P
H ile Li 3
Recent File Lisk
Exit alt+F4
oo e
[:l Cormrion Objects :
Configuration Functiong
|—| Q r-..___g_ | P S, ;I 1 I ILI—I
'5%'- Obiect Templates . e
jects WMHAISHSOLZZ (5,00 |WHAMASTER|WHAISHLohses (60 jmaster | 0:00:00  [Brows |Ln 1, Col 2
|L0ad a TRAMNIACT-5CL File into the Query pane |C0nnecti0ns: 1 | |NUM | &
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5) Navigate to the C:\temp\Database folder. Select utilsp_DeployNewDb.sql. Click Open (Figure
229).

Figure 229: Open Query File
Open Query File [ 7] |
Laak ir: I ) Database j = = ER-

File marme: |utilsp_DepIu:u_l,lNewD b.zql Open I
Cancel |

Files of type: II]uer_l,l Files [* 2q])

=
File farmat: I,-'i'-.utu j

6) Press F5 to execute the script.

BO Verify that The command(s) completed successfully appears in the Messages tab (Figure
230). Capture a screen shot.

Figure 230: Success Message

IMIEiIe Edit Query Tools ‘window Help &2l x|

8- 208 ) ceE#M oD v o [Ome o] @GRS

Ohject Browser iI —h
| B YHAISHSELZ2VHAMAS TERWHAISHL ~ | GO

B YHAISHSOLZ2 = if exists [(select ¥ from dbho.sysobjects where id = object
[ master drop procedure dho.utilsp DeployMewDB
B[ model GO -
[l medb
Ei Marthwind SRT OITOTED THRMTTRTRD OFF _I;I
Ei pubs Ll—r L
Ei tempdb The conmand(=) completed successfully. -
] WBECS_W1_PROD
[ WBECS_V1_PROD_MIRROR
&[] WVBECS_W1_TEST
&[] VBECS_w1_TEST_MIRROR =
D Comman Ohjects < | »
o QCorbgusionrcters || TG ) Massges
% Obiects [B=] Templates| WHAISHSOLZZ (5,00 [VHAMASTERIWHAISHLohsed (607 master | 0:00:00 [0 rows [Ln 1, ol 1

| |Connections: 1 UM v

8) Click File, Open. Navigate to the C:\temp\Database folder. Select utilsp_DeployVBECS.sql.
Click Open.

9) Replace:
a) <DATABASE NAME> with VBECS_V1_PROD.
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b) “<YOUR GROUP NAME> with the Active Directory Group Name for common users
[Appendix E: Server Configuration Checklist (Domain Information, Row 8)].

c) <YOUR ADMIN GROUP NAME> with the Active Directory Group Name for
administrator users [Appendix E: Server Configuration Checklist (Domain Information, Row
9)] (Figure 231).

Figure 231: Example of Deployment Stored Procedure After Text is Updated

r SOL Query Analyzer - [Query - YHAISHSQLZ2.master.YHAMASTER \ YHAISHLohseG - C:\temp'Database’utilsp_Deploy¥BECS.sq... [l =] [E3
Iﬂg File Edit GQuery Tools Window Help — IE Iil

B EEE Y R e e

Object Browser il exec utilsp DeploylewDE
| 3 VHAISHSOLZ2VHAMAS TERWHAISHL = "o temph Datsbasel PACKAGED VEECS DE.bak',
- 'diyProgram Files'\Microsoft 30L ServersM3Z0LyDatal ',
8 2 'd:yProgram Files'\Microsoft S0L ServersM3S0LsDatah ',
[ master 'WEECS Vi _PROD',

|»

| »

w1 model 'VHAMASTER) HinesEETestUsers',

-1 medb ' VHAMASTERY HinesEETestidmins' ,

B[ Morthwind 'd:\Program FileshMicrosoft SOL Server’ MSSCLYBACEURY ' L
H-1 pubs -
= tempdb 4 | >

=-[ ) WBECS_W1_PROD

#-[) YBECS_W1_PROD_MIRROR

#-[ ) WBECS_WI_TEST

#-[ ) WBECS_W1_TEST_MIRROR —
[_ Commaon Ohjects

[:l Canfiguration Functions

[:l Cursor Functions —

The comoand(s) completed successfully.

-] Date and Time Functiors | | .
-] Mathematical Fumctions ‘— '
[:| Aggregate Functions Ll [ Grids Messages I

.
2 Objects B Templates Sucee: [MHAISHSQLEZ (8.0)  [VHAMASTERIWHAISHLohseG (60; master | 0:00:00  [rows [Ln 1, Col 1

| |Connections: 1 ML A

'(;; Press F5. Wait for the script to complete. Verify below the Messages tab is Query batch

completed. Capture a screen shot.
11) Replace VBECS_V1 PROD with VBECS V1 TEST.

12)

10)

B0 Press Fo5. Verify below the Messages tab is Query batch completed. The completion of the
script indicates that the deployment of the VBECS database is complete. Capture a screen shot.

Initials: Date:

13) Close Query Analyzer. Click No to all to bypass saving file changes.
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14) Click Start, All Programs, Microsoft SQL Server, Enterprise Manager. Click the plus to the
left of Microsoft SQL Servers, SQL Server Group, SQL <server name> and Databases. Verify

that the screen matches Figure 232. Close SQL Server Enterprise Manager.

Figure 232: VBECS Databases

'ii SOL Server Enterprise Manager - [Console Root'Microsoft SQL Se... [l [=]

[%] File Action Wew Tools ‘Window Help | imixi

«= | anrER| 2 E

=

= |

+f
++
s

=

ISQL Server Enterprise Mana

ER

El-- SOL Server Group
Ela} YHAISHSOLZEZ (Windows MT)

(L3 Console Rook

=0ft SOL Servers

=D

rorthuwind
4 pubs
kermpdb

YBECS_Y1_PROD
{ YBECS_¥1_PROD_MIRROR
YBECS_Y1_TEST

-k VBECS_V1_TEST_MIRROR

H-1__] Data Transformation Services
i-[_7] Management

f-_7] Replication

f-7] Security

:Il:| Suppork Services

i-[_7] Meta Data Services

| g I g B g B g B g B e |

Microsoft SOL Servers ..

S0L Server
Garoup

April 2009
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3 Configure Terminal Server for Remote Desktop Connection

Terminal Server allows users to access VBECS via Remote Desktop Connection. To install Terminal
Server:

1) (1] Log into Server 1 with your Windows ID.
2) Click, Start, Control Panel, Add or Remove Programs.
3) Click Add/Remove Windows Components (Figure 233).

Figure 233: Add or Remove Programs

B Add or Remove Programs =]

Currently installed programs: [T Show updates Sork by IName vI

fis! CrystalSetupz003

ick here For support information,

it Frarm swour

H HF Array Configuration Ukilicy

E HP Array Configuration Ukiliey CLI Size 3, 74ME
E‘é HP Array Diagnoskic Lkility Size 3. 20MB
ﬁ_,'-’:,‘ HP Insight Diagnostics Online Edikion For Windows Size  28.34MB
@ HF Insight Management Agents -
4) Check the Terminal Server check box (Figure 234).
Figure 234: Windows Components Wizard
Windows Components Wizard
‘Windows Components
‘Y'ou can add or remove components of Windows,
To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details.
Components:
O & Remaote Storage 35 ME ;I
O @ Security Configuration Wizard 21 MB
T erminal S erver 0.0 B |
O (;?Terminal Server Licenzing 0.9 B
[1 &R 1IN0 Sarvices 49mMR T
Degcription:  Configures thiz computer to allow multiple users ko run one or more
applications remately.
Total disk space required: 0.0MBE P
Space available on digk: 292255 MB ﬂl
< Back I Mewt » I Cancel | Help |
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5) If a warning appears, click Yes (Figure 235). Click Next (Figure 234).
Figure 235: Configuration Warning

Configuration Warning E |

Internet Explarer Enhanced Security Configuration will significantly restrick the ability of Users on a kerminal server to
! browse the Inkernet from their Terminal Server session. To change this setting For users, click Mo, go to Internet
Explorer Enhanced Security Configuration, click Details and then uncheck the bowx: Far users,

Do you wank ko continue the installation with these settings?

6) Click Next (Figure 236).
Figure 236: Windows Components Wizard

Windows Components Wizard E |

Terminal 5erver zetup
ou choze toinztall Terminal Server on this computer

Thiz option install: Terminal Server, which configures the computer to mun -
@ pragrams for multiple simultaneous users. Mote: By default only members of ~ |
the local Administrators group will be able to connect ta thiz Terminal
Server Tou will need to add user accounts to the local Remote Desktop
Uzers group to allow uzers to connect ta thiz Terminal Server. Do not
inztall Terminal Server if wou only need Remate Desktop for administration,
which iz installed by default, and may be enabled by opening the Remaote
tab of the System control panel applet and enabling remote connections.

Program Ingtallation: IF wou continue waith thiz installation, programs that are
already installed an vour server will o longer work. and will have ta be
reinztalled. vou must uze Add or Remove Programs in Control Panel
whenever you install programs to uze on a Terminal Server.

Licenzing: To continue using Terminal Server after an initial grace period _I
-

¢ Back I Hewt » I Cancel | Helm |

7) Click the Full Security radio button (default).
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8) G Capture a screen shot. Click Next (Figure 237).

Figure 237: Windows Components Wizard

Windows Components Wizard

Terminal Server Setup
Select default permizsions for application compatibiliby.

Some applications require special access to system resources, such as the registry and
spstem directonies, in order to work correctly.

Thig option uzes the latest Windows Server 2003 security features and provides
the most zecure environment for pour Terminal Server. However, some
applications that were designed to run on earlier platforms might not min properly.
‘Y'ou can uze the Terminal Services Configuration tool to relax security at any time
if thiz option proves to be too restrictive.

£ Relased Secrity

& Thig option legzens many of the security enhancerments in Windows Server
2003, Under this configuration, ugers have access to critical registy and system
file locations. Thiz may be neceszary in order to run some applications that were
dezigned for earlier platforms.

< Back I Mest I Cancel | Help

9) Click the Use automatically discovered license servers radio button. Click Next (Figure 238).

Figure 238: Windows Components Wizard

Windows Components Wizard E3

Terminal Server Setup

Aindows Server 2003 Terminal Server icensze gerver iz required. vou can
specify the license server now or within 120 days.

Important: This Terminal Server must connect to a wWindows Server 2003 Terminal
Server icenze zerver within 120 days to ensure continued funchionality.

= Use these license servers:

LCheck Namesl

Separate icense server names with commas.
Example: Server], Serverd example. com, 192.168.1.1

& e automatically discovered licenze servers

| will specify a license server within 120 days

< Back I Meut » I Cancel Help
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10) % Click the Per Device licensing mode radio button. Capture a screen shot. Click Next
(Figure 239).
Figure 239: Windows Components Wizard
Windows Components Wizard

Terminal Server Setup
Specify the licenzing mode that you want this Terminal Server to uge,

Yiou can configure the licensing mode on a Teminal Server as Per Device or Per User.

Impartant: The licensing mode an this Terminal Server must match the tepes of Terminal

Server client access licenzes [Cals] inztalled on the Teminal Server licensze zerver that
thiz computer uzes.

' Per Device licensing mode
Each device connecting ta thiz Temminal Server requires a CAL.
™ Per User licensing mode

Each user connecting to this Terminal Server requires a CAL.

< Back

Cancel Helm
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11) Click Finish to complete the installation (Figure 240).
Figure 240: Windows Components Wizard

Windows Components Wizard |

Completing the Windows
Components Wizard

Y'ou have successfully completed the Windows
Components ‘Wizard,

To cloge thiz wizard, click Finizh.

¢ Back

Help |

Initials: Date:

12) O Click Yes to restart Server 1 (Figure 241).
Figure 241: System Settings Change

System Settings Change |

p ou musk restart your computer before the new settings will take effect,
L]

Do you wank Eo restark wour computer nowey
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13) (2] Log into Server 2 with your Windows ID.
14) Click Start, Control Panel, Add or Remove Programs.
15) Click Add/Remove Windows Components (Figure 242).

Figure 242: Add or Remove Programs

¥ Add or Remove Programs . =]
Currently installed programs: [T Show updates Sort by INamE vI

|'|i|:,,EL CrystalSetup?003 Size

ick here For support information, sed

it From your

[ HP array Configuration Utiliey CLI Sige  3.74ME

E HP Array Configuration Lkility

|l HP Array Diagrostic Utilicy Size  3.20MB

ﬂ HP Insight Diagnostics Cnline Edition For \Windows Size  78.34MEB

@ HP Insight Management Agenks

16) Check the Terminal Server check box (Figure 243).
Figure 243: Windows Components Wizard

Windows Components Wizard

Windows Components
‘You can add or remove components of Windaws.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
Detail.

LComponents:
[ 44 Remote Storage 3EME -]
O @ Security Configuration Wizard 21 1B
™ ¥ Teminal Server 0.0ME
O rF‘»}"Terminal Server Licenzing 0.9 B

|

-

1 &R 1INNI Services 4 9 1R

Descripion:  Configures this computer to allow multiple users to run one or more
applizations remotely.

Total disk space required: 0.0MB Dl |
Space available on disk: 29225.5 MB = —

< Back I Mest > I Cancel | Help |
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17) If a warning appears click Yes (Figure 244). Click Next (Figure 243).
Figure 244: Configuration Warning

Configuration Warning E |

Internet Explorer Enhanced Security Configuration will significantly restrick the ability of Users on a terminal server to
! browse the Internet from their Terminal Server session. To change this setking for users, click Mo, go ko Internet
Explorer Enhanced Security Configuration, click Details and then uncheck the box For users,

Do wou want ko conkinue the installation with these settings?

18) Click Next (Figure 245).
Figure 245: Windows Components Wizard

wWindows Components Wizard

Terminal Server zetup
You choze to install Terminal Server on this computer

Thiz option inztalls Terminal Server, which configures the computer o n - .
@7 programs for multiple simultaneous wsers. Mote: By default only members of ™~ |
the local Administrators group will be able to connect ta thiz Terminal
Server, Vou will need to add uger accounts to the local Remote Dezktop
Uszers group to allow uzers to connect ba thiz Terminal Server. Do naot
inztall Terminal Server if you only need Remote Desklop for administration,
which iz inztalled by default, and may be enabled by opening the Remote
tab of the System control panel applet and enabling remote connections.

Frogram Installation: IF you continue with thiz installation, programs that are
already installed on wour server will no longer work, and will have to be
reinztalled. *ou must use Add or Remove Programs in Control Panel
wheneyer you inztall programs to uge on a Terminal Server.

Lizenzing: To continue using T erminal Server after an initial grace period _I
-

< Back I Mest = I Cancel | Help |
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Click the Full Security radio button (default). Capture a screen shot. Click Next (Figure
246).
Figure 246: Windows Components Wizard

Windows Components Wizard

Teminal Server Setup
Select default permizsions for application cormpatibility.

Some applications require special access to spetem resources, such a3 the registry and
zyztern directories, in order to work comectly.

&

Thiz option uzes the latest Windows Server 2003 zecurity features and pravides
the mast secure environment for your Terminal Server. However, some
applicatiors that were designed to run on earlier platforms might not mn properly.

r'ou can uge the Terminal Services Configuration tool to relax security at any time
if this option proves to be too restrictive.

" Relaxed Security

& Thiz option lezzenz many of the security enhancements in Windows Server
2003. Under this configuration, users have access to critical registry and system

file locations. Thiz mayp be neceszary in order to run zome applications that were
dezigned for earlier platforms.

< Back I et > I Cancel | Helg

20) Click the Use automatically discovered license servers radio button. Click Next (Figure 247).
Figure 247: Windows Components Wizard

Windows Components Wizard E3

Terminal Server Setup

A vwindows Server 2003 Terminal Server icense server iz required. vYou can
zpecify the licenze server now or within 120 days.

Important: This Terminal Server must connect to & wWindows Server 2003 Terminal
Server icenze zerver within 120 days to ensure continued funchionality.

= Use these licehse servers:

LCheck Namesl

Separate icenze server names with commas.
Ewxample: Server], Serverd example. com, 192.168.1.1

& lze automatically discovered license servers

| will specify a license server within 120 days

< Back I Meut » I Cancel Help
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RO Click the Per Device licensing mode radio button. Capture a screen shot. Click Next
(Figure 248).

Figure 248: Windows Components Wizard

Terminal Server Setup
Specify the licensing maode that you want this Terminal Server to use,

“ou can configure the icensing mode on a Terminal Server as Per Device or Per User.

Important: The licensing mode on this Terminal Server must match the tpes of Terminal
Server client access licenses [CalLs] installed on the Terminal Server license server that
thiz computer uses.

" Per Device licensing mode
Each device connecting ta thiz Terminal Server requires a CAL.
™ Per User licensing mode

E ach user connecting to thig Terminal Server requires a Cal,

< Back

Cancel Help
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22) Click Finish to complete the installation (Figure 249).
Figure 249: Windows Components Wizard

Windows Components Wizard |

Completing the Windows
Components Wizard

Y'ou have successfully completed the Windows
Components ‘Wizard,

To cloge thiz wizard, click Finizh.

¢ Back

Help |

Initials: Date:

23) @ Click Yes to restart Server 2 (Figure 250).
Figure 250: System Settings Change
System Settings Change |

3/ Yol must reskart your computer before the new settings will kake effect,
-

Do wou wank ko restark your computer now?
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24) (1) Log into Server 1 with your Windows ID. The Terminal Server help window will
automatically launch. Close the Terminal Server window (Figure 251).

Figure 251: Terminal Server

E? Terminal Server

HoE 2 &

Hide Back  Fomward  Print Options

M[=] E3

Cantents ||ﬂl:|E:-: I Eearchl

This cantent might have been updated,
||;‘@ T erminal Services For the rost recent version, see the
. TechCenter Web site,
[ﬂ Teminal Server

@ Checklists: Setting up Terminal Ser . . .

9] New ways to do familiar tasks Checklists: Setting up Terminal

7] Best practices Server

@& How To.. s Plan your Terminal Server deployment

@ Concepts
@ Troublezhooting i ) . .
@ Terminal Server Licensing « Configure Terminal Server Licensing

¢ Confiqure Terminal Server

@ Teminal Services Configuration
@ Teminal Services Lzer Properties
@ Teminal Services Manager

1| | B

Install Applications

Choose client software deployment options

m,
ay

25) Configure Terminal Services: Click Start, Administrative Tools, Terminal Services
Configuration.
26) Right click RDP-Tcp. Click Properties (Figure 252).

Figure 252: Terminal Services Configuration\Connections

tscc - [Terminal Services Configuration,Connections]

File  Action Wjew Help
= @@ x @

,, Terminal Services Configuration

----- 5 Connections

[:I Server Settings

all Tasks

Delete

Help

Opens property sheet For the current selection.
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27) BO Click the Client Settings tab. Uncheck the Use connection setting from user settings and

Connect client printers at logon check boxes in the connection group (Figure 253). Capture a
screen shot.

Figure 253: RDP-Tcp Properties

RDP-Tcp Properties 2x|
General I Lagon Settings | Sessions I E nwviranment I
Remote Control Cligrt Settings | Metwork Adapter I Pemissions
Connection

™ Use connection settings from user settings
¥ Connect client dives at lagon
s

I™ | Defiaudt b mair client prirter

¥ Limit Magimumn Color Depth

|18 bit [~ |
Dizable the following:
¥ Drive mapping ¥ | COM port mapping
¥ | windows pritter mapping I™ | Clipboard mapping
F# | LPT port mapping ™| Audiomepping

ak I Cancel | Apply |

BO Click the Permissions tab. Click Add. Enter the two group names [from Appendix E:
Server Configuration Checklist (Domain Information, Rows 8 and 9)] separated by a semicolon
in the Enter the object names to select field. Capture a screen shot. Click OK (Figure 254).

Figure 254: Example of Configuring User Access
ROP-TcpProperties ————— HE| |

General I Logon Settings I Sessions | E rvironment |
Remaote Control | Cligrt Settings I Metwork Adapter Permissions

Group or uger names: I

!ﬂ Administrators MHAISHNODZ 4% dmimistrators) : =
€0 L0CAL SERVICE Select Users, Computers, or Groups
!ﬂ METWORE SERVICE Select thiz object type:
€32 Remote Desktop Users [VHAISHNODZ4\Remate Desktop Users) ILIserS, Groups. or Built-in security principals Object Types... |
€7 SYSTEM L
Erom this location:
Add. | [ —— Ivha.med.va.gov ﬂl
Pemnizzions for Administrators Allow Deny Enter the object names to select (examples)
Full Cortrol O HinesBE T estl sers; HinesBB T estddming] Check Mames
User Access a
Guest Access O
Special Permissions O O Advanced... | 0K, | Cancel |
Il ’
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screen shot (Figure 255). Click OK to close.
Figure 255: Example of RDP-Tcp Properties

RDP-Tcp Properties ﬂ
General I Logon Settings I Sessions I Environment I
Remate Cantral I Client Settings I Metwork Adapter Permizsiong

Group or user names:

ﬁ Administrators [YHAISHMUL20MA dministrators) &
ﬁ HinesBETestddmins [VHakMAS TERYHinesBE Testadming)
ﬁ HinesBBTestUsers (WHAMASTER HinesBBT estsers)
€7 LOCAL SERVICE
!ﬂ METwWORK SERVICE
b PP
Hemaove |
Permizzions for HinesBB TestAdming Aillaa Deny
Full Cantral a a
User Acce a a
M > O
Special Permissions O O

For special permissions or for advanced settings, Advanced |
click Advanced. —

Ok | Cancel I Apply

30) If Figure 256 appears, click OK to continue.

Figure 256: Terminal Server Properties

Terminal Services Properties

-
\l 2 Configuration changes have been made to the system registry; however, the user session now active on the RDP-Tcp connection will not be changed.

Make sure that the permissions on both groups are set to Guest Access (default). Capture a

31) Close the Terminal Services Configuration\Connections window (Figure 252).

Initials:

Date:
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32) Click Start, Administrative Tools, Terminal Server Licensing. Verify that at least one server
appears in the right pane. If at least one server appears in the right pane, continue at Step 36

(Figure 257).

Figure 257: Example of Terminal Server Licensing

TE3 Terminal Server Licensing M=l E3
Action  Wiew Help

EE all servers e | Hctrration Status |
{ZlyHaISHDCL Linkniowin
TElyHAISHADC? Urkricirn

33) If no servers appear in the right pane, right click All servers and click Connect (Figure 258).

Figure 258: Terminal Server Licensing

TE_:! Terminal Server Licensing _ O]
fckion  Wiew  Help

| Activation Skakus
Conneck
Refresh Al
Help
| | ©
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34) Enter the license server name(s) from Appendix E: Server Configuration Checklist (Domain
Information, Row 10). Click OK (Figure 259).

Figure 259: Example of License Server

TE?! Terminal Server Licensing _ O] x|
fckion  Wiew  Help

EE ol servers

.. [
Conneck to License Server 'J

Server: IHD1 SACTHCO

k. I Canicel | Help |
L« |2

35) Repeat Steps 33 and 34 for all license servers.

Initials: Date:

36) (2] Log into Server 2 with your Windows ID. The Terminal Server help window will
automatically launch. Close the Terminal Server window (Figure 260).

Figure 260: Terminal Server

E? Terminal Server =]
o & r
Hide Back  Forward  Prnt  Options
=
Contents I Index I §ean:h| Iy
This content right have been updated, I_"
m Teminal Services For the rmost recent wersion, see the :
l:@ Terminal Server TechCenter Weh site,
@ Checklists: Setting up Terminal Ser . . .
[9] New ways to do familiar tasks Checklists: Setting up Terminal
[7] Best practices server
@ How To.. # Plan vour Terminal Server deplovrment
@ Concepts ) » Configure Terminal Server
[7] Troubleshoating ] ] ) )
@ Teminal Server Licersing & Configure Terminal Server Licensing
@ Teminal Services Configuration e Install Applications
e Terminal Services User Properties # Choose client software deployrnent options
@ Teminal Services Manager
4 | B
[~

37) Configure Terminal Services: Click Start, Administrative Tools, Terminal Services
Configuration.
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38) Right click RDP-Tcp. Click Properties (Figure 261).
Figure 261: Terminal Services Configuration\Connections

tscc - [Terminal Services Configuration,Connections]

File  Action Wjew Help
« = | @@ x @

,, Terminal Services Configuration
{425 Connections

[:I Server Settings

Al Tasks

Delete

Help

|0|:|ens property sheet For the current seleckion,
BO Click the Client Settings tab. Uncheck the Use connection setting from user settings and
Connect client printers at logon check boxes in the connection group. Capture a screen shot

(Figure 262).
Figure 262: RDP-Tcp Properties
x|

RDP-Tcp Properties ?
I Eriranment I

General I Logon Settings | Sessions
Clignt Settings | Mehwaork Adapter I Permizsions

Remote Contral

Caonnection
I Usge connection settings from Lizer settings
¥ | Canrect cliert dives at lagor
[T Connect cliert priters at iogar

I | Drefault ba maiti client grinter

W Limit Masimum Color Depth

{15 bi |

Dizable the following:
[¥ | Bt port mapming

¥ Diive mapping
I | Gliphnard mappitg

¥ irid aves printer mapming

¥ LFT pot rrappitg I~ | Sudin mappitg

Ok I Cancel Apply
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BO Click the Permissions tab. Click Add. Enter the two group names [Appendix E: Server

Configuration Checklist (Domain Information, Rows 8 and 9)] separated by a semicolon in the
Enter the object names to select field. Capture a screen shot. Click OK (Figure 263).

40)

Figure 263: Example of Configuring User Access

RDP-Tcp Properties ﬂ !

General I Logaon Settings I Sessions | E virotimeit |
Remaote Control | Cligrt Settings I Metwork Adapter Permissions

Group or uger names: I

!ﬂ Administrators MHAISHNODZ 4% dmimistrators)

T
ﬁ LOCAL SERVICE Select Users, Computers, or Groups
!ﬂ METWORE SERVICE Select thiz object type:
ﬁ Femote Desktop Users MHAISHNODZ44Remote Desktop Users) ILIsers, Groups. of Built-in security principals Object Types... |
€7 SYSTEM L
Erom this location:
Add. | Bemove Ivha.med.va.gov Locations... |
Pemnizzions for Administrators Allow Deny Enter the object names to select (examples)

Full Cartrol O HinesBET st zers; HinesBE T estédming LCheck Mames |

User Access a

Guest Access O

Special Permissions O O Advanced... | 0k | Cancel |

'0 Make sure that the permissions on both groups are set to Guest Access (default). Capture a
screen shot. Click OK to close (Figure 264).

41)

Figure 264: Example of RDP-Tcp Properties

RDP-Tcp Propetties
General I Lagat Settings | Seszions | Erwviranment |
Rermnate Control | Client 5 ettings | Metwork Adapter Permissions

Group or uzer names:
!ﬁ Admiristrators WMHAISHMULZ0VAdrinistrators) =
!ﬁ HinesBB Testtdming [WHARMAS TERYHinesBE Testbdming)
!ﬁ HinesBBTestl)sers [WHAMASTER\HinesBBT extlsers]

€7 LOCAL SERVICE
ﬁ METWORK SERVICE
=S =
Remove |
Pemizsions for HinesBB Testadming Al Deny
Full Cortral O a
|ser Acce: O a
O
Special Permiszions O a

Far zpecial permissions or for advanced zettings, Advanced |
click Advanced. —

ok | Cancel I Apply |

42) Close the Terminal Services Configuration window.
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43) If Figure 265 appears, click OK to continue.
Figure 265: Terminal Server Properties

Terminal Services Properties B3

.
J, / Configuration changes have been made to the system registry; however, the user session now active on the RDP-Tcp connection will not be changed.

Initials: Date:

44) Click Start, Administrative Tools, Terminal Server Licensing. Verify that at least one server
appears in the right pane. If at least one server appears in the right pane, continue at the next
section (Figure 266).

Figure 266: Example of Terminal Server Licensing

B2 Terminal Server Licensing

ackion  Wiew Help

EE all servers e | Hctrration Status |
{=lyHAISHSDCL Unkniown
{ZlyHaIsHsDC2 Unkniown
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45) If no servers appear in the right pane, right click All servers and click Connect (Figure 267).

Figure 267: Terminal Server Licensing

TE3 Terminal Server Licensing M=l

Action  Wiew Help

| Activation Skatus

Conneck

Refresh Al

Help

1 | ©H

46) Enter the license server name from Appendix E: Server Configuration Checklist (Domain
Information, Row 10). Click OK (Figure 268).

Figure 268: Example of License Server

TE?! Terminal Server Licensing _ O] x|
fckion  Wiew  Help

.. [
Conneck to License Server 'J

Server: IHD1 SACTHCO

k. I Canicel | Help |
L« |2

47) Repeat Steps 45 and 46 for all license servers.
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4 Install VBECS Services and the VBECS Application

Install the Services that Support VBECS

1) (1] Log into Server 1 with your Windows ID.
2) Click Start, Windows Explorer and navigate to the c:\temp directory. Double click install.bat to
run the script.

3) When prompted, enter the domain and VHAXXVbecsCluster as the user name (replace
“XX” with your two-digit VISN 1D or EPS for EPS installations). For data center installations,
enter RXXVBESVCCLUO1 (replace “XX” with your two-digit region ID). Enter the password
(see Appendix H: Password List).

4) Enter the:

o Database server name [from Appendix E: Server Configuration Checklist (SQL Server
Information, Virtual Server Network Name, Row 7)]

o  Cluster Server IP address [from Appendix E: Server Configuration Checklist (Server Hardware
Information, Row 6)]

e Email address [from Appendix E: Server Configuration Checklist (Contact Information, VBECS
Service support email address)]

5)

"> Check the installation log (InstallUtil.InstallLog) in c:\temp to verify that the installation was
completed (no rollback messages in logs). Print the installation log for validation records.

6) % Click Start, Administrative Tools, Services. Verify that these services are listed. Capture a
screen shot.

VBECS CPRS HL7 Client Monitor

VBECS CPRS HL7 Listener

VBECS HL7 Multi Listener

VBECS Patient Merge HL7 Listener

VBECS Patient Update HL7 Listener

VBECS Scheduled Report Runner

VBECS Service Monitor

VBECS Test CPRS HL7 Client Monitor

VBECS Test CPRS HL7 Listener

VBECS Test HL7 Multi Listener

VBECS Test Patient Merge HL7 Listener

VBECS Test Patient Update HL7 Listener

VBECS Test Scheduled Report Runner

VBECS Test VistALink RPC XML Listener

VBECS VistALink RPC XML Listener

Initials: Date:
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233 ) . . . )
L 1 Some services are installed as disabled. Do not activate these services unless the IM or EPS

directs you to do so. Prior to starting the VBECS services, ensure that the Configure Interfaces
section of Maintenance Operations in VistA Blood Establishment Computer Software (VBECS)
Technical Manual-Security Guide was completed.

7) (2 Log into Server 2 with your Windows ID.
8) Click Start, Windows Explorer and navigate to the c:\temp directory. Double click install.bat to
run the script.

9) When prompted, enter the domain and VHAXXVbecsCluster as the user name (replace
“XX” with your two-digit VISN ID or EPS for EPS installations). For data center installations,
enter RXXVBESVCCLUOL1 (replace “XX” with your two-digit region 1D). Enter the password
(see Appendix H: Password List).

10) Enter the:

o Database server name [from Appendix E: Server Configuration Checklist (SQL Server
Information, Virtual Server Network Name, Row 7)]

o  Cluster Server IP address [from Appendix E: Server Configuration Checklist (Server Hardware
Information, Row 6)]

e Email address [from Appendix E: Server Configuration Checklist (Contact Information, VBECS
Services support email address)]

11) Check the installation log (InstallUtil.InstallLog) in c:\temp to verify that the installation was
completed (no rollback messages in logs). Print the installation log for validation records.

B3 Click Start, Administrative Tools, Services. Verify that these services are listed. Capture a
screen shot.

VBECS CPRS HL7 Client Monitor

VBECS CPRS HL7 Listener

VBECS HL7 Multi Listener

VBECS Patient Merge HL7 Listener
VBECS Patient Update HL7 Listener
VBECS Scheduled Report Runner

VBECS Service Monitor

VBECS Test CPRS HL7 Client Monitor
VBECS Test CPRS HL7 Listener

VBECS Test HL7 Multi Listener

VBECS Test Patient Merge HL7 Listener
VBECS Test Patient Update HL7 Listener
VBECS Test Scheduled Report Runner
VBECS Test VistALink RPC XML Listener
VBECS VistALink RPC XML Listener

12)

Initials: Date:
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233

i

I Some services are installed as disabled. Do not activate these services unless the IM or EPS

directs you to do so. Prior to starting the VBECS services, ensure that the Configure Interfaces
section of Maintenance Operations in VistA Blood Establishment Computer Software (VBECS)
Technical Manual-Security Guide was completed.

Install VBECS

5

1)
2)

3)

4)

6)

(1] Log into Server 1 with your Windows ID.
To install VBECS files on the server and register the DLL for the help files, navigate to the
c:\temp folder. Double click Install_ VBECS.bat to run the script.

“*> Check the Vbecs_Install_log.txt file in c:\temp to verify that there were no errors during the
installation process (‘“no differences encountered” will appear in every step). Print the installation
log for validation records.

Initials: Date:

(2] Log into Server 2 with your Windows ID.
To install VBECS files on the server and register the DLL for the help files, navigate to the
c:\temp folder. Double click Install_VBECS.bat to run the script.

“*> Check the Vbecs_Install_log.txt file in c:\temp to verify that there were no errors during the
installation process (‘“no differences encountered” will appear in every step). Print the installation
log for validation records.

Initials: Date:

Install Backup Exec

If the site chooses to use its own backup strategy (see Appendix E: Server Configuration Checklist,
Backup Exec), continue at Section 7. See Appendix J: Backup Procedures for Data Centers for more
information on implementing an independent backup strategy.

To ensure that the database is preserved in the event of a disaster, install Backup Exec:

1)
2)

Instruct server support staff to turn on the tape device.

@ The tape drive is attached to only one server (usually Server 2, but this must be verified). Log
into Server 2.

3) Click Start, Control Panel, System. Click the Hardware tab.
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4) Click Device Manager (Figure 269).
Figure 269: System Properties

System Properties ﬂ
Advanced I Automatic Updates | R emaote |
General I Computer Mame Hardware

— Device Manager

=== The Device Manager liztz all the hardware devices installed
—ﬁ on your computer. Use the Device Manager to change the

= properties of any device.

Device Manager I

— Dirivers

Driving Signing letz vou make sure that installed drivers are
compatible with Windows. Windows Update lets you zet up
how "Windows connects to Windows Update for drivers.

Diriver Signing Windows Update

—Hardware Profiles

Hardware profiles provide & way for you to set up and store
different hardware configurations.

Hardware Profiles |

k. Cancel | Ammly |
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5) If the tape drive does not appear in Device Manager (Figure 270), it is attached to the other
server. Log into the other server and repeat Steps 3-5 to verify that the server recognizes the tape
device.

Figure 270: Device Manager

E Device Manager =]

File Action Yiew Help

-= m &S 2 =

Fl-i=2) IDE ATA/ATAPT contrallers :I
b Keyboards
/-7 Mice and ather poinking devices
Fl- i Manitars
:I\) rulkifunction adapters
Fl- & Mebwork adapters
El‘f} Other devices
[ Bk WP Ultrium 2-5CST SCST Sequential Device]
- Ports (COM & LPT)

ﬂ Processars LI

m 4& meET e d AT ko

6) Instruct the server support staff to insert the Backup Exec CD in the CD drive of the server to
which the tape device is attached.
7) The CD will start automatically. In the Symantec software window, click OK (Figure 271).

&
&
&
&
&
£

Figure 271: Symantec Software

Select a language:

[ Engish =l
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8) Click Installation (Figure 272).
Figure 272: Symantec Backup Exec(tm) for Windows Servers: Home

Symantec Backup Exec(tm) for Windows Servers ’ symantec.

} Home:

Irstallation

Documerntation

Microzoft Windows
Certification

Product Information

Support and
Services

Somantec: Web Site

Browse CD

Symantec Backup Exec{tm) for Windows Servers
cD

Symantec Backup Execitm) for'Windows Servers -frorm the leader in Windows
data protection - the next generation backup and restore solution providing
camprehensive, cost effective and cerified protection for Microsoft Windows
SERVEF ERVIFONMENtS.

Click the links on the leftto access the various areas of this CO.

Copyright Exit

9) Click Start Backup Exec Installation (Figure 273).

Figure 273: Symantec Backup Exec(tm) for Windows Servers

Dacumentation

Microzoft Windows

Symantec Backup Exec(tm) for Windows Servers ’ symantec.

Installation

v Wiew Cluick Installation Guide
[requires Adobe Acrobat Reader)

v Check Backup Exec'Weh Site for the Latest Build before Installation
v Check Backup Exec'Weh Site for Software Alerts

Certifization

Product Infarmation

Suppart and
Services

Symantec Web Site

Browse CD

v Wiew Readide

v Miew Licensing Information

Launch Backup Exec for Windows Servers Environment Check

Symantec recommends that pou uge thiz CD to rwn the Environment Check on any computer on
which wou plan to install Backup Exec or which wou plak to back up with Backup Exec.

Start Backup Exec Installation

Copyright Back Exit
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10) Ignore the After Installation screen: do not click Next (Figure 274).
Figure 274: After Installation

After Installation Ed

After installation, please click Mest.

< Back

Cancel |

11) Click Next on the Welcome screen (Figure 275).
Figure 275: Symantec Backup Exec (TM) 10d for Windows Servers: Welcome

|
ii,? Symantec Backup Exec {TM) 10d for Windows Servers 9= B3

Welcome

Thiz wizard will guide vou thraugh installing Symantec Backup Exec [TM] 10d for Windaws
Servers, Backup E=ec options, and Backup Exec agents to the local computer or to
remote computers.

To proceed click Mext.

=
]
=

Copyright Cancel
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12) Click the I accept the terms of the license agreement radio button. Click Next (Figure 276).
Figure 276: Symantec Backup Exec (TM) 1d for Windows Servers: License Agreement
1§ Symantec Backup Exec (M) 10d for Windows Servers ——__________________MEK]

License Agreement
Fleaze read the following license agreement carefully.

4

, symantecw END-USER SOFTWARE LICENSE AGREEMENT

THIS IS A LEGAL AGREEMENT BETWEEM YOU AND VERITAS SOFTWARE GLOBAL
LLC AMD ITS AFFILIATED EMTITIES [“LICENSOR").

BEFORE vOU CHOOSE THE "I ACCEPT” BUTTOM AT THE BOTTOM OF THIS
WINMDOW, CAREFULLY READ THE TERMS AMD COMDITIONS OF THIS

AGREEMENT. BY CHOOSING THE "I ACCEPT" BUTTCON wOU ARE (1)

REPRESEMTIMNG THAT vl ARE OWER THE AGE OF 18 AMD HAWE THE CAPACITY

AMD AUTHORITY TO BIMD YOURSELF AMD wOUR EMPLOYER, AS APPLICABLE,

T THE TERMS OF THIS AGREEMEMT: AMD (2] COMSEMTING OM BEHALF OF
TQURSELF ANDYOR AS AN AUTHORIZED REPRESEMTATIVE OF YOUR EMPLOVER.,

AS APPLICABLE, TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, OR DO NOT b

& | accept the terms of the license agreement.

= | do not accept the terms of the license agreement.

| Print Back MNext Cancel

13) Keep the defaults (Local Install checked and Install Backup Exec software and options
selected). Click Next (Figure 277).

Figure 277: Symantec Backup Exec (TM) 10d for Windows Servers: Local Install
15 5ymantec Backup Exec (T) 10d for Windows Servers MBI

Symantec Backup Exec for Windows Servers Install Menu
Please select the components you wish ko install

Inztall & Symantec Backup Exec media server and options on this
computer.

| Irstall the Symantec Backup Exec Administration Console on this
computer &z a Remaote Administrator, which allows you to remotely
adrminigter media servers from aWindows server or warkstation,

[~ Remote Install

Use push install to install Backup Exec and any additional options and
agents ko remote computers. Select this option if you want to push install
Fiemote Agents to remote computers.

Back Next Cancel
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14) Enter the serial number (see IM) included with the Symantec software. Click Add. Click Next
(Figure 278).

Figure 278: Example of Symantec Backup Exec (TM) 10d for Windows Servers: Serial Numbers
8 5ymantec Backup Exec (M) 10d for WindowsServers ——________________MEK|

Symantec Backup Exec Senal Numbers

want to install on either this computer or on a remote computer,

Serial Mumber

o

Existing Senal Humbers

Enter the serial numbers for Backup Exec and for each additional option or agent that you

Impoit

i

Bemove

04-8402-9200-002183 Symantec Backup Exec for Windows Servers

Cancel

15) Click Next (Figure 279).

Figure 279: Symantec Backup Exec (TM) 10d for Windows Servers: Local Features
5.5 ymantec Backup Exec (1) 10dfor Windows Servers MBI

Symantec Backup Exec Local Features
Review Local Features to be instaled on WYHAISHMULED.

Click on an icon in the list below to change how a feature is installed.

Feature Diescription:

Tape Device Drivers
Online Documentation

Enable Fobatic Library Support

‘web Administration Console

Tivali Storage Manager Option
Create Clone CD

Copy Server Configurations

X ~| Managed Media Server

Central Admin Server Option

Inteligent Dizaster Recovery

Advanced Open File Option

SAMN Shared Storage Option

Agent for Microsoft Data Protection Manager
Agent for Microsoft Exchange Server

Aaent for Microzoft SharePaint Partal Server
Agent for Microsoft SOL Server

Installs on and protects any
suppoarted version of Microgzaft
windows Server 2003 or
windows 2000, including

D atacenter and Advanced
Server

Drive C:
Required: 418 MB
Available: 63212 MB

Destination Folder:
C:%“Program Files\YERITAS B ackup ExechMT

Change... |

Cancel
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16) Enter vhaXXvbecsbackup as the user name (replace “XX” with your two-digit VISN ID). Enter
the password (see Appendix H: Password List). Click Next (Figure 280).

Figure 280: Example of Symantec Backup Exec (TM) 10d for Windows Servers: Services

“,;.Z' Symantec Backup Exec {TM) 10d for Windows Servers T =]

Symantec Backup Exec Services
Erter Service Account [nformation

Enter the narne and password of an Administrator account for the Backup Exec
services o use.

If thiz computer iz in a domain, enter a Domain &dministrators account, or an
equivalent account that iz part of the Domain Admins group. 1n the Domain list,
zelect ar enter the Domain narme.

If thiz computer iz in a workgroup, enter an Administrators account, or an equivalent
account that iz part of the Administrators group on the computer. 1n the Domain list,
zelect or enter the computer name.

Usemame IvhaDDvbecsbackup

Password I xxxxxxxx 1

Diomnain |\-"HAMASTEF| |

Back

=
]
=

Cancel

17) Click OK (Figure 281).
Figure 281: Confirmation Window

Symantec Backup Exec {TM) 10d for Windows Servers | x| |

L] The account YHAMASTER \vhatestvbecsbackup has been granted the Following rights:
\_]:) Log on as a service

act as part of the operating system

Create a token object
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18) Keep the default radio button (Create a local...) selected. Click Next (Figure 282).
Figure 282: Symantec Backup Exec (TM) 10d for Windows Servers: Database

Symantec Backup Exec (TM) 10d for Windows Servers M= E3

Symantec Backup Exec Database
Select a SOL Server 2000 instance on which to inztal the Backup Exec databaze.

Backup Exec can install the Microzoft SOL Server 2000 Desktop Engine [MSDE
2000) components on the local computer to create an instance on which to store the
Backup Exec database, or pou can select an existing SOL Server 2000 instance on
the network.

% iCreate a local Backup Exec MSDE 2000 [SP3a or later] instance to store
the database on. This instance will be installed on C:\Program
FilesMicrozoft SOL ServersMSSOLEBKUPEXEC

{7 Use an existing SOL Server 2000 [SP3a or later] instance on the network
to stare the database on.

Finish

Back Next Cancel

19) Keep the default radio button [Use VERITAS device drivers for all tape devices (recommended)]
selected. Click Next (Figure 283).

Figure 283: Symantec Backup Exec (TM) 10d for Windows Servers: Tape Device Drivers

Symantec Backup Exec {TM) 10d for Windows Servers [_ O] =]

YERITAS Tape Device Dnvers

Select how the WVERITAS Device Driver Installer should install device drivers for tape
storage devices connected o the server.
These divers have not been Windows Certification Tested.

& Use VERITAS device drivers for all tape devices [recommended):

VLic
W bdeny

The VERITAS Device Driver Installer identifiz: tape devices connected to
the server and replaces exigting drivers with WERITAS drivers.

Use YERITAS device drivers for tape devices that do not already have
drivers loaded

WERITAS device drivers are installed for tape devices not supparted by
exizting Microzoft or OEM drivers. WVERITAS device drivers are loaded before
Flug and Play drivers. The WERITAS Device Driver Installer may detect
additional supported hardware and replace curent device drivers.

" Do not uze VERITAS device drivers

Usze existing Microzaft or OEM drivers.

Back Next Cancel
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20) Click Install (Figure 284).
Figure 284: Symantec Backup Exec (TM) 10d for Windows Servers: Ready to Install the Program

Symantec Backup Exec (TM) 10d for Windows Servers M=

Ready to Install the Program
Click Inztall to begin the inztallation. IF pou want to change any of pour installation settings,
click Back. Click Cancel to exit the wizard.

Destination path: C\Prograrm Files\WERITAS\Backup ExeciNT, ;I

Installation date /time: 12/13/2006 11:24:41 AM
50L Server Instance: BELUPEXESC
serial numbers:

04-5402-2200-0021583 Symantec Backup Exec for Windaws Servers

Features:
=) |Backup Exec for Windows Servers
=) |Tape Device Drivars
= |online Docurnentation
=3 |Enable Rabotic Library Support

Backup Exec Installation Review for WYHAISHMULED

Upon a successful ingtallation, the Inztallation Review will be zaved to C:\Program
Filez"WERITAS B ackup ExechM T \InztallR eview. him,

Print Back Install Cancel

21) Click Continue Anyway (Figure 285).

Figure 285: Hardware Installation Warning

Hardware Installation

L ] "-\ The software you are inztalling for thiz hardware:
-
HF Ultrium 2-5C51

has not pazsed Windows Logo besting to werify itz cormpatibility with
thiz version of Windows. [Tell me why this testing is impaortant]

Continuing vour installation of thiz software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
pazzed Windows Logo testing.

Continue Anpway

CSTOF Tnstaliation
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22) Uncheck all the check boxes and click Finish (Figure 286).
Figure 286: Symantec Backup Exec (TM) 10d for Windows Servers: Symantec Install Wizard

Completed

ymantec Backup Exec {TM) 10d for Windows Servers =]

The install wizard has successfully installed Symantec Backup Exec (TM) 10d
for Wwindows Servers. Your system must be restarted to complete the
installation.

Select Restart system’ and click 'Finish' to restart your system,

[ Run the Symantec Online Flegistration Wizard

[T Wiew ReadMe

Finish

23) Click Exit.
Figure 287: Symantec Backup Exec (TM) 10d for Windows Servers

Documentation

Microsoft Windows

Symantec Backup Exec(tm) for Windows Servers ,sy‘mantec.
Home Installation
) Installation v Wiew Quick Installation Guide

[requires Adobe Acrobat Reader)
v Check Backup Execheb Site forthe Latest Build before Installation
v Check Backup Execheb Site for Software Alers

Certific:ation
Product Information

Support and
Services

Symantes Web Site

Browse CD

v Wiew Readhde

v Wiew Licensing Information

Launch Backup Exec for Windows Servers Environment Check
Symantec recommends that you uze thiz CD to run the Environment Check. on any computer on
which you plan to inztall Backup Exec or which you plan to back up with Backup Exec.

Start Backup Exec Installation

Copyright Back Forward Exit
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24) Click Next (Figure 288).
Figure 288: After Installation

After Installation E |

After ingtallation, pleaze click Mext.

% Back

Cancel |

25) Click Finish (Figure 289).
Figure 289: Finish Admin Install

Finish Admin Install |
When the inztallation haz ended [successfully or not),
pleaze click the Finizh button or the Cancel button, DO
MOT CLICK. THE BUTTOMNS BEFORE INSTALLATION
HAS EMDED!
{ Back Cancel |
Initials: Date:
26) Click Start, Shut Down. Select Restart. Enter Backup Exec installation in the Comment field.
Click OK.
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6 Configure Backup Exec

These instructions describe the minimum settings for backups. Perform backups in accordance with local
policy. Perform backups at least five days a week and move backup tapes to a secure location other than
the server room.

To back up the database nightly, configure Backup Exec:

1) Log into the server on which Backup Exec is installed with your Windows ID.

2) Click Start, All Programs, Symantec Backup Exec 10d for Windows Servers to launch
Backup Exec.

3) Inthe First Time Startup Wizard screen, click Next (Figure 290).

Figure 290: First Time Startup Wizard

First Time Startup Wizard x|

Welcome to the First Time

@ Startup Wizard

Thiz wizard guides you in configuring Backup Exec for
firgt-time use by helping you to;

Set media management defaults
Werify device configuration

Add Backup-to-Dizk folders
Werify drive configuration

Add logon accounts

tare wizards may appear to help you configure any
additional options pou installed.

To continue, click Mext.

Cancel Help
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4) Click Next (Figure 291).
Figure 291: First Time Startup Wizard

First Time Startup Wizard x|

Media Management with Media Sets
Backup Exec uses media sets that vou configure to automatically

protect and manage pour data and media.

When pou create a backup job, pou choose a media get that the backup media will
belong to. 1t may be helpful ta think of a media set as an empty container into which
media can be placed.

tedia sets aszign two properties to the media they contain:

The ovenmite protection period controlz how long data on the media is protected.
When the ovenwrite protection period expirez, the media becomes recyclable and
can be ovenwrnitten by other backup jobs.

The append period controls how long additional backups can be wiitten to the media
after the firzt backup has been written.

|f wou change the properties of a media set, the changes are immediately applied to all
media in the media zet.

< Back Cancel | Help |

5) Leave the Yes... radio button selected. Click Next (Figure 292).
Figure 292: First Time Startup Wizard

First Time Startup Wizard

Default Media Set Properties
ou can choosze to edit the default media zet or create more media zets.

The properties for your default media et are:

M ame tedia Set 1
Ovenante protection pernod:  Infinite - Don't Allow O vensnite

Append penad: Infirite - Allow Append

This iz your default media zet. and its protection peniod is infinite. Media in this media
zet will not be automatically recycled.

Do pou want bo customize your media sete?

¢ ¥es, | want to edit this zet or create new media zets that will allow Backup Exec ta
automatically recycle some media for my backups.

Mo, | will configure my media sets later.
tedia in this zet will not become automatically recyclable.

< Back I Mest > I Cancel Help
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6) Inthe Media Set Wizard screen, click Next (Figure 293).
Figure 293: Media Set Wizard

Media Set Wizard |

Welcome to the Media Set
Wizard

Thisg wizard will quide you through creating and editing
media sets,

Media sets enable Backup Exec to protect pour data from

being ovenaritten and to manage the efficient use of your
media.

To continue, click Next.

Cancel | Help |

7) Leave the Create a new media set radio button selected. Click Next (Figure 294).
Figure 294: Media Set Wizard

Media Set Wizard

Create or Edit a Media Set
Y'ou can create a new media get, or edit the properties
for an existing media set.

Do you want to create a media zet, or edit an exizting media zet?

{* ‘Create a new media set

" Edit an existing media set

< Back I Hest » I Cancel Help
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8) Enter VBECS Media Set in the field. Click Next (Figure 295).
Figure 295: Media Set Wizard

Media Set Wizard

Mame the Media Set
Conzider naming thiz media zet by the type of backups
that will be targeted to the zet.

Enter a name for thiz media zet;
WEECS Media Set

It may be helpful if pou give the media set a name that represents itz intended use.

“'ou may want to hame a media zet by the frequency and type of backup jobs that wil
be targeted tait. For example, you might want to create a “Monthly", "weekly'', and
"Daily Incremental" zet.

“'ou may alzo have different ovensrite pratection and append period requirements for
different types of data. Examples include "Exchange Server Full Backups' and
"Databaze backups"

< Back I Meust » I Cancel | Help |

9) Change the overwrite protection to 7 days. Click Next (Figure 296).
Figure 296: Media Set Wizard

Media Set Wizard

Set the Overwrite Protection Period
W'ou can zet the length of time that pou want to preserve data in this media set.

The owenwrite protection period beginz when the backup job completes. Conzsider
zetting an ovenwrite pratection period that iz long enough to protect data until it is
backed up again, but is short enough 2o that the media can be recycled efficienth.

If wou zelect |nfinite, media azzigned to this media set cannot be owvenaritten without
wour intervention. Data can be added until the media iz full or the append period
expires. 7'ou can et the append period on the nest page.

How long do vou want to keep data in thiz media zet from being ovenaritten’?

o

< Back I Mext » I Cancel Help

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 180
Installation Guide Version 3.0



10) Change the period to 1 day. Click Next (Figure 297).
Figure 297: Media Set Wizard
x|

Set the Append Penod

Y'ou can zet the lenagth of time that pou want to add data
to media in this media et

The append period starts when the first ovenarnite backup job is written ta thiz media.
The owenwrite pratection period beginz again each time ah append job iz completed.

How long do wou want to allow data to be appended to media in this media zet?

< Back I Mewt » I Cancel | Help |

11) In the Media Set Summary screen, click Next (Figure 298).
Figure 298: Media Set Wizard

Media Set Wizard

Media Set Summary
Werify the settings for the media zet.

r'ou have zelected the following zettings for the media zet;

tMedia set name: WBECS Media Set
Dvenwrite protection period: 1 Weeks
Append penod: 1 Days

|f theze settings are comrect, click Mext. To make changes, click Back.

< Back

Cancel Help
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12) Do not check the check box. Click Finish to complete the Media Set Wizard (Figure 299).
Figure 299: Media Set Wizard finished

Media Set Wizard finished x|

Completing the Media Set
Wizard

You have successiully completed the Media Set ‘wizard,

Your changez will be applied after you click Finigh.

- iAdd or edit another media set after clicking Finish.

< Back I Finizh I Cancel | Help |

13) Leave the Overwrite scratch media... radio button selected. Click Next (Figure 300).
Figure 300: First Time Startup Wizard

First Time Startup Wizard x|

Preferred Overwrite Media Type
Which type of media should be ovenwritten first?

Scratch media are blank or erazed media that do not belong to a media set.
Recyclable media belong to a media zet but have expired ovenurite pratection
periods.

Buath of thesze tppes of media are always available for ovenarnite backup jobs.
YWhich twpe of media should be ovenwritten first?

&+ Dvemwnte scratch media before ovensniting recyclable media contained in theé
targeted media zet. More media may be reguired for the same number of
jobz, but the recuclable media may be preserved longer for possible recowvem:

" Owenwrite (ecyclable media contained in the targeted media set before
overwriting scratch media. “ou will re-use the zame media more frequently
thar if you chooge to ovenarnite scratch media before recyclable media.

¢ Back I Mest » I Cancel Help
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14) Select the None radio button. Uncheck the Prompt before overwriting check box. Click Finish
(Figure 301).

Figure 301: First Time Startup Wizard

First Time Startup Wizard x|

Overwrite Protection Level
“What level of ovenarite protection would pou ke for your

allocated and imported media?

Allocated media belong to media zetz and have curent ovenarnite protection periods.
They contain data that B ackup Exec iz currently protecting from being ovenaritien.

Imported media are media created by anather installation of Backup Exec or some ather
backup application, but from which you can still restore data.

Select the level of media ovenarite pratection for pour environment:
£ Full - Prevents alocated and imported media from being ovenaritten,

" Partial - Prevents allocated media from being ovenwritten. Imparted media can be
ovenarntien.

" Prompt before ovensiting imported media

& None - Does not prevent any type of media from being ovenwritten, Media in any
media zet can be overwiitten, regardless of its ovenwrite protection period.

[ Prompt before ovenariting allocated or imported media

< Back I Finizh I Cancel | Help |

15) Make sure the tape backup device is turned on. In the Device Configuration Wizard screen, click
Next (Figure 302).

Figure 302: Welcome

Welcome to the Device
Configuration Wizard

This wizard will help you to verify pour backup
hardware configuration,

To begin, click Mest,

Cancel Help
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16) Click Configure Devices (Figure 303).
Figure 303: Device Configuration Wizard

Device Configuration Wizard

Detected Hardware
'ou can werfy that Backup Exec hagz detected all of vour dives cormectly,

Backup Exec has found these devices for doing backups. If you have a
backup device attached to thiz server that does not appear in this list, select
the Configure Devices button,  Othenwize, select Mext to continue.

Backup devices

LConfigure Devices |

< Back I Ment » I Cancel Help
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17) In the Configure Your Tape Devices dialog, click the top icon with the red arrow (l|) to install
VERITAS device drivers (Figure 304).

Figure 304: Configure Your Tape Devices

Configure Your Tape Devices !EI E

I]euit;:,and—llﬂggurce Management

Click here Jtu:n inzthll & tape device driver.

nd Play auto-configured, that iz, most storage devices are
automatically recognized and appropriste drivers are loaded. By default,
Removable Storage automatically acquires these storage devices.

Onthe backup server, you can allovy Removahle Storage to share the
devices in autoloaders hetween twwa or more applications, or you can allow
zome or all devices in autoloaders ta be controlled and used exclusively by
Backup Exec's Advanced Device and Media Management (A0 20M).

If the device iz enabled in Removable Storage, Backup Exec uses
Femovable Storage for device and media operations; if the device iz
dizabled in Removable Storage, Backup Exec controls the device directly.

To disable the devices in Removable Storage and allow direct contral by
Backup Exec, use the following instructions:

1 Click here lltcn dizplay the Removable Storage snapin in a Microsoft
MWanagement Console.

2 Double-click Physical Locations.

3 Right-click a device you want enabled for Backup Exec and select
Properties.

4 Clear the Enable Library option on the General tab.
5 Click OK to save your change.

G  Repeat steps 2 through 5 for all devices you want to enable for Backup
Exec.
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18) The Device Driver Installer starts. Click Next (Figure 305).
Figure 305: VERITAS Device Driver Installer

YERITAS Device Driver Installer x|

Welcome to the VERITAS Device
Driver Installation

Thig wizard guides you through the installation of the
YWERITAS device drivers.

The WVERITAS device drivers are optimized for uge with
WERITAS products, and are only licensed for use on systems
with a currently icensed WERITAS product installed.

Any other uge of VERITAS device diivers is a violation of the
license agreement.

For the latest device driver information and version, pleasze
refer to our support web site at

vy, support, veritaz, com

Pleasze note these device drivers do not utilize Microsoft's
digital zignature capability.

To continue, click MNest.

Cancel |

19) Leave the Use VERITAS tape drivers for all tape devices radio button selected. Check Use
Plug and Play drivers. Click Next (Figure 306).

Figure 306: VERITAS Device Driver Installer

¥ERITAS Device Driver Installer E3
Choozing tape drivers.
‘which devices do you want to uze with YERITAS drivers? ()

¢ UseWVERITAS tape diivers for all supported tape devices.

|2 my tape device supported?  hitp: /¢ support veritas. comyrdbews-compatibility. b

" UseWERITAS tape drivers for tape devices that do not already have drivers loaded.
" Uninstall and remove all VERITAS device drivers from your system,

[" Delete entries for tape devices that are not available.

[ Use Plug and Play drivers

For mare information about the available choices, click More Information.

More Infu:urmatiu:unl

To continue, click Mest.

< Back I Mest > I Cancel
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20) In the Scanning Hardware window, click Next (Figure 307).
Figure 307: VERITAS Device Driver Installer

¥ERITAS Device Driver Installer E2 |

Scanning hardware
Thee Mexst button will appear when the scan completes. The Details (S

button will show the devices, divers, and actions that will be taken by the
Mest button.

Finding tape devices ;I
Finding plug and play tape device names

Hardware [0 = SCSI4S equentialHP. ltriurm_2-5C51__F&OD

Finding IDE plug and play device instances

Finding SCS1 plug and play device instances

Finding WERITAS device drivers

Hardware scan complete.

Detailz |

Heut > |

21) Click Next (Figure 308).
Figure 308: VERITAS Device Driver Installer

¥ERITAS Device Driver Installer

Installing YERITAS dnivers.
YERITAS device divers are being installed onto wour system.

Updating YERITAS inf file ;I
VERITAS device diivers are already inztalled

Tapel [4,0.3.0] halfinch. zys SCSIYSequentialHP Ultrium_2-5CS1__FEOD

Inztallation complete.

Details |
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22) Click Finish (Figure 309).
Figure 309: VERITAS Device Driver Installer

YERITAS Device Driver Installer

Completing the VERITAS Device
Driver Installation
‘ou have completed the WYERITAS Device Driver Installation.

A reboot of pour zystem may be necessan before any
changes take effect.

To cloge this wizard, click Finish,
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23) Click X in the upper right corner to close the Configure Your Tape Devices window (Figure 310).
Figure 310: Configure Your Tape Devices

E Configure Your Tape Devices !E E

Device and Resource Management

Click here lltu:u inztall a tape device driver.

Windows is Plug and Play auto-configured, that iz, maost storage
devices are automatically recognized and appropriste drivers are
Ioaded. By default, Removakle Storage automatically acguires these
storage devices.

On the backup server, you can allove Removable Storage to share the
devices in autoloaders hetvween twa or more applications, or you can
allovy zome ar all devices in autoloaders ta be cortrolled and used
exclusively by Backup Exec's Advanced Device and Media
Management (ADAMM].

If the device iz enabled in Removable Storage, Backup Exec uzes
Removable Storage for device and media operations; if the device is
dizabled in Removakle Storage, Backup Exec controlz the device
directly.

To dizable the devices in Removable Storage and allovy direct contral
by Backup Exec, use the following instructions:

1 Click here ﬂtn dizplay the Removable Storage snapinin a
Microzoft Management Console.

2 Double-click Phy=ical Locations.

3 Right-click a device you want enabled for Backup Exec and select
Properties.

4 Clear the Enable Library option on the General tab.
5 Click OK to save your change.

6 Repest steps 2 through S for all devices you want to enakle for
Backup Exec.
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24) Click Next (Figure 311).
Figure 311: Device Configuration Wizard
Device Configuration Wizard

Detected Hardware
“au can werify that Backup Exec has detected all of vour drives correctiy,

Backup Exec haz found theze devices for doing backups. I pou have a
backup device attached to this server that does not appear in this list, zelect
the Configure Devices button, Othenwise, zelect Mext bo continue.

Backup devices

HF 1 [Port: 4. Bus: 0, Target 10: 3. Lun: (]

* Configure Devices

¢ Back | Mest » | Cancel | Help |

25) In the Detected Backup-to-Disk Folders window, click Next (Figure 312).
Figure 312: Device Configuration Wizard

Device Configuration Wizard

Detected Backup-to-Disk Folders
Yau can venfy that all of wour Backup-to-Dizk Folders have been detected correctly.

Backup Exec haz found the following Backup-to-Digk Folders. Chck the &dd B ackup-to-Dizgk Folder
button to add new folders. Otherwize, click Mest to continue.

Mate: Backup-to-Dizk Folders are included in the All Drives drive pool along with other storage
devices. |f jobz are targeted to the All Drives drive pool, amy existing B ackup-ta-Disk Falder may be
chogen by Backup Exec as the target device.

Add BackupoDisk Folder |

< Back I Mest = I Cancel Help
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26) Click Next (Figure 313).
Figure 313: Device Configuration Wizard

Device Configuration YWizard

Drive Configuration
Y'ou can verify that Backup Exec has configured all of pour drives correctly.

Fleaze werify that your drive configuration iz corect. |f pou need to make changes, drag a
drive to its proper location.

Dnves in robotic libranes should appear under their robotic ibray device. Drives that are not in
robotic libraniez should appear under ""Stand-alone Drives'.

For multiple diive robotic ibranes, make zure the dives are ordered according to their dive
element addresz. |F “<unknown device:" appears under a robotic libray device, drag the
proper drive into that pozition.

: Ll HP [Port; 4, Buz: 0, Target 1D: 3, Lun: 0]
“50 Backup-to-Disk Folders

< Back I Meut » I Cancel | Help

27) Click Finish to complete the installation (Figure 314).

Figure 314: Device Configuration Wizard

Device Configuration Wizard x|

Completing the Device
Configuration Wizard

“ou have completed the Device Configuration ‘wizard.

To cloze thig wizard, click Finigh.

< Back Cancel Help
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28) In the Logon Account Wizard screen, click Next (Figure 315).
Figure 315: Logon Account Welcome

Logon Account Welcome il

Welcome to the Logon Account
Wizard

Thiz wizard will quide vou through creating or editing a
logon account,

To access rezources such as servers, shares, databases,
etc., Backup Exec uszes logon accounts that store the
credentials of your existing user accounts.

Backup Exec will not create accounts o pour resources.

Click Mext to continue or Cancel to exit the wizard,

Cancel | Help |

29) Click the Select an existing logon account radio button. Click Next (Figure 316).

Figure 316: Logon Account Wizard

Logon Account Wizard

Set Up ¥our Default Logon Account
Y'ou can create or select a logon account to use as vour default logon account,

Wwhen you use Backup Exec, pou must create or chooze a logon account bo use az your
default. The default logon account is uzed o browse resources of the local zerver and
an the netwark when you are making backup selections.

'our default logon account must have the same ugername and passwiord a3 a user
account that iz azzigned backup nghtz on your Backup Exec media server.

IF the rezources you want Backup Exec to pratect require different credentialzs, pou can
create more logon accountz as needed.

Do you want bo add a logon account bo uze ag vour default or select an exizting
account to use as vour default?

i~ Add a new logon account,

{* Select an existing logon account

¢ Back I Hest = I Cancel | Help
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30) Leave the System Logon Account selected. Click Next (Figure 317).
Figure 317: Example of Select a Logon Account

Logon Account Wizard x|

Select a Logon Account
Select an existing logon account,

Select the logon account from the ligt below:

rn Logon Account [YHAMASTER \whaT est

< Back I Mext » I Cancel | Help |

31) Leave the check box unchecked. Click Finish (Figure 318).
Figure 318: You have completed the Logon Account Wizard

¥ou have completed the Logon Account Wizard x|

Completing the Logon Account
Wizard

You have successfully completed the Logon Account
Wwizard.

Your changes will be applied after pou click Finizh,

r Add or edit ancther logon account after clicking Finizh.

< Back I Finizh I Cancel | Help

Initials: Date:
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32) Configure the backup job: using Windows Explorer, navigate to C:\Program

Files\Vista\VVbecs\Backup and edit the copyDB.bat file: change <servername> to reflect the name
of the other server in the cluster [not the one you are currently logged into (Figure 319)].
Figure 319: copyDB.bat File

!L copyDB.hat - MNotepad

=]
File Edit Faormat ‘iew Help
@acho off |
if exist d: gotg-oTa
net use b: Yh<servernameswhd$ Suser:vhamastériwhaxesdvbecsBackup
xcopy hiwPregram FileshMicrosoft SoL SerwveraMSSoLAWBACKUPY AR "Cihvtemphbackuph” /£S5 Y
het use h: fdelefte
exit 1
:Tocal
XCOPY rD:\Pngram FilesswMicrosoft SOL ServeriMSSOoLMWBACKUPS AL A "Civtemphbackupy” /5 A
exit 1
<] 4
33) Replace “XX” in VHAXXVbecsBackup with your two-digit VISN ID. Save the file (Figure 320).
Figure 320: Example of Configured copyDB.bat File
!!. copyDB.bat - Notepad =]
File Edit Format Wiew Help
@echo off =]
if exist d: goto Tocal

net use b: “MWWHAISHWODZZNd$ Auser:ivhamasterswhaOOpbecsBackup

xcopy "bivProgram Files'Microsoft sqL ServersMSSQLABACKUPY" AL A "Civtemphbackupy” /s 0
net use b: Adelete

exit 1

:Tocal

xcopy "DiNProgram FilesMicrosoft SQL ServersMSSQLMBACKUPHY"A, A "Civtemphbackupy" /s v
exit 1

Kil
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34) Click the Backup tab (Figure 321).
Figure 321: Symantec Backup Exec — [Overview]

fx Symantec Backup Exec - [Overview]

File Edit Wew MNetwork Tools Window Help

=1 E3

Backup | Restore | Policy ||

Overview || Job Setup | Job Monitor | Alerts | Reports | Devices | Media |

General

Open Assistant in new
window

Desktop and Laptop
Backups

Backup Exec Assistant |

Backup Exec Assistant -

Information Desk I

Follow these steps to set up your Backup Exec
environment:

Step 1 - Install Remote Agents

To back up remote computers, one or more Backup Exec agents may
need to be installed. You can install the remote agents from this
Backup Exec Administration Console,

installremote agents  Learn more about installing remaote agents

\/JJ Step 2 - Create Device Pools

& device pool is a group of storage devices that can be targeted for
backups. 4 device pool can contain different types of storage devices
including stand-alone drives, drives in robotic libraries and backup-to-
disk folders. Targeting backups to a device pool increases efficiency
and performance through load balancing, which distributes job
processing across storage dewvices.

~raat ] ] Fro_roors bt dasei roale iZata Diaesd H

System Summary I

-

o dasica o
'] 0 Scheduled Jobs, 0 Jobs on Hold, 0 Active Jobs [ %} [ vHAISHMULED

4

35) In the “Selection list name” field, enter VBECS Backup (Figure 322). Select all folders and files

under \Backup.

36) Click Device and Media in the Properties pane (Figure 322).
Figure 322: Backup Job Properties

Backup Job Properties (O] x]
P - i Selections
toperties Selection list name: Wiew format
SO‘gcle . |VBECS Backup ~| | © Graphical Advanced.. |
elections " ’
Resource Order Selection list description: o r:ejhow file details
Resource Credentials =
Friorly anc Avalabity Load Selections from Egisting List V' Include subdirectories
Selection List Notification =
DeElvna.non —_ = )& WHAISHNODZ4 ol mame = | size | Typs
zSceangMecty, - [Z1 & Local Selections copyDB.bat 1KB  Winc
Settings DA=
General [ (1 <D Verification
Advanced

Pre/Post Commands
Advanced Open File
Advanced Disk-based Bac
Microsoft SAL

Microsoft Exchange
Microsoft SharePaint

[ (1 compaq

[ L1 CPQSYSTEM

Q2 dbeonv

O (_) Documents and Settings
OChe

[ (1 Program Files

[0 _| RECYCLER

Lotus Domino i
[ _| System Yolume Information
Netware SMS. =21 E2 temp G
Nelwnrk §nd Firewall - (] Arial fonts
Linus/Uriix S
Notification -] 2 Cluster
Frequency -] L Crystal reports
Schedule -0 (] Database
- [ Drivers For VBECS printer
@[ (7 install_logs
¥ o .11 Services K] | 2
Bun Now I Cancel | Help
Z
April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0

Installation Guide Version 3.0

Page 195



37) Select VBECS Media Set from the “Media set” drop-down menu. Click the Overwrite media
radio button. Keep the defaults for all other fields. Click General in the Properties pane (Figure

323).
Figure 323: Bac

kup Job Properties

Backup Job Properties [_ O] x|
- r Device and Media
Properties
Fource Device: |AII Devices [WHAI SHMULED) j
:':':::'g:m o Mediaset:  [WBELS Medis Set =]
Resource Credentials Famiy name:  |Media created 12/13/2006 12:21:15 PM
Friority and Avwailability
Selection List Motification - When this job begins
Drestination o
Device and Media = App &, overwrite if no appendable media is available
Setlings " Append to medja, terminate job if no appendable media is available
General
Advanced . . .
Pre/Past Commands [~ Eject media after job completes
Advanced Open File [~ Retension media before backup
Advanced Disk-based Bac 5
Microsoft SEL ~ Media pratection
Microsoft Exchange ™ Password protect media Lhange password!.. |
Microzoft SharePaint
Latus Doming
Netware SMS
Netwark, and Firewal
Lirws /Ui
Motification
Frequency
Schedule
[ | _>|
Bun Mow I Cancel | Help |
£

38) Change the text in the “Job name” field to “VBECS Backup.” Change the text in the “Backup set
description” field to “VBECS Backup Set.” Keep all other defaults. Click Pre/Post Commands
in the Properties pane (Figure 324).

Figure 324: Backup Job Properties

Backup Job Properties

[_[Of ]

General

Properties

Source
Selections
Resource Order
Resource Credentials
Priority and dswvailability
Selection List Motification
Diestination
Device and Media
Settings
General
Advanced
Pre/Post Commands
Advanced Open File
Advanced Disk-based Bac
Microsoft SOL
Microsoft Exchange
Microzoft SharePoint
Latus Domina
Metwiare SMS
Metwork and Firewall
Lirws/ Ui
Motific:ation
Freguency
Schedule

Job name: [VBECS Backup

Backup zet description: |VBECS EBackup Sel

Backup method I
Backup methad for files:
I Full - Back up files - Using archive bit [reset archive bit) j

Files accessed|in 303: days

™| Use the Windows Change Joumalif availsblz

™| Ereserve tres an archive

¥ ey after backup completes

Compression type:

IHardware [f available, otherwise none] j

Bun Now I

Cancel Help
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39) Change the text in the “Pre-command” field to:
C:\Program Files\VistA\Vbecs\Backup\copyDB.bat
Check the Run job only if pre-job command is successful check box. Keep all other defaults.
Click Schedule in the Properties pane (Figure 325).

Figure 325: Backup Job Properties

YBECS Backup Properties [_ O] =]
- r Pre/Post Commands
Froperties
Source Pre-command: IC:\F‘logram Files\vists \hecs\B ackuphcopyD B bat
Selections
Resource Order el |
Resource Credentials [ Allaw pre- and past-commands to be suscessful anly if completed with a retu code of zera
Priority and Avwailability [ Funich only i di ful
Selection List Notification el il L RIS e S
Drestination ¥ | Run post-command only if pre-command is successhul
DEWC& and Meda ¥ Run post-command even if job Fails
Setlings
General ™| Run post-command after job werfication completes
Advanced
Pre/Post Commands Cancel command if nat completed within I i 33 mirLtes
Advanced Dpen File FAun these commands
At?lvanc:ed Disk-based Bac ® O
Microsoft SOL
Microsoft Exchange & On each server backed up
Microzoft SharePaint
Latus Doming
Metwiare SMS
Netwark, and Firewal
LirwzUnis
Motification
Frequency
Schedule
1 | B
Subrmit I Cancel | Help
£
40) Click the Run according to schedule radio button (Figure 326).
Figure 326: Backup Job Properties
Backup Job Properties [_ O] =]
- Schedule
Properties
Source Current date and time
Selections 12/13/2006 12:33:55 PM
Resource Order
Resource Credentials ~Schedule
Priarity and Availability  Bun now
Selection List Motification -
Destination © Runon [12713/2005 x| & [122105FM ==
Device and Media
Setting: % FAun according to schedule
General
Advanced Effective date:  12/13/2006 Wiew Schedule Summary |
Pre/Post Commands Time Wind
Advanced Open File e ‘nuw‘f .
Advanced Disk-based Bac Start no earlier than 11:00:00 P
Microsoit SOL and no later than  10:59:59 PM
ticrosaft Exchange
Microzoft SharePoint
Lotus Domino I~ Submitjob an hold
Netw/are M5
Metwark and Firewall
Linus/Lniz
Notification
Frequency Job deletion
Schedule € Delete the ol if the job successfully completes
€ Delete the job after the job completes
(% Dojnct delete the job
4] | >
Submit Cancel Help
4
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41) Click Time Window in the left pane (Figure 327).
Figure 327: VBECS Backup

¥BECS Backup E

 General Options

""" B E_”ECW'_B Date The general optionz that you specify apply every dag on which

""" @y Time Window a task is scheduled to run. By default, a task can run once
[ ©0 Restart Time [nterval every day indefinitely at any time of the dap.
E| E‘J F|un Day Options

- Wweek Daps - Effective Date

""" = DaylInterval Thiz iz the date on which the schedule becomes

----- @  Days of the Month effective. A tazk can nat rn priar ta this date.

----- % Specific Dates

----- % Ewuclude Dates - Time Window

Thiz is the time period during which the tazk can begin
on any zcheduled un day,

- Restart Time Interval

Thiz iz the time interval uzed to restart a tazk during any
scheduled wn day.

Surnrnary |
ok I Cancel | Help |

42) Select 3:00:00 AM from the “Start no earlier than” drop-down menu and 3:15:00 AM from the
“and no later than” drop-down menu. Click Days of the Month in the left pane (Figure 328).

Figure 328: VBECS Backup

¥BECS Backup

E| 1:] General Dptions r~ Time Windaw fior Each Run Day
----- ﬁ\, Effectwe Date

A, time window iz the period of time during which a tazk can
beqin on any scheduled run day.

HE o

R HDESHS Time Interal To change the time window, modify the earliest and/or latest
E‘ {1 Fun Day Optionis times for the tazk to begin,
e Wieel Days

Day Interval
..... B Days of the Manth
----- % Specific Dates
----- % Ewxclude Dates

i =
Start no earlier than 3:00:00 Ak =

i

and no later than | 3:15:00 AM j

Surmmary |
0k I Cancel Help
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43) Click Set All. Click OK to close (Figure 329). Note: Backups must occur at least five days a

week. Configure Backup Exec for days when staff is available to change the tapes. Keep all other
defaults.

Figure 329: VBECS Backup
x|

=-{_ General Options ~Days of the Month

48y Effective Dats You can schedule a tagk to run on particular days each month,
i Time Window for example. on the first and the 15th.
-0 Restart Time Interval

“Y'ou can algo schedule a task for the last dap of the month,

E"E:I Fun Day Options regardiess of the actual date.
3 Week Dape Select the button for each day you want included in the run
Dray Interval

schedule. To deselect a day, click itz buttan again.

-« Specific Dates

1 2 3 4 5 5 7 g
3 11011 12 (13114 115 | 16
17118119 120 | 21 | 22| 23 | 24
25 126 | 27 | 28 | 29 | 30 | A

Exclude Dates

v Last

setdll | Cleartll |

Summary |
Ok I Cancel | Help

44) Click Submit to save (Figure 330).
Figure 330: Backup Job Properties

Backup Job Properties [_ O]
- - Scheduls

Properties |

S ouice i~ Curent date and time
Selections 12/13/2006 12:44:04 PM
Resource Order
Rezource Credentials ~ Schedule
Priority and Avwvailability @ Eu et
Selection List Motification -

Destination  Runon [12713/2008 | at [122015PM =
Device and Media

Settings Edit Schedule Details |
General

Advanced Effective date:  12/413/2006 Wiew Schedule Summary |

Pre/Post Commands

Advanced Open File Vi W’indowf o
Advanced Disk-based Bac Start no earlier than 2:00:00 PM
Microzaft SEL and no later than 2:15:00 AM
Microsoft Eschange
Microsoft §harePoint
Lotuis Domino I~ Submit job on hold
Meffare SMS
Metwark, and Firewall
Lines/ Uiz
Motification
Frequency Job deletion
Schedule ) Delete the job if the job succezsfully completes
) Dielete the job after, the job completes
(= [ riot delete the job
| | @
Submit I Cancel Help
&
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45) In the job summary screen click Print (Figure 331). Verify the settings on the printout. Click
OK.

Figure 331: Example of Job Summary
loj x|

Fleaze verify the settings you have selected for this backup job.

VBECS Backup Properties: VBECS Backup

Source

-

Selections
Selection list name: WBECS Backup
Selection list description:

Selections fResource Order
Selections
Cihtemph\Backupy* . * /SUBDIR

Resource Credentials

Resources Resource Credentials
WHAISHMULZ? System Logon Account
s

[ PNER NN S NN LI

Cancel Frint Help |

46) Click OK (Figure 332).

Figure 332: Confirmation Prompt

The job has been scheduled. Tao view the
gtatuz of thiz job, go to the Job Moritor.

[T Do not display this meszage again
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47) To test the job, click the Job Setup tab. Right click VBECS Backup. Select Run Now (Figure

333).
Figure 333: Test Run

File Edit Wiew MNetwork Tools Window Help

I'.S, Symantec Backup Exec - [ Job Setup]

Jobs -1 lem

General Tasks

Delete
Properties
Run now Test R,

Change Friarity ¥

Backup | Restore | Policy || Overview | Joh Setup | Job Monitor | Alerts

| De

Job Mame M arne

Copy

I
Palicy Description

Decrease priority Policy Mam — copy
Duplicake |

Media Rak

Delete

Properties
Backup Tasks & =rop

A ready-to-use policy that v
A ready-to-use policy thak v

Mew job

Mew job using wizard

New job to verify —
backup data Selection Lisk Marne &

F S

Backup Selection Lists -1 ltem

Descripkion

Mew job to duplicate | WBECS Backup

backup sets

48) Click Yes (Figure 334). Note the current time.

Figure 334: Confirmation

Start Job

The job specified below will be submitted to mwn
naw. The job will alzo run as scheduled. Ta wigw
the ztatus of thiz job, go to the Job Maonitor.

—

e bo bl
WBECS Backup
C I
Lo pou want o continue? Salles
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49) If the Media Information window appears, click OK (Figure 335).

Figure 335: Media Information

Media Information

oK |
o Categom name: IMedia Information

Owenwiting allocated media "LTO000007"

Media Owvensnite Protection iz configured to overnwnite allocated

media,

Please congult the onling help for more information on allocated

media,

Server name:
Device name:
Job name:

Tirre:

VHAISHMULED

HP 1

WEBECS Backup

12/13/2006 3:35:40 Phd

v &utomatically display new alerts

Help |

50) To view the completed job, click the Job Monitor tab. Double click VBECS Backup in the Job
History pane for the time noted in step 48 (Figure 336).

Figure 336: Symantec Backup Exec — [Job Monitor]

f& Symantec Backup Exec - [Job Monitor] =]
File Edit Yew MNetwork Tools Window Help

Backup | Restore | Paolicy || Overview | Job Setup || Job Monitor " Alerts | Reports | Devices | Media |

General Tasks

Active Job Tasks

Scheduled Job Tasks

Job List | Calendar |

Current Jobs -1 ltem IF1L Tl Filter - All jobs jl
State -~ Job Mame Device Mame Job Type | Job Status | Priotik: | Fercent ..

@ Sched...  WBECS Backup All Devices (WHAL..  Backup Scheduled Medium Mone
o | 2l
Job Histary -1 ltem (FTTCY Rl Filte: - &l jobs =l
Job Mame | Device Name | Job Type | Job SEafus | Percent ... i Stark Time ™ i“End Time
E WBECS Backup  HP 1 Backup Successful 100%: 12/13§2006 3:37 PM }2,!’13,!’20!
| 1 i
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51) Verify that “Successful” appears as the job status.

52) Click Print. Save the report. Click OK to return to the main window (Figure 337).

Figure 337: Example of Successful Completion
Job History [_ O]

Job History | Job ngl

. 1 . 1 ;I

VBECS Backup

Job name : VBECS Backup
Joh F 3

Successful
o Lt Profran Files VERITASY Backup
Exec\NT Data\BEX VHATISHMULED 00007.xml
Server name : VHATSHMULGO
Selection list name : VBECS data

Device name : HP 1
Target name : &11 Devices (VHAISHMULGO)
Media set name : VBECH Media Zet b

;I Job Summary Information

Original start time : Thursday, December 14, 2008 Z:00:00 PM

Job started : Wednesday, December 13, 2006 3:37:04 PM

Job ended : Wednesday, December 13, 2006 3:38:00 PM

Elapsed time : 00:00:56 |
Save Az | Prrint | Find... |

Ok I Cancel | Help |

-

53) To configure alerts, click the Alerts tab (Figure 338).

Figure 338: Main Backup Exec screen

[& Symantec Backup Exec - [Job Monitor] [_ (O]
File Edit VYiew Metwork Tools wWindow Help
Backup | Restore | Policy ‘ | Overview | Job Setup || Job Monitor “ Alerts \ Reports \ Devices | Media \ |
Job List | Calendar I
General Tasks
Current Jobs -1 ltem LTI GCLA Filter - All jobs >
State - Job Mame Device Name Job Type Job Status | Priorit: | Percent ... | Start Time:
Sched... VBECS Backup All Devices (WHAL.,  Backup Ready; M... Medium None 2[2212008 3:00 &
Active Job Tasks
Scheduled Job Tasks & 4] | _’I
Job History - 2 ltems Filter: [F =
Job Mame Device Mame Job Type Job Status | Percent ... | StartTime ™ I End Time
E YBECS Backup  HP 1 Backup Successful 100% 2/21]2008 3100 AM 2j21/2008 3:00 AM
Q YBECS Backup  HP 1 Backup Successful 100%: 2/20/2008 12:43 PM 2/20/2008 12:44 PM
Custom Filter Tasks S
Manage custarn filters
. __| ol
'] 1 Scheduled Job, 0 Jobs on Hold, O Active Jobs & ¥ (= yHarsHmoDz4 A
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54) Click Configure e-mail and pagers (Figure 339).
Figure 339: Symantec Backup Exec - [Alerts]

[‘ Symantec Backup Exec - [Alerts] M=
File Edit Yiew Network Tools ‘Window Help

Backup | Restare \ Policy H Overview | Joh Setup \ Job Monitor || Alerts |\ Reports | Devices | Media | ‘

Active Alerts | Alert History |
General Tasks

Active Alerts - 0 tems [F1LCTA Filter - Al aleits >

Twpe = I Categar | Message | Time Alert Received | Job Mame: | Device har
Alert Tasks Hone

& Alert category enabled
Configure alert
categories

Notification Tasks A

Configure e-mail and
pagers

Canfigure recipients

Assign recipients to alert
categories

M| 5

i Active Alert Properties =

Custom Filter Tasks

Summary of database maintenance activity:

* Saved contents of BEDB database
* Optimized BEDB database size from 6.38 MB ta 6.38 MB

* Deleted expired data for BEDBE database: -
4 | »
Done '] 1 Scheduled Job, 0 Jobs on Hold, 0 Active Jobs [ [®%5 (= yHaIsHNODZS 4

55) Check the Enable check box and enter the following (Figure 340). Server name can be found in
Appendix E: Server Configuration Checklist (Server Hardware Information, Row 3):
e SMTP mail server: <server name>
e SMTP port: 25
e Sender name: <server name>
Sender address: <server name>@va.gov
Click OK.

Figure 340: Notification Configuration Properties

Notification Configuration Properties

Wik Configuration | Fager Configuration
SMTF Configuration | MAF| Configuration
v Enable
SMTF mail zerver:

IVHAISHNDDZ2

SMTF port:

B

Sender name:
|VHAISHNDDZ;2

Sender address:

IVHMSHNDDZ2@V5.QD\-{

QK I Cancel | Apply Help
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56) Click Configure Recipients (Figure 341). Click New.
Figure 341: Configure Recipients

Configure Recipients |

Configure the recipientz available to receive alert notifications:

Eemove

It

Froperties

Cloze I Help

57) Leave “Person” selected (Figure 342). Click OK.
Figure 342: Recipient Type

Recipient Type

|
Select the recipient type:
‘Ferzon C |
Met Send Ll |
Fririter
Graup Help |
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58) Check the Enable check box and enter the following:
e Name: Backup Exec Alerts Group

o  Address: Email address [from Appendix E: Server Configuration Checklist (Contact Information,
VBECS Service support email address)]
Click OK and close the Configure Recipients screen (Figure 343).

Figure 343: Person Recipient Properties

Person Recipient Properties |

I ame: IBackup Exec Alerts Group

SMTP Mail | M&PI Mail | VIM Mail | Pager |

¥ Enable
Address;

Ivhau:iu:uvl:ueu:sengineers@med. va.goy

Test |

— Limnit the number of notifications sent

[~ Enable

Matify me a masimurm of |5 tirmes
within |5 minutes.

™ Beset the notifization limits after |1 5 PrifiLbes.

— Limit when notifications can be sent

[ Enable Schedule |

k. LCancel | Help

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 206
Installation Guide Version 3.0



59) From the main alerts screen, click Assign recipients to alert categories. Select Job Failed and
check the VBECS Backup Alerts Group check box (Figure 344). Click OK to close the
window.

Figure 344: Assign Recipients to Alert Categories
Assign Recipients to Alert Categories |

To notify recipients when alerts occur, zelect alert cateqaries and then zelect recipients.

 Alert categories — Recipients

E Catalog Error = Properties | ﬁ Backup Exec Alertz Group

9 [Databaze Maintenance Failure
€3 Device Enor Eemoye
€3 DR Copy Failed
9 Job Cancellation
€3 Job Failed Clear &1
9 b edia Error —
0 Software Update Emor

9 Tape Alert Errar

@ Device Intervention

@ Library Insert

@ Media Insert

@ Media |ntervention

@ Media Ovenarite

@ Media Remove ;I

Eroperties

qill

Settings...

(1] 4 I Cancel Help

Initials: Date:
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7 Create Shortcuts for VBECS

1) (1] Log into Server 1 with your Windows ID.
2) Click Start, Windows Explorer. Navigate to the C:\Program Files\VistA\VBECS directory.
3) Hold the CTRL key and select VBECS.exe and VBECS.Admin.exe. Press CTRL+C to copy

the files (Figure 345).

Figure 345: Select the VBECS Application Files

@ C:".Program Files'YistA'\ YBECS

File Edit Wiew Favaorites Tools Help

Qeack ~ &3 - (¥ | ) search |I'[" Folders | B 3 X ) | -

Address [ C:\Program FilestyistAlYBECS

[ 8

1 kemo

=
4| |

|

Folders X | | Name = Size | Type | Date Modified -
3 MetMesting :I [)Backup File Folder 7l28/2008 159 £
(53 Metwork Associates (CaWinServices File Folder 7128/2008 10046 ¢
[ Outlook Express \j«j HHacivey, dll 460 KB Application Extension  8/16/2005 12:57 {
3 Uninstall Information \:«] Reparts.dll 4,328 KB Application Extension  6/16/2008 3:12 PH
B 5 vista YEECS, Admin, exe 464 KB Application 1zj20/2007 10:12
= 153 WBECS Iﬂ YBECS. Admin. exe, config ZFKE (COMFIG File 712812008 12:37 F
[ Backup \j] YBECS. AppResources, dil 612 KE Application Extension 122002007 10:12
3 WinServices \j«] YEECS.BOL.dI 1,008 KB Application Extension  6/16/2008 3:12 PR

() VBECS Service Monitor (¢ VBECS chm L134KE  Compiled HTML Help...  6/16/2008 4:09 P _|
) VBECS Test \j«j VYBECS, Cammon, dll G283 KE Application Extension  &/16/2008 3:12 PP
[ Windows Media Player = \_’5‘] YBECS. Cantrols. dil 2,152 KB Application Extension  12/20/2007 10:12
[ Windows T \j«] VBECS, DAL di 272 kB Application Extension  &/16/2008 3:12 PP
[ WindowsLipdate e 6,760 KE  Application 12/20/2007 10:12

|ﬂ YBECS. exe. config 4KE COMFIG File

728/2008 12:eiil|
| v

4) Navigate to the C:\Documents and Settings\All Users\Desktop folder. Right click in the white
space on the right pane and click Paste Shortcut (Figure 346).

Figure 346: Create VBECS Shortcut

% C:'Documents and SettingsAll Users'Desktop

File Edit Wwiew Favaorites Tools  Help

Qeack - 3 - (T | - Search |[[™ Falders | & [ x ) | A

Address IE] CiDocumnents and Settingstall Users\Deskbop

EGE

Folders X
=l £33 Documents and Settings ;I
= 1) All Users
= Application Data J
I Desktop
) Favorites

) Shared Docurments
3 Start Menu
I Templates
[ Default User

[T Initisluser hd
1| | B

Mame =

Sizel Type

| Dake Modified

Wiewy

Arrange Icons By
Refresh

Custamize This Eolder. ..

Paske

Paske Shortouk

Mew

4| Properties

| 2

5) Select Shortcut to VBECS.exe and click press F2. Rename it to “VBECS.exe.”
6) Select Shortcut to VBECS.Admin.exe and press F2. Rename it to “VVBECS Administrator.exe.”
7) Navigate to the C:\Program Files\VistA\VBECS Test directory.
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8) Hold the CTRL key and select VBECS.exe and VBECS.Admin.exe. Press CTRL+C to copy

the files (Figure 347).

Figure 347: Select the VBECS Test Application Files

@ C:".Program Files' ¥istA' ¥YBECS Test |

File Edit Wiew Favorites Tools Help

QPeack ~ ) - (T | - Search |[[% Folders | B @ X ) | g

Address Iﬂ CProgram FilesiVistbWBECS Tesk

EBE

[ YEECSSMTP hd
4| B

<

Folders X | | Mame = | Size | Type | Date Modified -
3 MetMesting ;I CIWinServices File Folder 712812008 10046 £
[ Metwork Assariates \j«] HHacivey, dll 460 KB Application Extension  8/16/2005 12:57 {
3 Outlook Express \:«] Reparts.dll 4,328 KB Application Extension  6/16/2008 3:12 PH
=) Uninstall Infarmation, VBECS. Admin exe 464 KB Application 12/20/2007 10:12
= ) vista Iﬂ YBECS. Admin. exe, config ZFKE (COMFIG File 7l28/2008 12:36 F
) VBECS \j] YBECS. AppResources, dil 612 KE Application Extension 122002007 10:12
) VBECS Service Monitor %] veECS BOL 4l 1,006 KE Application Extension  6/16/2008 3:12 P
5 5 YBECS Test (¢ VBECS chm 1,134KE Compied HTML Help... /162005 4:03 P
) WinServices \j«j YBECS, Cammon, dll G283 KB Application Extension  6/16/2008 3:12 PP

(5 Windows Media Player \j] YBECS. Controls. dil 2,152 KB  Application Extension  12/20/2007 10:12—
[ Windows T |l \j«j VBECS, DAL di 272 kB Application Extension  &/16/2008 3:12 PP
) WindowsLipdate O . 6,760 KE  Application 12/20/2007 10:12
&) temp |®]VEECS. exe.config 4KE  CONFIG File 7/26/2005 12:35 F

\:«] YBECS. HL7. OpenLibrary . dll 24 KB Application Extension

4/30/2007 S:ST
| aw

9) Navigate to the C:\Documents and Settings\All Users\Desktop folder. Right click in the white
space on the right pane and click Paste Shortcut (Figure 348).

Figure 348: Create VBECS Shortcut

8§ C:',Documents and Settings’\All Users'Desktop

File Edit View Favorites Tools  Help

GBack S T | o~ search |[* Folders | = ){ H’ | E'

Address I_} C:\Documents and SettingstAll Users\Desktop

8.

\ﬁ 314 Floppy (42) —
[=] % Local Disk (C:)
I compag
) CPQSYSTEM
= dbcony
= 1) Dacuments and Settings
= 155 all Users
[ Application Data
(! Desktop
[h Favorikes

I 1 shared Documents I _ILI
L | »

Arrange Icons By
Refresh

Customize This Folder. ..

Paste

Paste Shorkcut

Undo Rename

Chrl+-Z

Mew

Properties

1

Folders X || Mame = Size | Type | [rate Modified
@ Deskkap - '_\f'_ﬁ_l_-:__gﬁ_f\_gm@nistrator.exe 1 kB Shorkcut g/1/2003 3:27 PM
(53 My Dacuments || AdivEECS exe | 1KE Shortout 812008 3:27 PM
= :J Py Computer Yiew

10) Select Shortcut to VBECS.exe and click press F2. Rename it to “VBECS Test.exe.”
11) Select Shortcut to VBECS.Admin.exe and press F2. Rename it to “VVBECS Administrator

Test.exe.”
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12) Verify that the Desktop folder matches Figure 349.
Figure 349: Desktop

% C:'Documents and Settings',All Users',Desktop

File Edt Wew Favortes Tools Help

(JBack ~ ) - T | ) sgarch |F|_'“_‘ Folders | & [ X ) | -

Address I_." Ci\Diocuments and Settings)all UsersiDeskkop j Go
Falders X || Mame = Size | Tvpe | [rake Modified | !
= ,J My Computer ;I \-'BECS Administrator, exe 1KE Shortcuk gf1/2008 3:27 PM '
ﬁ 314 Floppy (At WBECS.exe 1KE Shortcuk 8/1/2008 3:27 PM !
] < Local Disk (C:) J ﬁb WBECS Test,exe _ 1KE Shortcuk 5/1/2008 3:30 PM !
'\-'BECS Administrator Tesk exe ! 1KE Shortcuk 8/1/2008 3:30 PM !

|53 compag
[T CPQSYSTEM
153 dbconey
El I5) Dacuments and Settings
= Iy All Users
(=) Application Data
|5 Deskrop

[T Favarites _ILI
1] | E <] | i

13) Select all four shortcuts from the C:\Documents and Settings\All Users\Desktop folder. Press
CTRL+C to copy the shortcuts. (Figure 350).

Figure 350: Select all Shortcuts

8% C:\Documents and Settings' All Users’,Desktop
File Edit Miew Favorites Tools Help | f
Q@ Back - 3 ~ (T | ) search | [ Folders | B @ X B | -
Address I]j] C:\Documents and Settingsiall UsersiDeskhop j Go
Folders X || Name - : I Size I Type | Date Modified I
= 9 My Computer 1KB  Shortout 8/1/200% 3:30 PM
3% Floppy (1) 1KE  Shorteut 5/1/2008 3:27 PM
=] e Local Disk (C:) 1 KB Shortcut 8/1/2008 3:30 PM
El compag 1KE Shortout 8/1/2003 3:27 PM
[ CPQSYSTEM
[
El I Documents and Settings
B ) all Users
|1 Application Data
I Deskiop
|5 Favorites ~||4] | _}I
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14) In the address field, type \\<Server 2 name>\c$\Documents and Settings\All Users\Desktop

and press Enter. Substitute the name of Server 2 for <Server 2 name>. Right click on the white
space in the right pane and click Paste (Figure 351).

Figure 351: Copying Shortcuts

8§ .. vhaishmul21',c4' Documents and Settings'.All Users',Desktop

File Edit Wiew Favorites Tools Help

| &
h
Back ~ ) - (T | - Search | [ Folders | & (3 x ) | -
Address IE] Yvhaishmul2 14c$ Documents and Settingstall Users|Deskiop j Go
Folders X | | Name = I Size I Type I Date Modified I '
= 3’ vhaishmul21 ;I Wigw 4
[ scheduled Tasks R
= ;‘) o Arrfang: Icons By
[5) compag IREEE
tl CPQSYSTEM Customize This Folder. ..
H [£5) dbcony
[l () Documents and Settings
2 ) all Users _I Paste Shortout
) Application Data Undo Rename Chrl4+2
I Deskkop Hew »
7= Favorites hd
LI | _bl_l il Propetties | _'I

15) Verify the four shortcuts are copied over and the screen matches Figure 350.

Initials: Date:

8 Create VBECS Error Logs

1) (1) Log into Server 1 with your Windows ID.
2) Click Start, Windows Explorer and navigate to the C:\Program Files\VistA\WVBECS folder.
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3) Right click in the right pane and select New, Text Document (Figure 352).

Figure 352: Creating a New Text Document

@& C:\Program Files', YistA'\ ¥YBECS
Edit

File: Views  Faworites  Tools

Help

Qeack - ) - (¥ | - Search | [ Folders | & 5 x E) | [

Address |5) C:\Program FilesyistA\VBECS

jGo

7= Wiindrwas! Indate

| |

il

?VBECS.BXB
4

Folders X || Mame - | Size | Type | Date Modified =~
[ MetMesting ;I [Backup Yiew » File Folder TI2812006 10:8
[ Metwork Assaciates [)WinService File Folder TI2812006 10:¢
[ Outlook Express \QHHActiveX Arrange Icons By * | 450KE Application Extension  &/16/2005 12:F
) Uininstall Informeation %] Reports.dl  Refresh ,326KE  Application Extension  £/16/2005 3:1:
) vista QVBECS A\ omize This Folder.,, | 6% XB  Application 12{20/2007 10
= 5 veECS 2] vEECS.Adk 2KB  COMFIGFie 7/208/2008 1212
[ Backup \QVBECS.AN Baste 612 KB Application Extension  12§20/2007 10

) winservices (&) vBECs B | Paste Sharkcut JO00BKE Application Extension  6/16/2008 3:15
O Ve servee erkor | | VEECS o gy e, o
() VBECS Test 2] vBECS.Con = 2008 3:1;
5 Windows Media Player JVBECS.Cor_ Praperties @ Shorteut fj2007 10
[ Windows KT \QVBECS'DAL'E‘" ﬁ Briefrase 2008 3:12

Iﬂ Bitmap Image
wiordpad Document

Rich Text Document

njz007 10> |
Mz

1] Caompressed (zipped) Folder

4) Name the document “vbecserror.log” (Figure 353). Click Yes when prompted to confirm file

rename.

Figure 353: Renaming the VBECS Error Log File

% C:Program Files',YistA\YBECS

File Edit  Wjew Faworites  Tools  Help | ,"
(PBack ~ ) - T | search |F[" Folders | & (3 X &) | [T~
Address |5 C:\Program Files\yistA\WBECS = e
Folders X || Mame = | Size | Type | Date Modifil
[ MetMesting ;I aVBECS.exe 6,760 KE  Application 1z1z20f2000
) Netwark Associakes |#]vBECs. exe. config 4KE COMFIG File 712812005
[ Cutlook Express \j]'-r'BECS.HL?.OpenLibrary.dll 24 KB Application Extension  4030/2007
5 Uninstall Information \f]'v'BECS.HL?P.L.dII & KE  Application Extension  &f16/2005
B ) vista J \i}]VBECS.‘\-'.C\L.dII 52 KB Application Extension  6f16/2008
= [ VBECS E g OKE  Text Document 7128i2008
3 Backup \j]'v'istﬁLink.CIient.dll 40KE Application Extension 120202000
[ Winservices _ILI \j]'-r'istF\Link.OpenLibrar\;.dII Z76 KB  Application Extension  12/20/200° =
4 B 1| | 4
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5) Right click vbecserror.log and select Properties. Select the Security tab (Figure 354).

Figure 354: General Tab

¥becsError.log Properties EE

General | Securityl Summaryl

IVbecsEnor.Iog

Type of file:  Text Document

Operis with: _5‘, Maotepad LChange... |

Location: C:\Program Files\WistAWWEBELCS Test

Size: 10.0 KB 10,300 bytes)

Size ondisk:  12.0KB (12288 bytes)

Created: Thurzday, Movemnber 15, 2007, 2:58:49 P

M odified: Thursday, January 24, 2008, 5:55:36 P

Aoceszed: Today, March 28, 2008, 8:45:14 AM

Attributes: li [~ Hidden Advanced... |

ak. I Cancel Spply
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6) Click Add (Figure 355).
Figure 355: Example of Security Tab

vbecserror.log Properties
General Security | Summaryl

Group or uzer names:

ﬁi Adminiztrators [YHAISHMULZ P adminiztrators)

ﬁi Power Usgers (WHAISHMULZ?\Power Uszerz)

€ SOL. YBECS [vhaTestvbecsSql@vha med. va.gov)
€7 SvSTEM

!ﬁ TERMIMAL SERVER USER

ﬁ Usgers (WMHAISHMULZ WU 2ers)

Permizzions for Power Uzers

Full Contral a O
Modify O
Fead & Erecute O
Fead O
write O
Special Permizzions a O

Far special permissions o for advanced zettings,
click Advanced.

Advanced |

[ 7]

0K Cancel I Apply

7) Enter the two group names [Appendix E: Server Configuration Checklist (Domain Information,
Rows 6 and 7)] in the Enter the object names to select field. Click OK (Figure 356).

Figure 356: Example of Adding VBECS Groups

Select Users, Computers, or Groups

Select this object type:

IUserS, Groups, or Builk-in security principalz

Fram thiz location:

Ivha.med.va. goy

Enter the object names ta select [examples):

Object Types.. |

HinesBB T estlsers : HinesBB T estéudming|

Advanced... |

oK

Locations... |

Check Mames

| Catcel |

o

8) Click the first group in the previous step. Check the Full Control check box.
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9) Check the Full Control check box for the second group added in Step 7 (Figure 357). Click OK.

Figure 357: Example of Full Control
2]

vbecserror.log Properties
General  Security | Summaryl

QIDUD or uger names:

!ﬁ Administrators [VHAISHMULED WAdministrators) o
ﬁ HinesBBTestadming [VHAMASTERHinesBB T estidmins)
!ﬁ HinesBBTestUsers (WHAMASTER \HinezBB T estl zers]

!ﬁ Power Users [WHalSHMULEDWPower Users)
| _>I_I

€7 SvSTEM
q} TFRMINAI SFRWER 11SFR
A

Add... | Bemove |

Permissions for
HinesBET estédmins Allow Deny

Full Control O

M adify O

Fead & Execute O

Fead O

Write O

Special Permizsions O O

For special permissions of for advanced settings, Advanced |
click Advanced. =
oK I

Cancel | Apply |

10) Navigate to the C:\Program Files\VistA\WBECS Test folder.

11) Right click in the right pane and select New, Text Document (Figure 358).

Figure 358: Creating a New Text Document

% C:Program Files', YistA' ¥BECS Test

April 2009

File Edit View Favorites Tools Help | ,'
@Back - ) - (T | ' search | * Folders | -
Address [ C:\Program Files!yistAWBECS Test =B
Folders ® | _Mame = Size | Type | Dat
) Outlack Express ;I ) WinServices File Folder Tiz,
- ) ) .:«] HHActvex, dll 460 KB  Application Extension &1
[ Uninstall Information Cj L it i
) VERITAS S[F e 5 G kB .C\pp!cat!nn Extension  G/11
B 5 vista Qg'u' . [y — 4 KE  Application 121
) ARCHIVE U VBECS.Admin.  Arrange Irons By » ZKE (COMNFIG File 3
) VBECS l:«j VBECS.AppRe  Refresh P KE Application Extension 12
& - .
) YBECS Service Manitor ._«] VBECS.BOL.dI Customize This Folder... A KE  Application Extension  &/11
£ WEBECS Test @VBECS.chm - HKE Compiled HTML Help...  &/11
3 Windows Media Player l:«jVBECS.CUmmc Paste G KE Application Extension &)1
- ) .:«j VBECS.Contro  Paste Shorkcut P KE Application Extension 12)7
ﬁ Wlndows NT e Iﬂ VBECS:DAL-d" - Ny =] Armemlimmkime Cobmm o F-RE N
I.:l.E:n'|;a'\-'|nu:IDLﬂ.lsU|:u:Iate OVBECS.exe ) Folder
: R " Shortouk
C5) YBECSSMTP . Q:ggg::’i?? Properties a 2
P = T, i . JOpEROET Ty, O .
‘| | > : P ﬁ Briefcase

\ﬂ Bitmap Image
wordpad Document
Rich Text Document

H Tex

Document

E] Compressed (zipped) Folder
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12) Name the document “vbecserror.log.” Click Yes when prompted to confirm file rename. Right
click vbecserror.log (Figure 359). Select Properties.

Figure 359: Renaming the VBECS Error Log File

& C:' Program Files' ¥istA' ¥YBECS Test

File Edit ‘iew Fawvarites Tools Help

el T T | -~ Search

o Back -

“ Folders | E"

fddress | C:\Program Files\WistA\WEECS Test

8

Faolders » | _Mame = Size | T:I
B 0 vith - %] ¥BECS. Controls. dl 2,152KB £
l:l BRCHIVE QVBECS.DQL.d" 272KB F
&) vBECS Y vBECS. exe 6,760 KB £
=) YEECS Service Moritor B”BECS'EXE'ED”F'? 4KB C
) VBECS Test |it]'I.I'BECS.HL?.OpEI‘lLIbraW.d" 24 KB £
- B
I Windows Media Player J ._j'-.-'BECS.HL?.ﬁ.L.u:III S6 KB 4
l:l wWindows NT QVBECS.VF&L.d" SZKE F
I3 WindowsUpdate EI criog.log OKE T3
) software _ILI .:«j'-.-'ist.ﬁ.Link.CIient.dll 40KE £ -
[ P TN [ P PO | S| | Bl Eal Pl ]
1 I I 4 :i I 3 v

13) Click the Security tab (Figure 360).

Figure 360: General Tab

¥becsError.log Properties EE

General | Securit_l,ll Summar_l,JI

IVbecsError.Iog

Type of file:  Text Document

Operis with: _g‘, Maotepad LChange... |
Location: C:\Program Files\WistA"WBELCS Test

Size: 10.0 KB (10,300 bytes)

Size ondisk: 120 KB [12.288 bytes]

Created: Thurzday, Movemnber 15, 2007, 2:58:49 P
Madified: Thursday, January 24, 2008, 5:55:36 PM
Aoceszed: Today, March 28, 2008, 8:45:14 AM
Attributes: ¢ [ Hidden Advanced... |
ok I Cancel Apply
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14) Click Add (Figure 361).
Figure 361: Example of Security Tab

vbecserror.log Properties (7]
General  Security I Summary I

Group or uger names:
ﬁ Adrninistrators [(WHAISHMULZ P Administrators)
ﬁ Fower Uszers [WHAISHMULZ? Power U sers)
ﬂ SOL. VBECS [vhaTestvbecsSqlifivha med va.gav]
€5 SYsTEM
ﬁ TERMIMNAL SERVER USER
!ﬁ Uszers (WHAISHMUL274 ] sers)

Permiszions for Power Users

Full Cantral O O
b adify O
Fead & Execute O
Fead O
“Wirite O
Special Permissions | |

For zpecial permissions or for advanhced settings, Advanced |
click &dvanced, =

ak. | Cancel | Apply I

15) Enter the two group names [Appendix E: Server Configuration Checklist (Domain Information,

Rows 6 and 7)], in the Enter the object names to select field. Click OK (Figure 362).

Figure 362: Example of Adding VBECS Groups
Select Users, Computers, or Groups ﬂ E

Select thiz object type:

ILISE[S, Groupsz, or Built-in gecurity principals Dbject Types. ..

From thiz location:

Ivha.med.va.gnv Locations...

Enter the object names to zelect [examples):
HinesBE T estl zers: HinesBB T estfdrmires| Check Mames

s

Advanced... | OF. | Cancel |

s

16) Click the first group added in the previous step. Check the Full Control check box.
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17) Check the Full Control check box for the second group added in Step 14 (Figure 363). Click

OK.
Figure 363: Example of Full Control

vbecserror.log Properties EH

Gemeral  Security | Summaryl

Group or user names:

m Administrators [WHAISHMULED Administratars] o
ﬁ HinezBETestddmin: WHAMASTERYHinesBB T estddring]
ﬁ HinesBETestUzers [WHAMASTER\HinesBE T estl serg]

ﬁ Power Uzers [WHAISHMULEDWPower Users)

€5 5YSTEM

?TFHMINAI SFRVER LISFR | _ILI
4 3

Add.. I Hemaove |

Permizsions for

HinezBE T estadming Deny
Full Contral O
Madify O
Read & Execute O
Read a
iite O
Special Permissions O O

For special pemissions or for advanced seftings, Advanced |
click Advanced. —

,TI Cancel | Apply

18) (2] Log into Server 2 with your Windows ID.
19) Click Start, Windows Explorer and navigate to the C:\Program Files\VistA\VBECS folder.
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20) Right click in the right pane and select New, Text Document (Figure 364).
Figure 364: Creating a New Text Document

@& C:\Program Files', YistA'\ ¥YBECS
File Edit \iew Fawvorites Tools Help | ,’
Qeack - ) - (¥ | - Search | [ Folders | & 5 x E) | [
Address |5) C:\Program FilesyistA\VBECS = Be
Folders X || Mame - | Size | Type | Date Modified =~
[ MetMesting ;I [Backup Yiew » File Folder TI2812006 10:8
[ Metwork Assaciates [)WinService File Folder TI2812006 10:¢
[ Outlook Express \QHHActiveX Arrange Icons By * | 450KE Application Extension  &/16/2005 12:F
) Uininstall Informeation %] Reports.dl  Refresh ,326KE  Application Extension  £/16/2005 3:1:
= ) vista QVBECS A\ omize This Folder.,, | 6% XB  Application 12/20/2007 10
= 3 veECS 2] vEECS.Adk 2KB CONFIGFile 7/26(2008 121
[ Backup \QVBECS.AN Baste 612 KB Application Extension  12§20/2007 10
=) Wingervices \QVBECS.BO Paste Shorbeut 005 KE Application Extension  &/16/2006 3:15
0 voecs servee onkor | |G VOECS O iy [ e [
) VBECS Test 2] vBECS.Con = 2008 3:1:
5 Windows Media Player JVBECS.Cor_ Praperties @ Shorteut fj2007 10
[ Windows KT (4] veEcs DALd B Bricfease 2008 3:12
= I = wind sl Indate I LILI RVBECS'EXE Iﬂ Bitmap Image 2007 I'D_Iv/
wiordpad Document &

Rich Text Document

1] Caompressed (zipped) Folder

21) Name the document “vbecserror.log” (Figure 365). Click Yes when prompted to confirm file
rename.

Figure 365: Renaming the VBECS Error Log File

@ C:.Program Files'Yist&'\YBECS Test
File Edit Wiew Favorites Tools  Help | f.;’
Back ~ 3 - (T | o~ Search |FL‘“_‘ Folders | -
Address |5) C:\Program Files\istAlYBECS Test = s
Folders ¥ | _Mame = | Size | Tvpe il
) Outlook Express ;I é] WEBECS.DAL.dIl Z7Z KB Application
EI Uninstall Tnformation a WBECS.exe 6,760 KB Application
5 VERITAS @ WBECS. exe. config 4 kB CONFIE F
B ) vista .j]VBECS.HL?.OpenLibrary.dII 24 KB Application
B ARCHIVE %) vBECS HL7AL.dI S&KE  Application
&= vBECS J |2 vBECS waL.dl SZKE Applicatio
) YBECS Service Monitor .‘_5] WistALink, Client. dil 40KE  Application
[ VBECS Test g'v'ist.C\.Link.OpenLibrary.dII 2?3 E: ?pp:ic[.:tiol
(3 windows Media Player - - " &t Loy
| | > 1| |
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22) Right click vbecserror.log and select Properties. Select the Security tab (Figure 366).

Figure 366: General Tab

¥becsError.log Properties EE

General | Securityl Summaryl

IVbecsEnor.Iog

Type of file:  Text Document

Operis with: _5‘, Maotepad LChange... |

Location: C:\Program Files\WistAWWEBELCS Test

Size: 10.0 KB 10,300 bytes)

Size ondisk:  12.0KB (12288 bytes)

Created: Thurzday, Movemnber 15, 2007, 2:58:49 P

M odified: Thursday, January 24, 2008, 5:55:36 P

Aoceszed: Today, March 28, 2008, 8:45:14 AM

Attributes: li [~ Hidden Advanced... |

ak. I Cancel Spply
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23) Click Add (Figure 367).
Figure 367: Example of Security Tab

vbecserror.log Properties
General Security | Summaryl

Group or uzer names:

ﬁi Adminiztrators [YHAISHMULZ P adminiztrators)

ﬁi Power Usgers (WHAISHMULZ?\Power Uszerz)

€ SOL. YBECS [vhaTestvbecsSql@vha med. va.gov)
€7 SvSTEM

!ﬁ TERMIMAL SERVER USER

ﬁ Usgers (WMHAISHMULZ WU 2ers)

Permizzions for Power Uzers

Full Contral a O
Modify O
Fead & Erecute O
Fead O
write O
Special Permizzions a O

Far special permissions o for advanced zettings,
click Advanced.

Advanced |

[ 7]

0K Cancel I Apply

24) Enter the two group names [Appendix E: Server Configuration Checklist (Domain Information,
Rows 6 and 7)] in the “Enter the object names to select” field. Click OK (Figure 368).

Figure 368: Example of Adding VBECS Groups

Select Users, Computers, or Groups

Select this object type:

IUserS, Groups, or Builk-in security principalz

Fram thiz location:

Ivha.med.va. goy

Enter the object names ta select [examples):

Object Types.. |

HinesBB T estlsers : HinesBB T estéudming|

Advanced... |

oK

Locations... |

Check Mames

| Catcel |

o

25) Click the first group added in the previous step. Check the Full Control check box.
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26) Check the Full Control check box for the second group added in Step 7 (Figure 369). Click OK.

Figure 369: Example of Full Control
(7]

vbecserror.log Properties
General  Security | Summaryl

Group or user names:

!ﬁ Administrators [VHAISHMULED WAdministrators)

ﬁ HinesBBTestadming [VHAMASTERHinesBB T estidmins)
!ﬁ HinesBBTestUsers (WHAMASTER \HinezBB T estl zers]
!ﬁ Power Users [WHalSHMULEDWPower Users)

€7 SvSTEM

s

'T.?TFFEMINAI SFRVFR IISFR | _I;I
4 3

Add... | Bemove |

Permissions for
HinesBET estédmins Allow Deny

Full Control O

M adify O

Fead & Execute O

Fead O

Write O

Special Permizsions O O

For special permissions of for advanced settings, Advanced |
click Advanced. =

QK I Cancel | Apply

27) Navigate to the C:\Program Files\VistA\VBECS Test folder
28) Right click in the right pane and select New, Text Document (Figure 370).

Figure 370: Creating a New Text Document

@& C:\Program Files', YistA'\ ¥YBECS

File Edit \iew Fawvorites Tools Help | ,'
O Back = ) - ¥ | - search |7 Folders | & 3 X ) | [il=
Address | =) C:\Program FilesyistA\VBECS = e
Falders = | Size | Type | Dake Modified =
|5 MetMeeting ;I Wies 3 File: Folder /282008 10:¢
[ Metwork Assaciates [)WinService File Folder TI2812006 10:¢
[ %|HHACkvey,  Arrange Icons By * | 450KE Application Extension  &/16/2005 12:5
|2 outlook Express
= ) - %|Reports.dl  Refresh \G2GKE  Application Extension  &/16/2008 3:11
|2 Uninstall Information
= ) vista QVBECS A omize This Folder.,, | 6% KB  Application 12/20{2007 10
5 3 YeECS | YBECS. Adi 2KB CONFIGFile 7/26(2008 12::
r A VBECS. AR Paste 612 KB Application Extension  12§20/2007 10
I Backup
) WinGervices [#)veecs.Bo Paste Shorbeut JODGKE Application Extension /162008 3:17
O s servee Morkor || 0B VECS " Oy gy [
lfl VBECS Test \_J-"r]'\.I'BECS.CDI - 2003 3:1:
[T Wwindows Media Player (%] ¥BECS.Coi_ Properties @ Shorket 0fz007 10
CI windows NT E—]VBECS.DF\L.EIH ﬁ Bricffeams 2005 3:10
= I [ dindrws] Indate I _)lﬂ RVBECS'EXE Iﬂ Bitmap Image 2007 1’|:|_IV/
wiordpad Document &
| Caompressed (zipped) Folder
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29) Name the document “vbecserror.log.” Click Yes when prompted to confirm file rename. Right
click vbecserror.log (Figure 371). Select Properties.

Figure 371: Renaming the VBECS Error Log File

I C:\Program Files' YistA\YBECS

File  Edit  ‘iew Faworites  Tools  Help | ,"
O Back + ) - T | o~ Search |[= Folders | B 3 X B | (2~
Address | C:\Program FilesiyistA\WBECS x| o
Faolders X || Mame = | Size | Type | Date Modifﬂ
[ MetMesting d GVBECS.EXE 6,760 KB  Application 12/20/2000
[ Metwiork Associates B\EBECS.EXE.CDHHQ 4 KB COMFIG File 7iza/za08
[ Outlook Express \:«]'v'BECS.HL?.OpenLibrary.dll 24 KB Application Extension  4030/2007
[ Uninstall Infarmation \j«]VBECS.HL?AL.dII S6KE  Application Extension  &f16/2005
B ) vista J \:«]VBECS.VAL.CIII SZKE Application Extension  &f16/2005
B 7 vBECS OKE Text Docurient Flzaiz00a
[ Backup \j«]VistF\Link.CIient.dll 40KE Application Extension 120202000
= : . | wistALink, OpenLib il 276 KB Application Extensi 1zfz0/z200°
- [ Winservices _ILI \_] istaLink, Cpenlibrary pplication Extension 120/ —
q e | | 4
30) Click the Security tab (Figure 372).
Figure 372: General Tab
¥becsError.log Properties [ 7| x|
Gereral | Securityl Summar}ll
E—-_' I\"'becsEnor.Iog
Typeof file:  Text Document
Openz with: _5' Motepad LChange. .. |
Location: C:%Program Filez\Yizstd"WEBECS Test
Size: 10.0 KB (10,300 bytes)
Size on disk: 120 KB [12,288 bytes)
Created: Thursday, Hovember 15, 2007, 2:58:45 P
Modified: Thursday, January 24, 2008, 5:55:36 PM
Accessed: Today, March 28, 2008, 8:45:14 AM
Attributes: I~ & [~ Hidden Advanced... |
QK I Cancel Apply
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31) Click Add (Figure 373).
Figure 373: Example of Security Tab

vbecserror.log Properties (7]

General  Security I Summary I

Group or uger names:

ﬁ Adrninistrators [(WHAISHMULZ P Administrators)

ﬁ Fower Uszers [WHAISHMULZ? Power U sers)

ﬂ SOL. VBECS [vhaTestvbecsSqlifivha med va.gav]
€5 SYsTEM

ﬁ TERMIMNAL SERVER USER

!ﬁ Uszers (WHAISHMUL274 ] sers)

Permiszions for Power Users

Full Cantral O O
b adify O
Fead & Execute O
Fead O
“Wirite O
Special Permissions | |

For zpecial permissions or for advanhced settings, Advanced |
click &dvanced, =

oK. | Cancel | Apply

32) Enter the two group names [Appendix E: Server Configuration Checklist (Domain Information,

Rows 6 and 7)], in the Enter the object names to select field. Click OK (Figure 374).

Figure 374: Example of Adding VBECS Groups

Select Users, Computers, or Groups

Select thiz object type:

(71

ILlaers, Groups, or Built-in zecurity principalz

From this location:

Dbject Types...

Ivha.med.va.gw

Enter the object names to select [examples]:

Locations. ..

HinesBE T estUsers : HinesB B T estéudming]

Advanced... |

Check Mamesz

R

OF. | Cahcel |
P

33) Click the first group added in the previous step. Check the Full Control check box.
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34) Check the Full Control check box for the second group added in Step 14 (Figure 375). Click

OK.
Figure 375: Example of Full Control

vbecserror.log Properties EH

Gemeral  Security | Summaryl

Group or user names:

m Administrators [WHAISHMULED Administratars] o
ﬁ HinezBETestddmin: WHAMASTERYHinesBB T estddring]
ﬁ HinesBETestUzers [WHAMASTER\HinesBE T estl serg]

ﬁ Power Uzers [WHAISHMULEDWPower Users)

€5 5YSTEM

?TFHMINAI SFRVER LISFR | _ILI
4 3

Add.. I Hemaove |

Permizsions for

HinezBE T estadming Deny
Full Contral O
Madify O
Read & Execute O
Read a
iite O
Special Permissions O O

For special pemissions or for advanced seftings, Advanced |
click Advanced. —

,TI Cancel | Apply

Initials:

Date:
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9 Update Configuration Files for VBECS on the VBECS Servers

Update the four configuration files (two each in the VBECS Test and VBECS folders in the C:\Program
Files\VistA directory). Print each file for validation records.

35) (1] Log into Server 1 with your Windows ID.

36) Click Start, Windows Explorer and navigate to the C:\Program Files\VistA\WVBECS directory.

37) Double click VBECS.exe.config. Check the Select the program from a list radio button and
click OK (Figure 376).

Figure 376: Selecting a Program to Edit Config Files
windows 20 x|
j Windows cannot open this file:

<

File:  WBECS.exe.config

To apen this file, Windows needs to know what programm created ik, Windows
can o online ko look ik up automatically, or you can manually seleck From a lisk of
prograns on Your campuker,

YWhat do wou want ko daov

™ Lse the Web service to find the appropriake program

i Select the program Fram a list:

(04 I Cancel
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38) Select Notepad. Check the Always use the selected program to open this kind of file check
box (Figure 377). Click OK.

Figure 377: Open With

penwith @R

1 Choose the program you want ko use to open this File:
o I

File:  WBECS.exe,config

—Programs

.lj Recommended Programs:

_.._.;',. hotepad
,lj Other Programs;
4 Internet Explorer

W Paint

Type a description that wou wank ba use For this kind af File:

¥ always use the selected program to open this kind of file

Browse, ., |

If the program you want is not in the lisk or on your computer, vou can look
for the appropriste prograrm on the Web,

Ik I Zancel

39) Enter the Production Environment values (circled text in Figure 378). Add the:

April 2009

Data Source value to the database name from Appendix E: Server Configuration Checklist (Server
Hardware Information, SQL Server Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS V1 PROD

VbecsEnvironmentType value to P

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value for the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist
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Figure 378: Example of Production Configuration File for VBECS

< ?xml wversion="1.0" encoding="utf-g" 7>
<configuration:
<oonfiglectionss
<section name="exceptionManagement” type="gov.va.med.vbecs.ExceptionManagement . ExceptionManager3ectiontHandler, VBECS. Col

<gectionGroup nawe="VistALink":>

<section name="Client"™ type="System.Configuration.NameValue3ectionHandler™ />

<gection name="Debughcoesslist” cype="3ystem. Configuration.MNameValueSectcionHandler™ />
</zectionGroups>

<gZection name="Debuglivision3election" type="System.Configuration.NameWValueS3ectionHandler" />

</configSectionss
<appliettings:
<add key="PrimaryDbConnection3tring®™ value="Connection Timeout=90;Data Jource=VHAPOREEZQLAInitcial Catalugfﬁ%ﬁ%%;%};f%é?
<add key="DbhQueryTimeoutIeconds"™ walue="120" />
<add key="ExceptionMailFrom" walus="" />
<add key="ExceptionMailTo" walue="" />

<add key="ErrorLogFileName" wvalue="VhecsError.log" />

<!—— Use "P" for live production systew;—-use "M" for mirror test system —-->
<add key="VhecsEnvirommentType™ value i

<add key="VhecsUsersDomainGrouplame” valdesPTancouverBloodBanklUsers®. />
<add key="VbhecsidminlomainGrouplssse” value=IVancouverbloodBankidminz® />
<add key="Domain" value¥"vha med.wva gov' Fa3

<add key="VistACacheRefresain =)
</appSettingss

40) = Save and print the file for validation records.
41) In the same directory, open the VBECS.Admin.exe.config file. Using Notepad, enter the
Production Environment values (circled text in Figure 379). Add the:
e Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)
¢ Initial Catalog value to VBECS_V1 PROD
o VbecsEnvironmentType value to P
e  VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)
e VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

. For a data center installation, set the domain value to the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist

utes" wvalue="Z70" />

Figure 379: Example of Production Configuration File for VBECS Administrator

<?¥ml wersion=r"1.0" encoding="utcf-g" 7>
<configurations
<configlectionss
<zection name="exceptionManagement” type="gov.wva.med.vhecs.ExceptionManagement . ExceptionManager3ectionHandler, VBECS. Conm|

<gectionSroup name="VistALink"™:
<gection name="Client" type="System.Configuration.NameValueSectionHandler™ />
<section name="DebuglecessLlist” types"System. Configuration.NawmeValueSecrionHandler™ />
</ sectionGroups
</oonfigSectionss

<appliettingss>
<add key="PrimaryDhConnectionString” wvalue="Connection Timeout=90;Data SourcefVHAPOREESQLjInitial Catalod=VEECS V1 _PROL¥ p
<add s

key="DbhQueryTimeoutIeconds" wvalue="120"
<add key="ExceptionMailFrom" value="" />
<add key="ExceptionMailTo"™ walue="" />
<add key="ErrorLogFileNsme" wvalus="VhecsError. log" />

<!—— Use "P" for liwve production system, use "M" for mirror test system —->
<add key="VhecsEnvironmentType'™ valuef’>

<add key="VbhecsUsersDomainGroupName" walue="WancouverBloodBanklUzef=l />
<add key="VbecsidminDomainGreupkeme yalue=tVancouverbloodBankidmins® />
<add key="Domain" wvalus />

</applettings>
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42)

“*> Save and print the file for validation records.
43) Navigate to C:\Program Files\VistA\VBECS Test. Open VBECS.exe.config. Using notepad,
enter the Test Environment values (Refer to Figure 378). Add the:

44)

“*> Save and print the file for validation records.

Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS_V1_TEST

VbecsEnvironmentType value to M

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value to the data center domain All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist

45) Using In the same directory, open the VBECS.Admin.exe.config file. Using Notepad, enter the
Test Environment values (Refer to Figure 379). Add the:

46)

“*> Save and print the file for validation records.

April 2009

Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS_V1 TEST

VbecsEnvironmentType value to M

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value to the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist
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47) (2 Log into Server 2 with your Windows ID.

48) Click Start, Windows Explorer and navigate to the C:\Program Files\VistA\VBECS directory.

49) Double click VBECS.exe.config. Check the Select the program from a list radio button and
click OK (Figure 380).

Figure 380: Selecting a Program to Edit Config Files

windows 21 x|
j Windows cannok open this File:
< File:  WBECS.exe,config

Ta apen this file, Windows needs ta know what program created ik, Windows

can go online ko look it up aukomatically, or wou can manually select from a lisk of
programs an your computer,

wehat do you want to do?

£~ |Use the web service to find the appropriate program

g Select the program From a list

(04 I Cancel
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50) Select Notepad. Check the Always use the selected program to open this kind of file check
box (Figure 381). Click OK.

Figure 381: Open With

penwith @R

1 Choose the program you want ko use to open this File:
o I

File:  WBECS.exe,config

—Programs

.lj Recommended Programs:

_.._.;',. hotepad
,lj Other Programs;
4 Internet Explorer

W Paint

Type a description that wou wank ba use For this kind af File:

¥ always use the selected program to open this kind of file

Browse, ., |

If the program you want is not in the lisk or on your computer, vou can look
for the appropriste prograrm on the Web,

Ik I Zancel |

51) Enter the Production Environment values (circled text in Figure 382). Add the:

April 2009

Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS V1 PROD

VbecsEnvironmentType value to P

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value for the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist
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Figure 382: Example of Production Configuration File for VBECS

< ?xml wversion="1.0" encoding="utf-g" 7>
<configuration:
<oonfiglectionss
<section name="exceptionManagement” type="gov.va.med.vbecs.ExceptionManagement . ExceptionManager3ectiontHandler, VBECS. Col

<gectionGroup nawe="VistALink":>

<section name="Client"™ type="System.Configuration.NameValue3ectionHandler™ />

<gection name="Debughcoesslist” cype="3ystem. Configuration.MNameValueSectcionHandler™ />
</zectionGroups>

<gZection name="Debuglivision3election" type="System.Configuration.NameWValueS3ectionHandler" />

</configSectionss
<appliettings:
<add key="PrimaryDbConnection3tring®™ value="Connection Timeout=90;Data Jource=VHAPOREEZQLAInitcial Catalugfﬁ%ﬁ%%;%};f%é?
<add key="DbhQueryTimeoutIeconds"™ walue="120" />
<add key="ExceptionMailFrom" walus="" />
<add key="ExceptionMailTo" walue="" />

<add key="ErrorLogFileName" wvalue="VhecsError.log" />

<!—— Use "P" for live production systew;—-use "M" for mirror test system —-->
<add key="VhecsEnvirommentType™ value i

<add key="VhecsUsersDomainGrouplame” valdesPTancouverBloodBanklUsers®. />
<add key="VbhecsidminlomainGrouplssse” value=IVancouverbloodBankidminz® />
<add key="Domain" value¥"vha med.wva gov' Fa3

<add key="VistACacheRefresain =)
</appSettingss

52) = Save and print the file for validation records.
53) In the same directory, open the VBECS.Admin.exe.config file. Using Notepad, enter the
Production Environment values (circled text in Figure 383). Add the:
e Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)
¢ Initial Catalog value to VBECS_V1 PROD
o VbecsEnvironmentType value to P
e  VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)
e VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

. For a data center installation, set the domain value to the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist

utes" wvalue="Z70" />

Figure 383: Example of Production Configuration File for VBECS Administrator

<?¥ml wersion=r"1.0" encoding="utcf-g" 7>
<configurations
<configlectionss
<zection name="exceptionManagement” type="gov.wva.med.vhecs.ExceptionManagement . ExceptionManager3ectionHandler, VBECS. Conm|

<gectionSroup name="VistALink"™:
<gection name="Client" type="System.Configuration.NameValueSectionHandler™ />
<section name="DebuglecessLlist” types"System. Configuration.NawmeValueSecrionHandler™ />
</ sectionGroups
</oonfigSectionss

<appliettingss>
<add key="PrimaryDhConnectionString” wvalue="Connection Timeout=90;Data SourcefVHAPOREESQLjInitial Catalod=VEECS V1 _PROL¥ p
<add s

key="DbhQueryTimeoutIeconds" wvalue="120"
<add key="ExceptionMailFrom" value="" />
<add key="ExceptionMailTo"™ walue="" />
<add key="ErrorLogFileNsme" wvalus="VhecsError. log" />

<!—— Use "P" for liwve production system, use "M" for mirror test system —->
<add key="VhecsEnvironmentType'™ valuef’>

<add key="VbhecsUsersDomainGroupName" walue="WancouverBloodBanklUzef=l />
<add key="VbecsidminDomainGreupkeme yalue=tVancouverbloodBankidmins® />
<add key="Domain" wvalus />

</applettings>
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54)

“*> Save and print the file for validation records.
55) Navigate to C:\Program Files\VistA\WBECS Test. Open VBECS.exe.config. Using notepad,
enter the Test Environment values (Refer to Figure 382). Add the:

56)

“*> Save and print the file for validation records.

Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS_V1_TEST

VbecsEnvironmentType value to M

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value to the data center domain All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist

57) Using In the same directory, open the VBECS.Admin.exe.config file. Using Notepad, enter the
Test Environment values (Refer to Figure 383). Add the:

Data Source value to the database name from Appendix E: Server Configuration Checklist (SQL
Server Information, Virtual Server Network Name, Row 7)

Initial Catalog value to VBECS_V1 TEST

VbecsEnvironmentType value to M

VbecsUsersDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 6)

VbecsAdminDomainGroupName value to the group name from Appendix E: Server Configuration
Checklist (Domain Information, Row 7)

For a data center installation, set the domain value to the data center domain. All others, use
“Vnn.med.va.gov” where nn is the 2 digit VISN number from Appendix D: Blood Bank
Configuration Checklist

S
58) Save and print the file for validation records.
Initials: Date:
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10  Update Configuration Files for VBECS Services

Update the four configuration files (two each in the VBECS Test and VBECS folders in the C:\Program

Files\VistA directory). Print each file for validation records.

1) (1] Log into Server 1 with your Windows ID.
2) Click Start, Windows Explorer and navigate to the C:\Program

Files\VistA\WVBECS\WinServices\VBECS HL7 Multi Listener directory.

3) Double click VbecsHL7ListenerService.exe.config. Change the listenerPortNumber value to

21994 (Figure 384).
Figure 384: Example of Service Configuration File

<?xml version="1.0" encoding="utf-8"7=
<configuration:=
<appSettings:
<add key="PrimaryDbConnectionString” value="Connection Time
8192;integrated security=SSPI.Application Name=VBECS" />
<add key="sericeName" value="VBECS HLT Multi Listener” /=
<add key="allowPing" value="true" /=
<add key="listenerlpAddress” valug="14 8
<add key="listenerPortMumberivalue=' 21EIEI-1 =
<add key="monitorSernice” value="trga"
<add key="monitorlnterval” value="5000" -’:=-
<add key="monitorMaxRetries" value="3" /=
<add key="monitorSeniceStanTimeout” value="5" /=
<add key="BuildMumber" value="1.0.6.2" /=
</appSettings=
<fconfiguration:

4) > Save and print the file for validation records.

5) Navigate to the C:\Program Files\VistA\VBECS\WinServices\VBECS VistALink RPC XML

Listener directory.

6) Double click VistALink.ListenerWinService.exe.config. Change the listenerPortNumber value

to 21992 (Figure 385).
Figure 385: Example of Service Configuration File

<add key="sericeMName" value="VBECS Test VistALink RPC XML Listener” /=
<add key="sererMame" value="vhaishsqglz1" /=

<add key="databaseMName" value="\B FHFEST /=

=add key="listenerPortNumber" .lm

=add key="allowPing" value="trug" /:

=add key="listenerlpAddress" value="10.3.21.81" />

=add key="monitorSenice" valug="trug" /=

=add key="monitorinterval” value="3000" />

=add key="monitorMaxRetries" value="3" /=

=add key="monitorSeniceStartTimeout” value="5" /=

<add key="BuildMumber" value="1.0.6.2" /=
<fappSettings=

7) > Save and print the file for validation records.
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8) Navigate to the C:\Program Files\VistA\WVBECS Test\WinServices\VBECS Test HL7 Multi

Listener directory.

9) Double click VbecsHL7ListenerService.exe.config. Change the listenerPortNumber value to

21993 (Figure 386).
Figure 386: Example of Service Configuration File

<?xml version="1.0" encoding="utf-8"?>
<configuration=
<appSettings=
=add key="PrimaryDbConnectionString” value="Connection Timeout=}
8192;integrated security=55P|;Application Mame=VBECS" /-
<add key="seniceMame" value="VBECS Test HLV Multi Listener” /=
<add key="allowPing" value="true" /=
<add key="listenerlpAddress" valug=—H8-3-2+1
<add key="listenerPortMumber” yalue="21993" /=
=add key="monitorSenice" value="trug" />
<add key="monitorinterval” value="5000" /=
<add key="monitorMaxRetries"” value="3" /=
<add key="monitorSericeStartTimeout” value="5" /=
<add key="BuildMumber” value="1.0.6.2" /=
</appSettings=
</configuration=

10)

=
% Save and print the file for validation records.

11) Navigate to the C:\Program Files\VistA\VBECS Test\WinServices\VBECS Test VistALink RPC

XML Listener directory.

12) Double click VistALink.ListenerWinService.exe.config. Change the listenerPortNumber value

to 21991 (Figure 387).

Figure 387: Example of Service Configuration File

<add key="seniceMName" value="VBECS Test VistALink RPC XML Listener” /=
=add key="serverMame" value="vhaishsqlz1" /=

<add key="databaseMName" value="VBECS % ST /=

<add key="listenerPotMumber" ual

=add key="allowFing" value="trug" /=

<add key="listenerlpAddress” value="10.3.21.81" /=

<add key="monitorSemnice" value="trug" /=

<add key="monitorinterval” value="3000" /=

<add key="monitorMaxRetries" value="3" /=

<add key="monitorSeniceStartTimeout” value="5" />

<add key="BuildMumber" value="1.0.6.2" /=
</appSettings=

13)

=
%= Save and print the file for validation records.

14) (2 Log into Server 2 with your Windows ID.
15) Click Start, Windows Explorer and navigate to the C:\Program

Files\VistA\VBECS\WinServices\VBECS HL7 Multi Listener directory.
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16) Double click VbecsHL7ListenerService.exe.config. Change the listenerPortNumber value to

21994 (Figure 388).
Figure 388: Example of Service Configuration File

<7xml version="1.0" encoding="utf-5"7=
<caonfiguration=
<app3ettings=

8192;integrated security=S5P|;Application Name=VBECS" /=

<add key="allowPing" value="true" /=
<add key="listenerlpAddress” valug="14 5
<add key="listenerPortNumberivalue=' 21EIEI_1 I
<add key="monitorSenice” value="trge’
<add key="monitorinterval” value="5000" -’::-
<add key="monitorMaxRetries" value="3" /=
<add key="monitorSericeStanTimeout” value="5" /=
<add key="BuildMumber" value="1.0.6.2" /=
</appSettings>
</canfiguration=

<add key="PrimaryDbConnectionString” value="Connection Time

<add key="semniceName" value="VBECS HLT Multi Listener" /=

17)

> Save and print the file for validation records.

18) Navigate to the C:\Program Files\VistA\WBECS\WinServices\VBECS VistALink RPC XML

Listener directory.

19) Double click VistALink.ListenerWinService.exe.config. Change the listenerPortNumber value

to 21992 (Figure 389).

Figure 389: Example of Service Configuration File

<add key="sererMame" value="vhaishsqlz1" /=

=add key="databaseMame" value="\B FHEST" =

=add key="listenerPortMumber" .IW

=add key="allowPing" value="trug" /=

=add key="listenerlpAddress” value="10.3.21.81" />

=add key="monitorSemnice" valug="trug" /=

=add key="monitorinterval” value="3000" /=

=add key="monitorMaxRetries” value="3" /=

=add key="monitorSeniceStatTimeout” value="5" />

<add key="BuildMumber" value="1.0.6.2" />
<fappSettings>

=add key="senicelame" value="VBECS Test VistALink RPC XML Listener” /=

20)

> Save and print the file for validation records.

21) Navigate to the C:\Program Files\VistA\VBECS Test\WinServices\VBECS Test HL7 Multi

Listener directory.
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22) Double click VbecsHL7ListenerService.exe.config. Change the listenerPortNumber value to

21993 (Figure 390).
Figure 390: Example of Service Configuration File

<Pl version="1.0" encoding="utf-8"?=
=configuration:=
<appSettings =
<add key="PrimaryDbConnectionString” value="Connection Timeout=}
8192;integrated security=55P|;Application Mame=VBECS" /=
<add key="senicelame" value="VBECS Test HL7 Multi Listener” /=
=add key="allowFing" value="true" /=

<add key="monitorinterval” value="5000" /=
<add key="monitorMaxRetries"” value="3" /=
<add key="monitorSeniceStatTimeout” value="6" /=
<add key="BuildMumber” value="1.0.62" /=
</appSettings>
</configuration=

23)

> Save and print the file for validation records.

24) Navigate to the C:\Program Files\VistA\WVBECS Test\WinServices\VBECS Test VistALink RPC

XML Listener directory.

25) Double click VistALink.ListenerWinService.exe.config. Change the listenerPortNumber value

to 21991 (Figure 391).
Figure 391: Example of Service Configuration File

<add key="semniceMame" value="VBECS Test VistALink RPC XML Listener” (=
<add key="semnerMame" value="vhaishsglz1" /=

<add key="databaseMame" value="YBECS % ST =

<add key="listenerPortMumber" val

<add key="allowPing" value="true" /=

<add key="listenerlpAddress"” value="10.3.21.81" /=

<add key="monitorSemice" value="true" /=

<add key="monitorlnterval” value="3000" /=

<add key="monitorMaxRetries” value="3" /=

<add key="monitorSemniceStanTimeout” value="8" /=

<add key="BuildMumber” value="1.0.6.2" /=
</appSettings=>

26)

e
~ Save and print the file for validation records.

Initials: Date:
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11 Install and Configure FTP and SMTP

1) (1] Log into Server 1 with your Windows ID.
2) Install FTP and SMTP:

a) Click Start, Control Panel, Add or Remove Programs. Click Add/Remove Windows

Components (Figure 392).

Figure 392: Add or Remove Programs
E Add or Remove Programs !E ﬁ

Currently installed programs: [~ show updates Sork by: IName vl

& CrystalSetup2003

Used
ﬁ HP Array Configuration Utility
H HP Array Configuration Utility CLI Size 3, 74ME B
E!‘ HP Array Diagnostic Utility Size 3.20MEB
ﬁ! HP Insight Diagnostics Cnline Edition for Windows Size  28.34MB

@ HP Insight Management Agents
= HP Lights-Cut Online Configuration Ukilicy Size 0.33ME -

b) Check the Application Server check box. Click Details (Figure 393).

Figure 393: Windows Components Wizard

Windows Components Wizard E

Window: Components
Y'ou can add or remove components of Windows.

To add or remaove a component, click the checkbax. A shaded box means that only
part of the companent will be installed. To see what's included in a compaonent, click
Dretails.

LComponents:
Accessolies and Lltiities

Application Server

D [B3 Certificate Services 1.4 ME
[ 3, E-mail Services 1.1 MB
[7] @4 F ax Services TAMR LI

Description:  Includes ASP.NET, Internet Information Services [IIS), and the
Application Server Conzole.

Total dizk space required: 11.7 MB Dietail
Space available on disk: £2502.7 ME &I

¢ Back I MHest » I Cancel | Help
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c) Check the Internet Information Services text. Click Details (Figure 394).

Figure 394: Application Server

Application Server E2

To add or remove a companent, click the check box. & shaded box means that only part
of the component will be ingtalled. To zee what's included in a component, click Details.

Subcomponents of Application Server:

Y8 Intemet Infarmati

[] = Message Queding

Bﬁ] Application Server Conzole 0.0MB ﬂ
[] B ASP.NET 0.0 ME
@ Enable network COM+ access 00mMe
O @ Enable network DTC access 00 ke

26.9 MB

[

Descrption: 115 Inclides Web, FTF, SMTP, and HMTF suppart, along with support
for FrontPage Server Extenszions and Achive Server Pages [A5P).

Total dizk zpace required:
Space available on dizk;

11.7 1B Details... |
G2R02.7 B
(] I Cancel |

d) Check the File Transfer Protocol (FTP) Service and SMTP Service check boxes. Keep all
other defaults. Click OK to close both windows and continue (Figure 395).

Figure 395: Internet Information Services (11S)

Internet Information Services (I115) EE |

T add or remove a companent, click the check box & shaded box means that only part
of the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Internet Infarmation Services [IIS):

[ @ Interniet Printing
[ EGaNNTP Service
s SMTF Service

Description:  Supports the

Total dizk space required:
Space available on dizk:

&D File Tranzfer Protocol [FTP) Service 01 mMe ;I
[ Q‘? FrontPage 2002 Server Extengions 141 MEB
[E'j] Internet Information Services Manager 1.3 B

2B world ‘Wide Web Service

0.0mMEB
1.0MEB
2MB

aome x|

tranzfer of electronic mail

13.0MB Dietailz...
B2502 7 B —l
(] I Cancel |
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e) Click Next (Figure 396).
Figure 396: Windows Components Wizard

Windows Components Wizard

Windows Components
You can add ar remove components of Windows,

To add or remove a compaonent, click the checkbos. & shaded box means that anly
part of the component will be installed. To see what's included in a component, chck

Details.

LComponents:
.-’-‘«cc:essuries and Utilities

(& Application Server

[] [88 Certificate Services 1.4 MB

[ ™ E-mail Services 1.1 ME

[ ¢34 Fax Services 79 MR ﬂ

Description:  Includes ASP.MNET, Intemet Information Services [[15], and the
Applization Server Congole.

Tatal disk space required: 13.0mME
Space available on digk: B2h0Z2.7 MB
< Back I Meut » | Cancel | Helm I

f) Inthe Files Needed dialog screen, click Browse (Figure 397).
Figure 397: Files Needed

Files Needed |
. Thefile izapp.vbs' on Service Pack 1 CO-ROM iz kK
‘-'-'-‘:Q-’J reeded. -

Cancel |

Type the path where the file iz located, and then click
.

Copy files from;

J

j Browse...
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g) Navigate to C:\Windows\ServicePackFiles\i386\. Select issapp.vbs. Click Open (Figure
398).

Figure 398: Locate File
Locate File K E3

Look in: | i386 2 N« N S e

Ilang
vhs

My Dacuments

3

typ Computer

File name: Iiisapp. vbz j Open I
Filez of bype: Iiisapp.vbs;iisapp.vb_ j Cancel /l
%
h) Click OK (Figure 399).
Figure 399: Files Needed
Files Needed
- The file Yisapp.vbs' on Service Pack 1 CD-ROM 1=
S reeded Ll
Cancel |

Type the path where the file iz located, and then click.
]

LCopy files fram:

AN DOWS S ervicePackFileshiz86 j
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i) Inthe Files Needed dialog screen, click Browse (Figure 400).
Figure 400: Files Needed

Files Needed |
— The file ‘convlog.exe’ on Windows Server 2003, kK
) Enterprize Edition CO-ROM iz needed. -

Cancel |

Type the path where the file iz located, and then click
.

Copy files from;

j Browse... |

j) Navigate to C:\Windows2003\i386\. Select CONVLOG.EX . Click Open (Figure 401).
Figure 401: Locate File
Locate File HE
Look in: | (= 1386 R e A=

ADMT
COMPDATA
DR

LANG
SYSTEM32
WINNTMIG
Desktop WINNTUPG

. COMYLOG, E::-::_

My Documents

o

ky Computer

File name: IEEI MWL G ER_ j Open I
Files of type: Icnnvlug.e:-:e;cunvlug.e:-:_ j Cancel /l
2
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k) Click OK (Figure 402).
Figure 402: Files Needed

Files Needed |
. Thefile 'convlog.exe’ on wWindows Server 2003, 0k |
“=g@®  Enterprize Edition CO-ROM iz needed.
Cancel |

Type the path where the file iz located, and then click
.

Copy files from;

IE:&WindnwsEDDE"»IEBE

1) Click Finish (Figure 403).
Figure 403: Windows Components Wizard

Yindows Components YWizard

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard,

To cloge thiz wizard, click Finish.

<Back [i Finsh i Help |
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3) Configure FTP:
a) Click Start, Administrative Tools, Internet Information Services (11S) Manager (Figure
404).

Figure 404: Internet Information Services (11S) Manager

I{ Internet Information Services (II5) Manager H=] E3

‘?; File  Action  Wiew wWindow  Help ‘-lﬁ’lﬂ
e | AmEFRE( @B 2]r =

-Eg Internet Information Services | Description | Identifigr | Stake | 1P

B8 WHAISHNODZ4 {local comp ]
ERRWR TP Sites

- Application Pools

H- | Wieb Sites
- web Service Extensior
[ Default SMTP Virkual St

‘| | |l | ja
| | |

b) Open the FTP Sites folder. Right click Default FTP Site. Select Delete (Figure 405).
Figure 405: Internet Information Services (11S) Manager

t Internet Information Services (I1S) Manager M=l E3
‘:! File  Action  Wiew  ‘Window  Help ‘ - |E’|i|

e @ B2 &=

-f'! Internet Information Services
=8 YHAISHMULED (lacal computer)

. Web Service Extensions

E|__J FTP Sites ;
s - M == Explore ald
...J F'.|:||:||IIZE.ItIDF Open v G
| Web Sites .
- Permissions . E
i rafibit
ES_‘;*;- Default 5 Brawse E
. peries B
Shar
Stop ;LD
Pause led A Standard
Deletes the current sele
e
Al Tasks

Mew Window From Here

Rename
Refresh

Properties

Help
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c) Click Yes (Figure 406).
Figure 406: Confirmation

IIS Manager |

‘?/ Are you sure you wank ko delete this item?

d) Right click FTP Sites. Click New, FTP Site (Figure 407).

Figure 407: Internet Information Services (11S) Manager

'E Internet Information Services (I19) Manager _ (O]

U9 Fle Action  Wiew Window  Help ‘ oy = |
= |mE R 2] =
-F_'J Internet Information Services . web Service Extensions
(=58 YHATSHMULEO (local computer)
> - T T — E
B Appl e Tasks ¥ FTP Site (From File)... -7
) web o i
o) b Mew Window From Here [
(-t Def Frobibit
t % Defa Refresh o E
Froperties =
Fropetties - I i I
Help wtended 4 Standard /
|Create new FTP sike | |
e) Click Next (Figure 408).
Figure 408: Example of FTP Site Creation Wizard 1
FTP Site Creation Wizard x|

Welcome to the FTP Site

Creation Wizard

Thiz wizard helpz you create a new FTF site an this
computer.

To continue, click Next.

< Back Cancel |
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409).
Figure 409: FTP Site Creation Wizard 2
ﬂ
FTP Site Description .
Describe the FTP zite to help administratars identify it. @

Type a description of the FTP zite.

Description:
"BECSFTP

< Back I MHext > I Cancel |

40 Enter VBECSFTP as the FTP site name. Capture a screen shot. Click Next (Figure

)] B0 Select the public IP address of Server 1 from the Enter the IP address ... drop-down
menu [from Appendix E: Server Configuration Checklist (Server Hardware Information,
Server 1 IP Address, Row 2)]. Capture a screen shot. Keep “21” as the TCP port. Click Next
(Figure 410).
Figure 410: Example of FTP Site Creation Wizard 3
x|
IP Address and Port Settings T,
Specity an IP addiezs and port zetting for the FTP site. @

Enter the P address to uze for thiz FTF site:

10.166.57.7 j

Type the TCF port for thiz FTP site [Default = 21)

e

< Back I Mest » I Cancel |
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h)
Figure 411: FTP Site Creation Wizard 4

FTP User Isolation
Fiestrict FTP users to their own FTP home directory.

Keep defaults. Capture a screen shot. Click Next (Figure 411).

FTP user igolation prevents uzers from accessing the FTP home directory of another
uzer on this FTP site.

Important: Because you cannot change the uzer izolation option after creating thiz FTP
zite, you should read about FTP wzer izolation in the 15 product documentation before
choozsing an izolation aption,

& Do not isolate users
{Uzers can access the FTP home directory of other uzers |

" |zolate users
[Uzerz must be aszigned an FTP home directony within the root of this FTF site.)

{~ |solate users using Active Directony
[Ugers muzt be agzigned an FTF home directony that iz configured using their Active
Directony user accaunt.]

< Back I Mewt > I Cancel |

'0 Enter C:\dbconw\in as the home directory in the “Path” field. Capture a screen shot.
Click Next (Figure 412).

Figure 412: FTP Site Creation Wizard 5
x|

FTP Site Home Directory -
The home directary i the oot of your FTP content subdirectornies., @

Enter the path to your home directory.

Path:

C:hvdbcorwhin Browse... |

< Back Cancel |
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)} % Check the Read and Write check boxes. Capture a screen shot. Click Next (Figure

413).
Figure 413: FTP Site Creation Wizard 6
x
FTP 5Site Access Permissions i
Set the access permizzions for this FTP site. @

Allovy the following permizsions:

Iv' pdrine

e e

To complete the wizard, click Next.

¢ Back I Mewt = I Cancel |

k) Click Finish to complete the installation (Figure 414).
Figure 414: FTP Site Creation Wizard 7

FTP Site Creation Wizard |

You have successfully
completed the FTP Site
Creation Wizard.

To cloze this wizard, click Finizh.

< Barck Cancel |
Initials: Date:
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4) Configure SMTP:
a) Click Start, Windows Explorer.
b) Create a folder named VBECSSMTP on the C drive of the server as the home directory for
SMTP (Figure 415).

Figure 415: Example of SMTP Folder

s C, =] E3
File Edit Wiew Favorites Tools  Help | ;'J.'
QBack -~ ) - (T | - search | = Folders | &3 X 6 | (-
Address Iw c j 50
Folders x || Hame =« | size | Type | Date Modified | attributes
@ Deskkop | | I Zicompag File Falder 71402003 4:50 PM
() My Documents || ©hcPasvsTEM File Folder 7/14/2005 4:50 FM
= ,J My Computer dbcony File Falder a/1/2003 2:15 PM
\‘g‘ 345 Floppy (41 [1Dacuments and Settings File Falder 712a/2008 44 AM
= <e Local Disk {C2) —hp File Falder 71142008 455 PM
) compag IInetpub File Folder FIZ6/2003 1:53 PM
) CPOSYSTEM — | |IZ3Program Files File Folder FIZE/2003 10:46 AM R
=) dbeany [Jtemp File Folder FI29/2003 9:14 AM
(5 Documents and Settings WEECSSMTE File Folder 71262008 2:05 FM
I:I hp [ WIRDOWS File Falder 71312008 .25 AM
) Inetpub [awmpub File Falder 71142008 2:37 PM
) Program Files Fmsizap.exe 93KB  Application 2/17/2007 9:03 AM
51 kemp d | Y | ]

c) Return to the Internet Information Services (11S) screen. Right click the server name. Select
New, SMTP Virtual Server (Figure 416).

Figure 416: Example of Internet Information Services Manager

t Internet Information Services {115} Manager |_ O] x|
¥9 File  Action  Wiew Window  Help | — =] x|
&= AW EREB 28> w0
-FJ Internet Information Services Marme | Skat
[SREEHATSHMULAD (local = ' : Sery
- _J FTP Sites SIS Fools
- ) Application Pools RISl Sery
: : Browse
B Web Sites - e Extensions
o Web Service Ex_te SMTP Wirtual Server...  |J)
-2 Defadlt SMTP Wirt = T ocke b NNTP Yirtual Server. ..
Wigs »
Mews Window From Here _I
I [
Refresh
|F'.-:I|:| a new SMTP Wirkual Serve - ; |
Fvrmvk | ick
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“’ In the SMTP Virtual Server Wizard screen, enter VBECSSMTP in the Name field.
Capture a screen shot. Click Next (Figure 417).

Figure 417: New SMTP Virtual Server Wizard

MNew SMTP ¥irtual Server Wizard x|

—%elcome to the Mew SMMTP Virtual Server “Wizard

Enter the name aof the wvirtual zerver.
2

I ame;
IVBEESSMTF‘

< Back I MNest > I Cancel |

n'-[??

BO Select the public IP address of Server 1 from the Select the IP address ... drop-down

menu [from Appendix E: Server Configuration Checklist (Server Hardware Information,
Server 1 IP Address, Row 2)]. Capture a screen shot. Click Next (Figure 418).

Figure 418: Example of New SMTP Virtual Server Wizard 1

e)

MNew SMTP ¥irtual Server Wizard x|

—Select IP Address

o Select the P addrezs for thiz SMTP virtual zerver

¢ Back I Mest = I Cancel
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BC Enter C:\VBECSSMTP in the field as the home directory. Capture a screen shot. Click
Next (Figure 419).

Figure 419: New SMTP Virtual Server Wizard 2

MNew SMTP ¥irtual Server Wizard X|
— Select Home Directon

The home directory iz the root of pour SMTP content
% subdirectories.

Home direchony:

|E:WEEESSMTF‘

Browsze... |
< Back Cancel |

)] BO Enter vhamaster as the domain name. For a data center installation, enter the data

center domain name. Capture a screen shot. Click Finish to complete the installation (Figure
420).

Figure 420: Example of New SMTP Virtual Server Wizard 3

Mew SMTP ¥irtual Server Wizard x|
— Defaulk Domain
Enter the default domain for thiz virtual zerver.
Domair:
Ivhamasterl
¢ Back I Finizh I Cancel |
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h) Right click VBECSSMTP. Select Properties (Figure 421).

Figure 421: Internet Information Services (11S) Manager

‘fg Eile  Action YWiew window Help ‘;Iilil
s BE EFDE @8] =

-eg Internet Information Services Marne | Skat
=8 WHAISHMULED tlocal computer) | __IFTP Sites Sery

) FTP Sites

; I Application Poals
[ I Application Pools

__lweb Sites SEry
) web Sites __I'web Service Extensions
") Web Service Extensions 'E‘E,-Default SMTP Yirtual Server Ruru
-EB- Default SMTP Wirtual Server s YBECSSMTP Runi
Stark:
Stop
Pause _I _'I

Mew \Window From Here

Delete
Renarme
Refresh

i) Click the Access tab. Click Relay (Figure 422).
Figure 422: VBECSSMTP Properties

¥BECSSMTP Properties K E3

General Access |Memage3| Deliver_l,ll LDAF Hnutingl Securit_l,ll

—Access control

Edit the authentication methods for this et |
IESOUICE.

— Secure communication

WView or gl the SECUTE cqmmunlcahur_ws Certificate... |

method used when thiz virtual server is

accerzed, -
Communication...

— Connectioh control

Grant or deny access ta this rezouce using P
- Connection...
IP addresses or Intermet domain names., -

— Relay reztictions

Grant or deny permizsions to relay e-maill
thraough thiz SMTP wvirtual server.

Ok Cancel Spply Help
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)} W Click the All except the list below radio button. Make sure that the Allow all
computers... check box is checked. Capture a screen shot. Click OK (Figure 423).

Figure 423: Relay Restrictions
x|

Select which computer may relay through thiz virtual server:

£~ Only the list below
& il except the fst belows

Computers:
Access | IP Addrezs [Mazk] / Domain Mame

Add.. I Eemove |

v Allove all computers which successfully authenticate to relay, regardless
of the list above.

0k, I Cancel | Help |

k) Repeat Steps g through i for the Default SMTP Virtual Server.
I) Click OK to exit the VBECSMTP Properties window. Close 1S Manager.

Initials: Date:

5) (2] Log into Server 2 with your Windows ID.
6) Install FTP and SMTP:
a) Click Start, Control Panel, Add or Remove Programs. Click Add/Remove Windows
Components (Figure 424).

Figure 424: Add or Remove Programs

8 Add or Remove Programs H=]

Currently installed programs: [~ show updates Sark by IName vI
|'|inz‘a Crystalsetup?003 Size
[ Used rar
= HF array Configuration Utility
H HP Array Configuration Ukility CLI Size 3, 74ME B
|_'E!£ HF array Diagnostic Lkility Size 3.20MB
ﬁ! HF Insight Diagnostics Online Edition For Windows Size  25.34ME
@ HP Insight Management Agents
= HP Lights-Cut Online Configuration Ukiliky Size 0.33ME -
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b) Check the

Application Server check box. Click Details (Figure 425).

Figure 425: Windows Components Wizard

Windows Components

Yau can add or remave compaonents of Windows.,

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.

LComponents:

.-’-'«ccessuries ar

T 5 Lpplication Server 334 MB

[ [E8 Certificate Serv
O E-mail Services
[1 ¢34 Fax Servires

Descrption:  Includes A5P.MET. Intermet Information Services (11S). and the

Applicatio

Total dizk zpace required: 11.7 B Details |
Space avallable on dizk: E2502.7 MB —

d Utilities 43MB

ices 1.4 MB
1.1 MB

78 MR LI

n Server Console,

< Back I Mext » I Cancel | Help |

c) Check the Internet Information Services (11S) check box. Keep all other defaults. Click

Details (Fi

gure 426).

Figure 426: Application Server
e |

To add or remove a component, click the check box, & shaded box means that only part
of the component will be installed. To see what'z included in a component, click Details.

Subcomponents of Applica

tiok Server;

[] = Meszzage Queuing

Dezcrption: 15 Includes
for FrantPag

Total digk zpace required;
Space available on digk:

Bﬁj Application Server Congole 0.0mMEe ;I
(] 85 ASP.NET 0.0 MB
@ Enable network, COM+ access Qo0mMEe
[ @ Enable network, DTC access Qo0mMEe

™ £ Internet Information Services [II5) 2F.9 MB

6.5 MB
[~

Wwieb, FTP, SMTF, and MMTF support, along with support
e Server Extenzions and Active Server Pages [A5F).

11.7 MB Details... |
G2R02. 7 MEB
(] I Cancel |
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d) Check the File Transfer Protocol (FTP) Service and SMTP Service check boxes. Keep all
other defaults. Click OK to close both windows and continue (Figure 427).

Figure 427: Internet Information Services (11S)

Internet Information Services (I115) EE |

T add or remove a companent, click the check box & shaded box means that only part
of the companent will be installed. To zee what's included in a component, click Details.
Subcomponents of Internet Infarmation Services [IIS):

&D File Tranzfer Protocol [FTP) Service 01 mMe ;I
[ Q‘? FrontPage 2002 Server Extengions 141 MEB
[E'j] Internet Information Services Manager 1.3 B
[ @ Interniet Printing 0.0ME
[ EGaNNTP Service 1.0ME
SMTP Service 1.2 MB §
2B world ‘Wide Web Service a.0mME LI

Description:  Supports the transfer of electronic mail
Total dizk space required: 13.0 ME Details... |
Space available on dizk: B2502.7 ME

k. I Cancel |

e) Click Next (Figure 428).
Figure 428: Windows Components Wizard

Windows Components Wizard E2 I

Windows Components
You can add ar remove components of YWindows,

To add or remove a component, click the checkbox. & shaded box means that anly
part of the component will be installed. To see what's included in a component, click
Details.

LComponents:

.&ccesmriﬁ and Utilities 49MB =

§ Application Server 334 MB

[] [88 Certificate Services 1.4 MB
[] @1 E-mail Services 11 MEB
[] ¢4 Fax Semvices 79 MR j

Description:  Includes ASP.MET, Intemet Information Services [I15], and the
Application Server Console.

Tatal disk space required: 13.0mME
Space available on digk: B2h0Z2.7 MB
< Back Meut » Cancel Helm
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f) Inthe Files Needed dialog screen, click Browse (Figure 429).
Figure 429: Files Needed

Files Needed |

. The file izapp.vbs' on Service Pack 1 CO-ROM iz kK
w reeded. -

Cancel |

Type the path where the file iz located, and then click
.

Copy files from;

j Browse... |

g) Navigate to C:\Windows\ServicePackFiles\i386\. Select issapp.vbs. Click Open (Figure
430).

Figure 430: Locate File

Locate File K E
Look in: [ & ia86 = QT

©
Deskta

My Dacuments

typ Computer

..
Pel P . File name: Iiisapp. whz j Open

A [_geen |
Files of type: Iiisapp.vbs;iisapp.vb_ j Cancel |
o
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h) Click OK (Figure 431).
Figure 431: Files Needed

Files Meeded E3

. The filz Yizapp.»bs' on Service Pack 1 CO-ROM iz oK |
S eeded.

Cancel |

Type the path where the file is located, and then click
OFk.

LCopy files from:

|E:'\WINDDW’S\SewiceF’ackFiIes\iSSE =]

i) Inthe Files Needed dialog, click Browse (Figure 432).

Figure 432: Files Needed

Files Needed

. The file 'convlog.exe’ on Windows Server 2003,
= Enterprize Edition CO-ROM iz needed.

Type the path where the file iz located, and then click
DK,

LCopy filez from:

[

]|

Cancel |

Browsze... |

j) Navigate to C:\Windows2003\i386\. Select CONVLOG.EX . Click Open (Figure 433).

Figure 433: Locate File

Locate File EHE
Loak in: | ) 1386 3 [« N = e
L) ADMT
\CICOMPDATA
ICIDRW
ILTILANG
|C)SYSTEM32
| WINNTMIG
W INMTLIRG
ty Documents
ty Campuiter
-
by Me File name: ICDNVLDG.EX_ j Open I
Plz
Files of type: Iconvlog.exe;convlog.ex_ j Cancel |
2|

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0
Installation Guide Version 3.0

Page 257



k) Click OK (Figure 434).
Figure 434: Files Needed

Files Needed |
. Thefile 'convlog.exe’ on wWindows Server 2003, 0k |
“=g@®  Enterprize Edition CO-ROM iz needed.
Cancel |

Type the path where the file iz located, and then click
.

Copy files from;

IE:&WindnwsEDDE"»IEBE

1) Click Finish (Figure 435).
Figure 435: Windows Components Wizard

Yindows Components YWizard

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard,

To cloge thiz wizard, click Finish.

<Back [i Finsh i Help |
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7) Configure FTP:
a) Click Start, Windows Explorer.
b) Click Start, Administrative Tools, Internet Information Services (11S) Manager (Figure
436).

Figure 436: Internet Information Services (11S) Manager

t{ Internet Information Services (IIS) Manager M=l E3

Y9 File  Action  Wiew Window  Help | =] ]
e | DE FEREREE] =0
-Eg Internet Information Services | Description I Identifier I State I IF
E....lj YHAISHMODZ {local comp |1 ]
[+-_J Web Sites
[#-__J ‘Web Service Extensior
(-4 Default SMTP Virtual S5t
1] | lfad | i

| | |
c) Open the FTP Sites folder. Right click Default FTP Site. Click Delete (Figure 437).

Figure 437: Internet Information Services (11S) Manager

W Internet Information Services (II5) Manager M=l E3

¥4 Fle Action Wiew ‘Window Help |_|5’|5|

= |mE2 8]y =0

?! Internet Information Services
=158 YHAISHMULEO (local computer)
E|_,_,J FTP Sites

g M Explare

_._,J Applicatior

. Web Service Extensions

Cpen | oy
Permissions .
) rahibit

Browse

I

4
E\IFH?IIE.{I =

nperties
Stark

Stop

ded A Standard

Pause
(= 3
All Tasks 3

Mew Window from Here

Refresh

Properties

Help

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 259
Installation Guide Version 3.0



d) Click Yes (Figure 438).
Figure 438: 11S Manager

IIS Manager |

‘?/ Are you sure you wank ko delete this item?

e) Right click FTP Sites. Click New, FTP Site (Figure 439).

Figure 439: Internet Information Services (11S) Manager

'E Internet Information Services (I19) Manager _ (O]

‘fg Eile Action Wew ‘Wwindow Help ‘ ;[il ﬂ
N EFEIELE
-F:J Inkernet Information Services @ Veb Service Extensions
=5 1 YHAISHMULEOD {local computer)
- - T — E
B Appl e Tasks ¥ FTP Site (From File)... -7
- 2J web Allow i
o) b Mew Window From Here [+
[ Dief Frahitit
+i% Defa Refresh Ll g}« E
Froperties =
Properties - I i I
Help wtended 4 Standard /
|Create new FTP site | |
f) Click Next (Figure 440).
Figure 440: Example of FTP Site Creation Wizard 1
FTP Site Creation Wizard x|

Welcome to the FTP Site

Creation Wizard

Thiz wizard helpz you create a new FTF site an this
computer.

To continue, click Next.

< Back Cancel |
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o)
(Figure 441).
Figure 441: FTP Site Creation Wizard 2
x
FTP Site Description =,
Dezcribe the FTP site to help administratars identify it @

Type a description of the FTP =ite.

Dezcrphon:
WBECSFTP

¢ Back I Mewt = I Cancel |

Keep “21” as the TCP port. Click Next (Figure 442).
Figure 442: Example of FTP Site Creation Wizard 3

x
IP Address and Port Settings n
Specify ah [P address and port getting for the FTP gite, @
=

Enter the [P address to use for thiz FTP site:

Type the TCF port far this FTP zite [Default = 27];

——

< Back I Hewt » I Cancel I
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O Select the public IP address of Server 2 from Appendix E: Server Configuration
Checklist (Server Hardware Information, Server 2 IP Address, Row 4). Capture a screen shot.

W Enter VBECSFTP in the field as the server name. Capture a screen shot. Click Next
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D Keep all defaults. Capture a screen shot. Click Next (Figure 443).
Figure 443: FTP Site Creation Wizard 4

FTP Site Creation Wizard x|

FTP Uszer Izolation
Fesztrict FTP ugers to their awn FTP home directan.

FTPF uzer izalation prevents users from accessing the FTF hame directary af another
uzer oh thiz FTP zite.

Important: Becauze you cannot change the user izolation option after creating thiz FTR
zite, you should read about FTP wzer izolation in the 115 product documentation before
choosging an izolation option.

" Do not izolate users
{Uzerz can accezs the FTF home directory of other uzers §

™ |solate uzers
[U=zers must be azsigned an FTP home directary within the roat af thiz FTF site.)

" |solate users using Active Directony
[Uzerz must be azzigned an FTP home directary that is configured using their Active
Directomn uger account. ]

< Back I Mest » I Cancel |

BO Enter C:\dbconwin the “Path” field as the home directory. Capture a screen shot. Click
Next (Figure 444).

Figure 444: FTP Site Creation Wizard 5

FTP Site Creation Wizard

FTP 5ite Home Directory
The home directary is the root of pour FTP content subdirectories.

Enter the path to vour home directon.

FPath:

C:4dbconsin Browse. .. |

< Back Cancel |
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k) % Check the Read and Write check boxes. Capture a screen shot. Click Next (Figure

445).
Figure 445: FTP Site Creation Wizard 6
x
FTP Site Access Permissions -
Set the access permizzions for this FTP zite, @‘

Allovs the following permizsions:
¥ Read
& i

To complete the wizard, click Mext.

£ Back I Meut » I Cancel |

I) Click Finish to complete the installation (Figure 446).
Figure 446: You Have Successfully Completed the FTP Site Creation Wizard

FTP Site Creation Wizard =

You have successfully
completed the FTP Site
Creation Wizard.

To cloze thiz wizard. click Finizh.

¢ Back Cancel |

Initials: Date:
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8) Configure SMTP:

a) Create a folder named “VBECSSMTP” on the C drive of the server as the home directory for

SMTP (Figure 447).
Figure 447: Example of SMTP Folder

File Edit Wiew Favorites Tools  Help

L

(PBack ~ ) -~ T | - Search |r[" Folders | &3 X 6 | (-

Address Iw i

ECE

Folders x || Hame =« | size | Type | Date Modified | attributes
@ Deskkop - [Zicompaq File Folder 71142008 4:50 PM
) My Documents [CCPQSYSTEM File Folder 71142008 4:50 PM
= % My Computer [dbcony File Faolder B/1/2008 2:15 PM
AL 35 Floppy (A [ChDocuments and Setkings File: Falder FIZ8/2008 9:44 AM
[ < Local Disk (1) ik File Folder 71142008 4:55 PM
5 compan [ Inetpub File Folder 712812008 1:53 PM
LoD CPOSYSTEM — | I2)Program Files File Folder Fleglzo0g 146 M R
I dbcone Zitemp File Folder 7i29/2005 9:14 AM
5 Documnents and Settings MEECSSMTP File Folder 7128[2008 2:05 PM
51 hp 1 INDCOWS File Folder 713102008 2:25 AM
=0 Inetpub [wmpub File Folder 71142008 2:37 PM
) Program Files Fmsizap. exe 93KE  Application 2/17/2007 903 &M
[ kemp u I EY | ﬂ

b) Return to the Internet Information Services (I1S) screen. Right click the server name. Select

New, SMTP Virtual Server (Figure 448).

Figure 448: Example of Internet Information Services (11S) Manager

t Internet Information Services {115} Manager |_ O] x|

‘_'_“g Fil=  Action  Wiew  Window Help |;|i|£|
A= =Nl = - SO
-Eg Internet Information Services Marmne | Skat
= -119 YHAISHMULED (local : Sery
: ; Conneck. ..
_._J FTP Sites __ P|:||:||5
- ) Application Pools SRS B Sery

_,_J Web Sites Browse
-_) Web Service Exte
- Z Default SMTP Virt

e Extensions

ol Tasks 3 MMTP Wirtual Server. .

Wigs »
Mews Window From Here

. i

Refresh |

F~nork | gk

|F'.-:I|:| a new SMTP Wirkual Serve
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=

c)

Figure 449: New SMTP Virtual Server Wizard

Mew SMTP Yirtual Server Wizard

—Welcome ko the Mew SMTP Yirtual Server Wizard

"@‘# Enter the name of the virkual server.
%
M ame:
|vEEE:55MTP
< Back Hewt » Cancel
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BO In the SMTP Virtual Server Wizard screen, enter VBECSSMTP in the Name field.
Capture a screen shot. Click Next (Figure 449).
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'(‘7 Select the public IP address of Server 2 from Appendix E: Server Configuration

Checkilist (Server Hardware Information, Server 2 IP Address, Row 4). Capture a screen shot.
Click Next (Figure 450).

Figure 450: Example of New SMTP Virtual Server Wizard 1

d)

Mew SMTP ¥irtual Server Wizard x|

— Select |P Address

i Select the IP address for this SMTP wirtual server

10.166.57.7

< Back I Hewut = I Cancel

RO Enter C:\VBECSSMTP in “Home directory” field. Capture a screen shot. Click Next
(Figure 451).

Figure 451: New SMTP Virtual Server Wizard 2

Mew SMTP Yirtual Server Wizard x|
— Select Home Directony

The home directorny iz the oot of your SMTP content
% subdirectaries.

Home directary:

|E:WBEESSMTP

Browse. . |
< Back Cancel |
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f) % Enter vhamaster as the domain name. For a data center installation, enter the data

center domain name. Capture a screen shot. Click Finish to complete the installation (Figure
452).

Figure 452: Example of New SMTP Virtual Server Wizard 3

MNew SMTP Yirtual Server Wizard x|

— Default Dromain

Enter the default darnain for this wirtual server.
"\'

Domair:

Ivhamasterl

< Back I Finizh I Cancel |

g) Right click VBECSSMTP and select Properties (Figure 453).
Figure 453: Internet Information Services (11S) Manager

'.[-: Internet Information Services (IISY Manager =]
‘:5 File  Action Wiew ‘Window Help ‘ - |E|5|
- OE FRB 28 » e
?! Internet Information Services Marne | Skat
EI---li! MHAISHMULAO flocal cormputer § _IFTP Sites Sery
. _ FTF Sites __ Application Poals
- Application Pools Jwweb Sites Sary
_ weh Sites __I'Wweb Service Extensions

_J Web Zervice Extensions

Fe Default SMTP Yirkusl S i Default SMTP Yirtual Server Ruru
o Deradlt s Server U YBECSIMTR Rur
[T VEECSSMTP

| I

Mew Window From Here

Delete
Rename
Refresh
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h) Click the Access tab. Click Relay (Figure 454).
Figure 454: VBECSSMTP Properties

¥BECSSMTP Properties EHE

General Access | Messagesl Delivel_l,ll LDAP Houtingl Securit_l,ll

—Access control

Edit the authentication mathads for thiz Authentication, . |
TEE0MICE.

— Secure communication

Wiew or zet the SECUIE co_mmun|cat|0r_1s Certificate... |

method used when this virtual server is

gocesged. A
Communication...

r— Connection control

Grant or deny access to this [ES0UCE Lising Cannection. . |
IP addrezzes or Intermet domain names. =

— Relay restriction

Grant or deny permizsions bo relay e-mail
thraugh this SMTP wirtual server.

0K | Cancel | Apply | Help |

nqb!s;’

BO Click the All except the list below radio button. Make sure that the Allow all
computers... check box is checked. Capture a screen shot. Click OK to save (Figure 455).

i)

Figure 455: Relay Restrictions
B

Select which computer may relap through this virtual server:

Access | IP Address [Mask] / Domain Mame

Add.. | Remove |

v Allow all computers which successfully authenticate to relay, regardiess
of the list above.

ak I Cancel | Help |

J) Repeat Steps g through i for the Default SMTP Virtual Server. Click OK to exit the
VBECSMTP Properties window (Figure 454). Close 11S Manager.

Initials: Date:
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12  Configure Hardware Alerts

1) (1] Log into Server 1 with your Windows ID.

2) Click Start, All Programs, HP Management Agents, Event Notifier Config.
3) Click Next (Figure 456).

Figure 456: Welcome to the Event Notifier Configuration Wizard

-';-Q; Welcome to the Event Notifier Configuration Wizard

‘welcome to the Event Motification Wwizard!!

In arder for wou ta be properly notified of Management Agents
events, pou need to comectly setup the Event Motification
service,

There are two [2] steps:

1. Configure the SMTP mail zerver information.

2. Configure the list of notification recipients.

Click 'Mext' to begin configuration.

4 Back Cancel | Help |

4) Enter the following (Figure 457). Server name can be found in Appendix E: Server Configuration
Checkilist (Server Hardware Information, Row 1):
e From address: <server name >@va.gov
o Mail server: <server name>
e Reply address: <server name>@va.gov
Click Next. This step may fail if a port is not open. Contact the IM in this case.

Figure 457: Main (SMTP) Server Information

-'i‘;Mail {SMTP) Server Information

Step 1: In thiz gtep, you will enter the name of the outgoing
Simple kail Transfer Frotocol[SkTP) mail server.

Enter the required name of the mail server and the optional
reply addresz. The reply addiess iz the e-mail addresz where
you would like to receive any undeliverable mail meszages.

From address: |vhaishmul21 Eya.goy

bzl zerver: IvhaishmuIE'I

Reply address: I\fhaishmuIE'l (ava.gov

Click 'Mext' to configure natification recipients.

< Back I Mest > I Cancel Help
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5) Click Add (Figure 458).
Figure 458: Event Recipients Information

-fn,l};Event Recipients Information

Step 2 In thiz gtep, you configure users to be natified of
M anagement dgents events.

lze the Add button to add a new user. Use the Remowve to
remove a uzer or the Edit button to modify a user. Select a
uger then prezz the Eventz button to select which eventz
cauge notifications.

Recipients | Type | Address

1 |

Add.. | Bemave | Edit... | Ewvents. . |

m < Back I Finizh I Cancel | Help |

6) Enter the following (Figure 459):
e Receiver type: leave as “To:”
e Display name: Server Alerts Group
e E-mail address: Email address [from Appendix E: Server Configuration Checklist (Contact
Information, VBECS Service support email address)]
Click OK.

Figure 459: Notification Recipient Information

Motification Recipient Information

The dizplay name and e-mail address 0k
are required to zend notifications.
Pleaze enter the address carefully Eeniel
becauze it will not be verified.
Help
Receiver type: ITl:u: j

Dizplay name; ISewer Alerts Group

E-mail address: Ivhaciuvbecsengineers@med.'u'a.gm-i
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7) Click Finish to save and close (Figure 460).

Figure 460: Event Recipients Information

-':'—-J:T;Evenl: Recipients Information

Step 22 |n thiz step, vou configure users to be natified of
M anagement Agents events.

Ilze the Add button to add a new uzer. Uze the Remove to
remove a uzer or the Edit button to modify & uzer. Select a
uzer then press the Eventz button to select which events
cauze notifications.

cipients Typ | Address

Re
2E To: vhaciovbeczengineers(z,

Server dlerts .

1 | 2

Add... | Remove | Edit... | Eventz... |

< Back I Finizh I Cancel | Help |

8) (2] Log into Server 2 with your Windows ID.

9) Click Start, All Programs, HP Management Agents, Event Notifier Config.
10) Click Next (Figure 461).

Figure 461: Welcome to the Event Notifier Configuration Wizard

-'j};\'n‘elcume to the Event Motifier Configuration Wizard E3 I

wielzame o the Event Motification wizard!!

I order for pou ta be properly natified of tanagement Agents
events, you need bo comectly zetup the Event Notification
FRIVICE,

There are bwo [2] steps:

1. Configure the SMTP mail zerver infarmation.

2. Configure the ligt of nobfication recipients.

Click 'Mext' to begin configuration.

Cancel Help
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11) Enter the following (Figure 462) Server name can be found in Appendix E: Server Configuration

Checkilist (Server Hardware Information, Row 3):
e From address: <server name >@va.gov

e Mail server: <server name>

e Reply address: <server name>@va.gov

Click Next. This step may fail if a port is not open. Contact the IM in this case.

Figure 462: Main (SMTP) Server Information

-':?Q,-Mail {SMTP) Server Information

Step 1: In this gtep, ypou will enter the name of the outgaing
Simple Mail Tranzfer Pratocal[SkTP) mail zerver.

Enter the required name of the mail zerver and the optional
reply address. The reply address is the e-mail address where
you would like ta receive any undeliverable mail meszages.

From addrezs: |vhaishmul21 (@va gow

b ail server: Ivhaishmul21

Reply address: Ivhaishmul21 (ava.goy

Click 'Mest' to configure notification recipients.

m < Back I Hest » I Cancel Help

12) Click Add (Figure 463).
Figure 463: Event Recipients Information

.-;E-Evenl: Recipients Information

Step 2 In thiz step, vou configure users to be notified of
Management Agents events.

|Jze the Add button to add a new uzer. ze the Remove to
remove a uzer ar the Edit buttan to modify a user. Select a
uzer then prezs the Eventz button to select which events
cauze natifications.

Recipients | Type | Address

1] | »

Add... | Bemoyve | Edit... | Ewents... |

¢ Back I Finizh I Cancel | Help |
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13) Enter the following (Figure 464):
e Receiver type: leave as “To:”
e Display name: Server Alerts Group
e E-mail address: Email address [from Appendix E: Server Configuration Checklist (Contact
Information, VBECS Service support email address)]

Click OK.

Figure 464: Notification Recipient Information

Motification Recipient Information

The dizplay name and e-mail addresz 0k
are required to zend notifications.

Fleaze enter the addiezz carefully
becausze it will not be verified.

Cancel

Help

Recerer type: I To

[

Diizplay name: |Sewer Alerts Group

E-mail addrezs: I\-'haciuvhecsengineers@med.va.gm-{

14) Click Finish to save and close (Figure 465).

Figure 465: Event Recipients Information

.-:?llll.-Event Recipients Information

L&D |

Step 2 Inthis step, you configure users to be notified of
d ahagement Agents events.

|Jze the Add button to add a new uzer. Use the Remove to
remave a uzer or the Edit buttan to maodify a user. Select a
uzer then press the Events button to zelect which events
cauze hotifications.

cipients Type | Address

Server Alerts .

Re
Y-

To: vhaciovbeczenginesrs(@. .

d | >

Add... | Remove | Edi... | Ewventz... |

¢ Back I Finizh I Cancel | Help
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13  Configure Microsoft Operations Management

1) To configure Microsoft Operations Management (MOM), add an ID to the local administrators

group:

a) (1] Log into Server 1 with your Windows ID.

b) Click Start, Run. Enter Regedit and click OK (Figure 466).

Figure 466: Run

Run

= Type the name of a program, Folder, document, or
g Internet resource, and Windows will open it For wou,

CIpen: | Regedit|

ok I Cancel | Browse, .. |

~

c) Navigate to HKEY LOCAL_MACHINE\SOFTWARE. Right click
HKEY_LOCAL_MACHINE\SOFTWARE. Select New, Key (Figure 467).

Figure 467: Create a New Key

" Registry Editor

File Edit Miew Favorites Help

-0 HKEY _CLASSES_ROGT

-0 HKEY_CURRENT_LISER
EHZ3 HKEY _LOCAL_MACHIME
&0 Clusker

{1 HARDWARE

F- 5AM

{1 SECURITY

(S o OF T4/ ARE
&[] COPRSY Collapse
{:l Classes
{:l Clients Find. ..

=] My Computer =

Mame

Tvpe

(ab]Default)

REG_ST

{:l Campac
D Compac  Delete
B0 Crystal ~ Rename

{:l Descript
{:l Gemplus
-2 Hewlett

Expork

Permissians. ..

String Yalue
Binary Yalue
DWORD Yalue

Mulki-skring Yalue

Expandable String Yalue

{:l Microsol  Copy Key Mame
1007 Mebuer e
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d) Name the key “VBECS” (Figure 468).
Figure 468: VBECS Key

& Registry Editor

File Edit Yew Favorites Help

B SOFTWARE | [ name Type | Data [
-0 co7ftsy (DeFauIt) REG_SZ {walue not set)
B+ Classes
- Clients
-] Compag

-1 Compag Insight &ge
B-{_ Cryskal Decisions
-] Description

B2 Gemplus

E]--D Hewlett-Packard
E]--D Microsoft

-] Metwork Associates
{1 ODBC

-] Policies

{:l Prograrm Groups
-] Schlumberger
{1 Seagate Software
{:| Secure

(-1 VERITAS

-] Wowb432Nads

| E
-1 SYSTEM =
a| | I»

|My ComputeriHEEY_LOCAL_MACHINENSOFTWAREWBECS v

e) Right click the VBECS folder and select New, String Value (Figure 469).
Figure 469: New String Value

&' Registry Editor

Eile Edit Y“ew Favorites Help

-1 Program Groups | | Mame Type
{:l Schiumberger (DeFauIt) REG_SZ
{:l Seagate Software

{1 secure

-] Wowe43ZNade
R e

-] S¥STEM Expand
[-[_] HEEY_USERS
-7 HKEY_CURREM

Find... —
String Yalue

1 Dielete Binary Yalue
My ComputeriHKEY Local Rename DWORD Yalue
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f) Name the string value “VISN.” Double click VISN (Figure 470).
Figure 470: VISN String Value

£ Registry Editor
File Edit 'iew Favoribes Help

D Pragram Groups ﬂ Marmg | Type | Data
-] Schlumberger (ab]{Default) REG 52 {value not set)
-] Seagate Software VIS REG 57

l:l Secure

-] VERITAS
-] Wowe432Node

43 YBECS

- SYSTEM

-] HKEY _USERS

-2 HKEY_CURRENT_COMFIG -

1 | b
My Computer\HKEY LOCAL_MACHINE\SOFTWAREIWEECS
g) Inthe Value data field, enter your VISN number [from Appendix D: Blood Bank

Configuration Checklist (Contact Information)]. If you are in VISN 1-9, insert “0” before
your VISN number. If EPS, enter “EPS.” Click OK (Figure 471). Close the Registry Editor.

Figure 471: Example of Edit String

Edit String EHE |

Walue name:
fw15H
Walue data:
|05
’TI Cancel |
Initials: Date:

2) To configure auditing so that MOM can monitor the VBECS production files:
a) Click Start, Windows Explorer and navigate to C:\Program Files\VistA\VBECS.

b) Right click the VBECS folder and select Properties.
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c) Click the Security tab. Click Advanced (Figure 472).
Figure 472: Example of Security Tab

¥BECS Properties [ 2]
General | Sharing  Security | ‘Web Sharing I Custarnize I

Group or user names:

ﬁ Adminigtrators WHAISHMUL20%A dministratars)
L #ECREATOR DWNER
!ﬁ Power Users (WHAISHMUL20WPower Uszers]
€7 SYSTEM

€7 TERMINAL SERVER USER
1] |

Add.. | Remave |

IlI;I_IL

Permizzions for CREATOR
OwMER Allaw Deny
Full Control

todify

Read & Execute
List Folder Contents
Read

Wit

Cmmmim] Dlmerionimin s, rl

For special permizsions or for advanced zettings, Advanced |
click Advanced. =

oK. I Cancel | Lpply |
d) Click the Auditing tab.

ljoooooo
K I—

ioooooo

e) If checked, uncheck the Allow inheritable... check box. Click Add (Figure 473).

Figure 473: Advanced Security Settings for VistA

Advanced Security Settings for ¥isth [ 2]

Permizsions Auditing | Dwner' Effective Permissions'

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

Type | M ame | Access | Inherited Fram | Apply To |

Add... Edit... Bemove

r illow inkeritable auditing entries from the parent to propagate to this object and all child objects. Include
these with entries explicitl defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Leart mare about auditing.

ak I Cancel Apply
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f) Enter Domain Users in the Enter the object name to select field. Click OK (Figure 474).
Figure 474: Example of Selecting a User, Computer, or Group

Select User, Computer, or Group B

Select this object type:

IUser, Group, or Built-in security principal Object Types..

From thiz location:

Ivha.med.va.gov Locations...

Enter the object name to select [eramples]:

D'omain users Check Names

FiE

Advanced... | 1] 4 I Cancel

g) Inthe Auditing Entry window (Figure 475), check the Successful and Failed check boxes
for:

A

Create Files / Write Data
Create Folders / Append Data
Write Attributes
Write Extended Attributes
Delete Subfolders and Files
Delete
Change Permissions
Take Ownership

All others should be clear.
h) Click OK (Figure 475).

Figure 475: Example of Auditing Entries

Auditing Entry for YBECS H

wm|

Mame: Iin Users [YHAMASTER D omain Users) LChange... |

Apply onto: IThis folder, subfalders and files

Ll

7
o
(=5

Accesz Successful  Fai
TTETET e T O T C RS T

L

Lizt Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / Wwiite Data
Create Folders / Append Data
write Attributes

“wiite Extended Attributes
Delete Subfolders and Files

Delete

OEEEEEEOOO0

Fiead Permissions

Change Permissions

EEONEEEAEEOOON

Take Ownership

r Apply theze auditing entries to objects Clear Al |

and/or containers within this container only

-

ak. I Cancel |
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i) Click OK twice to close all windows.

Initials: Date:

3) Continue on the other server:

a) (2] Log into Server 2 with your Windows ID.
b) Click Start, Run. Enter Regedit and click OK (Figure 476).

Figure 476: Run
Run |

— Type the name of a program, Folder, document, or
Interrnet resource, and Mindows will open it far yaou,

open: I regedi| j

K, I Cancel | Browse, ., |

c) Navigate to HKEY_LOCAL_MACHINE\SOFTWARE. Right click
HKEY_LOCAL_MACHINE\SOFTWARE. Select New, Key (Figure 477).

Figure 477: Create a New Key

&' Registry Editor

File Edit Wew Fawarites Help

= My Computer A || Mame Tvpe
(-] HKEY_CLASSES_ROOCT [ab](Default) REG. 52
{1 HKEY_CURREMT _JSER
S HEEY_LOCAL_MACHINE

F-CT Cluster

-0 HARDWARE

E-C0 5amM

{7 SECURITY

SRS P Ty ARE

F- CO7ft5t Collapse

l:| Classes

{:I Clients Eind. ..

l:l Compac String Value

{11 Compac  Delete Binary Walue

-0 Crystal Rename DWORD Yalus

D Dascript E ; Multi-String Yalue
-2 Gemplu: _xpu:u_r ; Expandable String Yalue
: Petmissions. ..

l:| Hewlett

|:| Microsol  Copy Key Mame
G177 Blabyryl e
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d) Name the key “VBECS” (Figure 478).
Figure 478: VBECS Key

¢’ Registry Editor

File Edit %iew Favorites Help

4

- SOFTWARE | [ Mame Type | Data [
[ () CO7FESY (DeFauIt) REG_SZ {walue not set)
- Classes
- Clienks
- Compag

E
£
£
£
£
£
£
£

£

(07 SYSTEM | _l;l
3

L] Compaq Insight Age
-{_] Crystal Decisions
#-{_7] Description

7-{_7 Gemplus

f-[_7 Hewlett-Packard
7127 Micrasaft

- Metwork Associates
-] ODBC

]--{:I Policies

D Program Groups
7-{_1 Schiumberger
-1 seagate Software
-1 securs

{1 YERITAS

-] Wowed3zNade

[Py ComputeriHKEY_LOCAL_MACHINEYSOFTWAREIYBECS 4

e) Right click the VBECS folder. Select New, String Value (Figure 479).
Figure 479: New String Value

& Registry Editor

File Edit

Wiew Favorites Help

£

1]

:I..

o 0 mer s TN

-] HKEY_CURREM  Find..,

D Program Groups ;I Marne Type
-1 Schlumberger [aB]rpefaul) REG_SZ
<[] 5eagate Software
: -] Secure

-2 VERITAS

B Wowe432Node
L

(2 SvsTEM Expand |

Delete ary Walue

[y ComputeriHkEY_LOCAL Rename DWORD Yalue
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f) Name the string value “VISN.” Double click VISN (Figure 480).
Figure 480: VISN String Value

&' Registry Editor

File Edit Wiew Favaoribes Help

{:l Program Groups =] | Mame Type | Data |
-1 Schiumberger [ab](Default) REG_5Z {walue not set)

-{] Seagate Software REG_SZ

{7 secure

{27 SvSTEM
-2 HKEY_USERS
-0 HEEY_CURRENT _COMFIG
-
«| | v

[Py ComputeriHKEY_LOCAL MACHIME\SOFTWAREWEECS 4

g) Inthe Value data field, enter your VISN number [from Appendix D: Blood Bank
Configuration Checklist (Contact Information)]. If you are VISN 1-9, insert “0” before your
VISN number. If EPS, enter “EPS.” Click OK (Figure 481). Close the Registry Editor.

Figure 481: Example of Edit String

Giesting @)

Walug name:
1SN
Walue data:
&
] I Cancel |
Initials: Date:
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4) To configure auditing so that MOM can monitor the VBECS production files:

a) Click Start, Windows Explorer and navigate to the C:\Program Files\VistA\VBECS

directory.

b) Right click the VBECS folder and select Properties.
c) Click the Security tab. Click Advanced (Figure 482).

Figure 482: Example of Security Tab

¥BECS Properties

Generall Sharing  Security |Web Sharingl Customizel

Group or user names:

ﬁ Adminiztrators [WHAISHMUL20%A dministratars)

EATOR OWMER
!ﬁ Power Uszers (WHAISHMULZ20WPower Users)
€7 SYSTEM

!ﬁ TERMIMAL SERVER USER
4| |

Add.. | Remave

IlI;I_IL

Permizzions for CREATOR
OwHNER Allow Deny

Full Control

todify

Read & Execute
List Folder Contents
Read

Wit

Cmmmim] Dlmerionimin s, rl

ioooooo

For special permizsions or for advanced zettings, Adwanced |
click Advanced. =

ljoooooo
K I—

oK. I Cancel | Lpply

d) Click the Auditing tab.
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e) If checked, uncheck the Allow inheritable... defined here check box. Click Add (Figure
483).

Figure 483: Advanced Security Settings for VistA
Advanced Security Settings for YistA EE
Permissions  Auditing | Dwnerl Effective F'ermissionsl

Ta view mare infarmation about zpecial auditing enties, select an auditing entry, and then click Edit

Auditing entries:

Type | Mame | ACcess | Inherited Fram | Apply Ta |

Add... Edit... Bemove

r Allaws inheritable auditing entries from the parent to propagate ta thiz object and all child objects. Include
#hese with entries explicity defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Leart mare about auditing.

0k I Cancel | Apply |

f) Enter Domain Users in the Enter the object name to select field. Click OK (Figure 484).

Figure 484: Example of Selecting a User, Computer, or Group

Select User, Computet, or Group 7 | x|

Select this object type:

IUser, Graup, or Built-in security principal Object Types...

Erom thig location:

Ivha.med.va.gov Locations. ..

Enter the object name to select [eramples):

D'omain ugers) LCheck Mames

PEb

Advanced... | 0k I Cancel |
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g) Inthe Auditing Entry for VBECS window (Figure 485), check the Successful and Failed

check boxes for:
Create Files / Write Data
Create Folders / Append Data
Write Attributes
Write Extended Attributes
Delete Subfolders and Files
Delete
Change Permissions

o Take Ownership

All others should be clear.
h) Click OK (Figure 485).

Figure 485: Example of Auditing Entries

Auditing Entry for YBECS K E3

Object |

MNare: |in zers [WHAMASTERND amain Users) Change...

i

Apply onto: IThis folder, subfolders and files

o
o
o

Access Successful  Fai
TTavErso T TndeT LCACLCUIE TS

12

Ligt Folder / Read Data
Read Attributes

Fiead Extended Attibutes
Create Files / Wwiite Data
Create Folders / Append Data
Wirite Attributes

*wirite Extended Attibutes
Delete Subfolders and Files
Delete

Read Pemizsions

Change Permizsions

Take Owrership

r Apply theze auditing entries to objects Clear Al |

and/or containers within this container anly

] I Cancel |

EONEEEEEOOOL

EEO0EREEEEEOOOL

i) Click OK twice to close all windows.
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14  Apply Windows Updates
To apply the latest approved Windows updates:

1) (1] Log into Server 1 with your Windows ID. Click Start, Internet Explorer. Click OK on
warnings.

2) Click Tools, Windows Update to navigate to the Windows Update Web site. Click Install
(Figure 486).

Figure 486: Microsoft Windows Update — Microsoft Internet Explorer

; Microsoft Windows Update - Microsoft Internet Explorer [_[Ofx
Fle Edt ‘iew Favorites Tools  Help | a.-

QBeck -+ ) - [+ @) (3] O search FrFavaies @ | (20 L B
Address I@ hikp: ffupdate. microsoft. comiwindowsupdatejvedefault. aspxrin=en-us j Go | Links *

’%ﬂ"“‘:"" Search Microzoft, corn for:
'Windows T

Go I
" Internet Explorer - Security Warning
Windows Update

Do you want to install this software?

windows Family Wwinde
i Name: Windows Lpdate
'indaws Update Home Publisher; Microsoft Windows Publisher bf Windows
% |Maore options Install Don't Install
Options —ul & | .

N N omputer is running. IF you see
Reeview your update history . alling it or allowing it to run.
Restore hidden updates @ ‘while files from the Internet can be useful, this file type can patentially harm

waour computer, Only install saftware from publishers wou trust, YWhat's the risk?
Change settings

FAQ
Get help and support

Use administrator options

Windowes Update Privacy Statement

@2006 Microsaft Carporation. All rights reserved, Terms of Use | Privacy Statement

|@Done
3) Click Install Now (Figure 487).

L] @wmsme

Figure 487: Microsoft Windows Update — Microsoft Internet Explorer

a Microsoft Windows Update - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help | 1’,"

eBack L5 D @ ,'] | pSearch f?_’ Favorites  £2) | [~ & =)

Address I@ http:,l',l’update.microsoft.cum,l’wwndowsupd
-

Ry Yot Search Microsoft comn for:
¥ Windows | o
Windows Update

Windows Family wWindows Marketplace Office Family Microsoft Update

Windows Update Home _ @ Get the latest Windows Update software.

Options \Wwe've made improvements to our website, To download the new version of the software
and begin using Windows Update, please click Install Mow,
Review wour update histary

Restore hidden updates Install Now

Change settings
FAQ
Get helo and suoport LI

‘Windows Update Privacy Statement

©2006 Microsoft Corporation. All rights reserved, Terms of Use | Privacy Statement

[ oone [T T T @msedstes 4
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4) Click Express (Figure 488).
Figure 488: Microsoft Windows Update — Microsoft Internet Explorer

3 Microsoft Windows Update - Microsoft Internet Explorer

Fle Edit Wew Favortes Tools Help | o
QBack ~ ) - ¥ 2] @ | ) search 7 Favorites %) | B B

Address I@ http: ffupdate micrasoft. camwindowsupdatefvédefault, aspx?ln=en-us j Go | Links *

Hori lap

[ Microsaf Search Microsoft, com for:
¥ Windows | =
Windows Update

windows Family Windows Marketplace Office Family Microsaoft Update

UPYraue L0 FILrosuie = ;I
| wind Undate H | Update. Automatically
indots Update home . receive updates for
NeWI C;Et M;Croso’% gj Go Windows, Office and
) Update today! more
Options See options For installing
Review your update history Keep your computer up to date w
P. 1
Restore hidden updates Check to see if you need updates For Windows, your hardware or your =
devices, Protect Your PC - 3 Steps to
Change settings Help Ensure Your PC Is LI
FAG Expross Get high-priority updates
(rec ded)

Get help and support

Use administrator options
2 (Fuliar | Select from optional and high-
priority updates For Windows

and other programs

Concerned about privacy? When you check for updates, basic
infarmation about your computer, not you, is used to determine
which updates your programs need. To learn more, see our privacy
statement,

‘indows Updabe Privacy Statement

©2006 Microsoft Corporation, All rights reserved, Terms of Use | Privacy Statement

|&] http:fsupport. microsaft .comyid=006304 ’_ ’_ ’_ ’_ ’_ &) Trusted sites 4

5) Click Yes (Figure 489).
Figure 489: Confirmation Window

Internet Explorer

YWw'hen you zend information to the Trusted sites, it might
?. be pozzible for others ko zee that infarmation. Do pau
: want o continue?

W |ri the future, da nat show this meszage.
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6) Click Install Updates to install Service Pack 2 (Figure 490).
Figure 490: Service Pack 2

3 Microsoft Windows Update - Microsoft Internet Explorer =] E3
Fle Edt Wew Favorites Tools  Help ‘ .4:

Q6ack - ) - (¥ 2 ~ | - search <7 Favorites Q"ll - i E

Address Iﬁj hkkp: v update, microsoft . com/windowsupdate fvéf default, aspx7l -Us j Go Links

I/ . = Search Microsoft.com for:
i Windows | 1
Windows Update

windows Family windows Marketplace Office Family Microsoft Update

-
womiseene A Expressresults 0

Install Updates (1) ‘ Review and Install Updates

Download size (tokal): 120 MB

Options Estimated time at your conneckion speed: 1 hour 10 minutes

Reeview your update histary

Restore hidden updates q G

" High-priority updates
Change settings This update can have system-wide effects or address more than one problem, It must be
installed separately from other updates.

FAQ We recommend you install it and then return to our home page to check if your
et help and support computer needs other high-priority updates.
Use administrator options Microsoft Windows Server 2003 |
Windows Server 2003 Service Pack 2 (32-bit x88)
=
4] e [
Windows Update Privacy Statement
2008 Microsoft Corporation, All rights reserved, Terms of Use | Trademarks = Privacy Statement = M
|&] Done ’_ ,_ ,_ @) Trusted sites v

7) Click I Accept (Figure 491).
Figure 491: Installing Updates
% InstallingUpdates |

Read these license terms (1 of 1)

¥ou need to accept the license terms before installing updates,

windowws Server 2003 Service Pack 2 (32-bit «86)

SERYICE PACK 2 FOR MICROSOFT WINDOWS SERYER. -
2003

PLEASE MOTE:|

For supplement: obkained From server
manufacturer or software installer, The
server manufackurer, or the software
installer, that distributes the software with
the server licenses this supplement o wou,
fou may use an instance of this supplement
with each walidly licensed instance of the

produck listed abowe (the ‘software’), ¥ou j
Printable version 1 Decline I Accept | Cancel |
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8) Click Next (Figure 492).
Figure 492: Service Pack 2 install

Software Update Installation Wizard E

&

|dge thiz wizard to install the following software update:

Windows Server 2003 Service
Pack 2

Before wou install this update, we recommend that you;

- Back up pour spstem
- Cloge all open programs

*1'ou might need to regtart your computer after pou complete
thiz update. To continue, click Mext,

< Back

Cancel |

9) Click Restart Now (Figure 493).
Figure 493: Installing Updates

> Installing Updates

C% Installation complete

‘You must restart vour computer For the updates to take effect,

Restark Mo | Close |

10) O After restarting, log back into Server 1 with your Windows ID. Click Start, Internet
Explorer. Click OK on warnings.
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11) Click Tools, Windows Update to navigate to the Windows Update website. Click Custom

(Figure 494).
Figure 494: Express

a Microsoft Windows Update - Microsoft Internet Explorer

File Edit Vew Favortes Tools Help |ﬁ.

QBack - - [ & @ | ) search <o Favorites 441 | Q- a 3

earch Microsoft. com for:
A Windows — |

Windows Update

windows Family windows Marketplace Office Farmily Micrasoft Update

: Welcome ]
12

_to Windows Update I News
Options Upgrade to Microsoft
Review your update hiskory B Ullda_te. Aucllzu{nat'i(ally
Restare hidden updates NeWI th MICTOSO& Go ﬁi‘::ilza:,pﬂf?‘lf:az; more
Change settings Update toda V. i Pratect Your PC - 3 Steps ta He
Fac Ensure Your PC Is Protected

Keep your computer up to date Frequently Asked Questions

Check ko see if vou need updates For Windaws, your hardware or your | About Updating Your Computer
devices,

Get help and support

Use administrator options

Get high-priority updates
(rec ded)

EuEET Select from optional aljd high- b
priority updates For Windows

and other pragramms

Concarned ahauk nrivacse? When won chack For indates hacic &
4 »

Windows Update Privacy Statement

2008 Microsoft Carporation, All rights reserved, Terms of Lise | Trademarks | Privacy Stakem:

Eloere L] @

12) Select all updates except for Windows Internet Explorer 7.0 for Windows Server 2003. Click

Install Updates (Figure 495).
Figure 495: Example of Installing Updates

|
F Microsoft Windows Update - Microsoft Internet Explorer [_[O]x]

fle Edt Wew Favortes Tools Help ‘ a»
QBack - )~ [ 2] (h] Psearch frFavortes € | (20 L 3
Address [ &) http:/jupdate.microsaft comjwindowsupdate/véfdefault aspx7in=en-us B ks >

[y Yesose® Search Micresoft.corn for!
¥ Windows [
Windows Update

windows Family | Windows Marketplace | Office Family | Microsoft Update

Windows Update Home " ( ”E s"“ iﬁ }‘“”[ [ﬁﬁ I E I~
o

Tnstsll Lipdstes (55) Select High-Priority Updates _
To help protect your computer against security threats and performance problsms, we strangly recommend you instal
Select by Type all high-priority updates.
High Priority (S5) . " ”
1) Revisw and instal ipdates Total: 55 updates , 633 MB Jfa
Software, Optional (7) & minutes
Hardware, Optional (1) High-priority updates
Clear All Select Al
Options
oDy Microsoft Windows Server 2003
Restore hidden updates ¥ @ Update for Windows Server 2003 (KB911897)
Change settings — W [ cumulative Security Updats far Internet Explorer for Windows Sarver 2003 (KB925454)
FA ;
. ¥ [ cumnulative Security Update for Outlook Express for Windows Server 2003 (KB923694)
Get help and suppart | 4|

‘indows Update Privacy Statement

©2006 Microsaft Corporation, All rights reserved, Terms of Use | Privacy Statement

oo L @
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13) Click Restart Now (Figure 496).
Figure 496: Installing Updates

Installing Updates

"ﬁ You have successfully updated your computer

You rust restart your computer For the updates to kake effect,

Restart Mow | Close

Initials: Date:

14) (2] Log into Server 2 with your Windows ID. Click Start, Internet Explorer. Click OK on

warnings that appear.

15) Click Tools, Windows Update to navigate to the Windows Update Web site. Click Install

(Figure 497).

Figure 497: Microsoft Windows Update — Microsoft Internet Explorer

A Microsoft Windows Update - Microsoft Internet Explorer

T[] E3
file Edt Wew Favortes Iools Help | "
@Back + ) - [x) [2] 0| Y search o Favorites £ | C0- L
Address [€] hrip: jupdate. micrasoit com/vndowsupdatevs/default sspxrn=sn-us | B ks >
gy Vicrosote
2 Windows

Se. i
=1

:
Windows Update

Do you want to install this software?
Windows Family | Windc

Wame: Windows Update
Wwindaws Update Home:

Publisher: Microsoft Windows Publisher

¥ |Mars aptions Install Don't Install
Options —I «°

omputer is running. If you see
sling it or allowing it ko run.
@ while Files from the Internet can be useful, this file type can potentially harm
wour computer. Only install software from publishers you trust. What's the risk?

pf Windows

Changs settings

FAQ

Get help and support

Use adrinistrator options

‘Windots Lpdate Privacy Ststement

©2006 Microsoft Corporation, All rights reserved, Terms of Use

[&] Done

Privacy Statement

[ [ [ [@ musted stes
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16) Click Install Now (Figure 498).
Figure 498: Microsoft Windows Update — Microsoft Internet Explorer

rosoft Windows Update ternet Explorer

Fle Edit Yew Favortes Tools Help ‘ i
@Back = ) - [x] 2] .{b | - gearch - Favortes 42 | A= =
Address I@http:,i,l’update‘micrnsnft.cnm,l’wwndnwsupdate!vﬁfdeFau\t.aspx? s Go | Links **

[ Misrosoft Search Microsaoft com for:
2 Windows [ il
Windows Update

Windows Family | Windows Marketplace | Office Family | Microsoft Update

-

Windaws Update Home I~ @ Get the latest Windows Update software.

Options We've made improvements to our website, To download the new version of the software

and begin using Windows Update, please click Install Mow,
Review wour update history

Restare hidden updates Install Mo |

Change settings
Fad
Get helo and suooart d

‘Windows Undabe Privacy Statement

©2006 Microsoft Corporation, All rights reserved, Terms of Use | Privacy Statement

&loore L] @ veens

17) Click Express (Figure 499).
Figure 499: Microsoft Windows Update — Microsoft Internet Explorer

crosoft Windows Update - Microsoft Internet Explorer

File  Edit View Favortes Tools  Help |$

(PBack - =) (2] 0| search s Favorites £ | - L

M“‘W.ﬂ Search Microsoft,com for:
Windows | |
Windows Update

windows Family | Windows Marketplace | Office Family | Microsoft Update

UPYrauE L0 FICTUSUTL = =
Windows Update Home Update. A“dmmatfica""
. receive updates for
New! Get Microsoft Sco windows, Dffice and
) Update foday! more
Qe See options For instaling
Review your update history KEEP YOLI r computer Up to date W\nfows Server 2003 Service
Restore hidden undates Check to ses F you need updates for Windaws, your hardwars o your | =
dewvices., Protect Your PC - 3 Steps to
Change settings Help Ensure Your PC Is ;l

FaQ Edpress

Get high-priority updates
(rec ded)

Get help and suppoart

Use administrator options
P i Select From aptional and high-
priarity updates For Windows

and other programs

Concerned about privacy? When vou check for updates, basic
information about your computer, not you, is used ta determine
which updates your programs need. To lzarm more, see aur privacy
skatement.

<l

Windows Update Privacy Statement

2006 Microsoft Corporation, Al rights reserved. Terms of Use | Privacy Statement

Ritp: {{support. microsoft..com Fid=006304 [T T [ [ mrusted sites 7
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18) Click Install Updates (Figure 500).
Figure 500: Microsoft Windows Update — Microsoft Internet Explorer

3 Microsoft Windows Update - Microsoft Internet Explorer

File Edit “iew Favortes Tools Help | 4’
QEack ~ &) - [x] & @ | ) search ¢ Favorites {“| - e =

Address IE:] hitkpe ffw update. microsoft, comfwindowsupdatefve/def ault, aspx?in=en-us j Go | Links **
« Li de

[’/ . ) Search Micrasoft com for:
/¢ Windows | e

Windows Update

Wwindows Family windows Marketplace Office Family Microsoft Update

Hindows Ut eme L 17* EW r

‘ 3| mstall Updates (1) ‘ Review and Install Updates

Download size {kotal): 120 MB
Estimated time at your connection speed: 1 hour 10 minutes

Options

Review your update history

Restore hidden updates High-priority updates

Change settings This update can have system-wide effects or address more than one problem. It must be
installed separately from other updates,
FAQ We recommend you install it and then return to our home page to check if your

Get help and support computer needs other high-priority updates.

Use administratar options Microsoft Windows Server 2003

windows Server 2003 Service Pack 2 {32-bit x88)

4 —l_’lll

Windows Update Privacy Stabement
2008 Microsoft Corporation, All rights reserved, Terms of Use | Trademarks = Privacy Statement

& tore C T[T [ [@msedstess
19) Click I Accept (Figure 501).
Figure 501: Installing Updates

I Installing Updates E3 |

Read these license terms (1 of 1)

au need to accept the license terms befare installing updates.

‘rindows Server 2003 Service Pack 2 (32-bit x86)

SERYICE PACK 2 FOR MICROSOFT WINDOWS SERVER -
2003

PLEASE MOTE:|

Far supplement obtained from server
manufacturer or software installer, The
server manufacturer, or the software
installer, that distributes the software with
the server licenses this supplement ko you,
¥ou may use an instance of this supplement
with each validly licensed instance of the

product lisked abowve (the 'saftware’), Yoo LI
Printable wersion 1 Decline I Accept | Cancel |
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20) Click Next (Figure 502).
Figure 502: Software Update Installation Wizard

Software Update Installation Wizard | x| |

&

|Jze thiz wizard to install the following zoftware update:

Windows Server 2003 Service
Pack 2

Before pou inztall thiz update, we recommend that you;

- Back up wour system
- Cloze all open programs

“ou might need to restart your computer after you complete
thiz update. To continue, click Mest.

< Bach Cancel |
21) Click Restart Now (Figure 503).
Figure 503: Installing Updates
Iz Installing Updates

C@ Installation complete

‘fou must restark wour computer For the updates to kake effect,

Restark Mow Close
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22) @ After restarting, log back into Server 2 with your Windows ID. Click Start, Internet
Explorer. Click OK on warnings.
23) Navigate to the Windows Update Web site. Click Custom (Figure 504).

Figure 504: Custom Windows Update

/3 Microsoft Windows Update - Microsoft Internet Explorer

Flle Edit “ew Favorites Tools Help | ':!'
QBack - &) - [x] 2] }J|):I Search <+ Favarites {4| (- b B

[ Microsoft Search Microsoft. carn for:
A Windows [ &
Windows Update

Wwindows Family | Windows Marketplace Office Family Microsoft Update

UPyYrdue Lo Fiorusuie 3 ;I
| Windows Update Home | Update. Aucll:omali_il:ally
2 receive updates for
New! Get Microsoft EJ Go Windows, Office and
) Update today! more
DELiseS See options For installing
Review your update histary Keep your computer up to date WinEows Server 2003 Service
Restore hidden updates Cherk to see if you need updates For Windows, your hardware or wour il
devices, Probect Your PC - 3 Steps to
Change settings Help Ensure Your PC Is LI
g H Get high-priarit dat
Fad i Express ! (fpr ig D”O”JV E? ates

et help and support

Use administrator options
7 Custam | Select From optional and high-
priority updates For Windows

and other programs

Concerned about privacy? When you check For updates, basic
information abaut wour computer, not you, is used to determine
which updates your programs need. Ta learn maore, see our privacy
skatement.

‘windows Update Privacy Statement

2006 Microsoft Corporation, All rights reserved, Terms of Use | Privacy Statement

|@ hittp:ffsupport. microsoft.com/?id=206304 ’_ ’_ ’_ ’_ ,Ww
24) Click Yes (Figure 505).

Figure 505: Confirmation Window

Internet Explorer |

I YWw'hen you zend information to the Trusted sites, it might
?. be pozzible for others ko zee that infarmation. Do pau
: want o continue?

W In the future, do nat show this message.

ﬂa|
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25) Select all updates except for Windows Internet Explorer 7.0 for Windows Server 2003. Click

Install Updates (Figure 506).
Figure 506: Example of Installing Updates

3 Microsoft Windows Update - Microsoft Internet Explorer o ] 3

Ele Edit “iew Favorites Tools Help

| &

QBack - &3 - ¢ & @ | ) Search <7 Favorites @‘ 1- ta =

Address I@ http: fjupdate. microsoft. comfwindowsupdate fve /default, aspxeln=errus ﬂ Go | Links *

[ By Yogessit search Microsoft com for
% Windows | |
Windows Update

Windows Family Windows Marketplace Office Family Microsoft Update

wweers B Customize your results

Install Updates (55) Select High-Priority Updates
To help pratect your computer against security threats and perfarmance problems, we strongly recommend you install
Select by Type all high-priority updates,
High Priarity {55) .
aj Review and install updates Total: S5 updates , 63.9 MB Jt53
Software, Optional (73 [ A —————— minutes

Hardware, Optional (13

Dptions
Review your update histary

Restore hidden updates

High-priority updates
Clear Al Select Al
Microsoft Windows Server 2003

¥ [ Update for Windows Server 2003 (KBI11897)

ihange settings 1
FaQ
izet help and support j

¥ [ curmulative Secarity Update for Internet Explorer for Windows Server 2003 (KB925454)

W E cumulative Security Update for Outlook Express for Windows Server 20073 (KBI23694)

[

Windows Update Privacy Statement

©2006 Microsoft Corporation, All rights reserved, Terms of Use | Privacy Statement

‘@ Done |

[ @mseas
26) Click Restart Now to restart the server (Figure 507).
Figure 507: Installing Updates

Installing Updates

You have successfully updated your computer
‘ou must restart wour computer For the updates to take effect,

Reskart Mows | Close |

Initials: Date:
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15 Delete the InitialUser ID and Installation Files
Delete the InitialUser ID to eliminate security risks:

1) (1) Log into Server 1 with your Windows ID. Click Start, Administrative Tools, Computer
Management (Figure 508).

Figure 508: Computer Management

CJ computer Management =]

Q File  Action Miew Window  Help | - |5’|1|
= |H|FBE| 2
Q Computer Management {Local) Marme
B- ﬁ System Toals i System Tools
@ Ewent Wiewer il storage
gl Shared Folders [ Services and Applications
Local Users and Groups

= @ Storage
-feqf Removable Storage
: :. i Disk Defragmenter
... 358 Disk Management
[]--% Services and Applications

a [ o]l | 2
| | |

2) Click Users under Local Users and Groups (Figure 509).

Figure 509: Computer Management

= e action  Miew Window  Help | 18]l
&= | Dm HE 2
Q Carputer Management (Local) Mame | Full Mame | Description
=8 ﬁa System Toals E.ﬁ.dministratnr Built-in acce
@ Event Viewer Q.ﬁ.patosaurus Apatosaurus Emergency
E Shared Folders 45 Guest Builk-in acee
E-#84 Local Users and Groups glnitiaIUser Inikiallser

QSQLDebugger SQLDebugger This user ar
QSUPPORT_SB. v CN=Microsoft Corporation..,  This is a vel

'. i Disk Defragmenter ||

~fogd Disk Management -
5 Savuicas smd fimelicskane
4" i~ ol | | o]
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3) Right click InitialUser. Select Delete (Figure 510).
Figure 510: Computer Management

Etumputer Management ]
Q Bile Action Wiew Window Help |_|E|1|

e | BE XEFBE| 2

Q Compuber Management (Local) & | | Mame | Full Marme

| Description

Eﬁ@ System Toals Administratar Builk-in acce
@ Event Wigwsr Q.ﬁ.patusaurus Apatosaurus Emergency
% Shared Folders Guest Built-in acce
[=]-#] Local Users and Groups ;

i Users QSQL[ et Password... et This user a
. (1 Groups QSUPF All Tasks b ft Corporation..,  Thisis a ver

Rename
& Removable Storage )
A’ Disk Defragmenter I Properties

Disk. Management

g Help
1. cevvicac and Ancliesbnne -
:] = A A | I-I _>IJ 7 I I LI

|De|etes the current selection, |

4) Click Yes (Figure 511).
Figure 511: Warning

Local Users and Groups [ | I

"j Each user is represented by a unique identifier which is independent of the user name. Once a user is deleted, even
LJ

creating an identically named user in the Fubure will not reskore access to resources which currently include the user in
their access control lisks,

Are you sure wau want ko delete the user InitialJser?
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5) Close the Computer Management screen.
6) Click Start, Windows Explorer.
7) Navigate to the c:\temp folder. Select all contents, right click and select Delete (Figure 512).

Figure 512: Temp folder

’J My Computer
\,ﬂ. 342 Floppy (8
[=] < Local Disk ()
5] commpan
) CPOEYSTEM
3 dbcane
L) Documents and Settings
I hp
) Inetpub
[ Program Files
=\ temp
() 1F038cec-dddd-478e-b1 68
I a%ez0aif-5492-4ces-bad
[C51 Awial fonts
i] B7D2A383-143E-4DF6-BC
() Backup
[ Cluster
(T3 Crystal reparts
|5 Database
[5) Drivers for YEECS prinker
[ eB202d06-89ec-42e0-b74
Jfl F256A6055-FS0E-41B0-40|
[C5) install_logs

Hers x
D My Dacuments ;l

Explore
Open
Search...

K Scan Far viruses. ..

Send To 3

Cuk
Copy

Create Shortout

Rename

Propetties

8) Log off the server.

9) (2] Log into Server 2 with your Windows ID. Click Start, Administrative Tools, Computer
Management (Figure 513).

Figure 513: Computer Management

- [E] Event Viewer
E Shared Folders

- &7 Local Users and Groups

- = Device Manager

[—]& Skorage
-3 Remaovable Storage
B Disk Defragmerter

k " Disk Management
[]—-& Services and Applications

B Performance Logs and Alert:

Q Eile Action Wew Window  Help |;|i|£|
o [EERB

Q Computer Management {Local) Mame

-3y System Taols s Svstem Taals

@Sturage
@Services and Applications

q [ »]]al | ol
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10) Click Users under Local Users and Groups (Figure 514).
Figure 514: Computer Management

QSUPPORT_SS... CM=Microsoft Corporation.,,  This is a vel

Dlsk Diefragmenter -
g DiskManagement

:] [ A Al pI _PIJ 1| I _PI

LI computer Management =]
Q File  Action Miew Window  Help | - |5’|1|
= | BR BDE @2
Q Computer Management {Local) Mame | Full Mame | Description
=1y System Tools Endministratnr Built-in acce
- @ Event Viewer m.ﬂpatosaurus Apatosaurus Emergency
. E Shared Folders i cuest Built-in acce
=8 Local Users and Groups S ritialUser Tnitiallser
QSQLDebugger SQLDebugger This user ar

11) Right click InitialUser. Select Delete (Figure 515).
Figure 515: Computer Management

Set Password. ..
QG QSQL[ = o This user
roups QSUPF &l Tasks b [t Corporation...  Thisis a vel

El- & Starage Rename

'. i Disk Defragmenter L | Properties
= Disk Management

. Sarvicac and fnnlicsbone o =
q . | 2l

|Deletes the current selection. |
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E Computer Management !IEI E
Q File  Action “ew Window Help | — |51l
_— | % | &2

Q Computer Managemenkt (Local) | | Mame I Full Mame I Drescripkion

Elﬁg Syskem Tools E.ﬁ.dministramr Built-in acce

@ Event Viewer m.ﬁ.patusaurus Apatosaurus Emergency

-] Shared Folders Guest Built-in acce
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12) Click Yes (Figure 516).

Figure 516: Warning

Local Users and Groups [ | I

) Each user is represented by a unique identifier which is independent of the user name. Once a user is deleted, even
. creating an identically named user in the Fubure will not reskore access to resources which currently include the user in

their access control lisks,

Are you sure vou want bo delete the user Initial Jser?

13) Close the Computer Management screen.
14) Click Start, Windows Explorer.
15) Navigate to the c:\temp folder. Select all contents, right click and select Delete (Figure 517).

Figure 517: Temp folder

-J My Camputer
\,ﬂ. 3% Floppy (A1)
[=] % Local Disk (1)
) compag
) CPQSYSTEM
) dbcorw
) Documents and Settings
1 hp
) Inetpub
) Progrann Files
=1 kemp
() 1f038cec-ddd4-478e-blat
) a3229a0f-5492-4ce8-b3d:
I Arial Fonts
) B7DZA3A3-143E-40DF6-BC
) Backup
I Cluster
() Cryskal reports
) Database
|1 Drivers for WBECS prinker
) eB202d06-59ec-4220-b74
) F286a688-FEDE-41B0-A0|
() install_logs

Hers x
D My Documents ;I

Explore
COpen
Search...

[ Scan far wiruses. ..

Send To 3

Cuk
Copy

Create Shortcut

Rename

Properties

16) Log off the server.

16  Send Part 3 to the Information Resource Management Staff

1) Notify the site by email that Part 3 is complete.

2) Mail the initialed and dated hard copy of Part 3 to the site Blood Bank staff [Appendix D: Blood
Bank Configuration Checklist (Contact Information, Address)].

3) The IRM staff may proceed with Database conversion at this point.

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 300

Installation Guide Version 3.0



Glossary

Acronym, Term
.NET

C#

File Transfer Protocol (FTP)

s

IRM

Local Area Network (LAN)
MOM

RAID

Remote Desktop Connection
(formerly Terminal Services)

Subnet

Uninterruptible Power Supply
(UPS)

Veterans Health Information
Systems and Technology
Architecture (VistA)

Virtual LAN (VLAN)

VBECS
VISN
Windows Server 2003

Windows XP

April 2009

VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0

Definition

Microsoft’s framework for Web services and component software
(pronounced “dot net”). .NET is composed of both a development
and a runtime environment.

The computer language that VBECS is written in (pronounced “C
sharp”).

A communication mechanism that facilitates the transfer of data
between machines. The servers will function as FTP servers for the
duration of the setup.

Internet Information Services.

Information Resource Management.

A computer network that spans a relatively small area.

Microsoft Operations Management.

Redundant Array of Independent (or Inexpensive) Disks. A category
of disk drives that employ two or more drives in combination for fault
tolerance and performance.

The connectivity tool used to access VBECS on the server.

An independent segment of a network.

A power supply that includes a battery to maintain power in the
event of a power outage.

Formerly the Decentralized Hospital Computer Program (DHCP) of
the Veterans Health Administration (VHA), Department of Veterans
Affairs (VA). VistA software, developed by the VA, is used to support
clinical and administrative functions at VA Medical Centers
nationwide. It is written in M and, via the Kernel, runs on all major M
implementations regardless of vendor. VistA is composed of
packages that undergo a verification process to ensure conformity
with name spacing and other VistA standards and conventions.

A logical subgroup within a local area network that is created via
software rather than by a physical separation. The VLAN helps
contain network traffic and facilitates administration.

VistA Blood Establishment Computer Software.

Veterans Integrated Service Network.

The operating system that will run on the server on which VBECS is
being deployed.

The operating system that will run on the workstation used to access
VBECS.
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Appendices

Appendix A: Contacts

Telephone Numbers

Name, Team, Role Primary Secondary Fax Email

Robert Wright Manual

(Implementation connection, call

Manager) 602-795-1361 N/A first Robert.A.Wright@va.gov
Niki Brace (Project

Manager) 708-786-5905 N/A 708-786-5814 niki.brace2@va.gov

Carl Jensen (Hardware

Architect) 708-786-5958 N/A 708-786-5814 carl.jensen2@va.gov
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Appendix B: Blood Bank Hardware Checklist
Note: This document is available separately for easy copying and printing.

Refer to the hardware tables and check the hardware. Complete the Hardware Checklist, and return a copy
to the IM.

1 Hardware for Workstations, Printers, and Scanners
This table describes the hardware related to the workstations, printers, and scanners.

Hardware for Workstations, Printers, and Scanners

Hardware Quantity Description
. Desktop 3GH, 512MB RAM, floppy, CD, 17" flat panel
Workstations 3 or more monitor, USB keyboard, USB optical mouse
Barcode Scanners 3 or more Hand Held 4600
Printers 1 Report/Forms Printer - HP LaserJet 9040dn
1 Zebra R4MPlus Z4M00-2001-0020
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2

Checklist

There is one of each component unless otherwise specified. Complete this checklist to verify that all
pieces of hardware are present, are in good condition, and match the description. Add information such as
model and serial numbers where requested. Return a copy of the checklist to the IM (see Appendix A:

Contacts). When hardware does not match the description, notify the IM immediately.

Contact Information

Site Name:

Contact Name:

Phone Number:

Fax Number:

Email:

Workstations and Peripherals (Blood Bank Site)
Workstations

Initial Workstation
If Okay | Number Model Number Serial Number
1
2
3
4
5
6
7
8
9
10
Peripherals
Initial If
Okay Peripherals
USB keyboard (1 per workstation)
USB optical mouse (1 per workstation) (no trackball)
Hand Held barcode
scanner (1 per Model Number (same for all): 4600
workstation) Serial Number:
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Printers

Initial If
Okay Printer Model Number Serial Number
HP LaserJet printer
(1100-sheet feeder,
250-sheet receiver) HP LaserJet 9040dn
Zebra label printer Zebra Z4M00-3001-0020
Comments
April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 307

Installation Guide Version 3.0



This page intentionally left blank.

April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 308
Installation Guide Version 3.0



Appendix C: Server Hardware Checklist
Note: This document is available separately for easy copying and printing.

Refer to the hardware tables and check the hardware. Complete the Server Hardware Checklist, and return
a copy to the IM.

1 Server Hardware

This table describes the server hardware that must be verified. The components listed arrive assembled in
one large box.

Server Hardware

Hardware Quantity Description

Server 3.0 GHz 4 MB (Xeon)

3.25 GB RAM

RPC W/NEMA 5-15 cord US

36 GB 15K U320 pluggable hard drive

Servers

Shared storage unit (clustering)
72 GB 15K U320 pluggable hard drive

Shared Storage Components

400 GB Internal Tape Drive (HP Ultrium 460)
Rack mount kit

SDLT | pre-labeled data cartridge

Cable Offset 12ft Ext VHDCI/WIDE

SDLT Tape Drive Components

12' KVM console cable

Integrated keyboard and monitor

Rack: shock pallet

42 side panel (graphite metallic)

600mm stabilizer kit (graphite)

Rack-mountable power distribution unit, 24A low-voltage 32
outlets

Blanking panels (multi graphite)

Grounding kit

1x4 port switch box

N N N IR EIEIREIEN NN

Rack Components

PR IN(N
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2 Checklist

There is one of each component unless otherwise specified. Complete this checklist to verify that all
pieces of hardware are present, are in good condition, and match the description. Add information such as
model and serial numbers where requested. Return a copy of the checklist to the IM (see Appendix A:
Contacts). When hardware does not match the description, notify the IM immediately.

Contact Information

Site Name:

Contact Name: Phone Number:
Fax Number: Email:

Domain Name:

Components for the Server Rack (Assembled)
Servers and Components

Initial If | Servers and
Okay Components Model Number Serial Number

Server 1

Server 2

Power cords (2) N/A N/A

36 GB hard drive (4)

Shared Storage Components

Initial If
Okay Shared Storage Components

Shared storage unit

72 GB 15K U320 pluggable drive (9)

Tape Drive

Initial If
Okay Tape drive

Ultrium internal tape drive

4 data cartridges

Other
Initial If
Okay Other

Integrated keyboard and monitor
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Comments
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Appendix D: Blood Bank Configuration Checklist
Note: This document is available separately for easy copying and printing.

IRM staff must complete the “Requested Information” column of this checklist. Consult your network
administrator for the appropriate values.

Because VBECS is a medical device, the server and printers must be isolated on a VLAN. The
workstations are not part of the medical device and must not be in the VLAN, but they need static IP
addresses to access the VLAN. See the Prepare for Installation section of VistA Blood Establishment
Computer Software (VBECS) Installation Guide for more information about this requirement.

Complete and send a copy of this checklist to the IM. (See Appendix A: Contacts for the fax number.)

Contact Information

Site Name:
Contact Name: Phone Number:
Fax Number: Email:

Address (to which the Remote Install Team must send the signed copy of Part 3):

Blood Bank VISN Number or Region number (if data center installation):

[ ] Our server is multi-divisional.

Printer

Please check the box below if your site will not be using the HP LaserJet 9040. Also, please specify the
printer that you will be using. Please provide a driver for the printer prior to installation time.

[] Our site will use the following printer:

Local Groups
VBECS requires the creation of three Active Directory groups.

At a data center, these groups will reside in the data center domain (nn is the two-digit data center
identifier; xxx is the site location identifier):

o  RnnxxxVbecsAdministrators

o  RnnxxxVbecsUsers

o RnnVbecsServerAdmins (globals server administrator group)
At a local site installation, both groups will reside in the VISN domain (nn is the two-digit VISN
identifier; xxx is the site identifier):

o VnnxxxVbecsUsers

o VnnxxxVVbecsAdministrators

o VnnxxxVbecsServerAdmins
For example, Hines would create V12HINVbecsUsers and V12HINVbecsAdministrators.
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Configure both groups as Global, Security. Each site will be responsible for managing its
groups.

Record your group names in Table 1.
Table 1: Group Names

VBECS User Group:

VBECS Administrator Group:

VBECS Server Admins Group:

Data Conversion
Specify the Windows ID of the individual who will be executing the data conversion:

Blood Bank Hardware Information

Row | Hardware Requested Information

1 | Workstation 1 name

Workstation 1 IP
2 | address

3 | Workstation 2 name

Workstation 2 IP
4 | address

5 | Workstation 3 name

Workstation 3 IP
6 | address

7 | Workstation 4 name

Workstation 4 IP
8 | address

9 | Workstation 5 name

Workstation 5 IP
10 | address

11 | Workstation 6 name

Workstation 6 IP
12 | address

13 | Workstation 7 name

Workstation 7 IP
14 | address

15 | Workstation 8 name

Workstation 8 IP
16 | address

17 | Workstation 9 name

Workstation 9 IP
18 | address

19 | Workstation 10 name
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Row

Hardware

Requested Information

20

Workstation 10 IP
address

21

Zebra Printer IP
address

22

Laser printer name

23

Laser printer IP address
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Appendix E: Server Configuration Checklist
Note: This document is available separately for easy copying and printing.

Server support staff must complete the “Requested Information” column of this checklist. Consult your
network administrator for the appropriate values.

Because VBECS is a medical device, the server and printers must be isolated on a VLAN. The
workstations are not part of the medical device and must not be in the VLAN, but they need static IP
addresses to access the VLAN. See the Prepare for Installation section of VistA Blood Establishment
Computer Software (VBECS) Installation Guide for more information about this requirement.

Complete and send a copy of this checklist to the IM. (See Appendix A: Contacts for the fax number.)

Contact Information

Site Name:
Contact Name: Phone Number:
Fax Number: Email:

VBECS service support email address for notice of problems with VBECS Services and MOM alerts. Please
create an email group in Outlook and enter it here. Make sure that any staff that supports VBECS are added to
this group.(2980, #5):

Windows IDs of VBECS Installers (local staff and Remote Install Team):

Backup Exec

This guide documents the installation and configuration of Backup Exec to back up the VBECS database.
If your site chooses to use an alternate backup strategy, check the box and document the strategy to meet
FDA requirements.

(] Our site will use an alternate backup strategy.

Network Interface Card (NIC) Speed and Duplex Setting

By default, the speed setting on NICs is set to “auto detect.” While they work at this speed, NICs function
best when they are set to be consistent with the speed on switch ports. Enter the speed of your switches
below:

Switch Port Speed:
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Multi-Divisional Sites

If the site is multi-divisional (the VBECS system will serve multiple blood banks), check the box.

[] Our server is multi-divisional.

Domain Information

Row

Domain Attributes

Attribute Values

1

Domain Name: VHAMASTER (For a data center, replace
VHAMASTER with r01, r02, r03, or r04.)

Subnet Mask

Default Gateway

DNS Entries

WINS Entries

Local Active Directory Group Name for common users
(see Local Groups, Group names in Appendix D: Blood
Bank Configuration Checklist)

Local Active Directory Group Name for VBECS
Administrator users (see Local Groups, Group names in
Appendix D: Blood Bank Configuration Checklist)

VHAMaster Active Directory Group Name for VBECS
common users (to be filled out by Implementation Team)

9

VHAMaster Active Directory Group Name for VBECS
Administrator users (to be filled out by Implementation
Team)

10

Terminal Server License Servers (data center only)

Server Hardware Information

Name the servers “VHA<site ID><NOD, CLU, or SQL><Z1 or Z2>.” Use “NOD” for server nodes,
“CLU?” for the cluster, or “SQL” for SQL Server. Use “Z2” for the second node of the cluster. For
example, servers at Hines would be:

Server 1: VHAHINNODZ1

Server 2: VHAHINNODZ2

Cluster: VHAHINCLUZ1

Virtual server network: VHAHINSQLZ1

All IP addresses must be static.

Row

Hardware Requested Information

Server 1 name

Server 1 IP address

Server 2 name

Server 2 IP address

Cluster name

Cluster IP address

April 2009
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Row Hardware

Requested Information

SQL Server Virtual
7 | Server Network Name

SQL Server Virtual
8 | Server IP Address

9 | Subnet Mask
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Appendix F: VLAN Requirements

Since VBECS is a medical device, VBECS servers and printers must be placed in a VLAN. Do not turn
on the VLAN until installation is complete.

This table details the communication requirements for the VLAN. Figure 518 depicts how VBECS
resides in the network.

Table 1: VLAN Requirements

Servers

IP Address

Notes

VHAMASTER
WINS servers

10.3.29.33
10.3.29.34
10.39.129.200

va.gov domain
controllers

10.3.21.197
10.3.30.1
10.2.21.27
10.204.1.10
10.3.21.193

med.va.gov
domain controllers

10.2.21.26
10.4.229.41
10.3.30.2
10.3.21.194
10.30.20.27

VHAMASTER
domain controllers

10.4.229.2
10.5.21.192
10.4.21.192
10.6.21.192
10.2.21.192
10.191.10.7
10.6.197.13
10.1.21.192
10.3.27.33
10.3.21.192
10.224.151.15
10.190.40.20
10.40.198.21
10.63.196.55
10.15.32.250
10.189.77.230
10.222.228.3
10.189.110.3
10.61.192.172
10.61.192.139
10.189.1.1
10.224.151.90
10.208.13.14
10.3.30.25
10.189.37.217
10.189.46.203

Due to DNS “round robining,” all VHAMASTER domain controllers must be
accessible.

Local WINS See your
servers network
administrator
Local VISN See your Due to DNS “round robining,” all local domain controllers must be
domain controllers | network accessible.

administrator

VBECS See Appendix
workstations D: Blood Bank
Configuration
Checklist
April 2009 VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0 Page 321

Installation Guide Version 3.0



Servers IP Address Notes
VBECS printers See Appendix If the printers reside at the same location as the servers, just place them in
(label and report) D: Blood Bank | the same VLAN.
Configuration
Checklist
VistA servers See your
network
administrator
Microsoft 10.3.31.51,
Operations 10.3.31.52
Manager
ePolicy 10.0.0.0/8, Centralized ePolicy server for VBECS
10.204.9.190
VBECS 10.3.21.77 In case development team needs to research a problem.
Development
Support
SMTP Support N/A Each VBECS server has SMTP installed on it. Ensure that SMTP

communication is permitted in your ACL.

Table 2: Port listing

Service Port Notes
DNS 53

8180, 8181, 8079, This is a central resource used to update virus
ePolicy 8082, 8080, 8443, 8444 | definition files and configure virus scans.
FTP 20,21
Group Policy 445
HL7 Production Listener 21994
HL7 Test Listener 21993
Kerberos 88
LDAP 389
Microsoft Global Catalog 3289
Microsoft Operations Management This is a central resource used to monitor our
Server 1270 systems.
Printer 9100
Remote Desktop Connection 3389
SMTP 25
VBECS VistALink Production
Listener 21992
VBECS VistALink Test Listener 21991
WINS 135, 137

This is a central resource used to update

Windows Software Update Services | 8530 Windows patches.

April 2009

VistA Blood Establishment Computer Software (VBECS) Version 1.4.0.0

Installation Guide Version 3.0

Page 322



Figure 518: VBECS Network Diagram

Local security
policies may
dictate that the
clients be
contained in a

VBECS Network Schematic

VLAN because of

the Remote
Desktop
Connection
software.
Client
workstations (in
_ _blood bank)

VBECS VLAN

Windows Services: Active
Directory, DNS, Group Policy,
WINS, etc.

@

To
WAN

Microsoft Operations Windows Software
Manager Update Services

ePolicy

Zebra tag Report printer
printer

VBECS best fits into the domain limited model described in Medical Device Isolation Architecture Guide.
The system will have to communicate with Microsoft resources on the network as well as centralized
resources such as ePolicy, Microsoft Operations Manager, VistA, and Windows Software Update Services.

VBECS itself is written in C# .NET and uses SQL Server for its database. Clients will access VBECS

through Remote Desktop Connection.
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Appendix G: Instructions for Capturing Screen Shots for Installation

Records

Throughout the installation guide, the user is asked to capture screen shots at various points in the

installation to confirm that the installation was performed correctly. These points are indicated by the

camera icon: @0 .

To capture a screen shot:

1) Open a blank document (for example, in Microsoft Wordpad: click Start, Run. Enter wordpad
and press OK) and save it as (click File, Save As) “Installation Validation Record mmddyy,” or

another easily identified file name.

235 . ) . L
L 1 If you wish to place a document on both servers for ease of copying and pasting, assign file
names similar to “Installation Validation Record Server]l mmddyy” and “Installation Validation

Record Server2 mmddyy. ”

2) When the screen you wish to capture is displayed, press the Print Screen key.

3) Inthe Installation Validation Record document, place the cursor where you want to insert the

picture.

4) Click © (the paste icon) or select Edit, Paste (Figure 519).

Figure 519: Paste

S Yieww  Favorites  Tools

] Undao Delete Ckrl+Z
Cuk Chel+%
S Copy Chrl+C
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5) Label the screen shot within the document, for example, Installation Guide 3.0, Configure the

Server Name and IP Address, Step 4i, Server 1.

a) Insert the caption above the screen shot as “Installation Guide n.n, Section Name, Step

Number, Server Name.”

e n.nis the version number of the installation guide.

e “Section Name” and “Step Number” are the name of the section and number of the step in the

installation guide that require the screen shot.

e  “Server Name” is the name of the server on which the screen shot was captured (see the

example in Figure 520).
Figure 520: Example of Screen Shot

Installation Guide 3.0, Configure the Server Name and IP Address, Step 4i, Server 1

Internet Protocol {TCP/IP) Properties (7]
General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, wou need to ask your netwark administrator
for the appropriate IP settings.

" Cbkain an IP address automatically

—% Use the following IP address:

IP address: 1m . 3 .21 .26
Subnet mask: I 255,255 .240 . 0O
Default gateway: 10 . 3 .31 .254

) Obkain DS server address automatically:

—{* Use the Following DNS server addresses:

Preferred DS server: 0o, 3 .21 192

Alternake DNS server: . 3 .27 . 33|

Advanced. ., |

oK I Cancel |
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Appendix H: Password List

Note: This document is available separately for easy copying and printing.

Throughout the installation, the installer will be prompted to enter different user IDs and passwords. The
VBECS development team must supply these passwords to the installer prior to beginning the installation.
Complete the password column on this form prior to starting.

Note that the two-digit VISN identifier replaces “XX.” For VISNs 1-9, insert “0”before the VISN

number (e.g., VHAO05VbecsCluster). For EPS installations, replace “XX” with “EPS.”

Password List

User ID Password Purpose of ID

InitialUser Initial login

VHAXXVbecsCluster The cluster and services will run under it.
(RXXVBESVCCLUO1

for data centers)

VHAXXVbecsSQL SQL Server will run under it.
(RXXVBESVCSQLO01

for data centers)

VHAXXVbecsBackup Backup Exec will run under it.

SA SA password for SQL
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Appendix I: VBECS Installation CD Contents
Use this list to verify the contents of your VBECS CD:

Volume in drive C is CDrive
Volume Serial Number is D68E-C4C7

Directory of c:\temp

08/04/2008 01:33 PM <DIR>

08/04/2008 01:33 PM <DIR>

08/04/2008 01:33 PM <DIR> Backup

08/04/2008 01:33 PM <DIR> Database

07/19/2008 10:59 AM 36,943 install.bat

07/19/2008 10:59 AM 2,260 Install_VBECS.bat

08/04/2008 01:32 PM <DIR> Services

08/04/2008 01:33 PM <DIR> VBECS Installation
3 File(s) 39,203 bytes

Directory of c:\temp\Backup

08/04/2008 01:33 PM <DIR>

08/04/2008 01:33 PM <DIR>

07/19/2008 09:38 AM 338 copyDB.bat
1 File(s) 338 bytes

Directory of c:\temp\Database

08/04/2008 01:33 PM <DIR>
08/04/2008 01:33 PM <DIR>
07/19/2008 09:55 AM 25,802,240 PACKAGED_VBECS_DB.BAK
07/19/2008 09:55 AM 10,731 utilsp_DeployNewDb.sql
07/19/2008 09:55 AM 325 utilsp_DeployVBECS.sql

3 File(s) 25,813,296 bytes
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Directory of c:\temp\Services

08/04/2008 01:32 PM <DIR>
08/04/2008 01:32 PM <DIR>
08/04/2008 01:32 PM <DIR> VBECS
08/04/2008 01:32 PM <DIR> VBECS Service Monitor
08/04/2008 01:31 PM <DIR> VBECS Test
0 File(s) 0 bytes

Directory of c:\temp\Services\VBECS

08/04/2008 01:32 PM <DIR>

08/04/2008 01:32 PM <DIR>

08/04/2008 01:32 PM <DIR> WinServices
0 File(s) 0 bytes

Directory of c:\temp\Services\VBECS\WinServices

08/04/2008 01:32 PM <DIR>

08/04/2008 01:32 PM <DIR>

08/04/2008 01:32 PM <DIR> VBECS CPRS HL7 Client Monitor

08/04/2008 01:32 PM <DIR> VBECS CPRS HL7 Listener

08/04/2008 01:32 PM <DIR> VBECS HL7 Multi Listener

08/04/2008 01:32 PM <DIR> VBECS Patient Merge HL7 Listener

08/04/2008 01:32 PM <DIR> VBECS Patient Update HL7 Listener

08/04/2008 01:32 PM <DIR> VBECS Scheduled Report Runner

08/04/2008 01:32 PM <DIR> VBECS VistALink RPC XML Listener
0 File(s) 0 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS CPRS HL7 Client Monitor

08/04/2008 01:32 PM <DIR>
08/04/2008 01:32 PM <DIR>
12/20/2007 10:12 PM 626,688 VBECS.AppResources.dll
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06/16/2008 03:12 PM
06/16/2008 03:12 PM
04/30/2007 08:33 PM
06/16/2008 03:12 PM
04/30/2007 08:40 PM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
24,576 VBECS.HL7.0OpenLibrary.dll
57,344 VBECS.HL7AL.dII
20,480 VbecsCprsHL7ClientService.exe
581 VbecsCprsHL7ClientService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

9File(s) 2,179,653 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS CPRS HL7 Listener

08/04/2008 01:32 PM
08/04/2008 01:32 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:14 PM
04/30/2007 08:33 PM
12/20/2007 10:14 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
07/07/2006 07:18 AM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

<DIR>
<DIR>
4,431,872 Reports.dll

626,688 VBECS.AppResources.dll

1,032,192 VBECS.BOL.dII

847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII

28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.0OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll

57,344 VBECS.HL7AL.dII

53,248 VBECS.VAL.dII

20,480 VhecsCprsHL7ListenerService.exe

596 VbecsCprsHL7ListenerService.exe.config

40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS HL7 Multi Listener

08/04/2008 01:32 PM <DIR>
08/04/2008 01:32 PM <DIR>
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06/16/2008 03:12 PM 4,431,872 Reports.dli

12/20/2007 10:12 PM 626,688 VBECS.AppResources.dll

06/16/2008 03:12 PM 1,032,192 VBECS.BOL.dII

06/16/2008 03:12 PM 847,872 VBECS.Common.dlI

06/16/2008 03:12 PM 278,528 VBECS.DAL.dII

12/20/2007 10:14 PM 28,672 VBECS.HL7.Listener.Core.dll

04/30/2007 08:33 PM 24,576 VBECS.HL7.0OpenLibrary.dll

12/20/2007 10:14 PM 61,440 VBECS.HL7.Parsers.dll

06/16/2008 03:12 PM 57,344 VBECS.HL7AL.dII

06/16/2008 03:12 PM 53,248 VBECS.VAL.dII

07/07/2006 07:18 AM 24,576 VVbecsHL7ListenerService.exe

07/07/2006 07:18 AM 608 VbecsHL7ListenerService.exe.config

12/20/2007 10:19 PM 40,960 VistALink.Client.dll

12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll
14 File(s) 7,791,200 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS Patient Merge HL7 Listener

08/04/2008
08/04/2008
06/16/2008
12/20/2007
06/16/2008
06/16/2008
06/16/2008
12/20/2007
04/30/2007
12/20/2007
06/16/2008
06/16/2008
07/07/2006
07/07/2006
12/20/2007
12/20/2007

April 2009

01:32 PM
01:32 PM
03:12 PM
10:12 PM
03:12 PM
03:12 PM
03:12 PM
10:14 PM
08:33 PM
10:14 PM
03:12 PM
03:12 PM
07:18 AM
07:18 AM
10:19 PM
10:19 PM

<DIR>
<DIR>
4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.0OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
20,480 VbecsPatientMergeHL7ListenerService.exe
596 VbecsPatientMergeHL 7ListenerService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll
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14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS Patient Update HL7 Listener

08/04/2008 01:32 PM
08/04/2008 01:32 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:14 PM
04/30/2007 08:33 PM
12/20/2007 10:14 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
07/07/2006 07:18 AM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

<DIR>
<DIR>
4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.0OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
20,480 VbecsPatientUpdateHL 7ListenerService.exe
596 VbecsPatientUpdateHL7ListenerService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS Scheduled Report Runner

08/04/2008 01:32 PM
08/04/2008 01:32 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
04/30/2007 08:33 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM

April 2009

<DIR>
<DIR>
4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
24,576 VBECS.HL7.0OpenLibrary.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
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07/07/2006 07:18 AM 24,576 VbecsScheduledReportRunner.exe
07/07/2006 07:18 AM 508 VbecsScheduledReportRunner.exe.config
12/20/2007 10:19 PM 40,960 VistALink.Client.dll
12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll

12 File(s) 7,700,988 bytes

Directory of c:\temp\Services\VBECS\WinServices\VBECS VistALink RPC XML Listener

08/04/2008 01:32 PM <DIR>

08/04/2008 01:32 PM <DIR>

12/20/2007 10:12 PM 626,688 VBECS.AppResources.dll
06/16/2008 03:12 PM 847,872 VBECS.Common.dll
06/16/2008 03:12 PM 278,528 VBECS.DAL.dII

06/16/2008 03:12 PM 53,248 VBECS.VAL.dII

12/20/2007 10:19 PM 40,960 VistALink.Client.dll

06/20/2006 05:21 AM 36,864 VistALink.Listener.Core.dll

06/20/2006 05:21 AM 16,384 VistALink.Listener.Core.UnitTest.MockRpcContainer.dll
06/20/2006 05:21 AM 16,143 VistALink.Listener.Core.xml

04/30/2007 08:40 PM 24,576 VistALink.Listener.WinService.exe

07/07/2006 07:18 AM 6,638 VistALink.Listener.WinService.exe.config

12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll

06/20/2006 05:21 AM 401,408 VistALink.OpenLibrary.UnitTest.dll

12 File(s) 2,631,933 bytes

Directory of c:\temp\Services\VBECS Service Monitor

08/04/2008 01:32 PM <DIR>
08/04/2008 01:32 PM <DIR>
12/20/2007 10:20 PM 40,960 VbecsServiceMonitor.exe
07/07/2006 07:18 AM 4,389 VbecsServiceMonitor.exe.config
12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll

3 File(s) 327,973 bytes

Directory of c:\temp\Services\VBECS Test
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08/04/2008 01:31 PM

08/04/2008 01:31 PM

08/04/2008 01:31 PM
0 File(s)

<DIR>
<DIR>
<DIR>

WinServices

0 bytes

Directory of c:\temp\Services\VBECS Test\WinServices

08/04/2008 01:32 PM
08/04/2008 01:32 PM
08/04/2008 01:32 PM
08/04/2008 01:32 PM
08/04/2008 01:31 PM
08/04/2008 01:31 PM
08/04/2008 01:31 PM
08/04/2008 01:31 PM
08/04/2008 01:31 PM
0 File(s)

<DIR>

<DIR>

<DIR> VBECS Test CPRS HL7 Client Monitor

<DIR> VBECS Test CPRS HL7 Listener

<DIR> VBECS Test HL7 Multi Listener

<DIR> VBECS Test Patient Merge HL7 Listener

<DIR> VBECS Test Patient Update HL7 Listener

<DIR> VBECS Test Scheduled Report Runner

<DIR> VBECS Test VistALink RPC XML Listener
0 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test CPRS HL7 Client Monitor

08/04/2008 01:32 PM
08/04/2008 01:32 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
04/30/2007 08:33 PM
06/16/2008 03:12 PM
04/30/2007 08:40 PM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

April 2009

<DIR>
<DIR>

626,688 VBECS.AppResources.dll
847,872 VBECS.Common.dll

278,528 VBECS.DAL.dII

24,576 VBECS.HL7.0OpenLibrary.dll
57,344 VBECS.HL7AL.dII

20,480 VbecsCprsHL7ClientService.exe

581 VbecsCprsHL7ClientService.exe.config

40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll
9 File(s) 2,179,653 bytes
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Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test CPRS HL7 Listener

08/04/2008 01:32 PM
08/04/2008 01:32 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:14 PM
04/30/2007 08:33 PM
12/20/2007 10:14 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
07/07/2006 07:18 AM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

<DIR>
<DIR>

4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.0OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
20,480 VhecsCprsHL7ListenerService.exe
596 VbecsCprsHL7ListenerService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test HL7 Multi Listener

08/04/2008 01:31 PM
08/04/2008 01:31 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:14 PM
04/30/2007 08:33 PM
12/20/2007 10:14 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM

April 2009

<DIR>
<DIR>

4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
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07/07/2006 07:18 AM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

24,576 VbecsHL7ListenerService.exe
608 VbecsHL7ListenerService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

14 File(s) 7,791,200 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test Patient Merge HL7 Listener

08/04/2008 01:31 PM
08/04/2008 01:31 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:14 PM
04/30/2007 08:33 PM
12/20/2007 10:14 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
07/07/2006 07:18 AM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

<DIR>
<DIR>
4,431,872 Reports.dli
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
28,672 VBECS.HL?7.Listener.Core.dll
24,576 VBECS.HL7.0OpenLibrary.dll
61,440 VBECS.HL7.Parsers.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
20,480 VhecsPatientMergeHL 7L istenerService.exe
596 VbecsPatientMergeHL 7ListenerService.exe.config
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test Patient Update HL7 Listener

08/04/2008 01:31 PM
08/04/2008 01:31 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM

April 2009

<DIR>
<DIR>
4,431,872 Reports.dll
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
847,872 VBECS.Common.dll
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06/16/2008 03:12 PM 278,528 VBECS.DAL.dII

12/20/2007 10:14 PM 28,672 VBECS.HL7.Listener.Core.dll

04/30/2007 08:33 PM 24,576 VBECS.HL7.OpenLibrary.dll

12/20/2007 10:14 PM 61,440 VBECS.HL7.Parsers.dll

06/16/2008 03:12 PM 57,344 VBECS.HL7AL.dII

06/16/2008 03:12 PM 53,248 VBECS.VAL.dII

07/07/2006 07:18 AM 20,480 VhecsPatientUpdateHL 7ListenerService.exe
07/07/2006 07:18 AM 596 VbecsPatientUpdateHL7ListenerService.exe.config
12/20/2007 10:19 PM 40,960 VistALink.Client.dll

12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll
14 File(s) 7,787,092 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test Scheduled Report Runner

08/04/2008 01:31 PM <DIR>

08/04/2008 01:31 PM <DIR>

06/16/2008 03:12 PM 4,431,872 Reports.dll

12/20/2007 10:12 PM 626,688 VBECS.AppResources.dll
06/16/2008 03:12 PM 1,032,192 VBECS.BOL.dII
06/16/2008 03:12 PM 847,872 VBECS.Common.dll
06/16/2008 03:12 PM 278,528 VBECS.DAL.dII

04/30/2007 08:33 PM 24,576 VBECS.HL7.OpenLibrary.dll
06/16/2008 03:12 PM 57,344 VBECS.HL7AL.dII

06/16/2008 03:12 PM 53,248 VBECS.VAL.dII

07/07/2006 07:18 AM 24,576 VbecsScheduledReportRunner.exe
07/07/2006 07:18 AM 508 VbecsScheduledReportRunner.exe.config
12/20/2007 10:19 PM 40,960 VistALink.Client.dll

12/20/2007 10:19 PM 282,624 VistALink.OpenLibrary.dll
12 File(s) 7,700,988 bytes

Directory of c:\temp\Services\VBECS Test\WinServices\VBECS Test VistALink RPC XML Listener

08/04/2008 01:31 PM <DIR>
08/04/2008 01:31 PM <DIR>
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12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:19 PM
06/20/2006 05:21 AM
06/20/2006 05:21 AM
06/20/2006 05:21 AM
04/30/2007 08:40 PM
07/07/2006 07:18 AM
12/20/2007 10:19 PM
06/20/2006 05:21 AM

626,688 VBECS.AppResources.dll
847,872 VBECS.Common.dll
278,528 VBECS.DAL.dII
53,248 VBECS.VAL.dII
40,960 VistALink.Client.dll
36,864 VistALink.Listener.Core.dll
16,384 VistALink.Listener.Core.UnitTest.MockRpcContainer.dll
16,143 VistALink.Listener.Core.xml
24,576 VistALink.Listener.WinService.exe
6,638 VistALink.Listener.WinService.exe.config
282,624 VistALink.OpenLibrary.dll
401,408 VistALink.OpenLibrary.UnitTest.dll

12 File(s) 2,631,933 bytes

Directory of c:\temp\VBECS Installation

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM
0 File(s)

<DIR>
<DIR>
<DIR> DBCONV
<DIR> Production
<DIR> Test

0 bytes

Directory of c:\temp\VBECS Installatiol\DBCONV

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM

08/04/2008 01:33 PM
0 File(s)

<DIR>
<DIR>
<DIR> Batch
<DIR> DTS
<DIR> IN

0 bytes

Directory of c:\temp\VBECS Installation\DBCONV\Batch
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08/04/2008 01:33 PM <DIR>
08/04/2008 01:33 PM <DIR>

07/19/2008 09:40 AM 169 CopyComparisonFile.bat
07/19/2008 09:40 AM 19,456 Data_Comparison.XLS
07/19/2008 09:40 AM 205 deletexls.bat

3 File(s) 19,830 bytes
Directory of c:\temp\VBECS Installatiol\DBCONV\DTS
08/04/2008 01:33 PM <DIR>

08/04/2008 01:33 PM <DIR>
07/19/2008 09:42 AM 3,879,424 ConversionPackageMultiDB.dts

07/19/2008 09:42 AM 109,568 Data Comparison MultiDB.dts

07/19/2008 09:42 AM 48,128 Last Entry in Log.dts

07/19/2008 09:42 AM 49,152 Patient Count.dts

07/19/2008 09:42 AM 94,208 Patient Data Report MultiDB.dts

07/19/2008 09:42 AM 81,408 Patient Special Instructions Report MultiDB.dts
07/19/2008 09:42 AM 81,920 Patient Test Report MultiDB.dts

07/19/2008 09:42 AM 78,848 Patient Transfusion Comment MultiDB.dts
07/19/2008 09:42 AM 81,408 Patient Transfusion Reaction MultiDB.dts
07/19/2008 09:42 AM 86,528 Patient Transfusion Requirement Report MultiDB.dts
07/19/2008 09:42 AM 235 rundts.bat

11 File(s) 4,590,827 bytes

Directory of c:\temp\VBECS Installation\DBCONW\IN

08/04/2008 01:33 PM <DIR>
08/04/2008 01:33 PM <DIR>
0 File(s) 0 bytes

Directory of \VBECS Installation\Production

08/04/2008 01:33 PM <DIR>
08/04/2008 01:33 PM <DIR>
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08/16/2005 12:57 AM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
07/19/2008 10:20 AM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 04:09 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
07/19/2008 10:20 AM
04/30/2007 08:33 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

471,040 HHActiveX.dll
4,431,872 Reports.dli
475,136 VBECS.Admin.exe
1,877 VBECS.Admin.exe.config
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
1,160,310 VBECS.chm
847,872 VBECS.Common.dll
2,203,648 VBECS.Controls.dll
278,528 VBECS.DAL.dII
6,922,240 VBECS.exe
3,300 VBECS.exe.config
24,576 VBECS.HL7.0OpenLibrary.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

17 File(s) 18,913,455 bytes

Directory of c:\temp\VBECS Installation\Test

08/04/2008 01:33 PM
08/04/2008 01:33 PM
08/16/2005 12:57 AM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
07/19/2008 10:19 AM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
06/16/2008 04:09 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM
06/16/2008 03:12 PM
12/20/2007 10:12 PM

April 2009

<DIR>
<DIR>
471,040 HHActiveX.dll
4,431,872 Reports.dli
475,136 VBECS.Admin.exe
1,877 VBECS.Admin.exe.config
626,688 VBECS.AppResources.dll
1,032,192 VBECS.BOL.dII
1,160,310 VBECS.chm
847,872 VBECS.Common.dll
2,203,648 VBECS.Controls.dll
278,528 VBECS.DAL.dII
6,922,240 VBECS.exe
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07/19/2008 10:20 AM
04/30/2007 08:33 PM
06/16/2008 03:12 PM
06/16/2008 03:12 PM
12/20/2007 10:19 PM
12/20/2007 10:19 PM

3,300 VBECS.exe.config
24,576 VBECS.HL7.0OpenLibrary.dll
57,344 VBECS.HL7AL.dII
53,248 VBECS.VAL.dII
40,960 VistALink.Client.dll
282,624 VistALink.OpenLibrary.dll

17 File(s) 18,913,455 bytes

Total Files Listed:

236 File(s) 155,948,477 bytes 89 Dir(s)
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Appendix J: Backup Procedures for Data Centers
If you use backup procedures that differ from those in this guide:
o Back up all folders and files in the

\\<cluster name>\d$\Program Files\Microsoft SQL Server\MSSQL\BACKUP directory.
e Maintain backups for at least seven days.
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Appendix K: Installation Logs

Parts of the installation produce logs, which can help resolve installation issues. The logs and their
locations are as follows:

e  Clustering
o C:temp\install_logs\Cluster_Install_Log.txt
e  SQL Server

o C:\Windows\sglstp.log (on the node that the install was executed from)

o C:\Windows\setup.log (on the node that the install was executed from)

o D:\Program Files\Microsoft SQL Server\MSSQL\LOG\errorlog (shared storage)
e VBECS

o Ctemplinstall_logs\VBECS _Install_log.txt
e VBECS Windows Services

o C:\Program Files\VistA\WVBECS\WinServices\WinService_Install_L ogs.txt

o C:\Program Files\VistA\WBECS Test\WinServices\WinService_Install_Logs.txt
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Appendix L: Implementing Integrated Lights Out
Integrated Lights Out (iLO) is a feature that allows for increased remote monitoring.

To implementiLO:

1) Attach the iLO ports on the back of each server to the VA network with an Ethernet cable.
2) Reboot Server 1 and watch the startup sequence. Press F8 when prompted (Figure 521):

Figure 521: Press F8 to enter iLO menu

ProLiant System BIOS - P56 (12/28,2866)
Copyright 1982, 2886 Hewlett-Packard Development Company, L.P.

Proc 1: Dual-Core Intel(R) Xeon(TM) Processor (3.88 GHz,/1333 MHz, 4MB L2)
Proc 2: Dual-Core Intel(R) Xeon(IM) Proce (3.68 GHz-1333 MHz, 4MB L2)
Power Regulator Mode: Dynamic Power Savings

Advanced Memory Protection Mode: Advanced ECC Support
Redundant ROM Detected - This system contains a valid backup system ROM.

Integrated Lights-0Out 2 Standard press [FB1 to configure

3) TheiLO configuration screen will appear. With the arrow keys, select Network, DNS/DHCP (Figure
522).

Figure 522: DNS/DHCP
Integrated Lights-Out 2
(File GQMngE User Settings About

NIC and TCP/IP
DNS./DHCP
Directory
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4) The Network Autoconfiguration screen launches. Turn off DHCP by pressing the space bar. Press F1
to launch Advanced options (Figure 523).

Figure 523: Disable DHCP

5) Disable DHCP in all 4 options in the top panel. If applicable, enter WINS addresses. Enter DNS
server addresses. Press F10 to save (Figure 524).

Figure 524: Advanced
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6) Select Network, NIC and TCP/IP (Figure 525).
Figure 525: TCP/IP

7) Enter astatic IP address, subnet mask and default gateway. Press F10 to save (Figure 526).
Figure 526: Network

8) Select User, Add (Figure 527).
Figure 527: Add user
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9) Enter the following (Figure 528):
e  User name: Administrator’s first and last name
e Login name: Network ID of the administrator
e Password: A complex password consisting of letters, number and special characters with a
minimum length of 8.
Press F10 to save.

Figure 528: Add a user

10) Repeat Steps 8 and 9 to add additional administrators.
11) Press Escape to close iLO configuration.
12) Repeat this entire section on Server 2.
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Notes
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This is the last page of VistA Blood Establishment Computer Software (VBECS) 1.4.0.0 Installation
Guide.
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