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Introduction

The Hybrid DICOM Image Gateway

The Hybrid Digital Imaging and Communications in Medicine (DICOM) Image
Gateway (HDIG) is a new component of the DICOM Gateway, introduced in
MAG*3.0*34 to enable the storage of the newly supported Service Object Pair
(SOP) classes.

( N
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When you install the HDIG, you can select these components:

e DICOM Listener. The DICOM Listener listens on a specific port for incoming
DICOM objects from pre-defined DICOM devices (Application Entities). It
validates all newly supported SOP classes and stores the DICOM objects that
pass the various validation checks in the new database structure. It forwards
the previously supported SOP classes to the legacy gateway application for
processing and storage in the old database.

e Archiver. The Archiver archives the newly supported SOP classes.

e New Abstract Maker. The new Abstract Maker creates abstracts (thumbnail
icons) for the newly supported SOP classes.

In the course of installing the HDIG, you are prompted to select the components
you want to enable on the specific gateway. You can enable all components on
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one gateway. You must have at least one instance of each component enabled at
your site.

Intended Audience

This document is intended for VA staff responsible for managing a local HDIG.

This document presumes a working knowledge of the VistA environment, VistA
Imaging components and workflow, and Windows administration.

Terms of Use

The HDIG is a component of VistA Imaging and is regulated as a medical device
by the Food and Drug Administration (FDA). Use of the HDIG is subject to the
following provisions:

P

.

Caution: Federal law restricts this device to use by or on the order of
either a licensed practitioner or persons lawfully engaged in the
manufacture or distribution of the product.

The FDA classifies VistA Imaging, and the VIX (as a component of
VistA Imaging) as a medical device. Unauthorized modifications to
VistA Imaging, including the VIX, such as the installation of
unapproved software, will adulterate the medical device. The use of an
adulterated medical device violates US federal law (21CFR820).

Because software distribution/inventory management tools can install
inappropriate or unapproved software without a local administrator’s
knowledge, sites must exclude the VIX server from such systems.

Terms and Abbreviations

The following terms are used in this document.

Term Definition

ACL Access Control List

AE Application Entity: An end point of a DICOM information exchange,
including the DICOM network or media interface software; that is, the
software that sends or receives DICOM information objects or messages. A
single device may have multiple Application Entities.

AESM DICOM AE SECURITY MATRIX — a file in VistA for defining DICOM modality
roles and service privileges
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AE_Title

The unique name assigned to a DICOM application to identify the
application to other DICOM applications on the network.

Application log

The primary log on the HDIG to which it writes application-level events.

Codec Encoding/Decoding of digital information
cPACS Commercial PACS

CPU Central Processing Unit

CVIX Centralized VistA Imaging eXchange

DCF DICOM Connectivity Framework

DICOM Digital Imaging and Communication in Medicine

DICOM Correct

The name assigned to the process used to correct DICOM Objects that fail
processing on the DICOM Gateway.

DICOM Importer

Refers to the application that performs the automated DICOM import
process from outside facilities.

DICOM Role

Defines how a DICOM Service will perform the role as either a SCP or a
SCuU.

DICOM Service

Consists of many different services, most of which involve transmission of
data over a network

July 2019
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Term Definition

DoD Department of Defense

DVD Digital Versatile Disc

HDIG Hybrid DICOM Image Gateway: An image gateway that combines the
legacy DICOM Gateway and the new VISA Gateway. It implements DICOM
services.

IHS Indian Health Services

JRE Java Runtime Environment

KIDS Kernel Installation and Distribution System

Modality Device

The type of DICOM device being used to generate or utilize DICOM
objects.

Outside Facility

External to the local facility. It can be another VA facility, a DoD facility, or
another institution.

PACS Picture Archiving and Communications System

PSN Product Serial Number

Q/R Query/Retrieve

RPC Remote Procedure Call

SCP Service Class Provider

Scu Service Class User

SOP Service Object Pair

SOP Class Unique identifier assigned by the DICOM Standard to identify DICOM
objects.

Staging Copying study data from either media or an authorized network location

into temporary persistent storage for later reconciliation. There are two
types of staging (controlled by Security Keys):

Basic Staging: An authorized user copies all study data from an authorized
source to Importer Persistent Storage.

Advanced Staging: An authorized user can view source data by study and
copy data by study to Importer Persistent Storage.

Supported SOP
Class

A DICOM Object that can be processed by the DICOM Gateway and
delivered to other VistA Imaging applications for use within VistA Imaging.

July 2019
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Term Definition

uiD Unique identifier

VA US Department of Veterans Affairs

VISA VistA Imaging Services Architecture

VistA Veterans Health Information Systems and Technology Architecture
VIX VistA Imaging eXchange

Document Conventions

The following typographic conventions are used in this document.

Symbol/Typeface

Meaning/Use

Example

Bold

User input, selection, GUI
element (menu item,
button, field)

Click Finish.
Choose Open from the File menu.

Type the user account name in the
Name field.

Monospaced font
(typically, in a box)

(Bold indicates user input
or selection).

Command-line sample or
output (such as character-
based screen captures and
computer source code),
menus, file names

Navigate to the
\Docs\Imaging_bocs_Latest

folder.

Italics

Empbhasis, reference to
section in the document or
another document, or a
variable

For more information, see the ViStA
Imaging DICOM Gateway
Installation Guide.

Square brackets,
monospace or italics

Variable, placeholder,
VistA menu

Access the Kernel Installation and
Distribution System Menu [XPD

MAIN].

113.0;IMAGING;**[Patch
List]**;Mar 19, 2002;Build
1989;Feb 21, 2011

MAG*3.0*<PatchNumber>.KID

<Enter>
in character-based screen
captures

Indicates that the user
should press the Enter or
Return key.

THEN PRINT FIELD: <Enter>
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Symbol/Typeface Meaning/Use Example

UPPERCASE M code, variable names, or | The XUPROGMODE key
the formal name of options,
field/file names, and
security keys.

Installing a New HDIG

This section explains how to implement a new HDIG.

Tip: If you are updating an existing HDIG, refer to section Updating an EXisting
HDIG.

Preparing for a New HDIG Installation

Before starting the HDIG installation, do the following:

Setting up VistA

You must install the compatible KIDS package on the VistA system before
installing the HDIG server software. For information about how to install the
KIDS package, see the patch description of the patch you are installing.

FDA Requirements

The HDIG is a component of VistA Imaging and is therefore regulated as a medical
device by the FDA.

Requirements for the HDIG Host

A VistA Imaging Exchange (VI1X) is required for the HDIG software and the VIX
must be running latest version. If you do not have a VIX or the latest version
installed, please refer to the VIX Installation Guide.

Important: The VIX server and the HDIG must be on different computers.

You must install the HDIG on all DICOM Image Gateways. Do not install the
HDIG on dedicated TEXT or ROUTING gateways that do not process images.
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Installing the HDIG updates the Query/Retrieve service and the server side of the
DICOM Importer 111 application. You must enable the DICOM Listener on all
DICOM Gateways on which you want to have any of the following:

« DICOM Listener to receive and process incoming images

« DICOM Importer Il server to process imported images and DICOM Correct
to correct patient or study lookup errors

« Query/Retrieve service

Hardware Requirements

Minimum hardware requirements for installing the HDIG:

- Eight gigabytes of RAM are recommended.
« A dedicated local drive for the HDIG with at least 75 gigabytes of disk space.
A larger drive may be desirable based on usage.

Network Requirements

«  The HDIG cannot be installed on the same server as the VIX.

« Ports 443, 8080 and 8443 must be accessible to VA wide area network IP
addresses/FQDN from the HDIG server.

« The VistA Site Service must be accessible from the HDIG computer. The
VistA Site Service is a central repository of information used by Imaging
components to connect to other sites. For more information about it, see the
VistA Imaging System Technical Manual.

Operating System and Environment Requirements

The HDIG can only run on a computer with the following infrastructure elements
installed:

«  Windows Server 2012 Standard or Enterprise Edition
Note: Use Windows Updater to install any security updates available for .NET

4.6.2 and above. If there are issues installing the .NET framework, please
reach out to the Helpdesk or CLIN3.

Note: More recent .NET updates can be installed but be certain that .NET
4.6.2 and above are included in the installation.

Note: If the Tier 1 equipment vendor (i.e., HP) template is used to create the
virtual machine, then the appropriate .NET version may be included.
Older Modalities and DICOM Modality Worklist Support

If you are a site that has any older modalities installed, then verify that the
modality is able to fully support the DICOM Modality Worklist function — Query
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by Accession Number. Some of the older devices only support query by case
numbers.

Site Information

Make sure you have the following information about your site and VistA
installation, which you must supply when you install the HDIG:
= Division and/or site code: the value of the field STATION NUMBER as
defined in the INSTITUTION file (#4)
= Name of the VistA host and the domain
= Name of the DICOM Gateway host
= DICOM Gateway service account details:
+ DICOM Gateway Service Account logon
» Access code

= Verify code
Apache Tomcat Application Password

1. Prepare a password to be used for the Apache Tomcat administrator account
that will be created as part of the HDIG installation process.

= This account will be rarely used; it only needs to be secured properly.
= The password is case-sensitive and only alphanumeric characters are
allowed.

2. Prepare a password to be used for the Apache Tomcat application account
that will be created as part of the HDIG installation process.

» This Windows account, which will be named “apachetomcat” when
it is created by the HDIG installer, is used to run the HDIG in the
Tomcat environment. This account is limited to only the functions it
needs to run the HDIG.

» The password is case sensitive, must contain at least eight characters,
and must contain at least one capital letter and one number.

Laurel Bridge License

Installation requires an upgrade to the Laurel Bridge DCF license for each gateway
that performs DICOM image processing. Time required to complete this task will
vary depending on the number of DICOM Gateways.

Request the product serial numbers from Laurel Bridge. See Appendix A, Appendix
A Activating the DCF Toolkit Product Serial Number.
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Note: The DICOM Listener, which is included as part of the Query/Retrieve
application, requires an upgrade of the existing Laurel Bridge DCF License to
version 3.3.X.

Upgrading the license keys is a two-part process. As part of the planning process,
required information is submitted to Laurel Bridge to request Product Serial
Numbers for each gateway server that will have an HDIG installed.

During the installation of the HDIG, the Product Serial Numbers will be used to
activate the new licenses on the HDIGs.

VistA Site Service

The VistA Site Service resides on the Centralized VistA Imaging eXchange
(CVIX) host. Make sure that you have the location (URL) of the VistA Site
Service and that the service is accessible from the computer on which you are
installing the HDIG.

To find out if the VistA Site Service is accessible, try to access the VistA Site
Service location (URL) from a browser on the computer on which you plan to
install the HDIG:
http://siteserver.vista.med.va.gov/VistaWebSvcs/ExchangeSiteService

Java Version

Validate with the specific patch description document for the current version of
Java. If the server has a different version of Java than the required version specified
in patch description, the wizard will install/uninstall the Java version.

Additional Considerations

« Verify that the DICOM Correct queue is empty (#2006.575).

« If you are using the Importer, verify that all studies have been reconciled and
that the Importer queue is empty (#2006.5752).

« MAG*3.0%118 introduced a new file called the DICOM AE SECURITY
MATRIX file (#2006.9192). The time it takes to configure this file will depend
on the number of modality devices being configured. Estimate approximately
one minute per device. Note: This should be configured after installing the
KIDS but prior to performing the Gateway installations.

New HDIG Installation

This section explains how to install a new installation of the Hybrid DICOM
Image Gateway (HDIG).
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Note: The screenshots are provided as a representation and the actual screenshots
may show different patch numbers, path locations and other details.

Running the HDIG Installer

The HDIG installer runs two consecutive installation processes. The first is very
short; it installs the HDIG installation wizard. The second installs and configures
the HDIG.

Step 1 - Install the HDIG Installer

1. Log into the computer on which the HDIG will be installed using the
administrator account you used to install the DICOM Gateway portion of the
patch.

2. Copy the HDIG installation file (MAG3_0P<patch #> HDIG_Setup.msi) to a
local folder on the server.

Note: When you run the HDIG installer, make sure that all other applications are
closed and that the focus is left on the installer. If you have other applications
running, including other instances of the installer, you may get an error message.

3. Do the following to prepare the HDIG Installation Wizard:
a. Double-click the HDIG installation file.

Figure 1: HDIG Installation Wizard Welcome Page

) HDIG Installation Wizard 30, 00cx000 | = | & R

Welcome to the HDIG Installation Wizard
30 X0XXXXX Setup Wizard

The installer will guide vou through the steps required ta install HDIG Installation *izard
30, XHKHXXX an pour computer,

WARNIMNG: This computer program iz protected by copyright law and intermnational treaties.
Unauthanzed duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penaltiez, and will be prozecuted to the maximum extent pozsible under the law.

b. When the Welcome page displays, click Next.

c. When the Confirm Installation page displays, click Next.
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Figure 2: HDIG Installation Wizard Confirmation Page

1l HDIG Installation Wizard 30, xxx.x300cx | = | O [L0EH|

Confirm Installation A

The installer is ready to install HDIG Installation 'wizard 30, XXX.X. XX on your computer.

Click "Mext" ta start the installation.

| Cancel | | < Back | | MNext >

Figure 3: HDIG Installation Wizard Installation Page

34 HDIG Installation Wizard 30, xoxx x| = 12 [ |

Installing HDIG Installation Wizard A
30 XXCXXXRK )

7

HDIG Installation izard 30 XXX XXX iz being installed.

Please wait...

The following screen appears:
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Figure 4: HDIG Installation Wizard Installation Complete Page

= HDIG Installation Wizard 30. 2000000 | = | & [II

Installation Complete [l

HOIG Installation tizard 30 XXK.K.KX has been successfully installed.

Click "Close" to exit,

Tomn the HOIG Installation ‘Wizard, click Start | Al Programs | Yistd Imaging Programs | HDIG
Installation wWizard.

Cancel < Back

d. When the Installation Complete screen displays, click Close.

Step 2 - Running the HDIG Installer

1. Choose Start | All Programs | Vista Imaging Programs | HDIG Installation
Wizard to start the HDIG Installation Wizard.

Figure 5: Manual Search Field

Search

Everywhere -

gI¥I€ Installation Wizard ﬂ

HDIG Installation Wizard

a. When attempting to run the HDIG Installation Wizard you may receive the
following error:
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Figure 6: Error Message

VixInstaller.exe - This application could not be started. =

’ 1 This application requires one of the following versions of the MET
W' Framework:
METFramework, Version=v4.6.2

Do you want to install this MET Framework version now?

es Mo

Note: You must have an active internet connection to click “Yes” and
follow the next steps. If you do not have an active internet connection,
STOP HERE and please contact your Help Desk/CLIN3 for assistance.

b. Clicking Yes will bring you to the download page for .NET Framework
4.6.2, or click on the following link to access the offline installer.

Figure 7: Download Page for .NET Framework 4.6.2

2® Microsoft |  Download Center  windo Office  Web browse

Surface Pro 6

Stand out from the ordinary

c. Click the DOWNLOAD button to download the .NET Framework 4.6.2
(NOT Developer Pack) and save it to your hard drive.

July 2019 HDIG Installation Guide 13 VistA Imaging



https://www.microsoft.com/en-us/download/details.aspx?id=53344

e.

HDIG Post-Installation

Figure 8: NET Framework 4.6.2 Download Message

HE wnloading Microsoft .NET Framework 4.6.2 (Offline Installer)
. 5 10 November Update, Windo

@ st instuctions

Find the application file and run it to begin the install.

Figure 9: Application File

This PC » Mew Volume (I:) » Software

N

Mame Date modified Type Size

o

NDP462-KB3151800-x86-x64-Al05-ENU 6/4/201910:177 AM  Application 60,555 KB

Agree to the License terms and conditions and click Install.

Figure 10: Microsoft .NET Framework 4.6.2 License Terms

Microsoft .NET Framework 4.6.2

l’-ﬂCROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

.NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR MICROSOFT
WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its affiliates) licenses this
supplement to you. If you are licensed to use Microsoft Windows operating system
software (the “software”), you may use this supplement. You may not use it if you do
not have a license for the software. You may use this supplement with each validly
licensed copy of the software.

The following license terms describe additional use terms for this supplement. These
terms and the license terms for the software apply to your use of the supplement. If
there is a conflict, these supplemental license terms apply.

BY USING THIS SUPPLEMENT, YOU ACCEPT THESE TERMS. IF YOU DO NOT
ACCEPT THEM, DO NOT USE THIS SUPPLEMENT.

h agree to the license terms and conditions

[ Close |
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f. The update will begin installation

Figure 11: Microsoft NET Framework 4.6.2 Installer

Microsoft NET Framework 4.6.2

Setup Progress

Processing:  Initializing...

g. Once installation is complete, you must click Restart

Figure 12: .NET Framework 4.6.2 Installation Complete

Microsoft .NET Framework 4.6.2

Setup Successful

You must restart your computer before you can use the software,
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2. After successfully restarting, re-run the HDIG Service Installation Wizard.
When the Welcome to the HDIG Service Installation Wizard dialog box
displays, click Next.

Figure 13: HDIG Service Installation Wizard Welcome Page

HOIG Service Installation Wizard 30. yew % XXHX
Ay | Welcome to the HDIG Service Installation Wizard

Imaging
H . This wizard will guide you throwugh the installaton of the Paich 2% Hybrid DICOM
ybrid Image Gateway (HDKE) service
To conbrue, cholk Mead
Icon
mage
ateway

3. If the installer detects that the Gateway server has less than 3.5 GBs of
memory, the following dialog box appears.

Figure 14: Less than 3.5 GBs of Memory Detection Message

Windows reports 3.24GB of physical memory

Recommendation ks for at J2ast 4GB of physical RAM to avoid potential reception problems and resource issues,
! Note: Windows may report less RAM than is actually instalied,

Clck OK to continue with the installation,

Lok J[ concel |
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In the Specify the VA site the HDIG will service dialog box, enter the Site
Number of the site where the HDIG service is installed, then click Lookup

Server Addresses.

Figure 15: Specify the VA Site the HDIG Will Service Dialog Box

HOMG Service Installation Wizard 30 00000000

Spacify the VA site the HDIG will serice

Spesciy the VA site nembies Sar this HDKG then chck the Lookup Serves Addiesses bulion

Site Sanace URL
http:/<validurl>va.gov
Ste Mumber #ﬂ# | Lz gy St Ahiredces

Visth Server Name: | CSETVETNamMe>.va.gov

Visth Server Port | #HHE

Verify that the information the lookup retrieved is correct, then click Next.

In the Specify the DICOM Configuration dialog box, enter the required

information.

a. DICOM Image Gateway properties — The properties of the computer on

which the DICOM Image Gateway resides:

e Server — The name of the host on which the DICOM Gateway has
been installed (the host on which you are installing the HDIG).

e Designated Port — The number of the TCP port that the DICOM
Gateway uses to communicate with the other VistA components. The

port is 60001. You cannot modify this port.

Figure 16: Specifying the DICOM Image Gateway

Specify the DICOM Image Gateway
Server. [VHABILDIG10

Designated Port: ]60001

b. DICOM Image Gateway service account properties — The properties of the
service account the HDIG uses to access the VistA menu options. You can
get the account properties from the VistA administrator at your site.

e Access — The access code for accessing VistA

July 2019 HDIG Installation Guide 17
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e Verify — The verify code for accessing VistA
e Confirm Verify — A field in which you type the verify code for

accessing VistA again.
Figure 17: Specifying the DICOM Configuration

HDIG Service Installation Wizard 30, 10000000

Specify the DICOM configuration

Tha DICOM configuration has beean specified. Click Meat to coninue

Specdy the DICOM Image Gateway

Server | <SEMVETMame=>.va.gov Designated Port | $HEHH
Spacily he DICOM Galeway semice account Configure Sarvices
Arcess SEEEEEEE + DICOM Listener Enabled
Varify [rranrnre W Archive Enabled
Confirm Yeniy [TTIT I v Thumbnail Processng Enabled

Send emal notfications e | <validemailaddres>@va.gov

c. DICOM Image Gateway services — The components (services) that the
HDIG provides. You can enable all components on one computer. At least
one component must be selected. By default, all components are selected.
If you do not want to enable all components, clear the ones that you do not
want to be enabled.

e DICOM Listener Enabled — This checkbox must be selected, if you
plan to activate the DICOM Listener, enable the Query/Retrieve
application, or enable the DICOM Importer on this gateway.

e Archive Enabled — This checkbox must be selected to activate the
Archiver on this computer. Activating the Archiver enables archiving
of the newly supported SOP classes for the site.

e Thumbnail Processing Enabled — This checkbox must be selected to
enable the new Abstract Maker on this gateway.

Figure 18: Configure Services Section of Figure 17

- Configure Services

IV DICOM Listener Enabled
v Archive Enabled

¥ Thumbnail Processing Enabled
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d. Send email notifications to: — This field specifies the email address or
addresses to which the HDIG sends notifications when the HDIG detects
invalid service account credentials. You must enter at least one email
address in the field. If you want to enter more than one address, use a
comma to separate the addresses.

Figure 19: Send Email Notification to Section of Figure 17

Send email notifications to: |<ValidEmailAddress>@vA goy

Validate |

Note: This email address does not configure the email address used for
queuing email messages.

7. Click Validate. The installation program checks the information. If it detects
an error, it displays a tooltip with information about the error. When it
validates the configuration, Next becomes available.

8. Click Next to continue. When the Install the HDIG Prerequisites dialog box
displays, review the list of required prerequisites.

Figure 20: Required HDIG Prerequisites

h HDIG Service Installation Wizard 30, xoxxoox i
FY11  Install the HDIG Prerequisites 'q
9]  Click Install to install the Java Runtime Environment
fve
Sy
& DVA\<account> has the Administrator role
& Current operating system is Windows XX hy
Instal £3 The Java Runtime Environment version xx_xx is notinstalled
rstal E3 Apache Tomcat version , 4 o is notinstalied
nstal E3 The Laurel Bridge DICOM toolkit is not installed
Create E£3 The service account has not been created yet
instal & Asecunty certficate is not required
< Back g | Cancel
-
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For any items flagged with &3, see the following notes.

a. <account> has Administrator role — This check verifies that an
administrator account is being used. If not, cancel the installation and
restart it using a Windows administrator account.

b. Current operating system is <OperatingSystem> — This check verifies
that the proper operating system is present. If a different operating system
is used, the installation cannot continue.

c. The Java Runtime Environment <Version> is installed. — Click Install
if this component has not been installed already.

d. Apache Tomcat — Click Install to create the Apache Tomcat administrator
account. Provide the password defined in the Apache Tomcat Application
Password section above. Type the password again in the Confirm
Password field and click OK.

Figure 21: Apache Tomcat Setup

Apache Tomcat Setup
Please enter the password for the Tomcat admin account

Password may only use alphanumeric characters (a-z. A-Z. and 0-9)

viode
Usemame admin

ftor
Password:  (esessssse

. the Tomcat
Confirm Password:  |esssesses)

ok |[ cancer |

)
)
)
& Current operating system is Windows X.xx B4206)
)
& The Java Runtime Environment version X-X_XX is installed
Instal E3 Apache Tomcat version x x xx is notinstalled
nstal E£3 The Laurel Bridge DICOM toolkitis not installed
Create E3 The service account has not been created yet

& A security certificate is not required.

‘ 3 Network

The Laurel Bridge DCF Toolkit

1. If you enabled the DICOM Listener and the Laurel Bridge DCF Toolkit is not
installed, click Install next to The Laurel Bridge DCF Toolkit prerequisite.
If the HDIG host can connect to the Internet, an Activate DCF License dialog
box opens. The Network Activation tab in the dialog box is already selected
and some fields are pre-populated.

2. Enter all of the following information in the Network Activation tab:
« Product Serial Number — The new Laurel Bridge DCF toolkit serial
number (include dashes).
« Site — The name of your site.
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« Host — The name of the Server.
«  Number of CPUs — The number of CPUs on the server hosting the HDIG.

« Contact name and Contact email — The administrator of your local
VistA Imaging system.
Figure 22: Activate DCF License Dialog Box

—ioix]
Main Help
Network Activation | Manwual Activation |
Platform: [wt\dows_m_d_xaé.vmdstu:b&x
DCF Version: 5.3.22(
Product Serisl Number: | X X X X -X X XX -X X X X - Ex: 1111-2222-3333-4444
Activation
Request Code: lyyyy-yyyy-yyvy-yyyy
MAC Address (optional):|
== Site Name
Host: | LocalHost
Number of CPUSs: 1
Contact name: | Jo= Smith
Contact e-madl: joe. sth@va.gov
Status. [
Messages: -]
a _'j_J
Activate
Exit with error

Click Activate. After a brief delay, the Status field will display a green
Success message.

Figure 23: Status Field Success Message

eSS ACe 7777 7777-717227-7722-1222-1211-

Click Exit with success. The Activate DCF License window will close and
the updated Laurel Bridge toolkit will be installed (installation will only take
a second or two).

Figure 24: Exit with Success Option

If the HDIG host cannot connect to the Internet and can access the Laurel
Bridge Web site, activate the license manually, as instructed in Appendix A
Manual Activation of the SUPPLY.

If you did not enable the DICOM Listener, the Install button is grayed out
and the text next to it reads The Laurel Bridge DCF toolkit is not required.
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7. If the required version of the Laurel Bridge DCF toolkit is installed, there is a
green check mark next to the text The Laurel Bridge DCF Toolkit is
installed.

8. Service Account — Click Create to create the HDIG service account. Provide

the password if requested. Type the password again in the Confirm Password

field and click OK
Figure 25: Service Account Setup Page

Service Account Setup

Please enter the password for the service account

The password mustbe atleast 8 characters in length and contain atleast1
capital letter and 1 number.

Username: |apachetomcat

Password: “

Confirm Password: |

oK | |

9. When all items in the Prerequisites dialog have an @ icon next to them, click

Next.

Figure 26: Completed Install the HDIG Prerequisites Page

HDIG Sertvice Instailation Wizard 30, XX0LX.XX00(

Install the HDIG Prerequisites

Al prerequasites for the HDIG instaliaton have been met To continue, click Next

@ <account> hasthe Administrator role
& Current operating system is Windows X.xx

The Java Runtime Ervironment vesion x.x_xx s installed

[

Apache Tomcat version x.x.xxis mstalled

()

The Laurel Badge DICOM toolkit is installed

1<

The sennce account has been configured

1<)

A secunty condficale is not required

(<)

Note: The HDIG installer was built using the same VISA foundation as the
VIX, including the same installer program. There may be some references to

the VIX directories even though an HDIG is being installed.
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In the Specify the location of the HDIG cache and configuration
folders dialog box, select the drive where you want the HDIG
configuration files to reside, then click Create.

Note: The HDIG configuration files must be on the local system drive (the drive
on which the operating system is installed, which is typically C:\).

11.

12.
13.

Select the drive where the cache will be located, then click Create.

Tip: We recommend using a different physical drive for the HDIG cache,
if the computer on which you are installing the HDIG has another physical
drive.

Figure 27: Specify the Location of the HDIG Page

HDIG Service Installation Wizard 30,y o xxxx

Specify the location of the HDIG cache and configuration folders.

The HDIG cache and configuration drives have been configured. Click Nextto continue.

Specify the local drive for the HDIG Configuration files
[cy v| [cavixconfg | Creste

Specify the local drive for the HDIG Cache
[ca v| [cavixcache | Create

Space Available on selected drive (GB)

< Back || MNext = | | Cancel

Click Next.
In the Install the HDIG dialog box, click Install.

Figure 28: Install the HDIG Page

HDIG Service Installation Wizard 30. XXX X XXX

Install the HDIG.
Click Install to begin
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When installation completes, click Finish to exit the wizard. The HDIG
service starts automatically after it is installed.

Figure 29: HDIG Installation Complete

HDIG Service Installation Wizard 30, 3000 XXX

Install the HDIG.
The HDIG has been installed. Click Finish to exit the wizard.

-Dcom.sun.management jmxremote. ssl=false
-Dcom.sun.management jmxremote. authenticate=false
-Djava protocol handler pkgs=gov.va.med.imaging.url
-Dnearline.retrycount=1

-Dicifs. properties=C:/VixConfigfjcifs properties
-Dlog4|.configuration=file:/C:/VixConfig/log4).properties
-Daxis.ClientConfigFile=C:/VixConfig/client-config.wsdd
Starting the Tomcat8 service.

The Tomcatd service has been started.

Install
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Updating an Existing HDIG

Preparing for an HDIG

.NET Version Update

Note: Use Windows Updater to install any security updates available for .NET
4.6.2 and above. If there are issues installing the .NET framework, please reach
out to the Helpdesk or Clin3.

Note: More recent .NET updates can be installed but make sure that .NET 4.6.2
and above are included in the installation.

To verify your version of .NET:
1. From the Start menu, choose Run, enter regedit, and then select OK.
Note: You must have administrative credentials to run regedit.

2. In the Registry Editor, open the following
subkey: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ NET
Framework Setup\NDP\v4\Full. If the Full subkey isn't present, then you
don't have the .NET Framework 4.5 or later installed.

Note: The NET Framework Setup folder in the registry does not begin
with a period.

3. Check for a DWORD entry named Release. If it exists, then you have .NET
Framework 4.5 or later versions installed. Its value is a release key that
corresponds to a particular version of the .NET Framework. In the following
figure, for example, the value of the Release entry is 378389, which is the
release key for .NET Framework 4.5.
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Figure 30: DWORD Release Entry Name Example

a Registry Editor

File Edit View Favorites Help

;] M5XML&O Mame Type Data
| Multimedia

b ; 5
| MapServer 311 (Default) REG_5Z (value not sef)

| NET Framework Setup e CBS REG_DWORD 0x00000001 (1)
| MDP e Install REG_DWORD 0x00000001 (1)
s | CDF ab| InstallPath REG 5% CAWindows\Micro...
oo b v20.50727 ST REG_DWORD 0x0005c615 (378389)
T 8| Servicing REG_DWORD 0x00000001 (1)
5 M vas a_h] TargetVersion REG_5Z 4.0.0
L vd allr] Version REG_S5Z 4.5.50709
| Client
J Full

Figure 31: .NET Framework Release Keys

.NET Framework

version Value of the Release DWORD
.MET Framework 4.5 All Windows operating systems: 378389
.MET Framework 4.5.1 On Windows 8.1 and Windows Server 2012 R2: 378675

On all other Windows operating systems: 378758

.MET Framework 4.5.2 All Windows operating systems: 379893

.NET Framework 4.6 On Windows 10: 393295
On all other Windows operating systems: 393297

.MET Framework 4.6.1 On Windows 10 November Update systems: 394254
On all other Windows operating systems (including Windows 10): 394271

.MET Framework 4.6.2 On Windows 10 Anniversary Update and Windows Server 2016: 394802
On all other Windows operating systems (including other Windows 10 operating systems): 394806

.NET Framework 4.7 On Windows 10 Creators Update: 460798
On all other Windows operating systems (including other Windows 10 operating systams): 460805

.NET Framework 4.7.1 On Windows 10 Fall Creators Update and Windows Server, version 1709: 461308
On all other Windows operating systems (including other Windows 10 operating systems): 461310

.MET Framework 4.7.2 On Windows 10 April 2018 Update and Windows Server, version 1803: 461808
On all Windows operating systems other than Windows 10 April 2018 Update and Windows Server, version 1803:
461814

.NET Framework 4.8 On Windows 10 May 2019 Update: 528040

On all others Windows operating systems (including other Windows 10 operating systems): 528049
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4. Check to make sure .NET 4.6.2 and above is installed installing the HDIG
Installer.

If your .NET version is not 4.6.2 or later:

1. click on the following link to access the offline installer.

Figure 32: Download Page for .NET Framework 4.6.2

2® Microsoft |  Download Center  windo Offce  Webbrowsers  Developertools  Xbox  Windows Phone All Microsoft - Search O ct'2 Sig

Surface Pro 6

Stand out from the ordinary

2. Click the DOWNLOAD button to download the .NET Framework 4.6.2
(NOT Developer Pack) and save to your hard drive

Figure 33: .NET Framework 4.6.2 Download Message

3. Find the application file and run it to begin the install

Figure 34: Application File

This PC » Mew Volume () » Software ~+|
N Mame Date modified Type Size
ﬂ MNDP462-KB3151800-x86-x64-All05-ENU 6/4/201910:17 AM  Application 60,555 KB
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4. Agree to the License terms and conditions and click Install

Figure 35: Microsoft .NET Framework 4.6.2 License Terms

Microsoft .NET Framework 4.6.2

bﬂ(XOSOI'T SOFTWARE SUPPLEMENTAL LICENSE TERMS

.NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR MICROSOFT
WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its affiliates) licenses this
supplement to you. If you are licensed to use Microsoft Windows operating system
software (the “software”), you may use this supplement. You may not use it if you do
not have a license for the software. You may use this supplement with each validly
licensed copy of the software.

The following license terms describe additional use terms for this supplement. These
terms and the license terms for the software apply to your use of the supplement. If
there is a conflict, these supplemental license terms apply.

BY USING THIS SUPPLEMENT, YOU ACCEPT THESE TERMS. IF YOU DO NOT
ACCEPT THEM, DO NOT USE THIS SUPPLEMENT.

h agree to the license terms and conditions

Install

5. The update will begin installation

Figure 36: Microsoft NET Framework 4.6.2 Installer

Microsoft NET Framework 4.6.2

Setup Progress

Processing:  Initializing...

[
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6. Once installation is complete, you must click Restart

Figure 37: .NET Framework 4.6.2 Installation Complete

+ Microsoft NET 2015 e

Microsoft .NET Framework 4.6.2

Setup Successful

You must restart your computer before you can use the software,

i Restart . ‘ Close

Java Version

Validate the specific patch description document for the current version of Java. If
the server has a different version of Java than the required version specified in patch
description, the wizard will install/uninstall the Java version.

Updating the HDIG

1 Go to the Control Panel, choose Add/Remove Programs, and remove the
current version of the HDIG instance.
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Figure 38: Uninstall Programs in the Control Panel (Windows 2012 R2)

9\ /\]\. = =] §&3 | search Frograms and Festures El
Centrol Panel Hame Uninstall or change a program
View Installed updates To uninstal a program, select & from the kst and then chick Uninstall, Change, or Repair
9 Turn Windows features on or off -
Install a program From the network EmmE o UiEE fides G = 6
Name_~ | =] Publisher | =] trstab... || see | +| version |-l -
T AE NoemadBeanch w54 1E 97]2018 246MB 6.3.201
57 Administative Templates for Windows 7 and Wind...  Microsoft Carporaticn elizfz0iz 146 M8 1.0
| Agent Ransack <64 ythicsaft Lbd 10fi7f207 I7.0ME 7.0.828.1
[#] Apache Tomeat 6.0 Tomcats (ramave cnly) Si14/2m9
8 Caché Instance [CACHE] InkerSyshems Corporation 10/18/2017 B41ME  1.00.0002
ETIHOIG Instalation Wizard 30.194.2.7010 Wik Tmaging =f14fz019 S0.7ME 3.0.0
)iee pigie Cient TBM Carp, 3(1j2019 ZATME 9511191
|2 JawaTH) 6 Uipdabe 45 (&4-bit) Cracle Ziofz016 S2.3MB 6.0.450
¥ LUvelpdate 3.3 (Symantec Corporation) Symantec Corporation Si14f201% 3.3.100.15
Local Administrabor Password Solution Microsoft Corporation 10132018 12966 6.2.0.0
LocalGaRo Micrasoft Carporation &f1z/z012 148ME 2.5.40.0
PMcaiee agent Meafee, Tre, 147/2016 F9.9MB 4.8.0,1500
@ MeAfee VirusScan Enterprise Meafes, Inc, 1/5/2018 73.0MB  8.8,08000
Microscét FIET Framemocek 4.6,1 Microsoft Corporation Si14f201% H.EME 4.6,01055
Micrasaft Yisua C++ 2005 Redstrbutable (x54) Microscft Corporation 3jzrjz2mzy STZKE 8.0.61000
Microsoft Visual C++ 2005 Redistributable - x64 9... Mcrosoft Corporation &f7jz01z TEEKE  9.0.307Z9.4145
Micrasaft Visud C++ 2005 Redistributable - 264 9., Microsoft Carperation Bf20/2013 TFEEEE 9.0.307F3.6161
5 Microsoft Visual C++ 2008 Redistributable - xB59.,, Microsoft Corporation &i7/2012 S6KR 9.0,30723.4148

At the Update HDIG Components screen, click the Uninstall version
30.XXX.X.X button to remove the previous version of the HDIG.

Figure 39: Uninstall Confirmation

HOIG Service Installation Wizard 30) 300¢ XX 3000( ,

Update HOIG componants from 30000 to 30200000

Chck Unnstall button to remave existing HDIG web applicatons

|
[ Urieetal verscn 35 )00(.)(.)51

< Back I ] Carcel I
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At the Specify the VA site that the HDIG will service screen, enter the Site

Number of the site where the HDIG service is installed, then click Lookup
Server Addresses.

Figure 40: Specify the VA Site the HDIG Will Service Dialog Box

HOIG Service Installation Wirsrd 30, 20

Specity the VA sie the HDIG will serace

Spacfy the WA sbe numbser far this HOIG tén chick the Lookup Sener Addrasses buttan

S Murmber W Lockup Serve Addeesses
Wisth Sencer Name: |
Visth Senver Pont
< Back I Al Carecel l

Click Next. The DICOM Configuration screen opens.
Figure 41: Specifying the DICOM Configuration

DG Service Installation Wizard 30, J00(

Specity the DICOM configuration,

Entar the reguriad DICOM configuraton information

Specity the DICOM Imegl Gatresy

Sener || Designated Port | S
Specity the DICOM Galewsy senice account Configure Sendces
ACCess: |ll-|uun|| F DICOM Listenser Enablad
Varky [sesssssses R Archbe Enabled
Coonfirm Vit |l---||||| F Thumbaed Frocassing Enablad

Send email notibcasons i |

Bk T | Cancel |

Click Next. The Install the HDIG Prerequisites screen opens. Items with a green
check are successfully installed. Items with a red X require installation. Click
the Install button next to each one in order. This portion of the installation may
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take 15-20 minutes. For more information on prerequisites, refer to the Running
the HDIG Installer section above.

Note: After Installing Java and BEFORE Installing Apache:

In some cases, it was observed that old Apache entries were not removed from
the Windows Registry Editor (regedit).

BEFORE PROCEEDING TO INSTALL THE NEWEST APACHE
TOMCAT VERSION, please RUN “regedit” and “RIGHT-CLICK +
DELETE” the entries for previous versions of Apache under the
HKEY_LOCAL_MACHINE > SOFTWARE > APACHE SOFTWARE
FOUNDATION > TOMCAT folder. For more information please contact the
CLINS3 help desk.

Figure 42: Tomcat 6.0

Administrator: Command Prompt
&’ Registry Editor
Fle Edt Vew Favorites Heb

|»

o
5 ). HKEY_CLASSES_ROOT
HCEY_CURRENT USER
= ) HKEY_LOCAL_MACHINE
¥ BCOOO00O000
Il COMPONENTS
« HARDWARE
© SAM
SECLRITY
= SOFTWARE
) 1E
= Apache Software Foundstion
B Tomeat
= 6.0
AT Torndoaes

Figure 43: Required HDIG Prerequisites

MOIG Service Tnstallation Wizard 30, X000 X )000(

Install the HDIG Prerequisites

Chck Install 10 install the Jave Runtime Ernvatonmant

@ <account> has the Administrator role
& Curent operating system is Windows X000K.
£ The Java Runtime Emdronment version X XX is not installed
Inotasi | 3 Apache Tomcat version XXX is not instalied
Inast | & The Laurel Bridge DICOM toolkit it instalied
Avvgn I £ The sensce account must be reassigned 10 the Apache Tomcat senice
Inatal | & Asecurty cenficate is not requred.

<ok | n | Concel |
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When all the prerequisite installations have completed, the Next button is
enabled. Click Next.

Figure 44: Completed Install the HDIG Prerequisites Page

HOIG Service ik allatissn Wizard 320

Install the HDIG Prerequisites.

All predequisites for te HOIG installabon hewve been mel To contnue, click Neat

& <account> | has thir Adrministratar ok
& Curent oparating sysiem is Windows 10000
Tret sl & The Jewa Buntime Emdrenmantwersion 300 s msialied.
Traiial I & Apache Tomcat version X000 is insiallad,
Iratall I & The Laurel Bridge DICOM ool is ingtalled
Azsign I & The sendoe account has besn configuned.
ety I & Asecurty cartiicate is notrequined.

cBock [ Hear | Cancel |

Specify the location of the HDIG cache and configuration folders. Click Next.
Figure 45: Specify the Location of the HDIG Page

Specity the location of the HDIG cache and configuration folders.

Thie HDIG cache and confiquratian drses ke baen configuned. Click Naod ta continug

Specity the local divse for the HOIG Configuration Sles
S, -| [Civoconi Ceste

Spacify the local drse for the HDIG Cachs

=) =l [ciwetache Ciomte
Space Avadable on selected dive (GB) |30
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8 The Install the HDIG screen opens. Click Install.
Figure 46: HDIG Installation Complete

HOIG Service Installation Wizard 30, J00C X 0000(

Install the HDIG,
The HDIG has been installed. Chck Finish to @t the wizeed

SuUn.monogement
HDCom sun management roremote. suthenticatesfalse
-Ojova protocol handler pkgs=gov.ve med imaging url
FOnearkne retrycounte1
-Ojafs properses«C NVeConfighicis properies
HOm0s CharnCoragFée«C NoCortg/chert-contq wsdd
[Starting $ho Tomcot Bsenice.
The Tomeati 8enica has been started

July 2019 HDIG Installation Guide 34 VistA Imaging



HDIG Post-Installation

HDIG Post-Installation

This section provides information about the additional steps you must perform
after installing the software.

After installing the patches, you must perform these steps:

1. Verify antivirus scan exclusions for designated directories.

2. Verify the memory allocated to the HDIG. (For DICOM Gateways with RAM
of 2GB.)

3. Starting image processing on the legacy Image Gateways by running option 2-

3.

Review the HDIG Stat Page for each image-processing server.

Review the HDIG Logs.

Check for emails from the server notification service.

If you plan to import studies from outside locations over the network, you

must configure an Outside Location.

N o o ks

Configuring the HDIG

After installing the HDIG, there are several configuration steps required, to be
followed by multiple steps to test and verify the HDIG is working properly.

Verify Antivirus Scanning Exclusions

Verify the following exclusions to the antivirus scanning application definitions:
C:\DICOM\VixCache

C:\DICOM\Image_In

C:\DICOM\Image_Out

Note: if the default drive of C was not used, change the designation of the drive
where these directories reside.

The exclusions should also be applied on the root directory of each drive that
hosts an image share. For example, G:\.

Increasing the Memory Allocated to the HDIG

On DICOM Gateways with RAM of 2 GB or less, you must increase the memory
allocated to the HDIG (Apache Tomcat 8) service, because the processing of some
DICOM datasets (mostly of new SOP Classes or new modality devices) requires a
lot of memory. Increasing the memory may have a slight impact on the HDIG
performance, but it will reduce the risk of failure due to insufficient memory (not
having enough Java Heap Space).
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To Upgrade the Memory on the Tomcat Application Server:

1. Check the total memory allocated to the server by going to “Control Panel” >
“System”.

2. Stop the Apache Tomcat server by selecting “Services”.

L Mame - Description Status Startup Type Lag
1E Client Health Runs health... Running  Automatic (0. Loc

+ 1E Mornad Branch Memad Bra...  Running  Automnatic (0. Loc
Apache Tomeat 8.0 Tomecat?  Apache To..  Running  Manual Aap

+App Readiness Gets apps re. Manual Loc
Application Experience Processes a.. Running Automatic (T.. Loc

3. Open the command prompt “as Administrator”.

4. If Tomcat’s version is 8.0, execute the following steps:

a) Run the following command within the command prompt window

=2 Administrator. Lommand Frompt =1 ——

fa.3. TRHH ]
ri. All rights resereed.

m >

Tt B H"hin

are Foundat Lon~Toms Jbin¥TomratBw //ES/TomcatB

Tomcat8w //ES/Tomcat8
b) Once the popup has opened, click on “Java”

c¢) If the total memory or RAM on the server is 8GB, please add the
following parameters under the existing parameters in the popup
window (Maximum size allowed for a transfer file has been tested at
750MB).
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General | Log On | Loggng | Jova | startup | Shutdown |

[ Use defaut
Java Virtual Machine:
[C:\Program Fies\Javalire L.8.0_12 1 pintserver fvm.di | []

lava Clacspath:
| €:\Program Fles\Apache Software Foundaton|Tomeat 3.01bnbootstrap |

Jawa Oplions:

Dicatalina. home =C: \Program Fles\Apache Software FoundaboniTor | -
Datalina.base=C: Program Fles\Apache Software FoundationTom :l
Djava,endorsed.dirs =C: \Program Fles \Apadhe Software Foundabior
Djava.lo. tmpdir =C: Program Flesiapache Software FoundaboniTor

Irstial memery pocl: | 1023 | M
Mancmium memary poal: | 10z ] ME
Thread stack size: | | %8

To:

| General I Log On I Logging | Java |Siz:rh..|p I Shutdown

[] use default

Java Virtual Machine:

| C:\Program Files\Java'jre 1.8.0_121%pin\server jvm.dll | III
Java Classpath:

| C:\Program Files\Apache Software Foundation\Tomcat 8.0'binbootstrap |

Java Options:
-¥ms2043M

“KmuG144M
-¥X:Perm5ize=512M
-Kx:MaxPermSize=1024M

B

<[]

Initial memaory pool: | | ME
Maximum memary pool: | | MB
Thread stack size: | | KB
| ok [[ concel || apoly

-Xms2048M

-Xmx6144M
-XX:PermSize=512M
-XX:MaxPermSize=1024M

HDIG Post-Installation
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d) If the total memory or RAM on the server is 4GB, add the following
parameters under existing parameters within the popup window
(Maximum size allowed for a transfer file has been tested at 500MB).

From:

[ General [ Log On [ Loggng | Java | Startup | Shutdown

[ use default
Java Virbusl Machine:
[ CoProgram Fies\ava e 1.5.0_1211bnigerver jvm.dl ™

Java Classpath:
| C:'Program Fies\Apache Software FoundationTomcat 8.0'binbootstrap |
Java Options:

-Deataling. home=C: \Program Files\Apache Software FoundationiTor |
-Deataling base=C:Program Fies\Apache Software FoundationTom |:|
Djsva.endarsed.dirs=C: \Program Files\apache Software Foundatior

Dijava.io. tmpdir =C: \Program Files\Apache Software FoundationiTer |

Inital memary pool: | 1023 | M8
Maximum memory pool: | 1023 | me
Thread stack size: | IL::]
L ox || cancdd || spoy |

To:

| General | LogOn | Logging | Java | Startup | Shutdown

[[] use defauit

Java Virtual Madhine:

[ €:\Program Fles\lava\ye1.8.0_121bn\servergvm.dl | =]
Java Classpath:

| C:¥Program Fies\Apache Software Foundation\Tomcat 8.0'bin\bootstrap |

Javs Opbons,

-Xms2048M

-Xmx3072M
-XX:PermSize=512M
-XX:MaxPermSize=1024M
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e) Click Apply and OK.
f) Start the Apache Tomcat server

Email Notifications

There are two types of email notifications sent by the HDIG: ERROR email
notifications and WARNING email notifications. The HDIG handles the two
notifications differently.

Error Messages and Email Handling

The system has a pre-configured time period for checking to see if there are any
error messages to be sent (The system default is 60 seconds.). At the end of the
specified time period, if there are any error messages to be sent, they are bundled
and sent as one email.

Warning Message Bundling for Email Handling

There are two thresholds that are checked when determining when to send a
warning email bundle. These two thresholds are email count and email bundle
size. Whichever of the two conditions are satisfied first, triggers the sending of an
email.

The email count threshold has a system default of 100. Warning messages are
bundled into groups of 100 email messages. Each time the configured threshold is
met, an email is sent to the email address configured in the legacy gateway with
all of the warnings.

A second threshold, the email bundle size is also checked. The system default is
that the email bundle should not exceed 5MB in size. If there are large warning
email messages and this 5SMB threshold is reached before the email bundle
reaches the email count threshold, the email bundle will be sent.

Warning Email Handling Configuration Guidelines

The proper settings will make sure, that generated emails are not too frequent for
the recipient(s) and not too large for the mail server in use. The recommendation
is that you use the system defined defaults. However, you can adjust the default
settings by editing

the NotificationEmailConfiguration.config XML file in the C:\VixConfig folder.
(For assistance editing this XML file, please request assistance from the CLIN 3
team.) Guidelines for settings and behavior:

« If you want more warning messages bundled (less frequent emails), set xxx
higher (default is 100).
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« If your email server cannot handle 5SMB emails, lower it to the accepted value
(example; 1MB is 1*1024*1024=1048576). Lowering the bundle size will
result in more frequent emails.

Configure the HDIG for Each Image Processing Server
Verify the HDIG Service Account Credentials

1 Access the HDIG Stats Page; http://<HDIG

Hostname.Domain>:8080/HDIGManagementWebApp/ViewHDIGStats.jsp
Note: URLS are case sensitive

For first time installs, the screen will appear as follows:
2 Click Update the HDIG service account credentials.

Basic Information

The credentials for the HDIG service account are currently mvalid, so DICOM services are
unable to run. Please update the credentials using the link below to restore HDIG functionality.

Update the HDIG service account credentials
Update the Administrator email address(es)

3 Enter the Access Code of the DICOM Gateway Service Account.
4 Enter the Verify Code of the DICOM Gateway Service Account.
‘\Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection).

User name: Iﬁ | _vJ

Password: [

[~ Remember my password

| QK I Cancel

After the credentials have been validated, the page will appear as follows:
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Basic Information

[ Hostname: fshaism'mg\ms'll
| Site Number: |660

| Site Name: [SALT LAKE CITY
|

Version: [nxxxxxxxxx

VM Start Time: [Jul 24, 2013 10:46:06 AM
| JVM Up Time: |[1 hours, 21 minutes, 53 seconds

Updating the HDIG Administrator Email Address(es)

1

ga b~ wWwN

Review the HDIG email address used to alert for invalid service account
credentials by clicking on Update the Administrator email address(es)
update if needed.

Note: You must enter at least one email address in the field. If you want to
enter more than one address, use a comma to separate the addresses.

Verify the email address(es) by performing the following steps.

Use CTRLAC to copy the email address from the HDIG page.

Open your email client and initiate a new email.

Use CTRLAV to paste the email address into the TO box of the email
message.

Type MAG*3.0*xxx Install Test email in the subject line.
Send the email.

Check your email inbox to verify you received the email.

Save the HDIG Stat Page as the Home page

1

2
3

Set the View HDIG Statistics page as the Windows Internet Explorer Home
page.

Click Tools, then Internet Options.

Under the Home page section, choose Use current, click Apply and then OK.

July 2019 HDIG Installation Guide 41 VistA Imaging



HDIG Post-Installation

Save the HDIG Logs Page as a favorite

1 Access the HDIG Logs page; https://<HDIG
Hostname.Domain>/Vix/ssl/JavaLogs.jsp Note: The HDIG logs are secured,
to open the logs page enter the access and verify codes of a Vista account that
holds the security key MAG VIX ADMIN.

2 Click Favorites, then Add to Favorites.
3 Name as <server name> HDIG Logs, click Add.

Testing the HDIG Operation
Review the HDIG Stats Page for Each Image Gateway Server

1 If not opened already, access the HDIG Stats Home page or http://<HDIG
Hostname.Domain>:8080/HDIGManagementWebApp/ViewHDIGStats.jsp.

2 Check for proper values in the Basic Information fields Hostname, Site
Number, Site Name and Version <30.136.35.3>.

3 Review the Inbound Activity section of the HDIG Stats Page to ensure all
instruments on each specific gateway are listening on the proper ports as
indicated in the INSTRUMENT.DIC file.

Inbound Activity

DICOM Listening Ports:

| Port Number: [60177
| Status:  |[LISTENING
}'Listening Since: }201301 15

| Port Number: [60196
| Status:  |[LISTENING
Listening Since: [20130115

Starting image processing on the legacy Image Gateways by running option 2-3
Process DICOM Images.

Test and Review HDIG and Legacy Image Processing

Begin a limited transmission of images to one or more image gateway servers.

1 If not opened already, access the HDIG Stats Home page or http://<HDIG
Hostname.Domain>:8080/HDIGManagementWebApp/ViewHDIGStats.jsp.

2 Review the section Inbound Associations for processed and rejected data by
AE_ Title.
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Inbound Associations:
AE Title: TU22-2
IP Address: 102000 XX XX

?Total Accepted Associations: 42
‘Total Rejected Associations: 0
. Last Access Timestamp: 20130116

3 Review the section Inbound DIMSE Messages for processed and rejected data
by AE_Title.

Inbound Dimse Messages:
| AR Title: TU22-2
| Dimse Service: ’C-Store

|Total Dimse Messages Processed: l?06
’ Total Dimse Messages Rejected: 10

4 Review the section Inbound Objects for processed and rejected data by AE
Title.

Inbound Objects:
AE Title: U22-2
Total Ohjects Processed: |706
Total Ohjects Rejected: lO

Total Ohjects Passed to HDIG Data Structure: !0
Total Duplicate Ohjects (RESENDs): |0

|
|
|
‘ Total Objects Passed to Legacy Gateway: ’706
|
|

5 Review the section Inbound Modality Devices for processed and rejected data,
duplicate objects, and 10D violations, by modality.
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Inbound Modality Devices:

‘ Manufacturer: JPhilips Medical Systems K
1 Model: 22

{ Total Ohjects Processed: 706

[ Total Ohjects Rejected: [0

|

\

Total Duplicate Objects (RESENDs): ;0
\Total Objects with a Duplicate Instance UID: |0
‘ Total Ohjects with IOD Violations: :0

6 Review the legacy telnet window running the option 2-3 Process DICOM
Images

7 If not opened already, access the HDIG Logs page; https://<HDIG
Hostname>/Vix/ssl/JavaLogs.jsp Note - the HDIG logs are secured, to open
the logs page enter the access and verify codes of a Vista account that holds the
security key
MAG VIX ADMIN.

8 Open and review the HDIGSummary.log for each image processing server to
ensure there are not AE Title’s incorrectly configured (or missing) in the
DICOM AE SECURITY MATRIX.

Example entries indicating configuration problems:

a The Remote AE_Title, EYEG, does not have permission to access VistA
Imaging. This permission is configurable using DICOM AE SECURITY
MATRIX.

b The calling AE_Title, OTECH_QR, does not have permission to perform a
CStore DIMSE Service. This permission is configurable using DICOM AE
SECURITY MATRIX.

9 Open and review the ImagingExchangeWebApp.log for ERROR messages.

10 Open and review the VistaRealm.log for domain and log-on errors.

11 Check other notification services, specifically the email notification account
designated as the mail group in the legacy Gateway Configuration Parameters.
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Complete Appendix D — Post-Install Checklist

1
2
3
4

Print Appendix D, Post-Install Checklist.

Complete the checklists.
Document any issues or problems encountered for future installs/upgrades.

File.
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Appendix A Activating the DCF Toolkit Product
Serial Number

Product Serial Numbers are required for each DCF toolkit installed at your site.
Each product serial number is issued for a specific computer. You must activate
each product serial number on each computer for the DICOM Listener instance to
work on that computer.

You activate the product serial number when you run the HDIG installer. You
activate the product serial number through the Laurel Bridge Web site. There are
two types of activation depending on whether the computer can access the Laurel
Bridge Web site directly through the Internet or not.

« Network activation — If the computer can connect to the Internet, you can
activate the license using your network connection to the Internet.

« Manual activation — If the computer is not on a network that connects to the
Internet, you must activate the license manually.

Network Activation

If the computer on which you are running the installer is connected to the Internet
and can access the Laurel Bridge Web site, you activate the DCF toolkit product
serial number (license) automatically through the network.

To activate the DCF Toolkit license through the network:

1 In the Requirements page of the HDIG installer, click Install next to the Laurel
Bridge DCF Toolkit requirement to display the Activate DCF License dialog
box.

(Skip this step if the dialog box is displayed.)

lolx|
Main Help

Network Activation | Manual Activation |

Platform: [Windows_NT_4_x86_\

DCF Version: 3.3.22¢

Product Serial Number: ‘ Ex: 1111-2222-3333-4444

Activation
& ot [ XXXX-XXXX-XXXX-XXXX

MAC Address (optional):

Ske: ‘
Host: | <localHost>
Number of CPUs:

Contact e-mail:

—
Contact name: [

|

|

Status:

Messages:

[

n

Exit with error
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2 Enter the following information in the Network Activation tab of the Activate
DCF License dialog box:

a <account> has Administrator role — This check verifies that an
administrator account is being used. If not, cancel the installation and
restart it using a Windows administrator account.

b Product Serial Number — The serial number of the DCF toolkit. ¢ Site

— The name of your site. d Host — The name of the computer on which
you are installing the DCF toolKkit.

e Number of CPUs — The number of CPUs on the computer on which
you are installing the DCF toolkit. f Contact name — Your name.

g Contact e-mail — Your e-mail address.

(o]
Main Help
Network Activation | Manual Activation |
Platform: [Windows_NT_4_x86_VisualStudios.x
DCF Version: 5.3.22<
Product Serial Number: | X X X X -X X XX -X X X X - Ex: 1111-2222-3333-4444
Activation
Request Code: lYyYy-YYYY-YYYY-YYYY
MAC Address (opmnd):[
=it |Site Name
Host: | Localiost
Number of CPUs |1
Contact name: | Joe Smith
Contact e-madl: {mﬁrrkh@'-‘a,oov
Status: |
Messages: -]
4 >
Activate
Exit with error

3. Click Activate.
4. The Status field displays a message about the status of the request.

5. If there are errors and the request does not go through, the Messages field
provides more details about the error.
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6. If the request is successful, the Status field displays the message Success and
the activation code.

7. If the request is successful, click the button Exit with success.

Status: IE-uc-:ess: AC» 277772-7777-7777-7777-7777-71771-
Messages: [ =]
g
4 »
Reactivate I
| [T Exat with success

Manual Activation

If the computer on which you are running the HDIG installer is not connected to
the Internet, you must activate the DCF toolkit product serial number (license)
manually.

To activate the DCF Toolkit license manually:

1 In the Requirements page of the HDIG installer, click Install next to the Laurel
Bridge DCF Toolkit requirement to display the Activate DCF License dialog
box. (Skip this step if the dialog box is displayed.)

2 Click the Manual Activation tab.
o>

Main

i

Network Activation |Manual Activation |

Platform: [Windows_NT_4_x86_VisualStudio8.x
DCF Version: .3.22¢

Activation I
Request Code: I XXXX-XXX-XXX-XXXX

Activation Code: |

Status: |

Messages: B

‘ o
st |

Enkter the Activation Code you recelved from www . laurelbridge.com.
You received this code when you entered your Product Serial Number
and Activation Request Code on the Product License Activation page.

Example code: 1111-2222-3333-4444-5555-6666-7777-8668

Exit with error

1. Copy the activation request code displayed in the Activation Request Code
field.
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7.

8.

E-mail the activation request code to VHAVILBLicenses@va.gov, the VA
License coordinator.

The VA License coordinator will then activate the product serial number
through the Laurel Bridge Web site and e-mail you the activation code.

Copy the activation code from the e-mail message and paste it in the
Activation Code field.

Click the Activate button.

The Status field indicates that the activation was successful.

Click the Exit with success button.
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Appendix B The DICOM AE Security Matrix

The DICOM AE SECURITY MATRIX file (#2006.9192) includes the
configuration settings of all remote devices that use DICOM services to connect to
the VistA system. This includes devices that can send data to the VistA system,
devices that can query the data stored in the VistA system, and devices that can
retrieve images from the VistA system. The remote devices support these DICOM
services. The DICOM services at each local site are identified with uniquel6-
character strings called Application Entities (AE).

A remote device can have more than one DICOM service. For example, when a
remote device stores images in VistA, the service associated with it is the storage
service class (C-STORE). If the same device queries VistA, it uses the query
service class (C-FIND). The device has a DICOM role associated with each
service class. For example, a remote device that sends data to VistA is a service
class user (SCU) of the storage service class

(C-STORE). VistA is a service class provider (SCP) of the storage service class
(CSTORE). There can be devices at different locations with the same AE title,
service, and role. However, the combination of the remote AE_Title, the service,
role and site (location) number defines a device uniquely. AE Titles, per the
DICOM Standard are a maximum of 16-character, unique alphanumeric strings
per Application Entity. The DICOM AE SECURITY MATRIX and HDIG
implementation for AE titles is not case sensitive.

MAG*3.0*79 introduced changes to the AE Security Matrix, which allows remote SCUs
to issue Storage Commitment requests and also provide the information that the local SCP
needs to return the response to the requesting SCU.

After installing the patch software, you must add an entry to the DICOM AE
SECURITY MATRIX with the appropriate DICOM services and roles for each
device at your site from which you want the DICOM Listener to receive data. If a
device is not defined in the DICOM AE SECURITY MATRIX, it will not be able
to send images or other data to the DICOM Listener and the data from the device
will not be stored in the VistA system.

If you are using the Query/Retrieve application, you must also define all remote
devices that can query and retrieve data from the VistA system in the DICOM AE
SECURITY MATRIX.

The following figure illustrates the logical relationships of the DICOM services
and roles. The image shows two devices that are configured to connect to the
VistA system through the DICOM Gateways (Hybrid DICOM Image Gateways).

. An ultrasound device sending DICOM objects to the VistA system. The
device is configured as a Service Class User of the C-STORE service (C-STORE
SCU), which can send images to the DICOM Gateway (which is the C-STORE
SCP for this device). The DICOM Listener on the DICOM Gateway is enabled.
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The DICOM Listener listens on a specific port for incoming DICOM objects from
the ultrasound device, it processes the images and sends them to the VistA system.
The DICOM Gateway is the Service Class Provider of the C-STORE service (C-
STORE SCP).

. A 3-D reconstruction station is configured to query the VistA system
through the Query/Retrieve application on the DICOM Gateway. The
Query/Retrieve application is installed on the DICOM Gateway together with the
DICOM Listener (which is a component of the HDIG). The 3-D reconstruction
station is configured as a Service Class User of the C-FIND and the C-MOVE
services (C-FIND SCU and C-MOVE SCU). The DICOM Gateway acts as the
Service Class Provider of these services (CFIND SCP and C-MOVE SCP).
Because the retrieved images are stored on the local disk, the 3-D reconstruction
station is also defined as a Service Class Provider of the C-STORE service (C-
STORE SCP). The DICOM Gateway acts as the Service Class User of the C-
STORE service (C-STORE SCU).

Note: Only the remote devices (the ultrasound device and the 3-D reconstruction
station) are defined as entries in the DICOM AE SECURITY MATRIX. The local
AE titles (the DICOM Listener and the Query/Retrieve application) are not
separate entries in the DICOM AE SECURITY MATRIX, but part of the remote

entry for each DICOM AE definition.

Ultrasound
device

DICOM Gateway (HDIG) with
DICOM Listemer enabled
C-STORE SCP

DICOM
Appllcatlon Entity
Securlty Matrix

VistA Database /—\

3-D Reconstruction station
(Query/Retrieve device)

/ﬁ

DICOM Gateway (HDIG) with
Query/Retrieve Application enabled
C-FIND SCP
C-MOVE SCP
C-STORE SCU
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DICOM Services and Roles

The DICOM AE SECURITY MATRIX contains an entry for importing studies
from media using the DICOM Importer. If you plan to import studies from remote
locations using a network connection or network drive, you must configure
additional entries.

Overview - Configuring the DICOM AE Security Matrix
Entries for Storage Functionality

You must add an entry for each device at your site from which you want the
DICOM Listener to receive data. If a device is not defined in the DICOM AE
SECURITY MATRIX, it will not be able to send images or other data to the
HDIG and the data from the device will not be stored in the VistA system.

Each device is a service class user (SCU) of the Storage service class (C-STORE).
The DICOM Listener (which runs on the DICOM Gateway), is a service class
provider (SCP) of the Storage service class (C-STORE).

Entries for Query/Retrieve Functionality

If you are using the Query/Retrieve application, you must also configure the
remote devices that can query and retrieve images from the VistA database. The
configuration of the devices that use Query/Retrieve to get information from
VistA Imaging database is stored in the DICOM AE SECURITY MATRIX

« Each device is a service class user (SCU) of the C-MOVE and of the C-FIND
service classes. The Query/Retrieve application (which runs on the DICOM
Gateway) is the service class provider (SCP) of the C-MOVE and of the C-
FIND service classes.

« Each device that stores the images it retrieves from the VistA database is also
a service class provider (SCP) of the Storage service class (C-STORE). The
Query/Retrieve application (which runs on the DICOM Gateway) is the
service class user (SCU) of the storage service class (C-STORE). Thus, you
must define each device that would store the retrieved images as a C-STORE
SCP. The same device that is defined as a C-FIND SCU and a C-MOVE SCU,
can also be defined as a CSTORE SCP, if the device stores the images it
retrieves in a local directory.

Entries for Import Functionality - Media

When the MAG*3.0*118 KIDS package is installed, a default entry is added to
the DICOM AE SECURITY MATRIX file (#2006.9192). The entry has a
REMOTE AE TITLE (field 1.1) called IMPORTER that is defined as a Service
Class User of the CSTORE Service (C-STORE SCU). This entry allows the
DICOM Importer to import data from media such as CDs, DVDs, thumb drives
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and the like. If you are importing studies from media (such as DVDs, CDs, thumb
drives) and you are not importing studies over the network from an outside
location, you can use the entry that has already been defined. You do not have to
define additional entries.

Entries for Import Functionality — Network Import

If you are importing studies data over the network from an outside location, you
must define additional entries. You should have an entry for every community-
based outpatient clinic (CBOC) that sends studies to your VistA system over the
network. If your site gets studies from multiple origins, you can define separate
entries for each origin, such as VA, DoD, or commercial-based clinics or use the
same entry for studies imported from multiple origins. The DICOM AE
SECURITY MATRIX has a field called ORIGIN INDEX whose value indicates
the origin of the study. If you choose not to define individual entries for every
origin, you can set the value of this field to the most common origin and edit it
later.

The DICOM AE SECURITY MATRIX file (#2006.9192) has a field called
FORCE RECONCILIATION field(# 1.3). The value indicates whether the
imported images are queued in the DICOM Importer queue for reconciliation or
not. For devices that send studies through the network from an outside location,
such as an ultrasound device in a Community-Based Outpatient Clinic (CBOC),
set the value to YES. The images will be queued in the DICOM Importer queue to
be reconciled manually. In all other cases, use the default value — NO.

Fields in the DICOM AE SECURITY MATRIX

The DICOM AE SECURITY MATRIX file (#2006.9192) includes a listing of all
the AE titles that are configured for the site and their configuration parameters.
The following table provides information about the fields.

Fields in the DICOM AE SECURITY MATRIX file (#2006.9192)

Field Description Possible Values
AE NAME The name of the device. This is a This is a free text field
(#2006.9192, unique descriptive name that allows | 1-30 characters long.
.01) you to identify the device. Example:

CT 3" Floor.
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Field

Description

Possible Values

LOCAL AE TITLE
(#2006.9192, 1)

The AE title of the local application
entity that the remote device is
accessing (local with respect to the
VistA system at your site). For
example, VISTA_STORAGE is the
AE title of the DICOM Gateway to
which remote devices send images to
the VistA system.

This is a free text field
1-16 characters long.

Use
VISTA_STORAGE
for devices that store
data in the VistA
system using the
DICOM Gateway.

Use DICOM_QR for
devices that use Q/R to
query the VistA
system.

Use IMPORTER for
devices Import devices
that connect to the
network.

REMOTE AE
TITLE
(#2006.9192, 1.1)

The AE title of the remote device
(remote with respect to your VistA
system). For example a device that
sends images to the DICOM
Gateway, or a device that queries the
VistA database.

This is a free text field
1-16 characters long.
The value must be

specified and should
not contain spaces.

FORCE
RECONCILIATION
(#2006.9192,1.3)

This field is relevant only for the
DICOM Import devices connected to
the network. The value indicates
whether the imported images are
queued in the DICOM Importer
queue for reconciliation or not.

For all other devices, use the default
value — NO.

NO
YES
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ORIGIN INDEX
(#2006.9192,1.4)

This field is relevant only for the
DICOM

Import devices connected to the
network.

V =VA (US
Department of
Veterans Affairs)

D = Department of
Defense

F = FEE (Commercial
institutions)

N = NON-VA origin

| = IHS Indian Health
Services
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Field

Description

Possible Values

SITE
(#2006.9192, 2)

The division or the site (for sites that
are not part of a division) in which the
device resides.

The name of the
division

(site) or its number in
the INSTITUTION file
(#4): the file that
contains a listing of
VA institutions.

IP ADDRESS
(#2006.9192, 3)

The IP address (or host name) of the
device (remote AE title).

Only required for Q/R devices.

A string 1-30
characters long.

PORT NUMBER
(#2006.9192, 4)

The port number used to
communicate with the device
(remote AE title). Only required for
Q/R devices

A number between
199999.

DICOM SERVICE
(#2006.919212, .01)

The DICOM Service Class of the
device. Each device that sends data to
the VistA system should be defined as
a Service Class User

(SCU) of the Storage Service Class
(C-STORE).

Each device that queries the VistA
system should be defined as a Service
Class User (SCU) of the C-FIND and
the C-MOVE Service Classes.

If new DICOM Obijects are sent to
VistA

Imaging gateway, it should be defined
as a Service Class User (SCU) of the
Storage Service Class (C-STORE).

If the retrieved objects are stored on
the devices local drive, it should also
be defined as a Service Class Provider
(SCP) of the Storage Service Class
(C-STORE).

The valid values and
their meaning are:

1 =C-STORE
(Storage)

2 = C-FIND (Query)

3 =C-MOVE
(Retrieve)

4 =C-ECHO

5 =STORAGE
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Field Description Possible Values

DICOM ROLE The DICOM role of the device. Each | The valid values and
(#2006.919212, 1) | device is defined as a Service Class their meaning are:
User (SCU) or a Service Class 6 =SCU

Provider (SCP) of a specific DICOM 7 =SCP
Service Class.

An SCU is the user of a DICOM
service. For example, a device that

sends data to the VistA system is an
SCU for the C-STORE service.
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Field

Description

Possible Values

SERVICE TYPE
(#2006.9192, 11)

The type of service that generated the
order with which the object is
associated.

RAD = Radiology
CON = Consult

RELAX
VALIDATION!?

(#2006.9192, 10)

The value of this flag determines if
the HDIG should relax validation for
the object or perform full validation.

When this field is set to YES, the
HDIG does not send error messages
to the sending device when an object
that passed basic validation fails the
full 10D validation. The HDIG
processes objects that pass the basic
10D validation, but fail the complete
10D validation and does not report
the validation error to the sending
device. When the

RELAX VALIDATION flag is set to
NO, the HDIG rejects the object if the
object fails the full 10D validation
and reports the validation errors to the
sending device.

NO
YES

REJECT?
(#2006.9192,

6)

When the value is set to YES, the
HDIG sends a Reject message to the
device that sent the object every time
an object is rejected because it failed
basic 10D validation. When the flag
is set to NO, the HDIG sends an
Error message indicating that there is
a problem in the processing flow, but
without any other details.

NO
YES

Y Indicates a flag relevant only for devices sending data to the DICOM Gateway.
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Field

Description

Possible Values

VALIDATE!
(#2006.9192, 9)

When the value is set to YES, the
DICOM Listener performs full IOD
validation. If the object fails full
IOD validation, the HDIG checks
the setting of the RELAX
VALIDATION flag. If the RELAX
VALIDATION flag is set to YES,
the HDIG processes the object
without rejecting it, as explained in
the description of the RELAX
VALIDATION flag. Otherwise, it
rejects the object and sends a
message. The setting of the
REJECT flag determines the
verbosity of the message.

If the VALIDATE flag is set to NO,
the HDIG does not perform full
IOD validation; it performs only
basic 10D validation.

NO
YES

WARNING?
(#2006.9192, 7)

When the value is set to YES, the
HDIG sends a message to the
device that sent the object, every
time the HDIG finds a duplicate or
illegal UID. When the flag is set to
NO, the HDIG sends a warning
message indicating that there is a
problem in the processing flow, but
without any other details.

NO
YES
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Field Description Possible Values
RESERR! (#2006.9192, | When the RESERR flag is set to NO
8) YES, the DICOM listener sendsa | yES

message to the device that sent the
object, every time the HDIG cannot
store the object because of a
problem with the resource (VistA
database, RAID disk, or other
storage resource), such as problems
connecting to the resource, lack of
disk space to store the object, and
so on. When the flag is set to NO,
the HDIG sends an Error message
indicating that there is a problem in
the processing flow, but without
any other details.

N RESPONSE DELAY
(#2006.9192, 13)

This is the number of minutes the
HDIG will wait before responding
to a DIMSE N-ACTION request
from this Remote AE

TITLE. (MAG*3.0*79).

A number between 0
and 99999, 0
decimal digits.

N RESPONSE RETRIES
(#2006.9192, 14)

This is the number of times an HDIG
will attempt to re-deliver a DIMSE
N-RESPONSE message to this
Remote AE TITLE (MAG*3.0*79).

A number between 0
and 99999, 0 decimal
digits.
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Example DICOM AE SECURITY MATRIX Values (partial)

Parameter Description Storage Device Q/R Device Network Importer
AE NAME The name of CT 3™ Floor QR 3D SLC 3" Party PET

the device. Workstation
LOCAL AE The AE title VISTA_STORAGE | DICOM_QR IMPORTER
TITLE (name) of the

local

application

entity (local to

your VistA

system) with

which the

device

communicates.

. rd

REMOTE AE ;I;]r;e (ﬁsi ;leth; é)l]‘ CT_SCANS3 OR_3D_WORK SLC_ 3 Party PET
TITLE . ST

are adding.
FORCE Relevant for NO NO YES
RECONCILIA | network import
TION only.
ORIGIN The origin <Choose a value>
INDEX (source) of the | Not used accept not used accept DoD

study. defaults defaults
SITE The division or | <YourSite> <YourSite> <YourSite>

the site. Example: 660 for

Salt Lake
City

IP ADDRESS | The IP address <QRWorstatio | not used

(or host name) | not used accept nip> accept defaults

of the device. | defaults
PORT The port <3DWorkstati | not used
NUMBER number used to | not used accept onPort#> accept defaults

connect to the | defaults

remote device.
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Parameter Description Storage Device Q/R Device Network Importer

Flags REJECT, not used accept | not used
WARNING defaults accept defaults
RESERR, Select values based
VALIDATE, on your needs
RELAX
VALIDATION, | vES
SERVICE
TYPE

Note: See the next section for defining DICOM Services and Roles.
Adding Devices to the DICOM AE SECURITY MATRIX

You must add an entry in the DICOM AE SECURITY MATRIX for each device
(AE_Title) that you want to store data in the VistA system or to query the VistA
system. You add devices to the DICOM AE SECURITY MATRIX using VistA
menu option Configure AE SECURITY MATRIX Settings [MAGV AE SEC MX
SETTINGS] located on the Imaging System Manager Menu [MAG SYS MENU].

Note: Bold in the screen samples indicates what you enter or select.
The following summarizes the objects you must define and their roles:

« Each device that sends data to the DICOM Gateway must be defined as a C-
STORE SCU.

« Each device that queries the VistA system must be defined as a:

= C-FIND SCU
= C-MOVE sCU
» C-STORE SCP (if the device stores the Q/R results on a local drive)

« Each DICOM Importer server instance that receives studies through the
network from an outside location must be defined as a CSTORE SCU.

« To enable Storage Commitment for an SCU, the value STORAGE COMMIT
has to be added to the entry’s DICOM SERVICE AND ROLE multiple field
as an SCU.

To add devices to the DICOM AE SECURITY MATRIX file and set their
properties:

1 Atthe Select OPTION NAME prompt, enter Imaging System Manager
Menu.
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Log into VistA and choose the Imaging System Manager Menu [MAG SYS
MENU] when prompted:
Select OPTION NAME: Imaging System
Manager Menu
HL7 Imaging HL7 Messaging Maintenance ...
IX  Image Index Conversion Menu ...
LS Edit Network Location STATUS
TR  Telereader Menu ...
Ad hoc Enterprise Site Report
Configure AE Security Matrix Settings
Delete Image Group
Delete Study by Accession Number
Enter/edit Reason
Imaging Database Integrity Checker Menu ...
Imaging Site Reports ...
Importer Menu ...

2 Press <Enter> to proceed.

3 When prompted with Select Imaging System Manager Menu Option: type Con
and press <Enter> to select the option with Configure AE SECURITY
MATRIX Settings. This option lets you add new devices to the DICOM AE
SECURITY MATRIX and edit or delete existing ones.

Select Imaging System Manager Menu Option: Configure AE Security
Matrix Settings

DICOM AE SECURITY MATRIX

APPLICATION EDIT

4 To determine what devices have already been configured, type ? and press
<Enter>. This displays the list of devices that have already been configured
and their DICOM service and role as illustrated.

Select DICOM AE SECURITY MATRIX AE NAME: ?
Answer with DICOM AE SECURITY MATRIX NUMBER, or AE NAME:
1 IMPORTER SALT LAKE CITY IMPORTER
C-STORE SCU
You may enter a new DICOM AE SECURITY MATRIX, if you wish
Answer must be 1-30 characters in length.

\Select DICOM AE SECURITY MATRIX AE NAME:
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Adding a Storage Device

1 Type the name of the device at the prompt and press <Enter> to proceed. The
name can be descriptive. It can be 1-30 characters long and must be unique for
every VistA system

Select DICOM AE SECURITY MATRIX AE NAME:CT 3" Floor

2 Type YES when prompted to confirm the name of the device you are adding.

Are you adding 'CT 3" Floor' as
a new DICOM AE SECURITY MATRIX (the 10TH)? No// YES (Yes)

3 Define the site of your VistA system when prompted. You can define the
location using the site number or the site name. Typically, you would be
prompted with the default site location as illustrated in the following example.
If you do not need to change it, press <Enter> to accept the default. If there are
multiple sites that match the default string, you are prompted to select one of
them. Select the desired site and press <Enter> to continue.

‘DICOM AE SECURITY MATRIX SITE: 660/

1 660 SALT LAKECITY UT 660
2 660AA SALT LAKE DOM UT VAMC 660AA
ICHOOSE 1-2: 1 SALT LAKE CITY UT 660

4 Type the Remote AE_Title (the AE_Title of the device) at the prompt. The
AE_Title can be a maximum of 16 characters , should NOT have spaces, and
IS not case sensitive.

IDICOM AE SECURITY MATRIX REMOTE AE TITLE: CT SCAN3

5 Press <Enter> to continue.

6 Accept the default value — VISTA_STORAGE - and press <Enter> to
continue.

ILOCAL AE TITLE: VISTA_STORAGE//
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7 Accept the default value, NO.

I[FORCE RECONCILIATION: NO// NO

8 Accept the default value, VA, only required for MAG*3.0*118 Importer
devices.

|ORIGIN INDEX: V// VA

9 For IP address press <Enter> to continue.

Note: IP Address number are only required when configuring a device to use
Query/Retrieve.

IP ADDRESS:

10 For TCP port number press <Enter> to continue.

Note: Port numbers are only required when configuring a device to use
Query/Retrieve.

IPORT NUMBER:

11 Define the flags of the device when prompted. If you choose to change the
default values of any of the flags for the specific device, follow the prompts.

Note: The flag values are relevant only for devices that send images to the
VistA system. If you are adding a device that queries the VistA system, accept
the defaults.

= To accept the defaults, press <Enter>.
» To change the values of any of the flags, type NO and press <Enter>.

Flag Names Flag Values

REJECT YES
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WARNING YES

RESERR YES

VALIDATE YES

RELAX VALIDATION YES
SERVICE TYPE RADIOLOGY

| Accept these defaults? YES//

Note: SERVICE TYPE can accept either RADIOLOGY or CONSULT

12 When prompted, define the DICOM service of the device and its role.

Tip: You can enter ? to display the possible values.

Select DICOM SERVICE: 1 (1 C-STORE)
Are you adding 'C-STORE' as a new DICOM SERVICE (the 3RD for this
DICOM AE
SEC
URITY MATRIX)? No// Y (Yes)
DICOM ROLE: 2 SCP
Select DICOM SERVICE: "C-STORE" (1 C-STORE)
Are you adding 'C-STORE' as a new DICOM SERVICE (the 4TH for this
DICOM AE
SEC
URITY MATRIX)? No// Y (Yes)
DICOM ROLE: 2 SCU

13 When you define the DICOM role and service pair, you are prompted to define
another DICOM service and role pair. Press <Enter> to continue.

14 Repeat this procedure to define the properties of all the storage devices that
you want to add to the DICOM AE SECURITY MATRIX.

Entries for Storage Commitment Requests

To enable Storage Commitment for an SCU, the value STORAGE COMMIT has to be
added to the entry’s DICOM SERVICE AND ROLE multiple field as an SCU. In
addition, the entry requires the definition of the host (IP address) and port, of the remote
SCU, needed to accept the association made with reverse role negotiation.

Any SCU (that has not been configured) issuing a Storage Commitment request in
the AE Security Matrix will receive a reject response for the N-ACTION request
issued. The association for DICOM Storage Commitment will be accepted
because it is controlled by the DICOM DCF_Toolkit Listen file used by the SCP.
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It is assumed that the SCU supports reverse role negotiation and is configured to
accept an incoming association request.

In order to generate a meaningful Storage Commitment response for the sender, it is
required that at least one remote C-MOVE SCU be defined in the DICOM AE
SECURITY MATRIX (#2006.9192). This is because the entry’s local AE title is where
the Storage Commitment response building module picks up the C-MOVE SCP AE
(Retrieve AE Title) of the VistA system.

Example 1.

A Storage Commitment SCU entry with new field values and fields highlighted (N-
Response-Delay is entered in minutes):

AE NAME: IVV-SCU LOCAL AE TITLE: VISTA_STORAGE
SITE: SALT LAKE CITY IP ADDRESS: 172.16.0.128
PORT NUMBER: 60090 REMOTE AE TITLE: IVV_SCU
FORCE RECONCILIATION: NO ORIGIN INDEX: VA

REJECT: YES WARNING: YES

RESERR: YES VALIDATE: NO

RELAX VALIDATION: YES SERVICE TYPE: RADIOLOGY
N RESPONSE DELAY: 2 N RESPONSE RETRIES: 2
DICOM SERVICE: C-STORE DICOM ROLE: SCU

DICOM SERVICE: C-FIND DICOM ROLE: SCU

DICOM SERVICE: STORAGE COMMIT DICOM ROLE: SCU

Example 2:

A C-MOVE SCU entry with needed field highlighted (used for Retrieve AE Title in
DICOM Response message, so sender knows where to get committed item from):

AE NAME: QR LOCAL AETITLE: DICOM_QR
SITE: SALT LAKE CITY REMOTE AE TITLE: QR_SCU
FORCE RECONCILIATION: NO ORIGIN INDEX: VA

REJECT: YES WARNING: YES

RESERR: YES VALIDATE: YES

RELAX VALIDATION: YES SERVICE TYPE: RADIOLOGY
DICOM SERVICE: C-MOVE DICOM ROLE: SCU

Adding a Query Retrieve Remote Device (MAG*3.0*116)

1 Type the name of the device at the prompt and press <Enter> to proceed. The
name can be descriptive. It can be 1-30 characters long and must be unique for
every VistA system

Select DICOM AE SECURITY MATRIX AE NAME:CT 3D Workstation
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Type YES when prompted to confirm the name of the device you are adding.

Are you adding 'CT 3D Workstation ' as
a new DICOM AE SECURITY MATRIX (the 12TH)? No// YES (Yes)

Define the site of your VistA system when prompted. You can define the
location using the site number or the site name. Typically, you would be
prompted with the default site location as illustrated in the following example.
If you do not need to change it, press <Enter> to accept the default. If there are
multiple sites that match the default string, you are prompted to select one of
them. Select the desired site and press <Enter> to continue.

‘DICOM AE SECURITY MATRIX SITE: 660/

1 660 SALT LAKECITY UT 660
2 660AA SALT LAKE DOM UT VAMC 660AA
ICHOOSE 1-2: 1 SALT LAKE CITY UT 660

Type the Remote AE_Title (the AE_Title of the device) at the prompt. The
AE_Title can be a maximum of 16 characters, should NOT have spaces, and is
not case sensitive.

DICOM AE SECURITY MATRIX REMOTE AE TITLE:
CT 3D Workstation

Press <Enter> to continue.

Change the default value — VISTA_STORAGE to DICOM_QR — and press
<Enter> to continue.

ILOCAL AE TITLE: DICOM_QR//

Accept the default value, NO.

I[FORCE RECONCILIATION: NO// NO

Accept the default value, V.

IORIGIN INDEX: V// V
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9 For IP address, enter the IP Address or Host Name of the device and press
<Enter> to continue.

Note: IP Address number/Host Name are required when configuring a device
to use Query/Retrieve.

[IP ADDRESS: 10.0.X.XXX

10 Type the TCP port number the remote device uses. Then press <Enter> to
continue.

Note: Port numbers are required when configuring a device to use
Query/Retrieve.

|
IPORT NUMBER: 104

11 Define the flags of the device when prompted. Press <Enter> to accept the
default values.

Note: The flag values are relevant only for devices that send images to the
VistA system. If you are adding a device that queries the VistA system, accept
the defaults.

Flag Names Flag Values
REJECT YES
WARNING YES
RESERR YES
VALIDATE YES

RELAX VALIDATION YES
SERVICE TYPE
RADIOLOGY

Accept these defaults?

YES/I

12 When prompted, define the DICOM service of the device and its role.
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DICOM Q/R Processing DICOM Service DICOM Role
Find C-FIND SCU
Retrieve C-MOVE SCU
Workstation storage C-STORE SCP
PACS storage C-STORE SCU
DICOM Storage Processing DICOM Service DICOM Role
Store C-STORE SCU
Store C-STORE SCP
Storage commit STORAGE COMMIT | SCU

Note: You can define two roles for the same DICOM service. To do so, use
quotes when you specify the service the second time. The following screen
example illustrates defining two roles for the same DICOM service: C-STORE

SCP and C-STORE SCU

Select DICOM SERVICE: ??
You may enter a new DICOM SERVICE AND ROLE, if you wish
This is the DICOM service associated with this entry.
Choose from:
C-STORE
C-FIND
C-MOVE
C-GET
N-ACTION
N-CREATE
N-EVENT-REPORT
N-GET
N-SET
N-DELETE
C-ECHO

O 00 N O Ui A W N B

[
= o

Select DICOM SERVICE: 2 (2 C-FIND)

Are you adding 'C-FIND' as a new DICOM SERVICE (the 1ST for this
DICOM AE
SECURITY MATRIX)? No// ????

Answer with "Yes' or 'No'? yes (Yes)
DICOM ROLE: ??
This is the DICOM role, Service Class User (SCU) or Service Class

Provider ( SCP), associated with the entry.

July 2019 HDIG Installation Guide 70

VistA Imaging



Choose from:
1 SCU
2 SCP
DICOM ROLE: 1 SCU

Select DICOM SERVICE: 3 (3 C-MOVE)

Are you adding 'C-MOVE' as a new DICOM SERVICE (the 2ND for this
DICOM AE SECURITY MATRIX)? No// yes (Yes)

DICOM ROLE: 1 SCU

Select DICOM SERVICE: 1 (1 C-STORE)

Are you adding 'C-STORE' as a new DICOM SERVICE (the 3RD for this
DICOM AE SECURITY MATRIX)? No// yes (Yes)
DICOM ROLE: 1 SCU

Select DICOM SERVICE: "C-STORE" (1 C-STORE)

Are you adding 'C-STORE' as a new DICOM SERVICE (the 4TH for this
DICOM AE SECURITY MATRIX)? No//y (Yes)

DICOM ROLE: 2 SCP

Select DICOM SERVICE: STORAGE COMMIT (5 STORAGE
COMMIT)

Are you adding ‘STORAGE COMMIT’ as a new DICOM SERVICE (the
5TH for this DICOM AE SECURITY MATRIX)? No//y (Yes)

DICOM ROLE: 1 SCU

Tip: You can enter ? to display the possible values.

13 When you define the DICOM role and service pair, you are prompted to define
another DICOM service and role pair. If you need to define another DICOM
service and role pair, follow the prompts. Otherwise, press enter to continue.

14 Repeat this procedure to define the properties of all Query/Retrieve devices
that you want to add to the DICOM AE SECURITY MATRIX.

15 Press <Enter> to continue.
Adding an Importer Network Storage Device (MAG*3.0*118)

1 Type the name of the device at the prompt and press <Enter> to proceed. The
name can be descriptive. It can be 1-30 characters long and must be unique for
every VistA system

[Select DICOM AE SECURITY MATRIX AE NAME:SLC_3" Party PET
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7

Type YES when prompted to confirm the name of the device you are adding.

Are you adding ‘SLC 3" Party PET’ as
a new DICOM AE SECURITY MATRIX (the 13TH)? No// YES (Yes)

Define the site of your VistA system when prompted. You can define the
location using the site number or the site name. Typically, you would be
prompted with the default site location as illustrated in the following example.
If you do not need to change it, press <Enter> to accept the default. If there are
multiple sites that match the default string, you are prompted to select one of
them. Select the desired site and press <Enter> to continue.

IDICOM AE SECURITY MATRIX SITE: 660/

1 660 SALT LAKECITY UT 660
2 660AA SALT LAKEDOM UT VAMC 660AA
ICHOOSE 1-2: 1 SALT LAKE CITY UT 660

Type the Remote AE_Title (the AE_Title of the device) at the prompt. The
AE_Title can be a maximum of 16 characters, should NOT have spaces, and is
not case sensitive.

DICOM AE SECURITY MATRIX REMOTE AE TITLE:
SLC 3" Party PET

Press <Enter> to continue.

Change the default value — VISTA_STORAGE - to - IMPORTER - and press
<Enter> to continue.

Note: IMPORTER is a default value in the DICOM AE SECURITY MATRIX.

ILOCAL AE TITLE: IMPORTER//

Change the default value, NO to YES.

I[FORCE RECONCILIATION: NO//  YES
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8 Specify the value for the field ORIGIN INDEX.

Note: Choices are:

V = VA (US Department of Veterans Affairs)
D = Department of Defense

F = FEE (Commercial

institutions) N = NON-VA origin

| = IHS Indian Health Services

|ORIGIN INDEX: V// VA

|

9 For IP address, press <Enter> to continue.

Note: IP Address number are only required when configuring a device to use
Query/Retrieve.

|IP ADDRESS:

10 For TCP port, press <Enter> to continue.

Note: Port numbers are only required when configuring a device to use
Query/Retrieve.

IPORT NUMBER:

11 Define the flags of the device when prompted. If you choose to accept the
default values of any of the flags for the specific device, follow the prompts.

Note: The flag values are relevant only for devices that send images to the
VistA system.

Note: Choices for SERVICE TYPE are RADIOLOGY or CONSULT.
» To accept the defaults, press <Enter>.
= To change the values of any of the flags, type NO and press <Enter>.
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Flag Names Flag Values

REJECT YES
WARNING YES
RESERR YES
VALIDATE YES

RELAX VALIDATION YES
SERVICE TYPE RADIOLOGY

Accept these defaults?
YES//

12 When prompted, define the DICOM service of the device and its role.

Select DICOM SERVICE: 1 (1 C-STORE)
Are you adding 'C-STORE' as a new DICOM SERVICE (the 3RD for this
DICOM AE
SEC
URITY MATRIX)? No// Y (Yes)
DICOM ROLE: 2 SCP
Select DICOM SERVICE: "C-STORE" (1 C-STORE)
Are you adding 'C-STORE' as a new DICOM SERVICE (the 4TH for this
DICOM AE
SEC
URITY MATRIX)? No// Y (Yes)
DICOM ROLE: 2 SCU

Tip: You can enter ? to display the possible values.
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Select DICOM SERVICE: ?
You may enter a new DICOM SERVICE AND ROLE, if you wish
Select a DICOM Service.

Choose from:

C-STORE
C-FIND
C-MOVE
C-GET
N-ACTION
N-CREATE
N-EVENT-REPORT
N-GET
N-SET
N-DELETE

11 C-ECHO

O 00 N O Uui »h W N =

=
o

Select DICOM SERVICE: 2 (2 C-FIND)

Are you adding 'C-FIND' as a new DICOM SERVICE (the 1ST for this
DICOM AE SECURITY MATRIX)? No// Y (Yes)

DICOM ROLE: ?

Select a DICOM Role.

Choose from:
1 SCU
2 SCP

DICOM ROLE: 1 SCU
Select DICOM SERVICE: 3 (3 C-MOVE)

Are you adding 'C-MOVE' as a new DICOM SERVICE (the 2ND for this
DICOM AE
SECU
RITY MATRIX)? No// Y (Yes)

DICOM ROLE: 1 SCU
Select DICOM SERVICE: 1 (1 C-STORE)

Are you adding 'C-STORE' as a new DICOM SERVICE (the 3RD for this
DICOM AE
SEC
URITY MATRIX)? No// Y (Yes)
DICOM ROLE: 2 SCP
Select DICOM SERVICE:

13 When you define the DICOM role and service pair, you are prompted to define
another DICOM service and role pair. If you need to define another DICOM

July 2019 HDIG Installation Guide 75 VistA Imaging



service and role pair, follow the prompts. Otherwise, press <Enter> to
continue.

14 Repeat this procedure to define the properties of all Network Storage devices
that you want to add to the DICOM AE SECURITY MATRIX.
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Appendix C Pre-Install Checklist

1.

Site Info
a Site Name:
b Site Code:

c Other Sites Supported:

d Site Contact Name:

e Site Contact Phone:
f Site Contact E-mail Address:

. Documentation Review Completed (Date):

a Review related patch descriptions:
b DICOM Gateway User Manual:
¢ Appendix A of this document — Activating the DCF Toolkit

Product Serial Number:
d Appendix B of this document — The DICOM AE Security

Matrix:

e Review related user manuals:

. Do you have a VIX installed (YES/NO)?
. Are the prerequisite patches installed (YES/NO)?
. Do you have a Radiology Commercial PACS System (cPACS)?

a Manufacturer:
b Model:
c Software Version:

d Does it receive DICOM data directly from modalities or from VistA
(Circle One): MODALITIES VISTA

. Did you request and receive Product Serial Numbers (PSN) from Laurel Bridge

(YES/NO)?

. Dictionaries

a Do all of your DICOM Gateways share a single set of dictionaries
(YES/NO)?
b Copy of MODALITY.DIC provided (YES/NO)?
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c Copy of INSTRUMENT.DIC provided (YES/NO)?
d What is the RPC VistA Server port number:
8. What e-mail addresses will be used for gateway e-mail notifications?

9. Was the .NET Framework 4.6.2 or above software able to be installed on all
gateways (YES/NO)?
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Appendix D Post-Install Checklist

1. KIDS install date:

2. VistA System Configured:
a. DICOM AE SECURITY MATRIX configured:
b. What method was used to configure?:
c. IMAGING SITE PARAMETER file updated:
d. Users Configured:

e. Outside Locations configured:
3. HDIG installed (Date):
4. HDIG update verified by:

5. Gateway Install

Gateway(s) install date - start:

T &

Gateway(s) install date - complete:

Gateway update verified by:

o o

Anti-virus exclusions configured:
Reviewed MODALITY.DIC file installed:

Reviewed INSTRUMENT.DIC file installed:
Legacy menu updates performed:

o Q@ —H o

HDIG memory increased:

Verified that each instrument on the gateway is storing images

correctly:

j.  Verified new DICOM Correct is working for radiology:
k. Verified new DICOM Correct is working for consults:
I.  Verified Query/Retrieve is working properly:

m. Verified Query/Retrieve for NTP is working correctly:

n. DICOM AE SECURITY MATRIX configuration verified via
HDIG Summary Logs:

HDIG Summary Log viewed for each HDIG:

L T ©

ImagingExchangeWebApp.log reviewed for each server?

-

Gateway Inventory worksheet — Post Install completed:
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6. Importer I11 Desktop Client Install
a. User worksheet — Post Install configuration complete:
b. Workstation worksheet — Post Install configuration

complete:

c. Users trained on software:

July 2019 HDIG Installation Guide 80 VistA Imaging



Appendix E DCF Toolkit Enterprise License Request Form

Site Name: (example: Biloxi, MS)
Station Number: (as specified in the STATION NUMBER field 99 of the INSTITUTION file)
Contact Name:
E-mail: . Phone:
# of Previous

Server Name CPUs DCE? Product Serial Number

(Note 1: A CPU chip containing multiple hyper-threaded or multi-core processing elements is counted as a single CPU.) (Note
2: HP Sites - DL360 machines = 1 CPU, DL380 machines = 2CPUs)

(Note 3: Dell Sites - Normally only a single socket (Single socket = 1 CPU) is populated in the imaging servers but it is possible that this is not the case for all Dell systems in VHA. If
you have questions call your DELL sales rep., and provide the service tag # and S/N of the processor/server.
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