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Introduction

This document explains how to install the VistA Imaging Exchange (VIX) service. Please
review the install checklist in Appendix A prior to starting the install and reference
throughout.

Intended Audience

This document is intended for VA staff responsible for managing a local VIX.

This document presumes a working knowledge of the VistA environment, VistA Imaging
components and workflow, and Windows administration.

Terms of Use

The VIX is a component of VistA Imaging and is regulated as a medical device by the
Food and Drug Administration (FDA). Use of the VIX is subject to the following
provisions:

.‘ . The FDA classifies VistA Imaging, and the VIX (as a component of VistA
& Imaging) as a medical device. Unauthorized modifications to VistA Imaging,
including the VIX, such as the installation of unapproved software, will
adulterate the medical device. The use of an adulterated medical device violates
US federal law (21CFR820).

.‘ .. Because software distribution/inventory management tools can install
inappropriate or unapproved software without a local administrator’s
knowledge, sites must exclude the VIX server from such systems.

{

Document Conventions

This document uses the following conventions:
= Controls, options, and button names are shown in Bold.

= A vertical bar is used to separate successive menu choices. For example: “Click
File | Open” means: “Click the File menu; then click the Open option.”

= Keyboard key names are shown in bold and in brackets.
= Sample output is shown in monospace.

= Important or required information is shown in a Note.

= Critical information is indicated by: < !/

MAG*3.0*197 Deployment, Installation, Back-out, and Rollback Plan
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Introduction

Related Information

In addition to this manual, the following document contains information about the VIX:

= VistA Image Exchange (VIX) Viewer Administrator’s Guide

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
November 2018 2
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Installing a New VIX

Installing a New VIX

This section explains how to implement a new VIX. The installation checklist in Appendix
A, VIX Update Checklist, summarizes the process.

Tip: If you are updating an existing VIX, see the Updating an Existing VIX section.

Preparing for a New VIX Installation

Preparing to install a new VIX involves:
e Acquiring Installation Files

o MAG3_0P201_VIX_Setup.msi and SQLEXPRESS X64-

14 0 _1000_169.ZIP found in the VIXSqgliInstaller folder should be copied
to a temporary folder on the desktop. (Download from SFTP site
SOFTWARE folder if required)

o If MAG 3.0%197 VIX has been installed then the SQLexpress .zip file
should have already been installed and came with SQL 2017. If not,
remove any old SQL files from add/remove programs before proceeding
with the install.

o Note: please make sure you had scheduled a down-time of VIX service, it
may take 1-2 hours to complete.

e Selecting and validating the server where the VIX will be installed
e Getting VIX component licenses

e Getting a VIX security certificate

e Port Setting

e Registry Update

e Tomcat User Permissions

Specifics are covered in the following sections.
Setting up VistA

You must install the compatible KIDS package on the VistA system before installing the
VIX server software. For information about how to install the KIDS package, see the
patch description of the patch you are installing.

= If you are implementing a VIX for the first time, the MAG VIX ADMIN key,
introduced in Patch MAG*3.0*83, must be assigned to the VistA accounts of
administrators who need access to the VIX transaction log.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

While it is not required, it is recommended that sites run the MagDexter and
MagKat utilities provided in patch MAG*3.0*98. Doing so populates DICOM
series information for radiology exams acquired before the release of
MAG*3.0*50. See the VistA Imaging Storage Utilities Manual for details.

Selecting and Validating the VIX Server

The server where the VIXis installed must meet the FDA, hardware, and operating
system/environmental requirements specified in the following sections.

FDA Requirements

The VIX is a component of VistA Imaging and is therefore regulated as a medical device
by the Food and Drug Administration (FDA). Use of the VIX is subject to the terms of
use listed in the introduction.

Hardware Requirements

Minimum VIX hardware requirements:

Installation must be done on a 64bit OS machine.

The VIX servers will run on a minimum configuration of 2 CPUs, 4 gigabytes of
RAM, and 200 gigabytes of disk space. However, during previous field testing,
VIX performance was found to be less than optimal with image retrieval taking
several minutes. Because of the slow performance with the minimum
configuration, the following specifications are strongly recommended. If using
minimum configurations, see Figure 2 below.

Strongly Recommended

o 4 CPUs and 8 gigabytes of RAM
A dedicated local drive for the VIX cache
= Strongly Recommended

o 500 gigabytes of disk space

A 1 gigabit Ethernet connection will need to be available for use by the VIX.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

4 Virtual processors
= 4 SCSI Controller
# & Hard Drive
vhapugimmvvin2.vhdx
% DVD Drive
None
@® § Network Adapter
VGC Public
|#_Management

L] Name
VHAPUGIMMVVIX L
- Integration Services
Some services offered
. Chedgont File Location

Cr'\ClusterStorage Production DIC...

4 Smart Paging File Location

C:\ClusterStorage Production DIC...

= Memory

figure options for and ging memory for this virtual

You can
machine.

Spedify the amount of memory that this virtual machine will be started with.
Startup RAM: | 812 w8
Dynamic Memory

You can manage the amount of memory assigned to this virtual machine
dynamically within the specified range.

{] Enable Dynamic Memory

ve

v

Specify the percentage of memory that Hyper-V should try to reserve as a

buffer. Hyper-V uses the percentage and the current demand for memory to
determine an amount of memory for the buffer.

Memory buffer: 27 %

Minimum RAM:
Maximum RAM:

Memory weight
Spedify how to prioritize the avaiabiity of memory for this virtual machine
compared to other virtual machines on this computer.

Hoh

ton - 0

) Spedfying a lower setting for this virtual machine might prevent it from
Mnﬂmommmmnnma\dwﬂemwh

/3, This virtual machine is configured with uniform memory access. Virtual machines
w&mahwmafmmummmmm

Dweommbdowmmfummm
/1, Some settngs cannot be modified because the virtual machine was running

(S

Cncel ||

Figure 1: STRONGLY RECOMMENDED VIX Settings
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Installing a New VIX
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Disable Dynamic Memory to allow non-uniform memory access.

oK Cancel |

]|
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Figure 2: MINIMUM VIX Settings

Port Requirements

On the server where the VIX is installed, verify that ports 343, 443, 8080, 8442, and 8443
are accessible to VA wide area network IP addresses (10.x.X.X).

Operating System and Environment Requirements

The VIX can run on:

= Minimum: Windows Server 2012 R2

e If you are installing on Windows Server 2012 R2
o Verify that .Net 3.5 is enabled. It must be enabled for the VIX install.

o

.Net 4.5 framework should be installed on your server. If it isn’t installed,

the installer will fail. To discover if you have the feature installed it should
be present in “Control Panel\Programs\Programs and Features” as
“Microsoft NET Framework 4.5.x”.

convenience, a copy is placed on the FTP site)

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Getting VIX Component Licenses
Two toolkits used by the VIX require third-party licenses.

Laurel Bridge DCF Toolkit

The Laurel Bridge DICOM Connectivity Framework (DCF) toolkit is a third-party toolKkit
used by the VIX to convert images to and from DICOM format.

The VA has purchased an enterprise-wide license for this toolkit. To request site-specific
serial numbers for this license, do the following:

1. From the server where the VIX is installed, attempt to access the Laurel Bridge
activation code server at https://74.94.63.57. (A login page will display if you can
access the site.)

P If you cannot this access this site, enter a ticket and indicate that your site
NU'g ACL (access control list) needs to be modified to access https://74.94.63.57.

2. Contact the VHAVILBL.icenses@va.gov mail group. They will provide a request
form and instructions for completing the form.

The serial number information provided will ultimately be used to generate an activation
code (this is done during the VIX installation process). The activation code allows the
Laurel Bridge DCF toolkit to be installed and used.

The Laurel Bridge activation code is linked to the hardware of the server where the
toolkit is installed. If you have to replace the licensed server, email the contacts listed
previously to arrange to get the serial number(s) transferred as well.

Aware JPEG2000 Toolkit License

The Aware JPEG2000 toolkit is a third-party toolkit used for DICOM-to-JPEG2000
image conversion by the VIX.

Sites that implement the VIX must purchase a one-time permanent license for the latest
version of the Aware JPEG2000 toolkit from Aware for each server where the VIX is
used

IMPORTANT: Do not install the Aware JPEG2000 toolkit before you run the VIX
installer. The VIX installer installs the version of the Aware JPEG2000 toolkit with
which the VIX has been tested. If you install the Aware JPEG2000 toolkit before running
the VIX installer, this will interfere with the installation process.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Getting a VIX Security Certificate

Each server that hosts the VIX must be issued a security certificate. To get security
certificates, send an e-mail to VHAVIVIXSETUP@VA.GOV and include the following
information:

= Fully Qualified Domain Name (FQDN) of the VIX server name
= Contact information for the primary and backup administrators of the VIX.

Requests will typically be processed within five business days. After the request has been
processed, the security certificate (one per server) will be securely transmitted to the
requesting site POC for install on the site VIX.

Each security certificate received will need to be copied to the local server where the VIX
software is installed. The VIX installation wizard will prompt you for this certificate
during the installation process.

Java Version

Before beginning the install, validate the specific patch description document for the
current version of Java. If the server has a different version of Java than the required
version specified in patch description, please uninstall the application.

Port Setting

Before beginning the install, the port range needs to be set. Follow the steps below: This
step is for enabling MUSE which is not currently supported in JLV (future capability).

1. Start | Search CMD | Open Command Prompt

2. Run the following command: NetSh INT IPV4 SET DynamicPort TCP Start=1025
num=64511

3. Verify the command successfully went through by running the following command:
NetSh INT IPV4 Show DynamicPort TCP

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
February 2019 8



Installing a New VIX

4. If step 2 was successful, results from step 3 should look like:
Protocol tcp Dynamic Port Range
Start Port: 1025

Number of Ports: 64511

5. If results do not look like this, repeat step 2 to ensure there are no typing errors.
Registry Update

Before beginning the install, the client TCP/IP socket connection timeout value must be
adjusted to be between 30 and 240.

1. Start | Search regedit | Open Registry Editor

2. Browse to the following key in the registry and select:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
3. Search for the following registry value: TcpTimedWaitDelay.

If this value is not there, click on the Edit menu, click New, DWORD Value, and then
add “TcpTimedWaitDelay” to reduce the length of time that a connection stays in the
TIME_WAIT state when the connection is being closed. While a connection is in the

TIME_WAIT state, the socket pair cannot be reused:

4. Right click on the “TcpTimedWaitDelay” registry value and click “’Modify”. Then
click “Decimal” and ensure the value is between 30 and 240.

5. Close Registry Editor.
Tomcat User Permissions

Due to the VA group policy restriction or rules, there is an issue found while the
VIX installer wizard is setting file system access rules - i.e.: ...error denying
access to apachetomcat account to c:\...

If it occurs, please check/verify the Access control of VIX service account
[apachetomcat] for the following folders, must have the Modify & Write access
rights (Allow access must be checked) -

* C:\Program Files\Apache Software Foundation\Tomcat 8.0\

* C:\Program Files\java\Jre...

* C:\DCF_Run Time_x64

* C:\Vixconfig

Right-click on the Folder, select 'Properties’ - 'Security' - 'Edit’

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Otherwise, the Tomcat8 or VIX service(s) may experience some start-up, or slowness
ISsues.

Click Uninstall button to remove existing VIX web applications.

The ApacheTomcat service (Tomcat8) is Running
Stopping ApacheTomcat service.

Uninstall version 30..

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Specify the VA site the VIX will service.
Specify the VA site number for this VIX then click the Lookup Server Addresses button.

Site Number: |ELS | Lookup Server Addresses |

VistA Server Name: lvista.kansas-city.med.va.gov |

VistA Server Port:

VIX Server Name: [VHATOPIMMVV01.v15.med.va.gov |

VIX Server Port:

New VIX Installation — Standalone Server

Use the following steps to install a VIX on a standalone server for the first time.
Installation should take less than 30 minutes if all preparation steps in previous sections
are complete.

Note  Only perform the steps in this section if you are installing the VIX on a single
server.

Preparing Passwords, Activating Components, and Staging Files

Before starting the VIX installation process on a standalone server, do the following:

Verify that .NET 3.5 featuresand .NET 4.5 features are enabled. If Windows needs to
download files, accept.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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e Add Roles and Features Wizard M

AR DESTINATION SERVER
eatures B73VSTWIN-T
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< m >
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2. Prepare a password to be used for the Apache Tomcat administrator account that will
be created as part of the VIX installation process.

= This account will be rarely used; it only needs to be secured properly.
= The password is case-sensitive and only alphanumeric characters are allowed.

3. Prepare a password for the Windows account that will be created as part of the VIX
installation process.

= This Windows account, which will be named “apachetomcat” when it is created
by the VIX installer, is used to run the VIX in the Tomcat environment. This
account is limited to only the functions it needs to run the VIX.

= The password is case sensitive, must contain at least eight characters, and must
contain at least one capital letter and one number.

4. Set up aservice account in VistA for ROI periodic processing with the MAG DICOM
VISA secondary menu option and the OR CPRS GUI CHART secondary menu
option. The service account may be the same service account as the one the DICOM
Gateway and the HDIG use. The credentials are required for the VIX to process ROI
disclosure requests periodically, in the background and to purge completed requests.

5. Determine the email address or addresses for notification about invalid ROI periodic
processing credentials. The VIX will send an email notification to the email address
or addresses, if the ROI periodic processing credentials are invalid or have expired.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

You must specify this address when you install the VIX. You can set up a new email
account for this purpose or use an existing one.

6. Copy the VIX security certificate to the primary drive (usually the C drive) of the
server where the VIX will be installed.

7. To minimize downtime and speed up the P201 VIX installation, stop the following
VIX services first: (if these are already present on new VIX server).

For Server 2012 R2 (Server Manager — Tools — Component Services — Services (Local),
or Task Manager — Services — Open Services)

= Apache Tomcat

=  SQL Server (SQLEXPRESS), SQL Server CEIP (SQLEXPRESS), SQL Server
V/SS Writer

= Listener Tool
= VIX Render Service
=  VIX Viewer Service

Always use the Window ‘Task Manager’ to monitor the processing tasks as needed.
Standalone Server Installation

VIX installation involves running two processes back-to-back. The first short process
installs the VIX Installation Wizard. The second, longer process involves using the VIX
Installation Wizard to install the actual VIX.

Note: These steps presume that you have already obtained a serial number for the Laurel
Bridge DCF toolkit. These steps also presume the VIX can access the Laurel Bridge
license server via the internet.

To install the VIX on a standalone server
1. Use an administrator-level account to log on to the standalone server where the VIX
will be installed.

2. Copy the latest VIX installer (MAG3_0P201 VIX_Setup.msi) and the
VIXSqglinstaller folder SQLEXPRESS X64-14 0 _1000_169.ZIP) to a temporary
folder on the desktop.

3. Do the following to prepare the VIX Installation Wizard:
a. Double-click the VIX set-up MAG3 0P<number> VIX Setup.msi file.
a. When the Welcome page displays, click Next.
b. When the Confirm Installation page displays, click Next.

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
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c. When the Installation Complete screen displays, click Close.

Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service
Wizard.

Run selected program as administrator.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo... Magnifier

. SQL Server 2014 Management S... VIX Builder 2013 GUI Narrator

SQL Server 2014 Profiler VIX Service |pstallationNizard o On-Screen Keyboard
Pin to Start
= P kb
' SQL Server 2014 Project Convers... intotasihar
Uninstall
Open new window

SQL Server 2014 Reporting Servi... Calculator Administrative Tools

Run as administrator
Run as different user
Notepad Open file location Command Prompt

When the Welcome page for the VIX installation wizard displays, click Next.

In the Site Number field of the Specify the VA site... page, enter the STATION
NUMBER (field (#99) in the INSTITUTION file (#4)) of your site. Then, click
Lookup Server Addresses.

Verify that the site-related information retrieved by the lookup is correct. Then, click
Next.

Note: The VIX server hostname will be blank and the port number will be 0; these
values are populated automatically once the VIX is registered with the VistA site
service.

When the Install the VIX Prerequisites page displays, verify that the icons for the first
two items on the page arei@

= <account> has Administrator role — This line will indicate if an administrative
account is being used. If not, cancel the installation and restart it using a Windows
administrator account.

= Current operating system — This line will indicate if the proper operating system
is present. If a non-supported operating system is identified, the installation
cannot continue.

On the same page, check the line that indicates the state of the Java Runtime
environment. If ] is shown, do the following:
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Click Install.

Wait until the status icon the Java Runtime Environment changes to & . (This
install of Java will take longer than previous versions and may take several
minutes to complete)

11. On the same page, check the line that indicates the state of the Apache Tomcat
installation. If 3 is shown, do the following:

a.
b.

C.

Click Install.

In the dialog box that displays, enter and confirm the Apache Tomcat password
that you prepared as described in Preparing Passwords, Activating Components,
and Staging Files previously. Then, click OK.

Wait until the status icon for Apache Tomcat changes to & . (This install of
Tomcat will take longer than previous versions and may take several minutes to
complete)

12. On the same page, check the line that indicates the state of the Laurel Bridge toolKit.
If 3 is shown, do the following:

a.

Click the Install button next to the Laurel Bridge item. After a brief delay, the
Activate DCF License window will open.

Tip: The Network Activation tab will be selected automatically, and about half of
the boxes in the window will be pre-populated.

Enter all of the following information in the Network Activation tab:

Note: The Activate button will be disabled if any of the following boxes are left
blank.

» Product Serial Number — the new Laurel Bridge DCF serial number (include
dashes).

= Site — the name of your site.
= CPUs —the number of CPUs on the server hosting the VIX.

= Contact name and Contact email — the administrator of your local VistA
Imaging system.

Near the bottom of the window, click Activate. After a brief delay, the Status
box will display a green “Success” message.

Click Exit with success. The Activate DCF License window will close and the
updated Laurel Bridge toolkit will be installed (installation will only take a second
or two).
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13. On the same page, check the line that indicates the state of the service account. If ]

is shown, do the following:

a. Click Create.

b. In the dialog box that displays, enter the Windows service account password that
you prepared Preparing Passwords, Activating Components, and Staging Files

previously. Then, click OK.

c. Wait until the status icon for the service account changes to &2 .

14. On the same page, check the line that indicates the state of VIX security certificate. If

3 is shown, do the following:
a. Click Install.
b. In the dialog box that displays, click Select.

c. Specify the location of the security certificate setup file received from the national

VistA Imaging team. Then, click OK.

15. Check the line that indicates VIX/Viewer Render Services. If 1 is shown, do the

following.

a. Click Install

& VHA15\vhatopia has the Administrator role.

& Current operating system is Windows 2012.

Install & The Java Runtime Environment version 8.0_171 is installed.
Install & Apache Tomcatversion 8.0.52 is installed.

Install & The Laurel Bridge DICOM toolkit is installed.

Create & The service account has been configured.

Install & The VIX security certificate is installed.

E3 The VIX Viewer/Render Services are not installed.
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b. Click Configure Viewer/Render
» VIX Viewer/Render Info Dialog [- =T
Vix Viewer Senvice
4 Viewer Service [Port:343)
Poat Nurber 343
Use TLS False
Trusted Giert Pot
Compress images False
4 Rages;dexznwe [Port:9901)
Port Number 9901
Use TLS False
4 See Service [hitp:/Aocaihost :8080]
Host Name localhost
Port Number 8080
Use TLS False
4 VIX Service Ihitn:/Aocaihost ‘8080]
::::‘Et\mmm
Use TL
+ Dusbwe RO
e
& vaeaw»\qe:omx 2
Maamuen Cache Size (MB) 1024
Purge Times 00:00
Enabled True
Image Cache Directory
Image Cache Dvectory
Conigure Viewse/Render oK | Cancel
c. Verify the following settings:
(1) Verify the viewer port is set to 343.
(2) Verify Site Service host name is set to localhost.
(3) Verify Site Service port is set to 8080.
(4) Verify VIX Service host name is set to localhost.
(5) Verify instance name is .\ SQLEXPRESS
d. Edit image cache directory drive to the dedicated VIX cache drive. (For example,
"E:\VIXRenderCache")
e. |If setting values were modified click the Save Configuration button in the top
right corner.
f. Click OK
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g.

If prompted to install the SQL server, click OK and select the

Installing a New VIX

SQLEXPRESS _X64-14 0_1000_169.ZIP file from the “VIXSqllnstaller” folder
in the temporary folder on the desktop. (Depending on your system, this step may

take up to twenty m

‘ VixSalinstaller [=T= ]
KN - o
T » ViSqlinstaller »
Favorites
B Desktop previoussals
|8 Download ver12
Recent pla L SQLExpress_x64-14.0.1000.169
SSMS-Setup-ENU
W This PC
S N,
SQL Server 2017 Setun
Installation Progress
Install Setup Files
It P Eem————————=

Install_sql_toals Cpusid_Action : Wiite Mativelmage 4. Generating Mative Images

Mest > Cancel Help

16. In the Install the VIX Prerequisites page, confirm that all the icons are & . Then,

click Next.

17. In the Specify the location page, select the drive where you want the VIX
configuration files to reside. Then, click Create.

for the VIX cache.
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18. In the same page, select the drive where the VIX cache will be located. Then, click
Create.

19. Click Next.

e Select the “C:\” drive for VixConfig folder and the appropriate VIXCache drive for
your site (E: is shown in the example below). Click each Create button to create the
folders.

Specify the location of the VIX cache and configuration folders.
The VIX cache and configuration drives have been configured. Click Next to continue.
Specify the local drive for the VIX Configuration files
|C:\- Windows 2012R2 v| [cAvixConfig | Create
Specify the local drive for the VIX Cache
[E\- VIX_CACHE v| |E\VixCache & Bt
|
Space Available on selected drive (GB) ’485 ]
<Back || Net> | | Cancel
e Click Next.

¢ In the Specify the Release of Information (ROI) Configuration, do the following:

= Specify the access and verify codes for the account with the ROI periodic
processing credentials. The VIX uses this account for periodic processing of ROI
disclosure requests. The account must be valid VistA credentials with the DICOM
VISA [MAG DICOM VISA] secondary menu option and the CPRSChart version
1.0.31.116 [OR CPRS GUI CHART] secondary menu option. The credentials can
be the credentials of the same service account that the DICOM Gateway and the
HDIG use.
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= Specify the email address that gets notifications for invalid ROI periodic
processing credentials. The VIX sends an email notification to the address or
addresses specified in this field if the ROI periodic processing credentials are
expired or invalid. You can enter several addresses, separated by a comma.

VIX Service Installation Wizard 30.201.9.6250

Specify the Release of Information (ROI) configuration.

The ROl configuration has been specified. Click Next to continue.

Specify the VIXROI service account

Access: sssssnee
Verify: ssssee

Confirm Verify: sssses

In case of error, send email notifications to (comma separated):
user2@va.gov
For example: userl@va.gov, user2@va.gov

< Back

I

Mext = ]

| Cancel

e Click Vvalidate.

The VIX installation program checks the information. If it detects an error, it displays
a tooltip with information about the error. When it validates the configuration, Next

becomes available.

e Inthe Configure Local DoD connection page, do one of the following:
= |f your site has no local network connection to a DoD facility, click Next (this

will be the case at most VA sites)

= If your site has a local network connection to a DoD facility, enter connection
information for the DoD’s PACS Integrator server. After entering the connection
information, click Validate to test the connection. Then, click Next.
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Configure local DoD connection for images

No connection specified. Click the Next button to continue.

[] Configure Local DoD connection
DoD Server IP Address: :
DoD Server Port:

DoD Site

Username:

Password:

Confirm Password: Validate

< Back ||Nu§__‘ Cancel

e On the Install the VIX page, click Install. (The information in this page is saved in
C:\Program Files (x86)\VistA\Imaging\VixInstaller for future reference or

troubleshooting.) This will start the installation process. It will also start the Tomcat
and Viewer/Render services.
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Install the VIX_
Click Install to begin.

Installing a New VIX

Unregister file C:/VixConfig\RONexe\igD
Unregister file C:/VixConfig\ROl\exe\igD
Unregister file C:/VixConfig\RONexe\igE!

ISPLAY16a.0cx: Success
LGS16a.0cx: Success
FFECTS16a.0cx: Success

Unregister file C:Nb(Conﬁg\ROI\exe\igFj

DRMATS16a.0cx: Success

Unregister file C:/VixConfig\ROl\exe\igguidig16a.dll : Success

Unregister file C:/VixConfig\ROl\exe\igguiwin16a.dll : Success
Unregister file C:/VixConfig\RONexe\igJPEG2K16a.0ocx: Success
Unregister file C:/VixConfig\ROl\exe\igLZW16a.ocx : Success
Unregister file C:/VixConfig\RONexe\igMED 16a.0cx : Success
Unregister file C:/VixConfig\RONexe\igMULTIMEDIA16a.0cx : Success
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Install the VIX
Click Install to begin.

-Dlog4j.configurationFile=file:/C:/VixConfig/log4j2 xml A
-Daxis.ClientConfigFile=C:/VixConfig/client-config.wsdd
Starting the Tomcat8 service.

The Tomcat8 service has been started.

Starting Image Viewer service.

The Image Viewer service is Running

Starting Image Render service.

The Image Render service is Running

Starting Listener Tool service.

The Listener Tool service is Running

Install

Back Cancel

e When installation is complete, click Finish to exit the wizard.

e The VIX will start automatically, but cannot be used until it is activated and
registered with the VistA Site Service. See the next section for details.

Verifying Installation Is Complete

After you have run the VIX Installation Wizard, verify that your installation is complete.
Follow these steps:

1. Go to the VIX homepage: http://<FQDN of VIX server>:8080/

2. The current version is listed in the format XX.XXX.X.X. The first two digits
represent Version 3.0 of the VistA Imaging system and do not change. The next three

MAG*3.0*201 Deployment, Installation, Back-out, and Rollback Plan
February 2019 23



Installing a New VIX

digits are the number of the latest patch that has affected the VIX. This patch number
should match the number of the VIX component you have most recently installed.

| ] L] I
WISA Version b
L C'  [7 localhost:508

VISA Version

Welcome to the VISA Service, your current version is
30.201.9.6250

3. Verify VIX viewer and VIX render services are running.

Remote Desktop Services N‘_ame - I Description | Status I Startup Type :]
&k Task Scheduler Enables a...  Started Automatic
Stop the service {CLTCP{IP NetBIOS He... Providess... Started Automatic
Restart the service Lk Telephony Provides T... Manual
~."_\.'/;Thread Ordering Se... Provides or... Manual
Description: ). TPM Base Services Enables ac... Automatic
Allows users to connect interactively to a & | jpp pevice Host Allows UPR... Disabled
remote computer. Remote Desktop and - F 3 A g z
Remote Desktop Session Host Server & User Profile Service This servic...  Started Automatic
depend on this service. To prevent ikl DSk, Bl nual
remote use of this computer, clear the ‘CLVIX Render Service Started \utomatic
checkhoxes on the Remote tab of the ‘R VIX Viewer Service Started utomatic
System properties control panel item. b~ g "
- stomatic
»5:;?; YMware Physical Di... Enables su... Started Automatic
Q VYMware Snapshot ...  VMware Sn... Manual
»5,;7; YMware Tools Provides s...  Started Automatic
.’,( Yolume Shadow Copy  Manages a... Manual
».‘,\"'; Windows Audio Manages a... Manual J
-5:;’; windows Audio End... Manages a... Manual
C)-Windows Color Sys... The WesPl... Manual
‘Ll wWindows Driver Fo... Creates an... Manual ¥
41 | >
Extended A Standard /
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4. Verify the listener tool is running.

i= Hm » e nn

[ sewicestocr

ListenerTool Name - Description Status Startup Type Log On As

) \‘z} Hyper-V Remote Desktop Vi.. Provides a pl... Manual (Trigg.. Local System
m:hs:x:“ &)‘ Hyper-V Time Synchronizati.. Synchronize.. Manual (Trigg.. Local Service
Q Hyper-V Volume Shadow Co.. Coordinates ... Manual (Trigg.. Local System

1G4 IKE and AuthlP IPsec Keying .. The IKEEXT s... Manual (Trigg.. Local System

Q‘ Infrared monitor service Detects othe.. Manual Local System

\‘J} Interactive Services Detection ~ Enables user.. Manual Local System

@,Inlemet Connection Sharing.. Provides net.. Disabled Local System

\9} Intuit QuickBooks FCS Manual Local System

&), IP Helper Provides tun.. Running  Automatic Local System

\9), IP Translation Configuration .. Configures a.. Manual (Trigg..  Local System

18k IPsec Policy Agent Internet Prot.. Running ~ Manual (Trigg.. Network Se..

\9} ISCAgent InterSystems... Manual Local System

0& KtmRm for Distributed Trans.. Coordinates ... Manual (Trigg.. Network Se..

L')a Link-Layer Topology Discove.. Creates a Ne.. Manual Local Service

I Running  Automatic

@) Local Session Manager Core Windo.. Running  Automatic Local System

02, LPA Service This service .. Manual (Trigg.. Local Service

\92. MemeoBackgroundService ~ Manages ba.. Running  Automatic Local System

@}, Message Queuing Providesam.. Running  Automatic Network Se...

»‘3}‘ MessagingService_67e74 Service supp... Manual (Trigg.. Local System

16 Microsoft (R) Diagnostics Hu.. Diagnostics .. Manual Local System

18 Microsoft Account Sian-in A..  Enables user.. Manual (Triqq.. Local System

Extended ){ Standard /

5. Verify that you have 10 Hydra IX and 10 Hydra VistA Worker threads running:

File Options View
Processes | P e I Users I Details I Services |
- 44% 28%
Name | Status | CPU | Memory |
[57] Host Process for Windows Tasks 0% 5.3 MB |~
[57 Hydra.IX.Processor 0% 21.9ME
[E7] Hydra.IX.Processor Monitor for 10 32.4MB ||
[ Hydra.IX.Processor Hydra.X.Processor threads 282 MB
[m7] Hydra.X.Processor 0% 427 MB =
[®7 Hydra.IX.Processor 0% 33.3ME L
[=7 Hydra.X.Processor 0% 39.6 MB
[®7 Hydra.IX.Processor 0% 1163 ME
[=7 Hydra.X.Processor 0% 25.8 MB
[®7 Hydra.IX.Processor 0% 31.6 ME
[=7 Hydra.lX.Processor 0% 24.6 MB
[T Ty draVistAWerker | 06 seME
[ Hydra.VistAWorker Monit_or for 10 0% 5.6 MB
[E7] Hydra.VistA.Worker Hydra.VistA.Worker 0% 7.3 MB
threads
[m7] Hydra.VistA. Worker 0% 7.5 MB
[87 Hydra.VistA.Worker 0% 7.1 ME
[m7] Hydra.VistA. Worker 0% 7.5 MB
[877 Hydra.VistA.Worker 0% 8.2 ME
[m7] Hydra.VistA. Worker 0% 7.3 MB
[877 Hydra.VistA.Worker 0% 7.6 ME
[m7] Hydra.VistA. Worker 0% 5.6 MB
b [87 IBM BioFix Aaent (32 bitl 0.5% 1.0 ME [~
(%) Fewer details
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Activating a New VIX

After the VIX is installed, it will be inactive until it is registered with the VistA Site
Service. Clinical Display workstations and VistARad workstations use the site service to
determine if local and remote VIX servers are available.

After the VIX is registered in the site service, the VIX will begin to be actively used, both
by clinicians at your site as well as by remote VA sites for access to locally stored
images.

Note: Do not register the VIX with the site service until after it is installed. Registering
the VIX before it is installed will cause errors and timeout issues for Clinical Display
users.

To register the VIX

1. Gather the following information:
Primary contact name, phone, and email:
Backup contact name, phone, and email:
Site name:

STATION NUMBER (field #99) from INSTITUTION file (#4):
Network Name defined for Imaging Resources group.

2. Enter a National ticket to Clin 3 for site service update.
= Paste the lines in the preceding step into the ticket.
= Include “Add VIX server to Site Service database”

3. You will be notified, typically within five business days, when the site service
registration is complete.

4. See Verifying VIX Operations
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Updating an Existing VIX

This chapter explains how to update an existing VIX server. An installation checklist that
summarizes this process can be found in Appendix A, VIX Update Checklist.

Preparing for a VIX Update

Preparing for a VIX update involves:
e Acquiring Installation Files

O MAG3 0P201 VIX Setup.msi and SQLEXPRESS X64-14 0 1000 169.ZIP
found in the vixsqlinstaller folder Should be copied to a temporary
folder on the desktop.

o Copythe MAG3_0P185_VIX_Setup.msi (or P177) for the backup plan if
it is not already on the same VX server.

o Note: please ensure down time has been scheduled to install the VIX
service. The installation may take 1-2 hours to complete.

e Verify the MAG*3.0*201 VistA KIDs package has been installed.

e Schedule 1 — 2 hours for the downtime and notify users of the impact of the VIX
update.

e Tip: Aware licenses (used for DICOM-to-JPEG2000 conversion on the VIX)
established for older VIX systems will automatically carry over to new VIX
systems.

e Tip: VIX-specific account passwords and security key assignments established for
older VIX systems will automatically carry over to new VIX systems.

e Port Setting

e Registry Update

e Uninstall Prior Version of SQL (If older than current patch version)
e Stop VIX Services (Apache Tomcat, VIXViewer, and VIXRender)

e Check Tomcat Permissions (Ensure the Apache Tomcat account is in the local
users group. If it does not exist, add it.)

Hardware Requirements

Minimum VIX hardware requirements:
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= |Installation must be done on a 64bit OS machine.

= The VIX servers will run on a minimum configuration of 2 CPUs, 4 gigabytes of
RAM, and 200 gigabytes of disk space. However, during previous field testing,
VIX performance was found to be less than optimal with image retrieval taking
several minutes. Because of the slow performance with the minimum
configuration, the following specifications are strongly recommended. If using
minimum configurations, see Figure 2 below.

= Strongly Recommended
o 4 CPUs and 8 gigabytes of RAM
= A dedicated local drive for the VIX cache
= Strongly Recommended
o 500 gigabytes of disk space

= A1 gigabit Ethernet connection will need to be available for use by the VIX.

‘3 Settings for VHAPUGIMMVVIXT on VHAPUGIMMVGC3 [=T= |
|2 Hardware . Memory Ce
¥ Add Hardware
You can configure options for assigning and managing memory for this virtual

N Firmware

Spedify the amount of memory that this virtual machine will be started with.
s192M8 Startup RAM: 3152| M8

@ Processor

processo Dynamic Memory
= % SCSI Controler You can manage the amount of memory assigned to this virtual machine
@ (s Hard Drive dynamically within the specified range.
£ % DVD Drive :
# § Network Adapter e
Maxamum RAM: 1048576| M8

R Management

Specify the percentage of memory that Hyper-V should try to reserve as a
(L] Name _— buffer. Hyper-V uses the percentage and the current demand for memory to
1 VVIX determine an amount of memory for the buffer,

L

Y- Integration Services

es offe Memory buffer: 2 %
3.1 Chedpont File Location
Cr\ClusterStorage Production_DIC Memory weight
o Sff\aff"m Fie Location " Specify how to prioritize the avalabiity of memory for this virtual machine
terStorage Product [ compared to other virtual machines on this computer.
{® Automatic Start Action oo
3 Low {} High

{® Automatic Stop Action
e ) Specfying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and avadable memory is
low.

{3, This virtual machine is configured with uniform memory access. Virtual machines
configured with a large amount of memory or many virtual processors can often
benefit from non-uniform memory access.

Disable Dynamic Memory to allow non-uniform memory access.

{3, Some settings cannot be modified because the virtual machine was running v

ok || cwem |

Figure 3: STRONGLY RECOMMENDED VIX Settings
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HE Settings for VIX TEST on VHAPUGIMMVGC1 =110 |
[wix TesT v| 4 G t
R Hardware . Memory *

¥ Add Hardware 3

[ S—— You can configure options for assigning and managing memory for this virtual machine.
Boot from F Specify the amount of memory that this virtual machine will be started with,

— Memory tartup RAM: [ 4096 3
==

+ [ Processor Dynamic Memory it
- gebbsn You can manage the amount of memory assigned to this virtual machine r
= B SCsI Controler dynamically within the specfied range,
* Hard Drivi
e e ) [¥] Enable Dynamic Memory ,
€4 0 rve Minimum RAM: [ 512] Ve u
# § Network Adapter Maximum RAM: [ 1048576 v8 v
X Management Speify the percentage of memory that Hyper-¥ should try to reserve as a buffer. pt
Hyper-V uses the percentage and the current demand for memory to determine an b
L] Name . amount of memory for the buffer,
7~ Integration Services Memory buffer: 205 % P
Some ses offered D
3l cw'“m"“’m X ) Memory weight r
2 aan Specify how to prioritize the avalabiity of memory for this virtual machine
.‘.‘Smut"kaLocaybon = compared to other virtual machines on this computer, .
[P Automatic Start Action Low 0 Hgh
f_i AgtomachtooAcbon 0 Spedifying a lower setting for this virtual machine might prevent it from

starting when other virtual machines are running and available memory is low.

{3, This virtual machine is configured with uniform memory access. Virtual machines
configured with a large amount of memory or many virtual processors can often
benefit from non-uniform memory access.

Disable Dynamic Memory to allow non-uniform memory access.

W= Mo s o D

o« || conce

Figure 4: MINIMUM VIX Settings

VistA Software Dependencies

The VIX server software requires that a compatible Imaging KIDS package be installed
on VistA. For details about the compatible KIDS package and installing it, see the patch
description of the specific patch.

Scheduling Downtime and Impact of a VIX Update

You will need to schedule downtime with appropriate personnel for the duration of the
VIX installation.

Note: If a VIX is installed on a standalone (dedicated) server, the DICOM image
acquisition is not impacted and can continue.

While the VIX server is being updated, VIX assisted functions will not be available.
The following table summarizes how a VIX outage will affect clinicians:
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Clinical Group Impact
Local Clinical DoD images will not be accessible for the duration of the VIX
Display users shutdown.

Remote VA images may be temporarily inaccessible. Clinical Display
will attempt to revert to pre-VIX remote image views, but users may
have to disconnect from and reconnect to remote sites, or in some
cases, restart Clinical Display.

Clinicians may notice longer retrieval times for remote images for the
duration of the VIX shutdown.

After the VIX is restarted, restart Clinical Display to make sure that
Clinical Display is no longer using pre-VIX remote image views for
remote sites.

Local VistARad Remote exam data and monitored exam lists will not be available. For
users additional information, refer to the documentation for VistARad.

Remote VA or DoD Remote clinicians may experience transitory application errors if the
clinicians requesting | VIX is shut down while it is in the middle of processing a request; the
your site’s images clinician may have to repeat the request.

Remote VA clinicians issuing new requests may notice longer retrieval
times for the duration of the VIX shutdown.

Remote DoD clinicians will not be able to retrieve locally stored
images for the duration of the VIX shutdown.

Local DICOM The DICOM importer client will be unable to log into VistA and process
Importer users imports for the duration that the VIX is down.

VIX image Clinical users of JLV will not be able to access images or artifacts
viewer/JLV users using the VIX image viewer.

Java Version

Before beginning the install, validate the specific patch description document for the
current version of Java. If the server has a different version of Java than the required
version specified in patch description, please uninstall the application.

For example: P201 is using Java 8 Update: 1.80 171

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

Organize - S ]
Mame - Publisher Installed On Size Version -~
5 1E MomadBranch x64 1E 11./30/2017 324 MB  6.1.700
o Active Directory Authentication Library for SQL Server Microsoft Corporation 10/16/2018 1.78 MB 14.0.1000.169
ApacheTomcat 8.0 Tomcatd (remove only) The Apache Software Foundation 1171872018 8.0.52 =
|2 Browser for S0OL Server 2017 Microsoft Corporation 1171572018 15.9 MB  14.0.1000.169
=) IBM BigFix Client IBM Corp. 6/5/2018 282 MB  9.5.9.62
| £/ Java & Update 171 (84-bit) Oracle Corporation 111772018 113 MB 2.0.1710011
T CET ROTTIRISIIaTar Pt eTa Solution TMcrosoTt Lorporation TO 1372016 TIO KRB 200
[N - . e e P fmnam e
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Port Setting

Before beginning the install, the port range needs to be set. Follow the steps below:
1. Start | Search CMD | Open Command Prompt

2. Run the following command: NetSh INT IPV4 SET DynamicPort TCP Start=1025
num=64511

3. Verify the command successfully went through by running the following command:
NetSh INT IPV4 Show DynamicPort TCP

4. If step 2 was successful, results from step 3 should look like:

Protocol tcp Dynamic Port Range

Start Port: 1025
Number of Ports: 64511
5. If results do not look like this, repeat step 2 to ensure there are no typing errors.

= This step is for enabling MUSE which is not currently supported in JLV (future
capability).

Registry Update

Before beginning the install, the client TCP/IP socket connection timeout value must be
adjusted to be between 30 and 240.

1. Start | Search regedit | Open Registry Editor

2. Browse to the following key in the registry and select:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
3. Search for the following registry value: TcpTimedWaitDelay.

If this value is not there, click on the Edit menu, click New, DWORD Value, and then
add “TcpTimedWaitDelay” to reduce the length of time that a connection stays in the
TIME_WAIT state when the connection is being closed. While a connection is in the

TIME_WAIT state, the socket pair cannot be reused:

4. Right click on the “TcpTimedWaitDelay” registry value and click “’Modify”. Then
click “Decimal” and ensure the value is between 30 and 240.

5. Close Registry Editor.
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Uninstall Prior Version of SQL (If older than current patch version)

1. Stop Apachetomcat Service (if already running).

2. Uninstall all or any old MS-SQL programs (Control Panel — Program — Program and

Feature — Uninstall)

Uninstall previous versions of Java.

Remove prior Tomcat software other than Tomcat 8.0 (i.e.: 6.0)

5. Remove/Delete the folder C:\Program Files\Microsoft SQL Server (include data files
if it exists)

6. RESTART the VIX server before proceeding (User MUST restart the server
after uninstalling SQL software).

P ow

For example:

o Programs and Features |L|i-

T l@ » Control Panel » Programs » Programs and Features Y O‘

Search Programs and Features Q@ ’

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

® Turn Windows features on or
off

Organize v = v @
Install a program from the - . = .
hekwork Name Publisher Installed On  Size Versi, A

@ Microsoft Monitoring Agent Microsoft Corporation 11/3/2016 214MB 7.1
|3 Microsoft ODBC Driver 11 for SQL Server Microsoft Corporation 3/30/2018 461 MB  12.0.

|3 Microsoft Report Viewer 2014 Runtime Microsoft Corporation 3/30/2018 257MB 120,

{3 Microsoft SQL Server 2008 R2 Management Objects Microsoft Corporation 3/30/2018 15.3MB  10.51

[ Microsoft SQL Server 2008 Setup Support Files Microsoft Corporation 3/30/2018 389MB  10.3.

|3 Microsoft SQL Server 2012 Native Client Microsoft Corporation 3/30/2018 7.22MB  11.04

[Z Microsoft SQL Server 2014 (64-bit) Microsoft Corporation 8/10/2018 =

|3 Microsoft SOL Server 2014 Policies Microsoft Corporation 3/30/2018 1.00MB 1204

|3 Microsoft SQL Server 2014 Setup (English) Microsoft Corporation 3/30/2018 50.7MB 12.0.

{3 Microsoft SQL Server 2014 Transact-SQL Compiler Ser... Microsoft Corperation 3/30/2018 141MB 12,04

1 Mi - i i i 3/30/2018 6.18MB 12.0.

|3 Microsoft SQL Server System CLR Types Microsoft Corporation 3/30/2018 253MB 10.51

[d Microsoft System CLR Types for SOL Server 2014 Microsoft Corporation 3/30/2018 6.80 MB  12.0.

[#] Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 9/27/2016 484MB 806
[=7 Microsoft Visual C++ 2005 Redistributable (x64) Microsoft Corporation 9/27/2016 710MB  8.0.5
[ Microsoft Visual C++ 2005 Redistributable (x64) Microsoft Corporation 9/27/2016 6.83MB 8.067
o o e - . R, ‘ Ty
—— Currently installed programs Total size:  2.69 GB
|>’ 4 48 programs installed
4

Stop VIX Services (Apache Tomcat, VIX Viewer, and VIXRender) before P201 VIX
upgrade

To speed up the installation process, please stop the following services:
For Server 2012 R2 (Server Manager — Tools — Component Services — Services (Local),
or Task Manager — Services — Open Services)

o Apache Tomcat
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o Listener Tool
o VIX Render
o VIXViewer

Updating an Existing VIX

Help

B runn

-

VIX Viewer Service ine

Thread Ordering Server
Stop the service UPnP Device Host
Restart the service

User Access Logging Service
User Profile Service

VHA Site Service

Virtual Digk

VI Render Service

4 Vhware Alias Manager and ...
£ VMware CAF AMOP Comm.
WMware CAF Management ..
VMware Snapshet Provider
Vhtware Tools

Volume Shadow Copy

Web Server for CACHE

Windows Audic Endpoint B..,
44 Windows Calor System
£ Windows Connection Mana...

Description

Provides ordered execution...
Allows UPnP devices to be ..,
This senvice logs unique cli...
This service is responsible f...
VHA Site Service

Provides management serv...

Status

Punning
Running

Start

Alias Manager and T
Whware Commmﬂual

matic (D..

Vhiware Commen A Pause
Vhiware Snapshat P Resume
Provides support for Restart
Manages and implel

Apache/242 (Windi | Al Tasks
The WinCollect serv. Refresh
Manages audio far\ Properties
Manages audio devi

The WesPluginSert__| TP

Makes automatic connect...  Runnina

Startup Type
Manual
Disabled

Automatic (D..

Automatic
Manuzl
Manuzl
Hutomatic

Log On As
Local Service
Local Service
Local Syste..
Local Syste..
Network 5...
Local Syste...
Local Syste...

“matic

uzl
smatic
uzl
ual
smatic
ual
uzl
ual

Autematic (T...

Local Syste...
Local Syste..
Local Syste...
Local Syste..
Local Syste..
Local Syste..
Local Syste...
Local Syste..,
Lacal Service
Local Syste..
Local Service
Local Service

o Always use the ‘Task Manager’ Window to monitor the processing tasks as needed.

For example: ‘Details’ tab of Task Manager shows all running services, e.g.:
Hydra.VistA.Worker for VIX Viewer, Hydra.IX.Worker for VIX Render, ...etc.
After stopping the service, they will be off the service details Running list.

e Wiewr

Options

Processes

Performance | Users | Details | Services

- 4495 88%% I

Mame Status cPU Permony:

[=7] Host Process for Windows Tasks 0% 5.3 MB ~

[==7 Hydra.lX.Processor 03 21.9 MB

=5 Hydra.X.Processor “Werify 10 Hydra 12X Processor | el

[E7 Hydra.X.Processor threads (for VI Render service) 28.2 MEBE

=7 Hydra.lX.Processor 0% 42.7 MB

=% Hydra.lX.Processor 0% 33.3 MB

[=7 Hydra.lX.Processor 0% 20.6 ME

[=7] Hydra.lX.Processor 0% 116.3 MB

[=7 Hydra.lX.Processor 0% 25.8 MB

[=7 Hydra.lX.Processor 03 31.6 MB

[E7 Hydra.lX.Processor 0% 24.6 MB

= Hydravistanorker 0% 5.6 MB

[=5] Hydra.Vista Worker Werify 10 Hydra VWistA Worker 5.6 MB

[E Hydra.vista Worker threads (for WX Viewer service) ]

[=7] Hydra. VistA Worker 0% 7.9 MB

[=7] Hydra. VistA Worker 0% 7.1 MB

=77 Hydra.VistA. Worker 0% 7.5 MB

[ Hydra.VistAWorker 0% 8.2 MB

=7 Hydra.VistA.Worker 0% 7.2 MB

=7 Hydra.VistA.Worker 0% 7.6 MB

=7 Hydra.VistA. Worker 0% 5.6 MBE
b [=7 B BiaFix Aaent (22 kit) 0.5 11.0 ME. ~
GO Fewer detaiis
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Check Tomcat Permissions (Ensure the Apache Tomcat account is in the local users
group. If it does not exist, add it.)

Due to the VA group policy restriction or rules, there may be an issue found while the
VIX installer wizard is setting file system access rules - i.e.: ...error denying

access to apachetomcat account to c:\... (Ensure the Apache Tomcat account is in the
local users group. If it does not exist, add it.)

If this occurs, please check/verify the Access control of VIX service account
[apachetomcat] for the following folders, must have the Modify & Write access
(Allow access must be checked) -

* C:\Program Files\Apache Software Foundation\Tomcat 8.0\

* C:\Program Files\java\Jre1.8.0 171

* C:\DCF_Run Time_x64 (Check advanced special permissions in the C:\DCF_runtime
x64\ folder with “delete subfolder and file”)

* C:\Vixconfig

Right-click on the Folder, select 'Properties' - 'Security' - "Edit’

Performing a VIX Update — Standalone Server

Use the following steps to update a VIX on a standalone server.

Note: These steps presume that you have already obtained a new Laurel Bridge DCF
toolkit serial number. These steps also presume the VIX can access the Laurel Bridge
license server via the internet.

1. Use an administrator-level account to log on to the standalone server where the VIX
will be installed.

2. Copy the VIX installation files (MAG3 0P201 VIX Setup.msi and
SQLEXPRESS x64-14 0 1000 169.21P (if SQL 2017 is not already present on your
VIX) found in the vixsqglTnstaller folder to a local folder on the server.

3. Go into Control Panel/Programs/Programs and Features and remove prior VIX
Service Installation Wizard.

4. To Install the VIX Installation Wizard, perform the following steps:
a. Double-click the VIX installation file.
b. When the Welcome page displays, click Next.
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c. When the Confirm Installation page displays, click Next.

d. When the Installation Complete screen displays, click Close.

Updating an Existing VIX

5. Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service
Wizard. (Right-click and run as administrator)

6. Run selected program as administrator.

Apps

SQL Server 2014 Installation Cen...

.| SQL Server 2014 Management S...

SQL Server 2014 Profiler

SQL Server 2014 Project Convers.

SQL Server 2014 Reporting Servi...

VistA Imaging Telepathology Wo...
VIX Builder 2013 GUI

VIX Service Igsialia -

Pin to Start

Pin to taskbar

Uninstall

Open new window

Calculator & Run as administrator
Run as different user

Notepad Open file location

Magnifier

Narrator

On-Screen Keyboard

Administrative Tools

Command Prompt

7. When the Welcome page displays, click Next. Then, when you are prompted to do so,
uninstall the pre-existing VIX software. (If it is not already stopped, the wizard will

gracefully stop the VIX service before performing the uninstall.)

8. When the Uninstall is complete message displays near the top of the page, click Next.

VIX Service Installation Wizard 30.201.9.6250

Uninstall complate. Click Meadto continue,

|PresentationStateWeblpp

All web applications have been uninsialled,

Gesl aiirelBridgeNersion: Using DGF_ROOT=C:\DCF_RunTime x4
Installed DCF version is 3.3.40c

(Ged aurs|BridgeVersion: Lsing DCF_ROOT=C:DCF_RunTime_xf4
Inesalled DCF version iz 3.3.40c
|sDeprecatedlaurclBrdgeinstalled: False

Installad Image ViewsdRender Version is 2.2 6852 15051

Failed {0 purge exsting Image Render Datebase.

Fleaze manually purge ViewRznder deiabase

Cannot remove viewer render cache - (direciony: notfound)

Press Naxt fo confnus.
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9. Inthe Site Number field of the Specify the VA Site... page, verify that the Site
Number box shows your STATION NUMBER (field #99) in the INSTITUTION file

(#4).
10. Confirm the connection by clicking Lookup Server Address. Then click Next.
11. In the VIX Prerequisites page:

e Check the line that indicates the state of the Java Runtime environment. If 3 is
shown, do the following:
o Click Install.

o Wait until the status icon the Java Runtime Environment changes to & .
(This install of Java will take longer than previous versions and may take
several minutes to complete)

e Check the line that indicates the state of the Apache Tomcat installation. If 3 is
shown, do the following:

o Click Install.

o Inthe dialog box that displays, enter and confirm the Apache Tomcat
password that you prepared as described in Preparing Passwords,
Activating Components, and Staging Files previously. Then, click OK.

o Wait until the status icon for Apache Tomcat changes to & . (This install
of Tomcat will take longer than previous versions and may take several
minutes to complete)

12. On the same page, check the line that indicates the state of the service account. If (3
is shown, do the following:

o Click Assign.
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VIX Service Installation Wizard 30.201.9.6250

Install
Install
Install
Assign
Install

Install

V]

Installing Apache Tomcat version 8.0.52

This usually takes under a minute to complete.

VHADE\vhafcia has the Administrator role.

Current operating system is Windows 2012.

The Java Runtime Environment version 8.0_171 is installed.

Apache Tomcat version 8.0.52 is installed.

The Laurel Bridge DICOM toolkit is installed.

The service account must be reassigned to the Apache Tomcat service.
The VIX security certificate is installed.

The VIX Viewer/Render Services are not installed.

o If your service user did not change, click Yes. If you need to reassign the
password, click No.

o If you answered No, in the dialog box that displays, enter the Windows
service account password that you prepared Preparing Passwords,
Activating Components, and Staging Files previously. Then, click OK.

o Wait until the status icon for the service account changes to & .
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VIX Service Installation Wizard 30.201.9.6250

Click Creste to create and configure the Tomcat service account You will be prompted to enter a
password for the service account

(-] I%/HAOS\vhamma has the Administrator role.

@ Currentoperating system is Windows 2012

Install & The Java Runtime Environmentversion 8.0_171is installed
Install & Apache Tomcat version 8.0.52 is installed.

Install & The Laurel Bridge DICOM toolkitis installed

Assign @ The senvice account has been configured

Install & The VIX security ceriificate is installed

The VIX Viewer/Render Services are notinstalled.

< Back Next Cancel

13. Check the line that indicates VIX/Viewer Render Services.
a. IfE3is shown, click Install. If & is shown, click Reinstall.

b. Click Configure Viewer/Render

. VIX Viewer/Render Info Dialog [=T= .
Vix Vigwer Service
4 Viewsr Service [Port :343)
o Number 343
e TLS Falso
Trusted Clert Pot
Comprass mages False
Ovemde Hostname
4 Render Service [Port 2901)
Pos Number 9901
ke TLS False
Ste Service Htp /Aocalhost BOS0)
Hott Name locaihost
o Number 8080
e TLS Falso
AX Service it/ Aocalhost - BOS0)
Mot Name
ot Number 80e0
ke TLS False
4 Datatene [ \SQUEXPRESS]
nstance Name \SQ
User Name Sssesssscssssesnssennnne
Pastmerd
4 Soage
T EVDGlenderCache
4 Puge
Mamum Age Dy 2
Maxerem Cache Sae (ME 024
\wpe Times 00.00
Erabied Troe
Image Cache Dwectory
Image Cache Ovectory
Corfigre Viewer Rander oK Cancel

c. Verify the following settings:
1) Verify the viewer port is set to 343.
2) Verify Site Service host name is set to localhost.
3) Verify Site Service port is set to 8080.

4) Verify VIX Service host name is set to localhost.
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5) Verify instance name is .\ SQLEXPRESS

Updating an Existing VIX

d. Edit image cache directory drive to the dedicated VIX cache drive. (For example,
"E:\VIXRenderCache")

e. If setting values were modified click the Save Configuration button in the top
right corner. (The Save Configuration button will not activate unless
configuration changes were actually made)

f. Click OK

g. If prompted to install the SQL server, click OK and select the sorExPrESS x64-
14 0 1000 169.z1p found in the “VIXSqllnstaller” folder in the temporary
folder on the desktop. (Depending on your system, this step may take up to twenty

minutes)

VixSqglinstaller

* » VisSglinstaller »

L SQLExpress x64-14.0.1000.169
SSMS-Setup-ENU

eI

©

SQL Server 2017 Setup

Installation Progress

Install Setup Fies
Installation Progress

Install_sq_tocks Cpuid_Action : Write_ Nativelmage. 64. Generating Native Images
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h. After SQL 2017 install and BEFORE initializing VIX, clean up the VIX Render
Cache folders. For example: If VIX cache is on D: drive \VixCache, select all
VIX cache folders [CTRL A] then Delete [CTRL D]. Do the same with
D:\VIXRenderCache (or your site selected cache drive).

N 3 = | VIXRenderCache

CCCCC

Images

i. Click Next to continue.

J.  Select the “C:\” drive for VixConfig folder and the dedicated VIX cache drive for
VixCache folder. (For example, “E:\VIXCache”) Click each Create button to
confirm and create the folders.

In the Specify the Release of Information (ROI) Configuration, do
the following:

= Specify the access and verify codes for the account with the ROI periodic
processing credentials. The VIX uses this account for periodic processing of ROI
disclosure requests. The account must be valid VistA credentials with the MAG
DICOM VISA secondary menu option and the OR CPRS GUI CHART secondary
menu option. The credentials can be the credentials of the same service account
that the DICOM Gateway and the HDIG use.

= Specify the email address that gets notifications for invalid ROI periodic
processing credentials. The VIX sends an email notification to the address or
addresses specified in this field if the ROI periodic processing credentials are
expired or invalid. You can enter several addresses, separated by a comma.
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VIX Service Installation Wizard 30.201.9.6250

Specify the Release of Information (ROI) configuration.

The ROI configuration has been specified. Click Nextto continue.

Specify the VIXROI service account

Access: sssssnee
Verify: ssssee

Confirm Verify:  esesse

In case of error, send email notifications to (comma separated):
user2@va.gov
For example: userl@va.gov, user2@va.gov

< Back

I

MNeat =

]

| Cancel

14. Click Validate.

The VIX installation program checks the information. If it detects an error, it displays
a tooltip with information about the error. When it validates the configuration, Next

becomes available.

15. In the Configure Local DoD connection page, do one of the following:
= |f your site has no local network connection to a DoD facility, click Next (this

will be the case at most VA sites)

= |f your site has a local network connection to a DoD facility, enter connection
information for the DoD’s PACS Integrator server. After entering the connection
information, click Validate to test the connection. Then, click Next.
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VIX Service Installation Wizard 30.201.9.6250

Configure local DoD connection for images

Mo connection specified. Click the Mext button to continue.

I~ Configue Local Dol sannectian

Dol Server IP Address: I

DaoD Server Fort: I
DoD Site I

Username: I

Fasgzswoard: I

Corfirrm Password: I ‘alidate |

< Back I ext > | Cancel I

16. On the Install the VIX page, click Install. (The information in this page is saved in
C:\Program Files (x86)\VistA\Imaging\VixInstaller for future reference or
troubleshooting.) This will start the installation process. It will also start the Tomcat
and Viewer/Render services.

VIX Service Installation Wizard 30.201.9.6250

Install the YiX.
Click Install to begin.

Install

< Back st Cancel
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17. The VIX will start automatically when installation is complete.

18. Click Finish. The VIX Installation Wizard will close.

VIX Service Installation Wizard 30.201.9.6250

Install the VID{
The VIX has been installed. Click Finish to exit the wizard.

-Dnearline_retrycount=1 ~
-XX.PermSize=128m

XX MaxPermSize=256m

-Djcifs.properies=C:WixConfigfjcifs.properties

-Dlog4j configuration=fileC:NmConfig/logdj.properties

-Daxis ChentConfigFile=C:VixConfig/chent-config wsdd

Starting the TomcatB service.

The Tomcat8 service has been started.

Starting Listener Tool service,

The Listener Tool service is Running

Irestall

19. Confirm Hydra IX and Hydra VistA Worker threads (10 each):
== Task Manager - | o =T

File Options View

Processes |Performance | Users | Details | Services |

- 4495 88%
Mame Status CPU Memory
[ Host Process for Windows Tasks 0% 5.3 MB ~
ydra.X.Processor % .
[ Hydra.lX.P 0% 21.9MB
[=7 Hydra.IX.Processor Monitor for 10 32.4 MB
[=71 Hydra.lX.Processor Hydra X _Processor threads 28.2 MB
Hydra.IX.Processor 0% 42.7 MB =
v =
Hydra.lX.Processor 0% 333 MB
iy
Hydra.lX.Processor 0% 39.6 MB
iy
Hydra.lX.Processor 0% 116.3 MB
== Hy
Hydra.lX.Processor 0% 25.8 MB
=57 Hy
Hydra.lX.Processor 0% 31.6 MB
=57 Hy
Hydra.lX.Processor 0% 24.6 MB
[=1 Hy
ydra. VistA Worker % z
[ Hydra.VistA.Work: 0% 5.6 MB
57 Hydra.VistAWorker Monllfor for 10 0% 5.6 MB
B Fycten VictA Wk Hydra.VistA \Worker . s mE
ra.VistA Worker % g
> threads
[ Hydra.VistA Worker 0% 7.9 MB
[ Hydra.VistA Worker 0% 7.1 MB
=7 Hydra. Vist& Worker 0% 7.5 MB
=7 Hydra. Vist& Worker 0% 8.2 MB
=7 Hydra. Vist& Worker 0% 7.3 MB
[ Hydra.Vista.Worker 0% 7.6 MB
[ Hydra.VistA Worker 0% 5.6 MB
b [®7 IBM BiaFix Aasnt (32 bitl 0.5% 11.0 MB ~
(~) Fewer details End task

20. Continue to Verifying VIX Operations
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Post-installation

McAfee Exclusions

Exclude the following directories using McAfee On Access Scan Properties (Make sure
to exclude subfolders as well):

C:\Program Files\Apache Software Foundation\Tomcat 8.0\logs
C:\Program Files\VistA\Imaging\VIX.Render.Service\log
C:\Program Files\VistA\Imaging\\VVIX.Viewer.Service\log
C:\VixConfig\logs

<cache drive>:\VixCache

<cache drive>:\VVIXRenderCache

Disable jar file scanning as per P197 instructions on folders -
C:\Program Files\Apache Software Foundation\Tomcat 8.0\lib
C:\Program Files\Java\jre1.8.0_171\lib

@rooo0ow

Task Manager - = ']____x Procarzng Statur
s Log (71361
On-Access Scan Properties X e
Pracesies | Scan barsz| Eecharmen | fcora
U @ Specly what fxru to exhads bon scareg
Gerers )
Sedings What el 1o 1oen
- Enchade dribs. fios, ond fobdays |2 =
@ 0 Set Exclusions -
“:‘;l‘m ;):9 Seinct Has, foldars. and dives 13 ba eachded hom scanning
Itam [ Dachads Sutoldas -~
CADvcarel Yax
CVProyan Fies [@51Adpve, Vet il Cocel |
CPwoan Fies 165 1md) Yau o I Al ‘
CiPyogan Flsspachs Sodas . Yar -
CPrayan FlesUael Vet L | B
TP Fled et Ye — =
oDy adifoh Yot L Reow |
CWalache', Yax - 1
CWTFendaCacrel Yes o =T B
« w > b |
-~ - w
bacracas o
X |
% Add Eciusion [t x] [x7
N Whi 30 eechude jd hom canrng
®) [y rexefocebon can nchue widcasds * o 7t
‘E \ | Eo-ue S
M Ao eodade vbidkde 7= CI’
) By S bype foan nchads B 2 pdearct z
A8
| fa |
? By s o —_——
BO00 PR Mirirwre 3% 0 dap | R
T v 7&' |
e
‘Whan 1o ackude v
V‘- 0""‘ PUTIAL PN
¥ Onwite
o | Cocet ek
SR e e L i
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Verifying VIX Operations

After a new VIX is installed and is registered with the Image Exchange Service, Clinical
Display (MAG*3.0*93 or later) and VistARad (MAG*3.0*90 or later) workstations will
automatically start using the VIX.

= Clinical Display will begin sending requests for remote data to the VIX
immediately. No configuration changes are required for Clinical Display to start
using the VIX.

= VistARad will need some local configuration changes to enable some of its VIX-
supported capabilities; refer to the VistARad documentation for details.

Verifying Access to the VIX Transaction Log

VIX administrators can use the VIX transaction log to monitor VIX activities. If the
transaction log can be accessed, the VIX is running.

To access the transaction log, you will need:

= A VistA account that has the MAG VIX ADMIN security key assigned to it
(while the log is a Web page, the VIX uses a VistA account to secure the log).

= Access to http://<FQDN>:8080/Vix/secure/VixLog.jsp
(Where <FQDN?> is either the fully qualified domain name of the server the VIX
is installed on.)

If you cannot access the transaction log, verify that the VIX service is running.

If the VIX is running but you cannot access the transaction log, ensure that port 8080 on
the VIX server is not blocked. Possible culprits of a blocked port include antivirus
firewalls and modifications to ACLs (Access Control Lists).

For detailed information about the contents of the transaction log, refer to the VIX Viewer
Administrator’s Guide.

You can also spot-check individual remote images to see if they were delivered via the
VIX as described in this section.

Spot-checking VIX Image Delivery

1. On the Clinical Display workstation, select a patient with remote images.

2. Ifitis not visible already, display the Abstracts area to display an abstract for one of
the remote images.

3. Right-click the abstract for the remote image and open the Image Information
window.
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4. Inthe Image Information window, check the IEN (Internal Entry Number) value. If
the value starts with “urn”, the remote image was retrieved by the VIX.

5. Go to the VIX homepage: http://<FQDN of VIX server>:8080/

6. The current version is listed in the format XX.XXX.X.X. The first two digits
represent Version 3.0 of the VistA Imaging system and do not change. The next three
digits are the number of the latest patch that has affected the VIX. This patch number
should match the number of the VIX component you have most recently installed.

i " O ) !
[ VIsa Version
« (& localhost @ W

VISA Version

Welcome to the VISA Service, your current version is
30.201.9.6250
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7. Verify VIX Viewer and VIX Render services are running.

Post-installation

Remote Desktop Services _Name =+ | Description | Status | Startup Type 4|
&l Task Scheduler Enablesa... Started Automatic
Stop the service ‘CLTCP/IP NetBIOS He... Providess... Started  Automatic
Restart the service ;‘.‘{’;Telephony Provides T... Manual
Q;Thread Ordering Se... Providesor... Manual
Description: {CLTPM Base Services  Enables ac... Automatic
Allowrs users to connect interactively to a UPnP Device Host Allows UPn... Disabled
remote computer. Remote Desktop and 5 : 3 f Z
Remote Desktop Session Host Server .,E);User Profile Service  This servic...  Started Automatic
depend on this service. To prevent el . i i Brouideego nual
Zi:go \;ies fnt:ﬁse c;:’q:nu;t:zageoafrtt':l: ,}}x;z :.ender Ser\{ice Started .utumat?c
System properties control panel item. b iewer Service Started putomatic
i = % + stomatic
‘Q;VMware Physical Di... Enablessu... Started Automatic
Q;VMware Snapshot ... ¥YMware Sn... Manual
'&};VMware Tools Provides s...  Started Automatic
Yolume Shadow Copy Manages a... Manual
‘Windows Audio Manages a... Manual _I
&l Windows Audio End... Manages a... Manual
’-5:'2 windows Color Sys... The WesPl... Manual
Gk windows Driver Fo... Creates an... Manual _'LI
»
Extended £ Standard /
8. Verify listener tool is running.
ListenerTool Name Description Status Startup Type Log On As
R & Hyper-V Remote Desktop Vi.. Provides a pl. Manual (Trigg-  Local System
;‘—;—EI;:‘:;::::\:“ .Q Hyper-V Time Synchronizati.. Synchronize.. Manual (Trigg.  Local Service
& Hyper-V Volume Shadow Co.. Coordinates .. Manual (Trigg-.  Local System
& IKE and AuthlP IPsec Keying ..  The IKEEXT s... Manual (Trigg.. Local System
s Infrared monitor service Detects othe_. Manual Local System
&k Interactive Services Detection  Enables user.. Manual Local System
&k Internet Connection Sharing.. Provides net.. Disabled Local System
& Intuit QuickBooks FCS Manual Local System
-Q;IP Helper Provides tun. Running  Automatic Local System
& IP Translation Configuration . Configures a.. Manual (Trigg-. Local System
& IPsec Policy Agent Internet Prot..  Running Manual (Trigg. Network Se..
&k ISCAgent InterSystems... Manual Local System
~.Q"; KtmRm for Distributed Trans.. Coordinates .. Manual (Trigg. Network Se..
& Link-Layer Topology Discove.. Creates a Ne_. Manual Local Service
*3 ListenerTool Running  Automatic Local System
{;5 Local Session Manager CoreWindo.. Running  Automatic Local System
& LPA Service This service .. Manual (Trigg-  Local Service
~.',;’; MemeoBackgroundService Manages ba.. Running  Automatic Local System
&k Message Queuing Providesam.. Running  Automatic Network Se..
& MessagingService_67e74 Service supp.-. Manual (Trigg.  Local System
-.Q: Microsoft (R) Diagnostics Hu.. Diagnostics .. Manual Local System
& Microsoft Account Sian-in A Enables user.. Manual (Triqq..  Local System

X Extendedlx_ Standard /

9. If thisis a new installation of the VIX, please go back to Post-Installation Steps.
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Using the VIX Installation Wizard to Reconfigure the VIX

You will need to re-execute the VIX Installation wizard if you need to:

= Change the drive where the VixCache or VixConfig folders are located. It is
recommended that these folders reside on the same shared drive.

= Change the VIX configuration to use a different local VistA host name or port
number.

Using the VIX Installation wizard is broadly similar to the steps for updating a VIX,
except the process is much faster since no actual software is being installed.

Note: The following steps that new cache location is set up and/or that the local
VistA database connection change has already been made.

Tip: Changing a VIX cache location or local connection information should take
about 5 minutes.

Reconfiguring a VIX — Standalone Server

1. Review the information in the Scheduling Downtime and Impact of a VIX Update
section, and schedule downtime and notify appropriate groups of the downtime.

2. Log in as an administrator on the server where the VIX is installed and choose Start |
All Programs | VistA Imaging Programs | VIX Installation Service Wizard.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo.
. SQL Server 2014 Management S.. VIX Builder 2013 GUI

SQL Server 2014 Profiler VIX Service Ipstaliatian 2

Pin to Start
A Pin to taskb
' SQL Server 2014 Project Convers... et

Uninstall
Open new window

= S s - s

SQL Server 2014 Reporting Servi. Calculator e Administrative Tools
Run as different user

Notepad Open file location Command Prompt

3. Click Next until the Specify the VA Site... page displays.

4. In this page, verify that the Site Number box shows your STATION NUMBER (field
(#99) in the INSTITUTION file (#4)). Then, click Lookup Server Address.
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5. Verify that the correct hostname and port number for the local VistA system is
displayed. Then, click Next.

6. When the Install the VIX Prerequisites page displays, click Next. (All prerequisites
are installed already).

7. In the Specify the location... page, do one of the following:

= |f you are changing the location of the VIX cache and configuration files, select
the new drive for each (the same drive should be used). Then, click Create. Then,
click Next.

= If you are NOT changing the location of the VIX cache and configuration files,
click Next.

oo

. In the Specify the Release of Information (ROI) Configuration, do the following:

= |f you want to change any of the values, enter the new values. If you are changing
the email address or addresses for invalid ROI periodic processing credentials
notification, click Validate. If you do not want to change any of the values on this
page, skip this step.

= Click Next.
9. In the Configure local DoD connection page, click Next.
10. In the Install the VIX page, click Install.

11. Wait until the installation is complete and click Finish. The VIX will restart
automatically.
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Troubleshooting

Resuming an Interrupted VIX Installation

If you have had to interrupt or cancel an in-progress VIX installation, you can resume the
installation.

Note: If you re-run MAG3 OP<number> VIX Setup.msi, YOU are repeating the
installation of the VIX Installation Wizard software, not the installation of the VIX itself.
If you do this, click Cancel, choose Yes when prompted for confirmation, and then exit
the installer. Then restart the VIX installation.

Resuming Installation (single server VIX)

1. Log onto the VIX server as an administrator.

2. Click Start | All Programs | VistA Imaging Programs | VIX Installation Wizard.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo... Magnifier

. SQL Server 2014 Management S... VIX Builder 2013 GUI Narrator

SQL Server 2014 Profiler VIX Service |pstallatiogizard o On-Screen Keyboard

Pin to Start

' SQL Server 2014 Project Convers... Hinfofaskhar
Uninstall

Open new window

SQL Server 2014 Reporting Servi... Calculator Administrative Tools

Run as administrator
Run as different user

Notepad Open file location Command Prompt

3. Follow the steps for a first-time standalone VIX installation or for updating a
standalone VIX.

VIX Support

If you encounter problems installing the VIX please call the National Service Desk at 1-
855-673-4357.
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Back Out/Uninstall

Back Out/Uninstall Scenarios

The information in this section addresses three possible cases that involve uninstalling a
VIX:

= Troubleshooting
= Relocation onto a different server
= Decommission

Each of these scenarios is outlined in the following sections.
Uninstall/Restore as part of Troubleshooting

If you need to remove and then immediately reinstall the VVIX on the same server for
troubleshooting purposes, you will need to do the following:

1. Locate the product serial number for the Laurel Bridge software that is bundled with
the VIX. This number is in the license paperwork that was provided by
VHAVILBLICENSES@VA.GOV when the VIX was set up.

2. Note: You will need to re-enter this serial number as a part of the VIX installation
process.

3. Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service
Wizard.

4. When the Welcome page displays, verify that the screen displays “This wizard will
guide you through the installation of the Vista Imaging Patch 201 VIX and click
Next.

5. Then, when you are prompted to do so, click Uninstall version 30.201.xxx. (The
wizard will gracefully stop the VIX service before performing the uninstall.)

6. Go to the Control Panel, choose Add/Remove Programs, and remove the
MAG*3.0*201 VIX installer.

7. Re-execute the VIX installation as if for a new standalone VIX, see New VIX
Installation - Standalone Server section.

Relocating a VIX onto a New Server

If you need to remove all traces of the VIX from the old server and set up the VIX on a
new server, you will need to do the following:

1. Contact the VHAVILBLICENSES@VA.GOV mail group and arrange to have the
existing Laurel Bridge DCF toolkit licenses transferred to a new server.
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Validate the new server where the VIX will be installed as described in the Selecting
and Validating the VIX Server section.

Manually remove the VIX as described in the Uninstalling the VIX section below.

Re-execute the VIX installation as if for a new standalone VIX, see New VIX
Installation — Standalone Server section.

Decommissioning a VIX

If a VIX to be completely decommissioned and not replaced by another VIX, do the

following:

1. Notify the VHAVILBLICENSES@VA.GOV mail group that the Laurel Bridge
license seats used by your site are no longer being used.

2. Contact VHAVIVIXSETUP@VA.GOV mail group to have the VIX security
certificates retired and the VIX removed from the site service.

3. Manually remove the VIX as described in the Uninstalling the VIX section below.

4. In VistA, remove the MAG VIX ADMIN security key from the accounts that have

this key assigned.

Uninstalling the VIX

The following steps explain how to completely remove a VIX and all its supporting
components (toolkits, runtime environments, etc.) from the server where the VIX is
installed.

These steps will completely remove the VIX and permanently delete the VIX

~=  cache.

Depending on the VIX server configuration and operating system, the specifics of
removing the VIX will vary, but the general process is as follows:

1) Stop the VIX service.

2) Remove VIX-related applications, accounts, directories, and variables

These steps do not require a server reboot, and can be performed while the rest of the
Imaging system is active.
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Stopping the VIX service
The steps for stopping the VIX service vary based on operating system.
Remove VIX-related applications, accounts, directories, and variables

After stopping (and/or removing) the VIX service as described in the previous sections,
you will need to remove VIX software and settings.

These steps presume you are already logged in as an administrator on the server where
the VIX service used to reside.

These steps cover all supported VIX configurations.

1. Use Windows Explorer to navigate to the drive where the VIX Cache is located, and
delete the following folders:

<shared drive letter>\VixCache
<shared drive letter>\\VVixConfig

2. Use Windows Explorer to delete the following directories:

C:\DCF_RunTime
C:\Program Files\Java\jre1.8.0_171

3. If you are removing the VIX permanently, also delete the following folders:

. ~ SKIP THIS STEP if you are uninstalling and reinstalling the VVIX on the
&/ same server for troubleshooting purposes. If you delete these folders, you
will need to recreate the VIX configuration and request new VIX security
certificates.

<shared drive letter>\VVixConfig
C:\VixCertStore

4. Open the window used to remove programs.

= On Windows click Start | Control Panel. Under the Programs item, click
Uninstall a program.

= Remove these three programs (no reboot required):

Apache Tomcat 8.0.52
Java (TM) 1.8.0. Update 171
VIX Service Installation Wizard

5. In Windows Explorer, right-click the Local Disk (C:) folder, select Properties. Then,
select the Security tab.

6. Select the apachetomcat user and click Remove.
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13.

14.
15.

Back Out/Uninstall

Click OK to close the Properties dialog box, and click Yes when are asked if you
want to continue.

Note: If one or more “Error applying security” messages display, click Continue
until they are all closed.

Open the Computer Management/Server Manager window.
= On Windows, right-click Computer on the desktop. Then, click Manage.
In the tree on the left side of the window, navigate to Users.

= On Windows, go to Server Manager/Configuration/ Local Users and
Groups/Users.

In the right side of the window, right-click the apachetomcat user, click Delete, and
click Yes when you are asked for confirmation.

Open the System Properties dialog box.

= On Windows, right-click Computer on the desktop. Then, click Properties. Then
on the left side of the System window, click Advanced system settings.

In the Advanced tab, click Environment Variables.

In the System variables list near the bottom of the dialog, delete the following
variables:

CATALINA_HOME DCF_USER_CLASSES
DCF_BIN DCF_USER_LIB
DCF_CFG DCF_USER_ROOT
DCF_CLASSES LD_LIBRARY_PATH
DCF_LIB OMNI_BIN

DCF_LOG OMNI_LIB
DCF_PLATFORM OMNI_ROOT
DCF_ROOT vixcache

DCF_TMP vixconfig
DCF_USER_BIN

In the System variables list, select the Path system variable. Then, click Edit.
In the Variable value box, delete the following substrings:

C:\DCF (if present)
C:\DCF_Runtime\bin
C:\DCF_Runtime\lib

C:\Program Files\Java\jre1.8.0_xx\bin

Note It is recommended that after deleting each substring you delete any extra
semicolon characters.
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16. After removing the substrings, click OK. Then click OK twice more to close the
Environment Variables and System Properties dialog boxes.

17. If the VIX is installed on a standalone server, VIX removal is complete.
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Appendix A: VIX Install Checklist

The checklist on this page summarizes the VIX installation process.

VIX Install Checklist

Requirement

Action

Install patch MAG*3.0*201 KIDS MAG3_0P201.KID in
VistA

See Patch Description Document

Verify VIX server/VM meets minimum hardware
specifications

Allocate more CPU cores/RAM as needed
to meet minimum or recommended
specifications

Verify Microsoft Visual C++ 2010 Redistributable Package
(x64) is installed

Install Microsoft Visual C++ 2010
Redistributable Package (x64) if required.
(Download from SFTP site)

Verify .NET 3.5 is installed and enabled

Install and enable .NET 3.5 if required

Verify .NET 4.5 is installed and enabled

Install and enable .NET 4.5 if required
(Download from SFTP site)

Verify you have the VIXSglinstaller folder or zip file
SQLExpress_x64-14.0.1000.169 (for P177 VIX site
skip P197 VIX)

Download from SFTP site if required

Initiate the installation of the VIX
MAG3_0P201_VIX_Setup.msi

See Installation Guide

Verify if install is complete

See Installation Guide

Verify that VIX is running

See Installation Guide

Verify that VIX Viewer and VIX render services started

Verify in window services console

Verify Listener Tool service is running

Verify in window services console

Verify that McAfee Exclusions are updated

See Installation Guide

Request Site Service update to your facility if needed

Enter in national ticket requesting CLIN3 to
update your site service entry to include
the new viewer. (Port 343)
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Verify that images can be viewed via zero-footprint Image
Viewer.

Verify JLV or other application utilizing zero
footprint viewer. If unable to view an
image, enter a support ticket for
assistance.
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