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1. Quick Start Guide
1.1 How to Request Access to WebVRAM Screen

When a user who does not have access to WebVRAM attempts to open the website, a
message appears with instructions on how to gain access.

Figure 1: How to Request Access to WebVRAM Screen

U.S. Department

of Veterans Affairs

How to Request Access bVRAM

How to Request Access to WebVRAM

You do not have a WebVRAM account.

to We

Please click on this link: Business Units to see a list of existing WebVRAM business units. If you see

your organization on the list, contact the director associated with your organization to request
access to WebVRAM.

If you do not see your organization on the list, then provide your manager the link to this
document:
WebVRAM - Pracess to Add a New Business Unit to WebVRAM.pdf - All Documents

(sharepoint.com)

and request that a WebVRAM business unit be created for your organization. Once a business unit
has been created for your organization, you will be able to request access to WebVRAM from your
Business Unit Admin.

11.0.0-20240502

Users should click the Business Units link to see a list of all existing active WebVRAM
Business Units and their directors. Click on the appropriate business unit's Request
Access button to send a request for access to the director and CC'd to the Business
Unit's Administrators (BUA). If your organization does not appear on the list, the
document linked on the screen will open the Process to Add a New Business Unit to
WebVRAM Portable Digital Format (pdf) document.

AIMPORTANT: Any new user must have an enabled Active Directory profile and
active home VistA account and must be able to access it with Access and Verify codes to
use this process.

AIMPORTANT: Users will not be able to select a Home VistA site that has been
converted to the VA EHR site. Users will need to select a different site that is not a VA
EHR site.
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Figure 2: WebVRAM Business Units List

U.S. Department

of Veterans Affairs

How to Request Access to WebWVRAM / Business Unit List

WebVRAM Business Units

Q |590m‘1 for Business Units by Name or Director...

Business Unit Name 4 Description Director Name Request Access
BAM Benefits, Appeals, and Memorials _ & Request Access to WebVRAM
CPAC Consclidated Patient Account Center ] & Request Access to WebVRAM

A confirmation window appears notifying the user that the request has been sent. Once
the request is approved, the Business Unit Administrator will create and update the
user's WebVRAM Profile and provision their approved remote VistA Sites. The user will
then be able to log into WebVRAM.

Figure 3: Confirmation

WebVRAM Message

@ Request successfully sent to Business Unit director _

| Close |

1.2 WebVRAM Invitation

Alternately, a user may receive an invitation email from their BUA asking them to join
WebVRAM. In this case, the BUA will already have approval from the Business Unit
Director. The email will contain a Request Access link. This link will be valid for 24 hours
and will be uniquely keyed to the invited user. Do not forward this link to anyone else, it
will only work for the user it was sent to and only for 24 hours. Fill out the linked form
with the requested information and submit your request.

AIMPORTANT: Any new user must have an enabled Active Directory profile and
active home VistA account and must be able to access it with Access and Verify codes to
use the invitation process.
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1.3

Request Access Directly to BU Director

To directly request access to WebVRAM, follow these steps:

1.

A user must obtain permission from their Business Line Director to use the
WebVRAM application to access remote VistA systems and perform job-related
work at those locations.

A WebVRAM user must have an active VA Network Profile (known as an Active
Directory profile as seen in the Global Access List (GAL) in Outlook) and be able
to login to the VA network directly via the Cisco VPN or Citrix.

A user must have a current Home VistA user account in a VA Medical Center
(VAMC) VistA System. If you do not, submit an Enterprise Service Desk (ESD)
request to get a Production VistA account established in the VAMC VistA System
nearest to your place of residence.

A user must have completed the required TMS training course WebVRAM for
Users Training (VA 4553089) and submitted the certificate to their Business Unit
Administrator (BUA).

A user must have the WEBG WEBVRAM GUI Secondary Menu Option added to
their Home VistA account. This is done by submitting an ePAS request to your
local IT Support Staff or Automated Data Processing Application Coordinator
(ADPAC) requesting that this menu option be added to your Home VistA account.

A user must have a current and correct DIVISION value in their Home VistA
account. Submit an ESD request assigned to your local IT Support staff to check
your Home VistA account to verify that the DIVISION field is not blank or
incorrectly assigned.

AIMPORTANT: If the DIVISION field is blank or incorrect, the user may not
be able to connect to all authorized remote VistA sites through WebVRAM.

When steps 1 — 6 are completed, a user must contact the WebVRAM Business
Unit Administrator assigned to the user’s business unit to request their user
profile be added to the WebVRAM database, which will allow login to the
application.

All users need to complete this step one time only. To prepare for 2-Factor
Authentication (2FA)/Personal Identification Verification (PIV) login to WebVRAM,
the user must perform a one-time link of their Home VistA user account to their
PIV login capabilities through the Identify and Access Management (IAM) Link My
Account process.
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To link the PIV card, follow the instructions in the Service Now (SNOW)/yourIT
Knowledge Article entitled, “"How do I bind or link my PIV card to my VistA/CPRS
account?”

Alternatively, the user may call the ESD to request help to perform the Link My
Account process.

9. The user must open Reflection Workspace on their workstation, access the
Settings for that application, select Specify Trusted Locations then uncheck the
Open files only from trusted locations box, followed by clicking OK as shown here.

Figure 4: Micro Focus Reflection File Open Setting Change, 1 of 4

- Micro Focus Reflection

By Kerberos Manager
Key Agent

Reflection FTP Client

Reflection IEM Printer

Scroll to and click
Reflection Workspace

2
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Microsoft Endpoint Manager
Microsoft Intune Management Ext... ~
Microsoft Office 2013
Microsoft Office Tools

Microsoft Silverlight

1. Click Windows Start button
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Figure 5: Micro Focus Reflection File Open Setting Change, 2 of 4

Figure 6: Micro Focus Reflection File Open Setting Change, 3 of 4
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Figure 7: Micro Focus Reflection File Open Setting Change, 4 of 4
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10. After all the above steps are completed, the user can login to WebVRAM, select
a remote site to perform work at, then launch a connection session to that site
and WebVRAM will log them into all remote sites they are authorized to access
using their Home VistA Access and Verify Codes. Details regarding WebVRAM
login and launching connection sessions to remote sites are provided in the next
sections.

AIMPORTANT: If due to network latency the Reflection session takes

longer than normal to connect to the remote site and log you into VistA at that
site, the user may receive an “Invalid Access or Verify Code” error and will need
to manually enter their Home VistA Access and Verify codes at the next prompt.

11. If you change work locations and your Windows Active Directory (GAL) ID
changes while at the same time your Home VistA location and profile change,
you must contact your Business Unit Administrator and work with them to make
the appropriate changes in your WebVRAM profile. Failure to do so will prevent
you from accessing the WebVRAM application.

12.If you move to another job, leave VA for other work, or retire from VA, you must
contact your Business Unit Administrator so they can disable your WebVRAM
user profile.
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2.Introduction

In April 2011, the Executive Director of Office of Information and Technology (OIT) Field
Operations challenged the Director, Region Field Program Office (FPO), with finding a
technology solution to solve access control complexities for the Consolidated Patient
Account Center (CPAC). As a result, a Single Sign On (SSO) project was chartered to
develop a local application, utilizing existing capabilities of the VistA CLAIMS System
and Remote Procedure Call (RPC) Broker that would potentially be migrated to the VA
enterprise to allow remote access (read and write), using a single set of credentials, for
organizations requiring access to information resources provided by Veterans Health
Information Systems and Technology Architecture (VistA).

The VistA Remote Access Management (VRAM) application was developed to address
these access control complexities. VRAM was deployed to CPAC users to allow remote
terminal emulation and certain Graphical User Interface (GUI) application connectivity to
perform consolidated Medical Care Cost Fund/Recovery and other activities as part of
the CPAC mission.

To promote process improvement, implementation of the Web VistA Remote Access
Management (WebVRAM) application provides a web-based application to move the
VRAM functionality to a cloud computing environment in keeping with the VA
Enterprise Cloud initiatives and policy direction. The WebVRAM application will continue
to offer a solution which allows synchronization of account credentials by replacing the
prior model of user authorization through the VistA CLAIMS system and leveraging the
VistA Station ID Callback module (STIC) at user login while maintaining an internal user
table that can be electronically populated with user profiles, VistA menus, and keys.

With the cloud-hosted application, users of WebVRAM will continue to enjoy
consistency in access to disparate VistA systems while system administrators and
systems security personnel experience a reduction in account management activities
and standardization of access according to nationally approved access standards. The
web-based offering enhances the efficiency achieved by both OIT and Veterans Health
Administration (VHA) business partners in obtaining access to disparate VistA systems
and enterprise-wide data required to perform VA national-level program business
functions. Veteran patient care can be improved as it will take less time for the care
provider to access disparate Veteran records across the VA enterprise.

2.1 Purpose

The purpose of the WebVRAM User Guide is to familiarize users with the key features
and navigational elements of the application. Additionally, this guide provides technical
information to system administrators, IT support staff, and other authorized users. It will
be updated as needed in subsequent releases.
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2.2 Document Orientation

The document orientation is shown below in Sections 2.2.1 through 2.6.

2.2.1 Organization of the Manual

The major sections of the User Guide are shown in the Table of Contents above.

The target audience for this guide includes authorized users, system administrators, and
IT support staff.

2.2.2 Assumptions
This guide was written with the following assumptions:

e WebVRAM users are authorized by business line management to access the
application.

e Users are authorized to access and use VistA applications to perform their jobs.
e The user has a basic knowledge of WebVRAM access and options.

e Users of the WebVRAM application have current VA Network access and an
active local or Home VistA user profile. The user must also arrange to have the
WEBG WEBVRAM GUI Secondary menu option added to their VistA profile. That
menu option is required for the user to be able to login to the WebVRAM
application.

e The primary menu option at the user's Home Vista system is a standard VistA
menu name (not a custom menu name).

e Required local Security Keys are identified and incorporated into User Account
Profiles by an authorized WebVRAM Business Unit Administrator.

2.2.3 Coordination

Users must obtain approval from their line manager to access and use the WebVRAM
application in the performance of their job. The process for obtaining approval is
outlined in Section 4 below.

WebVRAM software and documentation disclaimers include disclaimers “as written” in
all VA user documentation and are shown below in Sections 2.3.1 and 2.3.2.

2.3 Disclaimers

2.3.1 Software Disclaimer

This software was developed at the Department of Veterans Affairs (VA) by employees
of the Federal Government in the course of their official duties. Pursuant to Title 17
Section 105 of the United States Code, this software is not subject to copyright

WebVRAM User Guide 22 September 2025



protection and is in the public domain. VA assumes no responsibility whatsoever for its
use by other parties, and makes no guarantees, expressed or implied, about its quality,
reliability, or any other characteristic. We would appreciate acknowledgement if the
software is used. This software can be redistributed or modified freely if any derivative
works bear some notice that they are derived from it, and any modified versions bear
some notice that they have been modified.

2.3.2 Documentation Disclaimer

The appearance of external hyperlink references in this manual does not constitute
endorsement by the Department of Veterans Affairs (VA) of this website or the
information, products, or services contained therein. The VA does not exercise any
editorial control over the information you may find at these locations. Such links are
provided and are consistent with the stated purpose of the VA.

2.4 Documentation Conventions
This manual uses several methods to highlight different aspects of the material.

Various symbols are used throughout the documentation to alert the reader to special
information. The table below gives a description of each of these symbols.

Table 1: Documentation Symbols and Descriptions

Symbol | Description

6 NOTE: Used to inform the reader of general information including references to
additional reading material.

a CAUTION: Used to caution the reader to take special notice of critical information.

“Snapshots” of computer online displays (i.e., character-based screen captures/dialogs)
and computer source code are shown in a non-proportional font and enclosed within a
box. Also included are Graphical User Interface (GUI) Microsoft Windows images (i.e.,
dialogs or forms).

User's responses to online prompts (e.g., manual entry, taps, clicks, etc.) will be shown in
boldface type.

2.5 References and Resources
e WebVRAM System Design Document
¢ WebVRAM Requirement Elaboration Document
e WebVRAM User Stories and Backlog — Jira Repository
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2.6 Enterprise Service Desk and Organizational Contacts

Enterprise Service Desk (ESD) support information is provided in the table below.

Table 2: Enterprise Service Desk Support Information

Name Role Org | Contact Info

OIT Enterprise Tier 1 Support OIT | Enterprise Service Desk (ESD)
Service Desk

OIT Enterprise Tier 2 Support OIT | Tier 1 ESD will escalate tickets to Tier 2 Support

Service Desk as required for issue resolution.

OIT Enterprise Tier 3 OIT | Tier 2 Support will escalate tickets to Tier 3

Service Desk Application Support as required for issue resolution.
Support

3.System Maintenance

WebVRAM defines the personnel and roles to whom the system maintenance
procedures and notifications are disseminated are to be the Information System Owner
(ISO), Information System Security Officer (ISSO), applicable WebVRAM system support
staff, OCCHD (Office of Connected Care Help Desk) helpdesk, Enterprise Service Desk
(ESD), and system users.

3.1 System Summary

WebVRAM is a web-based, cloud-hosted application utilizing VA Enterprise Architecture
and Design principles to facilitate user access to multiple remote VistA systems and
related applications such as Computerized Patient Record System (CPRS), without
requiring the user to establish login authentication and credentials at each VistA where
Veteran data is to be viewed. The need for multiple VistA sessions, with separate user
profile login to each VistA instance, is eliminated.

Application features are provided through a Graphical User Interface (GUI). The VA-
approved web browser for accessing WebVRAM is Microsoft Edge version 91.0.864.67 or
greater.

3.2 System Configuration

The WebVRAM solution is dependent on the user’s local VistA system and the Station ID
Callback module (STIC) for user authentication. A user must have a user profile archived
and active in their local VistA system to be granted access to the WebVRAM application.

Detailed design and architecture are available for technical review in the WebVRAM
System Design Document (SDD). Relationships between systems are shown in Figure 8.
This diagram shows the WebVRAM servers hosting the application, known as Virtual
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Machines (VMs), residing in the Azure Cloud (host) connected to an Azure Structured
Query Language (SQL) database. The VMs and SQL database are accessible from the VA
Network through a Load Balancer connected to the VA Virtual Private Network (VPN)
Gateway. While the Azure Cloud is located within and part of the VA Network of
systems, it is shown below separately from the VistA applications and the VistA STIC for
data flow purposes. The figure further shows that user authentication (verifying the user
is an authorized VA and WebVRAM user) is performed as the STIC is called by the
WebVRAM application to validate the user’s credentials on their local VistA system. The
STIC also allows them to connect through the WebVRAM application to assigned
remote VistA systems.

Figure 8: WebVRAM High-level System Interfaces

IStA Station |

! . WebVRAM
' CallbackRPC

ApplicationVMs

Load '
Balancer |

| VAVPN VistA
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| WebVRAM
SQL Database '

i Azure Cloud Host

MNew VA EHR

3.3 Data Flows

Figure 9 provides a high-level architectural view of the WebVRAM solution. A discussion
follows this diagram regarding data flows from a user perspective.
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Figure 9: WebVRAM High-level Application Design
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Using their local VistA Access and Verify codes, the user logs in to the WebVRAM
application through the VA intranet portal Uniform Resource Locator (URL) or web
address. The application calls the STIC to check the user’s local VistA system and
validates user credentials. If a user’s local VistA profile is active, the user profile is
retrieved from the local VistA system and sent to the WebVRAM application for storage
in the WebVRAM User Table.

The user profile includes:
e VistA authorized menus and keys
e Electronic signature
e User title
e Service/section
e Name
e Degree
e National Provider Identifier (NPI)
o NPI Status

After the user is verified as an authorized user, the user is logged into the WebVRAM
GUI and allowed to select or identify the remote VistA system(s) and is approved by
their business line management to access. During user login, the application captures
and stores the user login transaction, including date/time of login and user identifiers in
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an SQL database for auditing purposes. No Personally Identifiable Information (PIl) is
included in the login stored transaction.

The application launches a Micro Focus Reflection session (terminal emulation software)
from the user’s workstation, passes the single-use token to the target remote VistA
system(s), and the Reflection emulator gives the user a VistA login screen without
having to enter Access and Verify codes a second time. Multiple simultaneous VistA
sessions to various remote locations can be initiated with WebVRAM. If the user is also
authorized to access the Computerized Patient Record System (CPRS), they will be able
to launch CPRS from the WebVRAM GUI site selection page.

Figure 10 provides an overview of the data flow during a user login and remote VistA
connection session, and it provides more detail of the software and objects involved in
the data flow.

Figure 10: WebVRAM Data Flow and User Navigation
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3.4 User Access Levels

The WebVRAM application does not differentiate users by role. The application provides
a mechanism to access multiple VistA systems where the user may or may not have
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existing credentials. All WebVRAM users have the same privileges regarding access to
the software. The only restrictions that apply to the use of the application are based on
the VistA applications, menus, and security keys the user is authorized to use in the
performance of their job. The same VistA applications the user is authorized to access
on their local workstation will be available for use at each remote VistA system after
WebVRAM provides access to the system.

3.5 Continuity of Operation

The WebVRAM application will be available for VA enterprise use 99.5% of the time, 24
hours a day, 365 days/year. In the event of a disaster affecting the VA Azure Cloud
hosting environment where the application and associated database reside, a replication
of the production environment, the application, and WebVRAM operations will be made
to a failover site in a separate geographical location. Access to the WebVRAM
application will be provided within a few hours of that replication to the failover site.
Performance of the application within the failover environment will be like what the user
experienced in the primary production environment.

4. Getting Started
Logging in to WebVRAM
1. From Microsoft Edge browser, navigate to the WebVRAM home page.

2. The Terms and Conditions web page will be the first page displayed. Read
through the conditions and click Accept the Terms and Conditions as shown
below.

Figure 11: WebVRAM Terms and Conditions for Usage Screen

Terms and Conditions for Usage

WARNING - Authorized Use Only

U. S. government systems are intended to be used by authorized government network users for viewing and refrieving information only, except as
otherwise explicitly authorized for official business and limited personal use in accordance with policy. Information from these systems resides on and
transmits through computer systems and networks funded by the government. All access or use constitutes understanding and acceptance that there
is no reasonable expectation of privacy in the use of Government networks or systems.

The data and documents on this system include Federal records that contain sensitive information protected by various Federal statutes, including the
Privacy Act, b U.S.C. Section 552a, and Veterans' records confidentiality statutes such as 38 U.S.C. Sections 5701 and 7332. Access to the data and
records is on a need-to-know basis only.

All access or use of this system constitutes user understanding and acceptance of these terms and constitutes unconditional consent to review and
action including (but not limited to) monitoring, recording, copying, auditing, inspecting, investigating, restricting access, blocking, tracking, disclosing
to authorized personnel, or any other authorized actions by all authorized government and law enforcement personnel.

Unauthorized user attempts or acts to (1) access, upload, change, or delete information on this system, (2) modify this system, (3) deny access to this
system, (4) accrue resources for unauthorized use or (5) otherwise misuse this system are strictly prohibited. Such attempts or acts are subject to
action that may result in criminal, civil, or administrative penalies.

Logging in the WebVRAM Tool or otherwise accessing information contained within the WebVRAM Tool constitutes acceptance of and compliance with
the laws and VA policies noted above, to include the VA Rules of Behavior (RoB), and VA Handbook 6102.

Browser support: Microsoft Edge 93 or greater
Recommended window size: 1280 x 960px

Accept the Terms and Conditions
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3. The next web page displayed is the WebVRAM Login page.

eNOTE: The user’'s Home VistA System is displayed above the login screen. There
is no need to use WebVRAM to access the user's Home VistA system because the
user can already login directly to their Home VistA site to access VistA applications.

Figure 12: WebVRAM PIV Login Screen

L5, Department

of Viterans Affairs

Welcome to the WebVRAM Application
Your Home VistA System is Central Texas |AM TEST
Login Using Your PIV Card

Sign In

Lugi Liing
Arcess and Verify Codes

4. To log in with PIV Card, click on the “Sign In with VA PIV Card” image. The user
will then be prompted to enter their PIV PIN to authenticate.

5. Tolog in with Access and Verify Codes, click on the Login Using Access and Verify
Codes link. The Other Sign-In Options window will appear, prompting the user to
select Sign in with Home VistA Access Code and Verify Code. Select this option to
continue.

Figure 13: Other Sign-In Options window — AV code

Other Sign-In Options X

Sign in with Home VistA
Access Code and Verify Code

Sign in with VA Network ID
* Disabled for most users

6. The user will then be prompted to enter their local VistA Access and Verify Codes
and click Login to access the application.
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Figure 14: WebVRAM A/V Code Login Screen
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7. To log in with VA Network User ID and Password, select Sign in with VA Network ID. This

option will be disabled for most users and is used when a user has an active PIV
exemption.

Figure 15: Other Sign-In Options window - Network ID

Other Sign-In Options X

Sign in with Home VistA
Access Code and Verify Code

Sign in with VA Network ID
* Disabled for most users

=

The User ID and Password options appear on the sign-in screen. Enter your Network 1D
and Password and click Login.
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Figure 16: User ID and Password login boxes

User ID

Password

Or
View Other Sign-in Options

8. The WebVRAM application’s home page is displayed. Sometimes during login,
based on your Home VistA user profile, a window may open with a request to
update your Electronic Signature (eSignature) code. See Section 4.1 Update
eSignature Code for instructions for updating this code and associated data.

6NOTE: The user’'s Home VistA system will NOT be displayed in the list of VistA sites
the user can access because the user can already login directly to their Home VistA
system to access VistA applications. The user does NOT need WebVRAM to access their
Home VistA system.

ACAUTION: If a user already has access to a remote VistA site, with active
credentials and customized menus and keys at that remote site, AND their custom
profile setup at the remote site is DIFFERENT from the profile at their Home VistA
system, DO NOT use WebVRAM to access that specific remote site. Instead, continue
logging directly into that remote site to perform work. When WebVRAM is used to
access a remote site, some of the user's Home VistA profile data, combined with their
WebVRAM profile data, overwrites the remote site profile, and may change the custom
options of that remote profile. WebVRAM is intended to provide VistA access to remote
sites where the user does NOT have active VistA credentials with an already established
custom user profile.
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Figure 17: WebVRAM Home Screen
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4.1 Update eSignature Code and Details

The Update eSignature Code window will appear during the first login to WebVRAM.
The user should enter the eSignature Code and profile information that exists in their
Home VistA profile. The user may also choose at any time to change or update their
eSignature Code in their Home VistA system and pass the new code to remote VistA
systems by clicking Tools, then Update eSignature Code, and if needed, Update
eSignature Details to update Title, etc.

Figure 18: Tools Drop-down - Update eSignature Code
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Figure 19: Update eSignature Code Screen

Update eSignature Code b

Instructions: eSignature code must be 6 to 20 characters in length with no control or
lowercase characters.

New eSignature Code

new eSignature code

Confirm eSignature Code

confirm eSignature code

M update ® Cancel

To update the eSignature Code:

1. If you wish to change your Home VistA eSignature code, enter a new eSignature
code in the New eSignature Code field. According to VA policy and VistA
parameters, the signature code must be 6 to 20 characters in length with no
control or lowercase characters. Letters or numbers can be used. If you do NOT
wish to change your Home VistA eSignature code, click Cancel to exit this option.

2. Enter the same new eSignature code in the Confirm eSignature Code field, then
click Update.
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Figure 20: Update eSignature Details
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3. A second window should appear to allow the user to Update eSignature Details.
This page can also be accessed from the WebVRAM main page at any time by
clicking Tools, then Update eSignature Details. If you wish to change
eSignature profile data, enter the following data elements in the appropriate
fields. If you do NOT want to change your eSignature profile data, click Cancel to
exit this option.

a. eSignature Name (user’'s name as it appears in VistA)

b. eSignature Title (user's title as stored in their VistA profile)

c. eSignature Initials (user's initials as stored in their VistA profile)

d. Office Phone Number (user’s office phone number, or cellular phone)

e. Voice Pager Number (optional; enter data if the user wants that
information updated or added to their VistA eSignature information)

f. Digital Pager Number (optional; enter data if the user wants that
information updated or added to their VistA eSignature information)

4. After adding data to each field, click Save Changes to update the VistA local
eSignature information. This same information will be passed to and used at each
remote site where the user performs work, when the remote site is accessed
through WebVRAM.
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4.2 1AM/ PIV Login - Link PIV to your Home VistA site

WebVRAM allows users to login using their PIV Cards instead of the Login with Access
and Verify Codes. This section will describe the process of linking the user’s PIV Cards to
their WebVRAM Home VistA site.

To Link your PIV Card:
1. Navigate to WebVRAM Home Page

2. The Terms and Conditions for Usage is displayed; Click on the "Accept the Terms
and Conditions” button

Figure 21: Terms and Conditions
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Terms and Conditions for Usage

WARNING - Authorized Use Only

U. S. government systems are intended to be used by authorized government network users for viewing and retrieving information only, except as
otherwise explicitly authorized for official business and limited personal use in accordance with policy. Information from these systems resides on and
transmits through computer systems and networks funded by the government. All access or use constitutes understanding and acceptance that there
is no reasonable expectation of privacy in the use of Govemnment networks or systems.

The data and documents on this system include Federal records that contain sensitive information protected by various Federal statutes, including the
Privacy Act, 5 U.S.C. Section 552a, and Veterans' records confidentiaity statutes such as 38 U.S.C. Sections 5701 and 7332. Access to the data and
records is on a need-to-know basis only.

Al access or use of this system consfitutes user understanding and acceptance of these terms and constitutes unconditional consent to review and
action including (but not limited to) monitoring, recording, copying, auditing, inspecting, investigating, restricting access, blocking, tracking, disclosing
to authorized personnel, or any ofher authorized actions by all authorized government and law enforcement personnel

Unauthorized user attempts or acts to (1) access, upload, change, or delete information on this system, (2) modiy this system, (3) deny access to this
system, (4) accrue resources for unauthorized use or (5) othenwise misuse this system are strictly prohibited. Such atiempts or acts are subject to
action that may resultin criminal, civil, or administrative penalties.

Logging in the WebVRAM Tool or otherwise accessing information contained within the WebVRAM Tool constitutes acceptance of and compliance with
the laws and VA policies noted above, to include the VA Rules of Behavior (RoB), and VA Handbook 6102

Browser support: Intemet Explorer 11 or Microsoft Edge 93
Recommended window size: 1280 x 960px.

Accept the Terms and Conditions

¥6.0.0-20220601

3. Click on the “Sign In with a VA PIV Card” button
Figure 22: Sign In With VA PIV Card

era |1|.sr TFr::m \\'F'E'h‘u‘er!LN

Welcome to the WebVRAM Application
Your Home VistA System is Central Texas |AM TEST
Login Using Your PIV Card

ar

Login Using
Bces sl Wity Codes
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4. The "PIV Card not Linked" pop-up screened is displayed

5. Click on the “l understand and will link my account” button
Figure 23: PIV Card Not Linked Error

@ VABookmarks ) Microsoft Office Ho... 2 Mail - Dominguez,.. 3j Health Services Port.. j SharePoint-WebV.. [l IRA [l WebVRAM [ WebVRAM [VHATe.. VA VATRM webpage [l Section 508

Department
el WebVRAM

PIV Card Not Linked @

.| Whooops, you have a small problem. Your PIV card is not linked to your home VistAsite.
Log| You have two solutions to this problem:

1. You may link your PIV card to VistA using the LinkMyAccount tool. OR
2. You may login using your VistA access and verify codes

[EIEEEISEL I VERSITLIN  Login using VistA access and verify codes

Sign In
with VA PIV Card

v5.0.0-20220601

6. The “VA Single Sign-On to IAM Toolkit" is displayed
7. Click on the “Sign In with a VA PIV Card” button

Figure 24: VA Single Sign-On page

8 ssologoniamaagov » e s a m

@ VABookmarks ] Microsoft Office Ho.. © Mail - Dominguez,.. s Health Services Port.. s SharePoint—WebV.. §ll JRA [l WebVRAM [ WebVRAM |VHATe.. VA VATRMwebpage [l Section 508 > [ Other favorites

.S. Department
of Veterans Affai

VA Single Sign-On | About | Contact Us

VA SINGLE SIGN-ON

Sign in to continue to

Identity Management Toolkit Sign In
with VA PIV Card

View Other Sign-in Options.

WARNING: ~ This US govemment system is intended to be used by [authorized VA network users] for viewing and retrieving information only, except as ofherwise expiicty authorized. VA information resides on and transmits through computer systems
and networks funded by VA. Al use fs considered to be with an and accept there is no prvacy for any data or transmissions on Govermment Intranet or Extranet (n0n-public) netvorks or
Systems. All ransactions that occur on this system and alldata transmitted through this system are Subject o review and action including (but not imited to) monitoing, recording, retrieving, copying, auditing,inspecting, investigating
estricting access, blocking, iracking, disclosing to authorized personnel,or any other authorized actions by al authorized VA 2nd law enforcement personnel. All use of tis system consiitutes understanding and unconditional acceptance of
these terms

4.3 1AM/ PIV Login - Login to WebVRAM with PIV Card
To login to WebVRAM utilizing your PIV Card:
1. Navigate to WebVRAM Home Page
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2. The Terms and Conditions for Usage is displayed; Click on the “Accept the Terms
and Conditions” button

U.S. Department

of Veterans Aff:

Figure 25: WebVRAM Terms and Conditions page

Terms and Conditions for Usage

WARNING d Use Only

U. S. govemment systems are intended to be used by authorized government network users for viewing and refrieving information only, except as
otherwise explicitly authorized for official business and limited personal use in accordance with policy. Information from these systems resides on and
transmits through computer systems and networks funded by the goverment. All access or use constitutes understanding and acceptance that there
is no reasonable expectation of privacy in the use of Government networks or systems.

The data and documents on this system include Federal records that contain sensitive information protected by various Federal statutes, including the
Privacy Act, 5 U.S.C. Section 552a, and Veterans' records confidentiality statutes such as 38 U.S.C. Sections 5701 and 7332. Access o the data and
records is on a need-to-know basis only.

Al access or use of this system consfitutes user understanding and acceptance of these terms and constitutes unconditional consent to review and
action including (but not limited to) monitoring, recording, copying, auditing, inspecting, investigating, restricting access, blocking, tracking, disclosing
to authorized personnel, or any other authorized actions by all authorized government and law enforcement personnel.

Unauthorized user attempts or acts to (1) access, upload, change, or delete information on this system, (2) modify this system, (3) deny access to this.
system, (4) accrue resources for unauthorized use or (5) othenvise misuse this system are strictly prohibited. Such atiempts or acts are subject to
action that may result in criminal, civil, or administrative penalties.

Logging in the WebVRAM Tool or otherwise accessing information contained within the WebVRAM Tool constitutes acceptance of and compliance with
the laws and VA policies noted above, to include the VA Rules of Behavior (RoB), and VA Handbook 6102

Browser support: Internet Explorer 11 or Microsoft Edge 93
Recommended window size: 1280 x 960px

Accept the Terms and Conditions

¥6.0.0-20220601

3. Click on the “Sign In with a VA PIV Card” button

ans Affairs

Figure 26: WebVRAM PIV Card Sign-in page

WebVR/

Welcome to the WebVRAM Application
Your Home VistA System is Central Texas [AM TEST
Login Using Your PIV Card

4. The ActivClient screen comes up, prompting the user to enter their PIN.

5. Enter PIN and click OK
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Figure 27: ActivClient Login

ActivClient Login

ActiviD®

ActivClient®

PIM

Please enter your PIMN.

0K,

Cancel

6. The WebVRAM application’s home page is displayed.

Figure 28: WebVRAM Application Home Page

U.S. Department

of Veterans Affairs

VistA Sites

Q | Search for a Vista site...

Previous - Next

Station #  Station Name
663 Spokane TEST
618 Minneapolis TEST
539 Cincinnati TEST
517 Beckley TEST

Previous - Next

A Home FTools - @ Help 0 Manage

= Reports
VISNY  State
99 WA
99 MN
99 MN
99 Wv

Launch
Mode:

Synchronize

Days Since Last Sync Days Since Last Refresh
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100 62
140 62

Multi Select

& OWENS,MARSHALL TEDFORD ~

: =

Launch Site

O Launch Synchronize

Launch VA's New EHR

Launch Synchronize
Launch Synchronize

Launch Synchronize

7. Sometimes during login, based on your Home VistA user profile, a window may
open with a request to update your Electronic Signature (eSignature) code. See
Section 4.1 Update eSignature Code for instructions for updating this code and

associated data.
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4.4 Account Maintenance and Timeouts

4.4.1 Access Control Policy — 90 Day Inactivity

Access Control Policy and Procedures AC-2(3) requires accounts that have been inactive
90 days or more to be disabled. If a user does not log in within this time frame, their
WebVRAM account will be disabled automatically. Warning emails will be automatically
sent to users who approach account termination due to inactivity, with reminders sent
after 80, 85, and 89 days of inactivity. A re-enabled user has seven days to log in to
prevent their account from being disabled for inactivity again.

If a user account is disabled, the user will need to contact their Business Unit
Administrator to re-establish access to WebVRAM.

4.4.2 Synchronization

If a change is made to a user's WebVRAM user profile, it is advisable for the user to
perform a synchronization to all sites as soon as it is convenient so that WebVRAM can
push the change to the user’s VistA profile at all remote VistA sites. If a synchronization
to all sites is not performed by the user, the change will be pushed to the remote VistA
site the next time the user connects to the site through WebVRAM using the Reflection,
CPRS, or Synchronize launch mode. In all three of these instances, WebVRAM performs
a synchronization to the remote VistA site.

The ‘Days Since Last Sync’ field on the WebVRAM site listing page shows how many
days have passed since the user last connected to the remote VistA site through
WebVRAM using the Reflection, CPRS, or Synchronize launch mode.

4.4.3 Remote Site Refresh Process

Upon logging in to WebVRAM, a Remote Site Refresh process runs in the background,
connects to each of the user’s remote VistA sites and sets the Last Login date to the
current date. The user can utilize WebVRAM as they normally do while the background
process is running. WebVRAM executes this process daily, the first time the user logs in,
to keep the user’s remote VistA sites active for the next 90 days.

A banner will appear showing that the Remote Site refresh is running.
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Figure 29: Remote Site Refresh In process

) WebVRAM is performing a remote site refresh.

Once it is completed, the banner will display the results of the refresh. If the refresh is
successful, a green banner with a checkmark and a message indicating the process was
successful will be displayed.

Figure 30: Remote Site Refresh Success Banner

\—/ Remote site refresh is complete.

Some remote sites were successfully refreshed. Please see the Remote Site Refresh Log for additional information.

If the refresh was not successful at one or more sites, a red banner with an exclamation
mark and a message indicating the process was not successful along with which sites
were not successful will be displayed.

‘A

Figure 31: Remote Site Refresh error banner

Remote site refresh error. X

The following site(s) were not refreshed:
» Columbus, OH
# Chillicothe, OH

If this issue persists, please create a YourlT ticket.

eNOTE: This is not truly an error and does not need be reported to the WebVRAM
team unless it persists for more than 24 hours. This refresh error only means that the
site was not refreshed. Since the Remote Site Refresh only checks every 24 hours, it
takes at least that long for a change to be reflected in the message banners.

The Remote Site Refresh process does not pass any user profile information to the
remote VistA sites. To pass user profile information, the user must connect to the
remote VistA site through WebVRAM using the Reflection, CPRS, or Synchronize launch
mode. Please see section 4.4.2 Synchronization for more details.
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Prior to completion of the current day’'s Remote Site Refresh, the ‘Days Since Last
Refresh’ field on the user’s site list shows how many days have passed since the site had
a successful refresh. Upon completion of the current day’s Remote Site Refresh, the field
changes to 0 for all sites that were successfully refreshed.

If the user has never connected to the remote VistA site through WebVRAM using the
Reflection, CPRS, or Synchronize launch mode, the site will not be refreshed by the
Remote Site Refresh process. This is normal and there is no need for concern. However,
if an error occurs during the Remote Site Refresh, WebVRAM will display an error
banner. In this case, the user should create a Service Now (SNOW)/yourlT ticket if the
issue persists for more than 24 hours.

ACAUTION: If the number in the ‘Days Since Last Sync’ field is higher than the
‘Days Since Last Refresh’ field, this indicates a site connection issue has occurred. If this
happens, please create a Service Now (SNOW)/yourlT ticket or phone the ESD to resolve
the issue.

6NOTE: Any new site added to the user's WebVRAM profile after the current day’s
Remote Site Refresh has completed will be refreshed the next time the Remote Site
Refresh process is performed, provided the user has connected to the remote site
through WebVRAM using the Reflection, CPRS, or Synchronize launch mode.

4.4.4 Remote Site Refresh Log Screen

A new log screen can be found in the user’s profile. The Remote Site Refresh log can be
accessed from the User Profile Screen. Select View Logs > Remote Site Refresh Log.

Figure 32: Accessing Remote Site Refresh Log from View Logs button

Synchronization Log

Remote Site Refresh Log W

e

The Remote Site Refresh Log screen displays log number, start, and stop dates for the
Remote Site Refresh, sites, and a summary of results, with a View Details button to show
more information. A warning entry is generally not a problem, merely a notice, but an
error should be reported with a SNOW/yourlT ticket or a call to the ESD.
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Figure 33: Remote Site Refresh Log page

U.S. Department

of Veterans Affairs

A Home #Tools ~ @Help @ Manage = Reports

WebVRAM Administration Module
User: I

Home VistA Site: | NI 4 ;
[ = View Logs - |

Remote Site Refresh Log

Log# Start@¥ Stop @ VistA Site Summary View Details
5692 Mon, Feb 10, 2025 3:35 PM Mon, Feb 10, 2025 3:35 PM TEST Site skipped
5689 Mon, Feb 10, 2025 3:35 PM Mon, Feb 10, 2025 3:35 PM TEST Success
5600 Mon, Feb 10,2025 3:35 P Meon, Feb 10, 2025 3:35 PM JEST uccess

Clicking the View Details button shows the detailed Log Messages for the site.
Figure 34: Detailed Site Refresh Log

Detailed Site Refresh Logs for #5689

Log Message

Information: Connecting to remote site: 517

Information: Logging into remote site 517 using BSE

Information: Remote site 517 has been refreshed

The Remote Site Refresh Log screen can also be accessed from the top-level navigation
Tools > View Logs > Remote Site Refresh Log.

Figure 35: Accessing Remote Site Refresh Log from Tools menu

U.S. Department

of Veterans Affairs

A Home /Tools ~ @Help & Manage = Reports

Reflection Profiles

Update eSignature Code We bVRAM A

Update eSignature Details
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o |
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5.Using the Software

This section describes the system menu first encountered by the user, as well as the
navigation paths to functions noted on the screen.

How WebVRAM Works: The software allows authorized users to access remote VA
Medical Center or Health Care System sites, outside of their Home/local VA site, they are
authorized to access by their Business Unit Director, by passing their Home VistA profile
menus, keys, person class, user class, and other profile data to the remote site. This
process makes it possible for WebVRAM users to access remote sites with one set of
login credentials instead of maintaining separate profiles with separate credentials for
multiple remote sites.

What WebVRAM does NOT do: The software can NOT be used to login to the user’s
Home VistA system or launch a local CPRS session. This is by design, because a user has
no need for WebVRAM to retrieve their Home VistA profile and pass it back to their
Home VistA system. Users can already login directly to their Home VistA system, and
there is no need for WebVRAM to do that for them.

The software should NOT be used if a user already has an active profile at a remote site
that has been established using custom menus and keys for specific work the user
performs at that remote location. If this is the case, contact your WebVRAM Business
Unit Administrator and instruct them to leave that remote site off your WebVRAM
VistA Sites list so you do not accidentally use WebVRAM to connect to that site. If that
site is in your list and you connect to it using WebVRAM, your Home VistA profile will
overwrite the custom profile at that remote site, and the features you did have access to
in VistA or CPRS will likely stop working.

6 NOTE: WebVRAM will timeout if left idle for more than 15 minutes. Under certain
circumstances involving patient safety, some users may be permitted longer timeouts if
requested by the Business Unit Director with sufficient justification. With rare exceptions,
users who are members of multiple Business Units are not permitted to have extended
timeouts.

5.1 Remote Session: Launch Mode
1. Login to WebVRAM.

2. From the WebVRAM home page, select the Station Name of the remote VistA
site to which the user wants to connect. The Launch Mode provides a drop-down
menu from which the user can select the Launch Mode to use. The drop-down
selection defaults to “Reflection.”

Available drop-down options are:
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o Reflection — This option is used to launch a VistA session with Reflection at the
selected remote location.

e CPRS - This option is used to launch a remote VistA CPRS session at the selected
remote location.

e Synchronize — This option is used to connect to and setup or update an active
VistA profile at a remote VistA site. If there are changes to the user's Home VistA
account and those changes are also made to their WebVRAM profile, the
Synchronize option will push those changes to the selected remote location(s). If
the user’s line management determines a need for access to a new VistA site, the
new location can be added to the user's WebVRAM profile by the WebVRAM
Business Unit Administrator. After the new VistA site is added, the user should
synchronize to the site so that WebVRAM can create a VistA user profile at that
site.

Figure 36: Launch Mode Drop-down

WebVRAM

VistA User:

=

[L-‘luﬂtl‘l Mode:
Multi Select

L]
O
]

5.1.1 Launch Mode: Reflection
1. Login to WebVRAM.

2. From the WebVRAM home page, select the Station Name of the remote VistA
site to which the user wants to connect.
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3.

If the VistA site the user needs to connect to is not shown in the first 20 sites
listed on the home page, the user can use the search window to quickly locate
the VistA site. The user can search by Station Name, Station ID, VISN, and State.

Click on Launch Reflection. WebVRAM will launch Reflection and log the user
into the remote VistA site that was selected.

ONOTE: Reflection is the built-in workstation software that allows the user to
connect to and work in the selected remote VistA system.

ONOTE: If your Reflection session times out, if you have logged in to
WebVRAM with your PIV card, you will be able to re-establish your connection
using your PIV credential rather than needing to use Access and Verify codes to
re-establish the Reflection session.

Figure 37: Launch Reflection Button

VistA Sites

Q

Previous - Next Launch Reflection v

Search for a Vista site...

Select All ‘

Mode:
Station # Station Name VISNV  State Days Since Last Sync Days Since Last Refresh Multi Select Launch Site
668 Spokane TEST 99 WA O
618 Minneapolis TEST 99 MN 6 6 O
539 Cincinnati TEST 99 MN 6 6 0
517 Beckley TEST 99 Wy 6 6 O

5. Once the Launch Reflection button is selected, the application will launch the

user's desktop Reflection software and make the connection to the remote VistA
system where the user will be logged in for VistA access. The VistA “roll and
scroll” features will be available to the user, like what the user has access to in
their local VistA system, as shown in the screen shot below.

WebVRAM User Guide 45 September 2025




Figure 38: VistA Login

The data in this TEST system is protected by the same confidentiality
regulations, statutes, and penalties fTor unauthorized disclosure as
the production system.

Restore date: MAR 25.2019

Volume set: TOU: EXAMPLE UCl: XXX Device: EXAMPL: (## | #35¢  #3H# 44

ACCESS CODE: ******%
VERIFY CODE: % *ddxks

5.1.2 Launching Different Multiple Remote VistA Sessions

Multiple VistA sessions at different remote VistA locations can be launched together by
checking the box for each VistA to be launched simultaneously in the Multi Select
column on the user's home page. When one or more boxes to launch Reflection are
checked, the Launch Mode selection option changes to Launch Selected. Clicking the
Launch Selected button, with one or more boxes checked in the Multi Select column,
then launches different multiple VistA sessions at the same time. The figure below
shows the boxes checked for each site the user intends to launch, and the Launch
Selected mode for performing this action.

Figure 39: Launch Multiple Reflection Sessions to Different Remote VistA Systems

Launch Mode:  Reflection Launch Selected Selact Al
State (—H:II'.I Sedect -\ Launch
[ |
oR |
WM 7]
CA o
\. 2_J

ACAUTION: If a connection to a particular site fails when multiple Reflection
sessions are launched, it can be due to several factors outside of the control of the
WebVRAM application, such as network latency issues, down time at the remote site,
user profile configuration issues at the remote site, local VistA user profile configuration
issues, etc. If connection to a site fails during a multiple launch sequence, the entire
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launch sequence, from that site forward, is terminated by WebVRAM so the user can see
and capture the error that occurred when the connection failed. For example, if five sites
were selected and launched, and the third site fails to connect during launch, sites four
and five will not be launched to allow the user to immediately see the connection error
displayed. That error message can then be shared with the Enterprise Service Desk when
the user logs a ticket to request help in resolving the issue. Sites four and five can then
be launched after capturing the error independently, or together by checking the Multi
Select box adjacent to each of those sites and clicking the Launch Selected button.

5.1.3 Launching Simultaneous Multiple VistA Sessions at a Single Site

Launching simultaneous multiple Reflection connection sessions at the same site is done
by launching the first session from the WebVRAM home page as discussed in Section
5.1.1 Launch Mode: Reflection, then repeating the launch steps to launch additional
simultaneous connection sessions to the same VistA system at the same time.

ACAUTION: For this to work, Micro Focus Reflection must have a configuration
setting in place to allow simultaneous multiple sessions to be opened. Follow the steps
below to ensure this configuration setting is in place.

1. Open Reflection Workspace on your workstation. In the upper left corner, click the
File tab.

2. In the pop-up window that opens, click on Reflection Workspace Settings in
the lower right corner, as shown below.
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Figure 40: Reflection Workspace Settings Access

Recent Documents
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3. In the pop-up window that opens, under Workspace Settings, click on
Configure User Interface, as shown below.
Figure 41: Reflection — Configure User Interface Link
ettings L'EW‘
pace Settings » Cearch ﬁ
Iiw. Reflection Workspace Settings
3 Trust Center % Workspace Settings
Specity Trusted Locations Configure Waorkspace Detaulls
Set Up Enformation Privacy Configure Wigrkspace Attributes
Set Up AP and Macro Security Configure User Interface
Canfigure Centralized Managament
WebVRAM User Guide 49 September 2025



4. In the next pop-up window, use the drop-down option in the User Interface
Mode* box to select the Ribbon setting. Click OK in the bottom right corner to
save changes, as shown below.

Figure 42: Reflection — Change User Interface Mode
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5. With this setting change, the user can now open simultaneous multiple sessions
to one VistA remote site.

5.1.4 CPAC Users: Configure Tile View for Multiple VistA Sessions at
the Same Site

For CPAC users who need to view more than one simultaneous VistA session at the
same site, arranging these sessions in a tile view must be done manually within
Reflection during initial use of WebVRAM. The following steps will create a tile view for
the remote VistA site connections the first time these connections are established. After
configuring the view during the first connection to the remote site through WebVRAM,
the tile view of up to four sessions will be presented automatically each time you use
WebVRAM to establish multiple session connections to this same site.
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To set up the tile view at additional remote sites, repeat these configurations steps
during the first multi-session connection to each remote site established through

WebVRAM.

These steps will set up the tile view configuration in Reflection for viewing multiple

sessions at the same VistA site:

1. Launch the first session to connect to the remote site through WebVRAM. After

Reflection opens and logs the user in, proceed to Step 2.

2. Launch a second, third, and, if needed, fourth session to the same site through
WebVRAM. Reflection will now show all four sessions in a cascading view as

shown below.

Figure 43: Reflection — Cascading View of Multiple Same-site Sessions
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3. In the lower right-hand corner of the Reflection window, click on the Arrange

Windows icon, and select Tile Vertical from the drop-down menu, as shown
below.

Figure 44: Reflection - Arrange Windows Icon and Drop-down

[ | | cap NUM scrL | 9:01aM | [T

Figure 45: Reflection — Arrange Windows Tile Vertical Selection

g Tile Honzontal

B | car NUM scRl Ty Cascade

4. With these selections, Reflection will present a tile view of all four sessions. Each
session is shrunk in size to be fully visible within one quadrant of the screen.

For a larger view of these sessions, click the Full Screen icon in the lower right-
hand corner of the screen to the left of the Arrange Windows icon.
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Figure 46: Reflection - Tile Vertical View
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5.1.5 Launch Mode: CPRS

1. Login to WebVRAM.

2. From the WebVRAM home page, click on the Launch Mode drop-down and

select CPRS.

3. Locate the Station Name of the remote VistA site to which to connect. Click on
Launch CPRS. WebVRAM will launch CPRS and log the user into the remote
VistA site that was selected.

Figure 47: Launch CPRS Button

WebVRAM User Guide 53 September 2025



VistA Sites

Q, | Search for a Vista site...

Previous Next

Station # Station Name

668 Spokane TEST
618 Minneapolis TEST
539 Cincinnati TEST
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Launch Site

Launch CPRS

Launch CPRS

4. WebVRAM is integrated with the IAM PIV 2FA login process. The CPRS Version
Screen appears, along with the Windows Security: VistA Login - Certificate
Selection screen as shown below.

WebVRAM User Guide

Figure 48: CPRS Version Screen

A&

3
- = = e

Computerized Patient Record
version 1.0.31.118

Department of Yeterans Aftairs

“Weteran's Adminiztration O1&T Product Development staff have
made every effart during the design. develapment and testing of
thiz application to ensure full accessibiity ta all users in
compliance with Section 508 of the Rehabilitation Action of 1573,
as amended. |f any issues are encountered while rwnning this
application, please contact your local help desk for support.

54

September 2025




Figure 49: Windows Security: VistA Login - Certificate Selection screen

Windows Security X

VistA Logon - Certificate Selection

Select a certificate for VistA authentication

Authentication - —(Afmiate]

Issuer: Department of Veterans Affairs CA
Valid From: 1/20/2022 to 8/22/2022

Click here to view certificate properties

Mare choices

Signature - {1l 5te

: feen
Issuer: Department of Veterans Affairs CA
Valid From: 1/20/2022 to 8/22/2022

Authentication - (R~ ffiliate)

Issuer: Department of Veterans Affairs CA
Valid From: 1/20/2022 to 8/22/2022

QK Cancel

5. Select the Authentication Certificate and click OK. The CPRS VistA Login screen
appears.

6. NOTE: If the user logged in to WebVRAM with Access and Verify Codes, the user
needs to click on Cancel in the Windows Security screen. The user will then be

prompted to enter the Access and Verify Code (of your Home VistA site) and click
oK.

7. WebVRAM application will launch the user’s desktop CPRS software and make
the connection to the remote system where the user will be logged in for CPRS
access. Upon successful connection, the CPRS patient selection screen will
appear.

5.1.6 Launch Mode: CPRS with Custom Reflection Profiles
1. Login to WebVRAM.

2. From the WebVRAM main page, click on Tools and select Reflection Profiles
from the drop-down menu. The Reflection Profiles screen is displayed.

Figure 50: Tools Menu, Reflection Profiles Option
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3. The Reflection Profiles screen will display a list of custom Reflection “.rdox”
profiles. The default profile is: “SessionTemplate.rdox.” There are additional
profiles based on business processes.

Figure 51: Reflection Profiles Screen

________________________________________________________________________________________|
fHome  FTools~ @Help % Manage G Logout

Reflection Profiles

previos [ nex

Profile Name File Name Current Profile
AM Accounts Management CPAC AM-Accounts-Management-CPAC. rdox o
AM Accounts Management Follow Up Master AM-Accounts-Management-Follow-Up-Master.rdox )
AM Accounts Management Follow Up Refunds AM-Accounts-Management-Follow-Up-Refunds rdox o
AM Accounts Management Payer Analysis AM-Accounts-Management Payer-Analysis rdox o
‘AM Accounts Management Refund Team AM-Accounts-Management-Refund-Team rdox (]
Billing HINES Billing-HINES rdox

OPECC Outpatient Pharmacy Electronic Claims Coordinators OPECC-Quipatient-Ph Electronic-Claims-C rdox o
Session Template SessionTemplate rdox ®
UR Utilization Reviewr UR-Utiization-Review rdax o
VS Veterans Senvices CPAC VS-Veterans-Senvices-CPAC.rdox )
V5 Vieterans Senvices Master VS-Veterans-Senvices-Master rdox o)

4. Select from the following Reflection VT Session files, then click the Update User
button:

e AM-Accounts-Management-CPAC.rdox

e AM-Accounts-Management-Follow-Up-Master.rdox
e AM-Accounts-Management-Follow-Up-Refunds.rdox
e AM-Accounts-Management-Payer-Analysis.rdox

e AM-Accounts-Management-Refund-Team.rdox

e Billing-HINES.rdox
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e OPECC-Outpatient-Pharmacy-Electronic-Claims-Coordinators.rdox

e SessionTemplate.rdox

e UR-Utilization-Review.rdox

e VS—Veterans-Services-CPAC.rdox

e VS-Veterans-Services-Master.rdox

5. From the WebVRAM home page, click on the Launch Mode drop-down and

select CPRS.

6. Locate the Station Name of the remote VistA site to which to connect. Click on
Launch CPRS. WebVRAM will launch CPRS and log the user into the remote

VistA site that was selected.

Figure 52: Launch CPRS Button
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7. The CPRS version screen appears, along with the PIV Select a Certificate screen.
Click Cancel on the PIV Select a Certificate screen, as shown below.
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Figure 53: CPRS Version Screen

VS
CPRS:

Computerized Patient Record
version 1.0.31.118

Department of Yeterans Affairs

Weteran's Administration D1&T Product Development staff have
made every effort during the design, development and testing of
thiz application to enzure full accessiility to all users in
compliance with Section 508 of the Rehabilitation Action of 1973,
agz amended. If any izsues are encountered whils running this
application, please contact your local help desk. for support.

Figure 54: PIV Select a Certificate Screen

Windowd Secuity ! é

Select a Certificate

0K Cancel

8. The CPRS VistA Login screen appears. Enter your Access and Verify codes to the
remote CPRS VistA site. Upon successful entry of those codes, the CPRS patient
selection screen will appear.
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Figure 55: CPRS Login Screen
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9. The user is now able to use the selected Reflection Profile to perform business
functions.

5.1.7 Launching Multiple CPRS Sessions

Multiple CPRS sessions may be launched from the WebVRAM home page. Similar to
launching different multiple Reflection sessions as discussed in Section 5.1.2, multiple
CPRS sessions to different VistA sites can be launched by changing the Launch Mode as
outlined in Section 5.1.5 above, then clicking the checkboxes in the Multi Select
column. Clicking the Launch Selected button will then launch simultaneous multiple
CPRS sessions.

A CAUTION: Do not save the A/V codes” on your local computer. Follow VA
procedures for protecting passwords. If password storage is needed, refer to the VA
Technical Reference Model (TRM) to find approved password management software.

5.1.8 Access CPRS at Remote Sites Using CPRS Desktop Launcher

The WebVRAM application was not designed to be used at the same time as the CPRS
Desktop Launcher to access CPRS patient data at remote sites. The CPRS Desktop
Launcher is a separate application from WebVRAM, and it provides access to CPRS at
remote sites using different pathways and connection features.

By design and in keeping with VA security guidelines, if the remote VistA profile
established by a user when first synchronizing to a remote site is not accessed for 90
days after the initial connection is made, the remote VistA profile will terminate on day
91. This is a security policy enforced by the VistA systems. To prevent this, the user
MUST login to WebVRAM at least once every 89 days. WebVRAM's Remote Site Refresh
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process will refresh all the user’'s remote VistA sites to keep them active. After the
Remote Site Refresh process completes, the user can log off WebVRAM and continue to
use CPRS Desktop Launcher to access CPRS patient data at remote VistA sites for
another 89 days.

5.1.9 Prescription Drug-Monitoring Program (PDMP)

The Pharmacist and/or Provider can use the PDMP Query in CPRS at the remote VistA
site, for all sites that have this capability integrated.

5.1.10 New VA EHR Integration with WebVRAM

As VistA sites convert from VistA CPRS to the New VA Electronic Health Record (EHR),
WebVRAM will provide a mechanism for users to connect to the New VA EHR at those
sites, while continuing to give users the ability to connect to remote VistA systems they
are authorized to access.

6NOTE: Since the initial New VA EHR rollout will not replace all VistA functions, in
addition to accessing the New VA EHR, the user can still access certain VistA functions at
remote New VA EHR sites. Providers must use Joint Legacy Viewer (JLV) at a New VA
EHR-converted site to view historical VistA patient data.

The user workflow is as follows:
1. Users whose Home VistA site has converted to New VA EHR will:

a. Access New VA EHR to conduct work at local site by directly navigating to
the New VA EHR PIV login web page, not by going through WebVRAM.

b. Access remote New VA EHR sites from the Launch New VA EHR button on
the WebVRAM site listing page.

c. Continue to access remote VistA sites through WebVRAM as usual.
2. Users whose Home VistA site is still using the VistA EHR (CPRS) will:
a. Continue to access local VistA directly, not through WebVRAM.

b. Access remote New VA EHR sites from the Launch New VA EHR button on
the WebVRAM site listing page.

c. Continue to access remote VistA sites through WebVRAM as usual.

The below figure shows the user flow to access New VA EHR and remote VistA sites as
VA locations are converted from the VistA EHR to the New VA EHR.
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Figure 56: WebVRAM New VA EHR Connections User Workflow

Vi HealthShare New VA
EHR Authentication
and Connection
: Login to
New VA EHR m WebVRAM Login to
Site Users w/\Vista Mew W& EHR [/ FIV Access
Wmh'l.l'ﬂ.ﬁ.m U ASV Codes
o =l Launch Reflection or CPRS
: R
VistA Remote Sites (Not SIS
converted to New VAEHR) %  CPRS
Session
/’m;m’;;n or CPRS
Login to
VistA Site D WebVRAM S N
Users w/VistA Launch New New VA EHR PV Access
WebVRAM User A/V Codes VA EHR

5.1.11 Launch New VA EHR Button

1. From the WebVRAM home page, select a remote site to which to connect. If that
site has been converted to the New VA EHR, a Launch New VA EHR button will

be displayed.

ONOTE: If a site has converted to the New VA EHR, the Launch New VA EHR button
is displayed alongside the existing Launch Reflection button since the initial New VA
EHR rollout will not replace all VistA functions. Sites that have not yet converted to New
VA EHR do not have the Launch New VA EHR button available. New VA EHR sites are
not selectable as a user's WebVRAM Home VistA.

VistA Sites

Q, | Search for a Vista site...

Previous - Next

Station #  Station Name

668 Spokane TEST
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Figure 57: Launch New VA EHR Button

Launch Reflection
Mode:
VISN  State Days Since Last Sync Days Since Last Refresh
99 WA

61

Select All |

Multi Select Launch Site

D Launch Reflection

September 2025



2. Selecting the Launch New VA EHR button will open a web browser session for
the user to complete direct PIV login to the New VA EHR application at that site.

Figure 58: New VA EHR PIV Login Screen

U.S. Department
of Veterans Affairs

VA Single Sign-On | About | Contact Us

VA SINGLE SIGN-ON

Sign in to continue to

Cerner Citrix Prod Sign In
with VA PIV Card

View Other Sign-in Options

WARNING: m

5.1.12 PSO/WebVRAM PSDRPH Security Key

The RPC “PSO EPCS PSDRPH FILER” will be used to allocate/de-allocate and audit the
assignment/dismission of the PSDRPH key.

5.2 Launch Mode: Synchronize
1. Login to WebVRAM.

2. From the WebVRAM home page, select the Launch Mode drop-down and select
Synchronize. Then select the Station Name of the remote VistA site to which to
connect.

Select the Launch Synchronize button.
4. WebVRAM will launch Synchronize to connect to the selected VistA site.

5. Synchronize updates and syncs up your profile information on the remote VistA
system.
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Figure 59: Launch Synchronize Button
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Figure 60: Launch Synchronize Successful
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You can synchronize to multiple sites by selecting the Multi Select checkboxes for sites you wish

to synchronize and clicking the ‘Launch Selected’ button.
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Figure 61: Multi Select

Launch Mode: Synchronize v
hC Days Since Last Refresh Multi Select Launch Site
0 Launch Synchronize
0 0 Launch Synchronize
0 O Launch Synchronize
0 Launch Synchronize

You can synchronize to all sites by selecting ‘Select all’ and clicking the ‘Launch Selected’ button.
Figure 62: Select All

Launch Mode: Synchronize v Launch Selected Unselect All

Inc Days Since Last Refresh Multi Select Launch Site
] Launch Synchronize
0 Launch Synchronize

o
(<]
!

Launch S

o
(<]

Launch Synchroniz

m

oNOTE: ‘Select All" only selects all sites on the current visible page. To sync to
sites on subsequent pages, you must use ‘Select All" and ‘Launch Selected’ on
each page.

5.3 Changing Verify Code
5.3.1 Changing Active Verify Code

This option allows the user to change their VistA Verify Code, as needed, using the
WebVRAM application.

1. From Microsoft Edge browser, navigate to the WebVRAM Home Page.
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2. The Terms and Conditions web page is displayed. Click Accept the Terms and
Conditions.

3. The Login page is displayed. Select View Other Sign-in Options and select the
'Sign in with Home VistA Access Code and Verify Code’ button.

Figure 63: Other Sign-In Options

Other Sign-In Options

Sign in with Home VistA
Access Code and Verj

Sign in with VA Network{D
* Disabled for most users

4. Click the 'Change Verify Code' checkbox
Figure 64: WebVRAM Login - Change Verify Code

LLS. Department
I'-I'\’{?I{'-I'F:m.ﬁ Affairs WEbVRAPvI

Welcome to the WebVRAM Application
Enter your Cincinnati, OH Access and Verify Codes

Access Code

S PROOLCTION®*

5 WARNENG WA TNG S SHARNIHG*
*This U.5 povernsent system is imtended to be used by [awthorized WA Verity Code
metwork uiers] for viewing and retrieving inforsation only, emcept as
otheruiie explicitly suthorized. wa information redided on aad traniaits
through computer systess and networks funded by VA, All wse is considered
te Be with an underitanding and scoeptance that there i3 no ressonsble
expectation of privacy for any dats or Transeissions on Gowersmest & Change Verify Code _
Intramet or Extranst (non-public) metworks or systess. All tramssctions
that ooour on this systes and all dets trenssitted through this systes Resel
are subject to review and actiom imcluding (but not lisited to)

mondtoring, recording; retrieving, copying, suditing; inspectinmg,
investigating, restricting access, blocking, tracking, disclosing to
asthcrized personnel, or any otber suthorized actions by all swthorized
WA amd lew enforcesent persoonel. A1l wse of this system comstitwhtes
wnderstanding and unconditicnal scceptance of these terms.
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5. Select 'Login'

6. Enter your local VistA Access and Verify Codes and click the Change Verify Code
checkbox.

7. Click Login

Figure 65: Update Access and Verify Code

Access Code

LR LR L

Verify Code

-------------

Change Verify Code

Or
View Other Sign-in Options

8. Note that once the change has been made, the new Verify code will apply to all future
A/V code logins to your local VistA system and the WebVRAM application.

5.3.2 Expiring or Expired Verify Codes

If the user's Verify Code (at their local VistA) will expire within 5 days, or if the Verify
Code (at their local VistA) is already expired, WebVRAM will provide a popup asking the
user to change their Verify Code. If the user has logged in with their PIV card, you will be
prompted for the Old Verify Code.

Figure 66: Verify Code Expiring Soon Window

Your Verify Code will expire within 4 Days.

Please update your Verify Code.

Verify Codes expire every 90 days.

You can continue without making changes, or you can change your verify code

now.

Continue Without Changes Change Verify Code
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Enter your Old Verify Code (if requested) and New Verify code in both the New and
Confirm Verify Code boxes and click Save.

Figure 67: Change Verify Code - Expired Code PIV login

Verify Code Expired X

Remember that Verify Codes expire every 90 days.
If you cannot recall your current access and/or verify codes, please call ESD at
(855) 673-4357 to have them reset.

Instructions: The new verify code must be 8-20 characters mixed alphanumeric
and punctuation (except '~ 7, ")

You may click Cancel to log in without changing your verify code.
Old Verify Code

New Verify Code

Confirm New Verify Code

| Cancel |

If the user logged in using Access and Verify codes, then the Old Verify Code will
already be captured by WebVRAM, and it will not be required when creating a new
Verify Code.

Enter your New Verify Code in both text boxes and click Save. Alternately, you can select
Cancel and proceed to login without updating your Verify code.

ACAUTION: If the VA experiences a PIV system outage or other interruption to PIV
functionality, and your Verify code is expired, you will need to open an ESD Ticket to
update the code to log in to WebVRAM. ESD is likely to have limited availability during
such an event. It is recommended to keep your Verify code up to date.

5.4 User Profile

To view the User Profile information, click on the Username located on the upper right-
hand side of the application’s page. The drop-down menu will display the following
selections:
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e My Profile
e My Business Units and Admins

To view the user’s profile, click on the Username and select My Profile from the drop-
down menu; the browser will display the User’s Profile page.

Figure 68: My Profile page
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From the drop-down menu, click on the Username and select on My Business Unit and
Admins from the drop-down menu; the browser will display the list of Business Units
and BU Administrators for the user.

Figure 69: My Business Unit and Admins page
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5.5 Exit System

When you are finished with the work you need to perform, click Logout in the upper
right corner of the screen.

Figure 70: WebVRAM Logout

LD

My Profile

My Business Units and Admins

@ Logout

6. Troubleshooting

For troubleshooting, please contact the Enterprise Service Desk (ESD) at 1-855-673-
4357.

6.1 Special Instructions for Error Correction

6.1.1 Unauthorized Access Error

If the user experiences an “Unauthorized Access” error when attempting to login to the
WebVRAM application, their user profile has not yet been added to the WebVRAM User
Table.

To resolve, the user should contact their business line manager and request that their
user profile be added to the WebVRAM User Table by the business designated
WebVRAM Business Unit Administrator.
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Figure 71: Unauthorized Access Error Message

U.S. Department

of Veterans Affairs

Unauthorized access
Your account has NOT been setup to use WebVRAM.

v1.1.9-20200410-HOTFIX

6.1.2 Reflection Fails to Launch

If the user’s Reflection Desktop software fails to launch on their laptop or desktop, the

user should create a ticket through Service Now (SNOW)/yourIT or phone the ESD to
resolve the issue.
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6.1.3 Duplicate VistA Accounts at Remote Site

WebVRAM will check for duplicate VistA profiles at remote sites that may interfere with
a user’s attempt to synchronize, add, or update VistA profile data at the remote site.

WebVRAM will display an error message (in a pop-up window) when a user attempts to
connect to a remote site where potential duplicate VistA accounts are detected.

Contact your Business Unit Administrator for assistance in resolving duplicate VistA
account errors. Do NOT open an ESD ticket; your Business Unit Administrator will open
an ESD ticket if needed.

Figure 72: Duplicate VistA Account Error

Failed...

A Less details

er profiles at this site are
4 preventing you from connecting te the site. Pleass contact

your Business Unit Adminiatrat

(n}

ko report the
issue =so it can be resclwed.

Fatel Error:; Synchronization failed!

Close

6.1.4 Network Connectivity

If there is a network issue preventing access to the user’'s home VistA, then the PIV card
login image and A/V code input form will be disabled. A warning message will appear
advising you to submit a YourlT ticket.

Check the YourlT main page for any announcements of network outages and follow any
instructions provided on that page. If there is a local outage, contact your Local IT team
or the ESD and open a ticket.
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6.1.5 Other Errors

For all other errors encountered during use of the WebVRAM application, create a ticket
through Service Now (SNOW)/yourlT or call the ESD. The ESD can only update Access
and Verify codes via telephone.

oNOTE: Any errors encountered with CPRS or VistA once a remote connection is
established by the WebVRAM application will need to be resolved by submitting a
SNOW/yourlT ticket or calling the ESD.

How to submit an ESD ticket using SNOW/yourlIT for a WebVRAM issue:

1. Double-click the yourIT icon on your desktop to go to the YourlT site in your

browser.

Figure 73: yourlT Desktop Icon

wourl T i

2. From the main ITIL User Dashboard page, select the link under yourlT Service

Portal

Figure 74: yourlT Desktop Icon

Dashboards and Portals

Get the most out of ServiceNow by using a curated dashboard.
Recommended Dashboards (Content Catalog)
Knowledge Subject Matter Expert Dashboard

ITSM Technician Dashboard

ITSM Performance Summary

ITSM Monthly Metrics that Matter

EUS Technician Dashboard

EUS Performance Dashboard

AreaManager Dashboard

CMDB Configuration ltem Ownership and Management

Assignment Group Audit Dashboard

yourlT Service Portal

The yourlT Service Portal is open to all VA users

3. Select the 'Report an Issue’ button. Do not select ‘Submit a Request’
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Figure 75: Report an Issue button

Welcome to yourIT Service Portal!

Is something broken? Need something new?

A =

Report an Issue Submit a Request

4. Review the current issues list. If your issue is included, click the ‘thumbs up’ icon
and close your browser. The issue is already being worked on. If your issue is
not included, then click the 'Report a New Issue’ button.

Figure 76: Report a New Issue

Are you experiencing any of the issues below?

New York, NY - HPI - Telecom - Available - Limited Functionality - New York Regional Benefit Office (New York, NY)
Started 12/19/2023 1:43 PM EST | #INC30407953
f I'm experiencing this too - report an issue for me

If you are not experiencing any of the issues listed, please continue to report a new issue. (LR EN CUACIEE 3

5. Click the NO option when asked if your issue is related to Veteran's Benefit
Management Systems (VBMS). WebVRAM is not associated with this
application.

Figure 77: Report a New Issue continued

Report an issue

Is your issue related to Veterans Benefits Management System (VBMS) application? @

( Yes ) | No )

6. Fill in the Affected End User (*Who are you submitting this issue for?), preferred
contact method, phone number, and email address.
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Figure 78: User Information

Report an issue

Request assistance with an issue you are having. An incident record will be created and managed through to successful
resclution. You will also be notified of progress

If your issue requires IMMEDIATE attention or if you need a password reset, please contact the Enterprise
Service Desk. You may also access Self-Service for a 1 Day PIV Exemption at AccessVA.

User Information (Step 1 of 3)
* Indicates a required field

*Who are you submitting this issue for?

(i} x

*Preferred Contact Method @

If "Other” is selected, please enter contact detail in Tell Us More field on next page. %
Email

* Best Foliow-up Phone Number

*Email

example.user@va.gov

Next Page: Issue Details

7. Fill in the requested fields. Request that the ESD route the ticket to
SPM.Health.PCS.Sub_4.WebVRAM. For Category, select ‘Software’ and for
Subcategory, select ‘Web'. Enter the WebVRAM URL for the URL issue field.

Figure 79: Report an Issue fields
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Information pertaining 1o personal Identification SUeh as social SecUNty nNUMber ($SN), passport number, ariver's
license, patient identification number, financial or credit numbers, stc.

* Brief Description of Issue

Sample Issue
Articles that may help resolve your issue w
*I5 i3 I55Ue NApPENINg 3t a VA LOCAtION? (IT TEIGWOrK, Select No)
) Yes () Mo
*Tell us more about your issue including the best way to contact you
Sample Issue. Please route to SPM.Health.PCS.Sub_4.\WebWVRAM |
* Category @
Please chocse the category that most closely identifies your incident (Facility, Hardware, Security, Service, or Seftware). %
Softwsre ‘ v |

* Subcategory @
Pleass choose the subcategory that further explains your incidert. 3

ik ‘ .|
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8. At the bottom of this page, add any relevant attachments and select ‘Next Page:
Further Details’

Figure 80: Report an Issue fields cont'd

If your issue requires IMMEDIATE attention or if you need a password reset, please contact the Enterprise
Service Desk. You may also access Self-Service for a 1 Day PIV Exemption at AccessVA.

* Select the Name, EE Numbser and/or Hosiname of your affected sysiem

The device | am looking for is not on the list

Attachments (Optional)

o

& Add attachments

Previous Page: User Information Next Page: Further Details

9. Select severity and 'no’ for the active initiative field, and click Submit Issue.

Figure 81: Further Details and Submit Issue

Report anIssue

Request assiztance with an issue you are having. An incident record will be creatad and managed through to successful
resolution. You will 2iso be notified of progress

If your issue requires IMMEDIATE attention or if you need a password reset, please contact the Enterprise
Service Desk. You may also access Self-Service for a 1 Day PIV Exemption at AccessVA.

Further Details (Step 3 of 3)
" Indicates a required field
* Impact of Issue?

A Wark Around is Available ‘ v

Select if this issue relates to an aclive initiative (O ptional)

| — None —

|| Affects Informatics Patient Safety (Health IT. VistA/CPRS)

Previous Page: Issue Details Submit Issue
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Appendix A - Acronyms and Abbreviations

Acronyms and definitions are provided throughout the document with first use and are
also collected in the table below.

Table 3: Acronyms and Abbreviations

Term Definition
2FA 2-Factor Authentication
AD Active Directory
ADPAC Automated Data Processing Application Coordinator
BUA Business Unit Administrator
CAC Common Access Card
COR Contracting Officer Representative or Clinical Orders Repository
CPAC Consolidated Patient Account Center
CPRS Computerized Patient Record System
EHR Electronic Health Record
ePAS Electronic Permission Access System
ESD Enterprise Service Desk
ESO Enterprise Security Operations
FISMA Federal Information Security Management Act
FPO Field Program Office
GAL Global Address List
GUI Graphical User Interface
HCS Health Care System (large multi-site medical center)
IAM Identify and Access Management
ICU Intensive Care Unit
IEN Internal Entry Number
ISSO Information System Security Officer
IT Information Technology
MHA Mental Health Assistant (application launched from within CPRS)
NARS National Automated Response System
NPI National Provider Identifier
OCC Office of Community Care
OCCHD Office of Community Care Help Desk
oIT Office of Information and Technology
PDF Portable Document Format
PHI Protected Health Information
WebVRAM User Guide 76 September 2025




Term Definition
Pll Personally Identifiable Information
PIN Personal Identification Number
PIV Personal Identification Verification
PIV Personal Identification and Validation
PDMP Prescription Drug-Monitoring Program
RPC Remote Procedure Call
RPT Not an acronym. This is Report tab in VistA
SDD System Design Document
SNOW Service Now, also called yourIT
SOP Standard Operating Procedure
SQL Structured Query Language
SSN Social Security Number
SSO Single Sign On
STIC Station ID Callback Module
TELE Short for Telemedicine
URL Uniform Resource Locator
VAMC VA Medical Center
VDL VA Document Library
VHA Veterans' Health Administration
VistA Veterans' Health Information Systems and Technology Architecture
VM Virtual Machine
VPN Virtual Private Network
VRAM VistA Remote Access Management
WAM WebVRAM Administration Module
WEBG Not an acronym. WEBG is the VistA namespace for the WebVRAM application,
used to integrate the web software with VistA applications.
WebVRAM | Web VistA Remote Access Management
WUT WebVRAM User Table
WebVRAM User Guide 77 September 2025




	Web Veteran’s Health Information Systems and Technology Architecture Remote Access Management (WebVRAM)User Guide
	1. Quick Start Guide
	1.1 How to Request Access to WebVRAM Screen
	1.2 WebVRAM Invitation
	1.3 Request Access Directly to BU Director

	2. Introduction
	2.1 Purpose
	2.2 Document Orientation
	2.2.1 Organization of the Manual
	2.2.2 Assumptions
	2.2.3 Coordination

	2.3 Disclaimers
	2.3.1 Software Disclaimer
	2.3.2 Documentation Disclaimer

	2.4 Documentation Conventions
	2.5 References and Resources
	2.6 Enterprise Service Desk and Organizational Contacts

	3. System Maintenance
	3.1 System Summary
	3.2 System Configuration
	3.3 Data Flows
	3.4 User Access Levels
	3.5 Continuity of Operation

	4. Getting Started
	4.1 Update eSignature Code and Details
	4.2 IAM / PIV Login - Link PIV to your Home VistA site
	4.3 IAM / PIV Login – Login to WebVRAM with PIV Card
	4.4 Account Maintenance and Timeouts
	4.4.1 Access Control Policy – 90 Day Inactivity
	4.4.2 Synchronization
	4.4.3 Remote Site Refresh Process
	4.4.4 Remote Site Refresh Log Screen


	5. Using the Software
	5.1 Remote Session: Launch Mode
	5.1.1 Launch Mode: Reflection
	5.1.2 Launching Different Multiple Remote VistA Sessions
	5.1.3 Launching Simultaneous Multiple VistA Sessions at a Single Site
	5.1.4 CPAC Users: Configure Tile View for Multiple VistA Sessions at the Same Site
	5.1.5 Launch Mode: CPRS
	5.1.6 Launch Mode: CPRS with Custom Reflection Profiles
	5.1.7 Launching Multiple CPRS Sessions
	5.1.8 Access CPRS at Remote Sites Using CPRS Desktop Launcher
	5.1.9 Prescription Drug-Monitoring Program (PDMP)
	5.1.10 New VA EHR Integration with WebVRAM
	5.1.11  Launch New VA EHR Button
	5.1.12  PSO/WebVRAM PSDRPH Security Key

	5.2 Launch Mode: Synchronize
	5.3 Changing Verify Code
	5.3.1 Changing Active Verify Code
	5.3.2 Expiring or Expired Verify Codes

	5.4 User Profile
	5.5 Exit System

	6. Troubleshooting
	6.1 Special Instructions for Error Correction
	6.1.1 Unauthorized Access Error
	6.1.2 Reflection Fails to Launch
	6.1.3 Duplicate VistA Accounts at Remote Site
	6.1.4 Network Connectivity
	6.1.5 Other Errors



	Updates for Release 12.0.2
	Updates for Release 12.0.1
	Updates for Release 12.0 
	Updated for Release 11.0.5. Added section 5.1.12 PSO/ WebVRAM PSDRPH Security Key
	Updated for Release 11.0.4.
	Updated for Release 11.0.3. Added section 5.1.9 Prescription Drug-Monitoring Program (PDMP)
	Updated for Release 11.0.2. 
	Appendix A – Acronyms and Abbreviations

