Veteran Health Identification Card (VHIC 4.11)

User Guide

Volume 1 - Card Request — All Users

February 2020

Department of Veterans Affairs

Office of Information and Technology (OI&T)



Revision History

NOTE: The revision history cycle begins once changes or enhancements are requested after the

document has been baselined.

Date

Revision

Description

Author

02/15/2020

5

Updated to reflect changes to VHIC
application during VIP 12 application

Dawn Bryant

11/01/2019

4

Updated to reflect changes made in the VIP
10 release- validation for ICN input fields on
all search screens and added usage tips

Dawn Bryant

09/19/2019

Updated to reflect changes to VHIC 4.9
functionality

Dawn Bryant

08/30/2019

24

Updated guide to match Style Guide

Robin Lee-Thorp

08/30/2018

23

As part of RTC Task# 808827, updated Alt
text on four (4) revised images, re-ran TOCs,
and checked pagination. Converted this
document to a Section 508 compliant PDF.

Donnie Canham

08/23/2018

2.3

In Section 4, updated Figures 4-20, 4-21, 4-
33, and 4-35 to include a message at the
bottom of the figure window for how to delete
the current MVI Value. This work was
completed under RTC Task # 808827.

Dawn Bryant

04/20/2018

2.2

As part of new Section 4, entitled, “Proofing
Veteran before Requesting a VHIC Card”
added Alt text to all images and figures. Re-
ran TOCs and fixed content/figure pagination
issues in the Word document. Revision
History number set to “2.2” and document
converted to Section 508 compliant PDF for
uploading, with Word document, to RTC Jazz
Tools as well as SharePoint. Completed
editing 04/11/2018 for 04/20/2018 delivery.

Donnie Canham

04/20/2018

2.2

Updated to reflect changes to Proofing
process within MVI Toolkit, updated TOCs

Dawn Bryant

01/24/2018

21

Accepted all changes as approved on
anomaly logs, re-paginated document, re-ran
TOCs, and created Section 508 compliant
PDF for uploading, with Word document, to
RTC Jazz Tools as well as SharePoint.

Donnie Canham

01/19/2018

2.1

Re-paginated document. Readied document
for creating Section 508 compliant PDF.

Donnie Canham

01/17/2018

21

Applied change from third anomaly log dated
011718 and e-mail direction from same date.

Donnie Canham

01/16/2018

2.1

Applied changes from second anomaly log
dated 011618.

Donnie Canham

01/12/2018

21

Applied changes from first anomaly log dated
010418.

Donnie Canham

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request ii

February 2020



12/28/2017

2.1

Updated document images to include “Skip to
Content” link where necessary. Re-ran TOCs,
added Alt Text to all images and figures, and
changed document date from “August 2017”
to “January 2018.” Updated Appendix entitled
“VHIC Roles.”

Donnie Canham

08/17/2017

2.0

After receiving documentation updates, re-
completed steps from 08/08/17 Revision
History entry. Also, fixed figure numbering
transition between Figure 2-10 and Figure 2-
12.

Donnie Canham

08/08/2017

20

Added Alt text to all images and figures.
Accepted all changes remaining in document,
re-ran TOCs, and fixed content/figure
pagination issues in the Word document.
Revision History number set to “2.0” and
document converted to Section 508 compliant
PDF as part of VHIC 4.8.

Donnie Canham

07/21/2017

2.0

Updated to include standard image for
“Veteran Image.”

Donnie Canham

07/18/2017

2.0

Updated with content and images for first
draft for VHIC 4.8.

Donnie Canham

04/15/2017

1.7

Updated for VIP 2 Changes

Dawn Bryant

08/12/2016

1.6

Completed technical writer review of
document. Ran Spelling and Grammar,
added Alt text to all images, and re-ran TOCs.

Donnie Canham

08/10/2016

1.6

Updated content and Images for VHIC 4.7

Laja Geno

01/06/2016

1.5

Updated content and Images

Laja Geno

07/07/2015

1.4

Updated content and Images

Laja Geno

07/07/2015

1.3

Rebuilt to capture content overhaul to VHIC
System and divided this guide into three
separate parts

Laja Geno

05/20/2015

1.2

Updated Content and Images to reflect the
Maintenance Releases

Laja Geno

01/13/2015

1.1

Updated content and Images

Laja Geno

09/18/2014

1.0

Rebuilt to capture content overhaul to VHIC
System

Michele Custis

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request iil

February 2020



Table of Contents

1. INtroduction ... ———— 1
S T VT oo 1= SRR 1
1.2. Document Orientation..........cc.uuiiiiiiiee e 1

1.2.1. Organization of the Manual ..o e 1
2 =¥ | o 4] ] (o] = 2
2R TR I 1= =1 =T 2
1.2.4. Documentation CONVENLIONS ............uuiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeneeeannannnnnnnnnnnnn 3
1.3. Enterprise Service Desk and Organizational Contacts..............cccuveeeeiiiiiiiiiiiiiiieeeee, 3

2. Veteran Health Identification Card — What is it?..............ccivireeenee 4
2.1. Accessing the VHIC AppliCation ...........ccooiiiiiiiii e 4
2.2, BIOWSET ..ot e e 5

2.2.1. Browser Incompatibility ISSUE ..........oouveiiiiiie e 5
2.3. Proper Navigation of the VHIC Application ..........ccccoooiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeee e 5
2.4, ROIES WIthin VHIC ... ... 6

241, VHIC ASSOCIALE ....cevviiiiiiiiiiiiiiiiiiiiiiiii s 6

DA YA o 1L 10T oY Y1 o] 6

2.4.3. VHIC AdMINISTrator. . .......uuuiiiiiiiiiiiiiiiiiiiiiiii s 7

2.4.4. VHIC Technical Administrator (Tier 3) .......coouiiiiiieiieeeee e 7

P T VA o | (2 U Lo [ (o TP RPT PP 7

2.4.6. VHIC Read-ONlY USEI ......oeiiiiiiiiiiiee et 7

2.4.7. VHIC Card Replacement Enrollment Services USErs .............oevvvvveveveeeieiievennennnnns 7

3. Getting Started ... 8
3.1. Single Sign-0On Internal (SSON) ......ccuuuiiiiiiiie e 8
K W o T [ |1 To 1N ] o [PPSR 8
3.3, SYSIEM MENU ..o e e e e e a s 8

3.3.1. VHIC Administrator and Technical Administrator Tier 3..........ccccccoiiiiiiiiiiieennnnnnn. 9

3.3.2. VHIC Associate and SUPEIVISON ..........oviiiiiiiiiiiiiiieiiiieeeiieeeeieeeeeaenesessseensnsssnnnnsnnnnn 9

3.3.3. VHIC Auditor and Read-Only USEr ..........coooiiiiiiiiiiiiiaeeeiieceee e 10
3.4. VHIC System Status BanNer..........oooiiiiiiiiiiieee e 11
3.5. Changing User ID and PasSWOrd..............ouiiiiiiiiiiiiiieiieeae e 11

4. Proofing Veteran before Requesting a VHIC Card..............ccc......... 11

4.1. Accessing the Identity Management TOOIKit.............ccoooiiiiiiiii e, 11
4.1.1. Accessing the Identity Management Toolkit DireCtly................oevvviiiiiiiiiiiiiiiiininns 11
4.1.2. Accessing ldentity Management Toolkit from within the VHIC Application........... 12
4.1.3. Logging out of Identity Management TOOIKit ..............cooiiiiiiiiiiiieeeeee, 15

4.2. Proofing ProCess and STEPS ......cciiiiiiiiiiiiiiiii e 16
4.2.1. LoOoKING UP the VELEran ..........oeiiiiiiiiiiieiiee s 17
4.2.2. PriMAry VIBW ......eeeiiiiiiiiiiiiiiii s 21
4.2.3. If Level of Assurance is Level 1 — Complete Proofing.........ccccceveeiiiniiiiiiiieennenn. 21
4.2.4. If Level of Assurance is Level 2 — Continue to Issue VHIC ............cooiiiiienn. 30

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request iv February 2020



4.2.5. Proofing Task Opened in Error, Trait Edit Needed...............ooovvviviiiiiiiiiiiiiiiiiiinnns 31

5. Creating a VHIC Card — The Card Request Process........cccccceeuuunnne 35
5.1. New VHIC: Veteran Level 2 Proofed through Identity Management Toolkit ................ 36
5.1.1. Step 1: Enter Search TerMS ......oooiviiiiiiiiiiiiiieeeeeeeeeeee e eanenennennnnnes 36
5.1.2. Step 2: SeleCt VELEIraN.......cooiiiiiiiiiieieeeeeeeeeeeeee e 40
5.1.3. Step 3: Capture Veteran Image ..........oovvviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeneneanennes 40
5.1.4. Step 4: Select Mailing ADAresS.........ceeiiiiiiiiie e 51
5.1.5. Status SECHON ..o 53
5.1.6. Step 5: Save Card REQUESL...........oeiiiiiiiiiiiiiiiiiieeeeeeeeeeee e nennannnnnes 53
5.2. New VHIC: Veteran has NOT been Level 2 Proofed through Identity Management
TOOIKIL. .. 56
5.2.1. Step 1: Enter Search TermMS .......oooviiiiiiiiiiiiieeeeeeeeeeeeee e eenenennennnnnes 56
5.2.2. Step 2: SeleCt VEIEraN.......cooviiiiiiieieeeeeeeeeeeeeeeee e 58
5.2.3. Step 3: Capture Veteran Image .........ooovviiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeneneanennes 59
5.2.4. Step 4: Select Mailing ADAresS.........ceeiiiiiiiiiie e 63
5.2.5. Status SECHON ......coiiiiiiiiiiieeeeeeeeeee e 65
5.2.6. Step 5: Save Card REQUESL ..........ooviiiiiiiiiiiiiiiieieeeeeee e 66
5.3. Resuming an On Hold VHIC Request: Veteran NOT Level 2 Proofed Hold Reason...70
5.3.1. Step 1: Enter Search TermMS .......oooiiiiiiiiiiiiiiieeeeeeeeeeeeee e 70
5.3.2. Step 2: SeleCt VELEraN.......coooiiiiiiiiiieeeeeeeeeeeeee 72
5.3.3. Reuse EXIiSting IMagE ........cooiiiiiiiiiiiiiiiiiiiiie e 72
5.3.4. Step 4: Select Mailing ADAresS ........ueeiiiiiiiiiiii e 74
5.3.5. Status SECHON ......ccoiiiiiii e 76
5.3.6. Step 5: Save Card REQUESL ..........ooviiiiiiiiiiiiiiiiieeeeeeeeeee e 76
5.4. Replacement VHIC: Veteran Level 2 Proofed through Identity Management Toolkit...81
5.4.1. Step 1: Enter Search TermMS ......cooviiiiiiiiiiiiiiieeeeee e 81
5.4.2. Step 2: SeleCt VEteran.........oouiiiiiiiiiiiiiiieeeeeee e 83
5.4.3. Step 3: Capture Veteran Image .........ooovviiiiiiiiiiiiiiiiiiiiiiieeeaeee 83
5.4.4. Step 4: Verify Identity AttribDUES .......oooviiiiiiiiiiiiie e 94
B5.4.5. Status SECHON ......uuii i e 96
5.4.6. Step 5: Save Card ReQUESL ..........oooiiiiiiiiiiiiiiiiiiee e 99
5.5. Placing a Replacement VHIC Request On Hold Manually: Veteran Level 2 Proofed 101
5.5.1. Step 1: Enter SearCh TeIMS ......cco o i i e 101
5.5.2. Step 2: Select Veteran...........vuoiiiiiiiiee e 103
5.5.3. Reuse EXisting IMage .......coovuniiiiiiie e 104
5.5.4. Step 4: Select Mailing AdAressS.........ooouiiiiiiii e 106
5.5.5. Status SECHON .......coi i 108
5.5.6. Step 5: Save Card REQUESE.........ccoiiiiecee e 111
5.6. On Hold Reasons EXPlaiNed...............uuuuuiiuiiiiiiiiiiiiiiiiiiiiiiiiieieiseeneneennesnennnnnnnnnnnnnnnnnns 113
5.6.1. Veteran NOt Proofed.............oooiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee e 113
5.6.2. Enroliment Services Unavailable ................oooiiiiiiiiiiiiiiiiiiiiiiiieiiiiiieeeeeeeannnenes 114
5.6.3. Eligibility Pending ........cooiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeee e 115
5.6.4. Bad Data — Other ........coiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeee et nnaae 116
5.7. Resuming an On Hold Replacement VHIC Request: Veteran Level 2 Proofed.......... 117

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request v February 2020



5.7.1. Step 1: Enter Search TermMS .......oooiiiiiiiiiiiiiiieieeeeeeeeeee e eaeennnnnnes 117

5.7.2. Step 2: SeleCt VEIEraN.......coooviiiiiiiiiiieeeeeeeeeeeeeeee e 118

5.7.3. Reuse EXiSting IMagE ........cooiiiiiiiiiiiiiiiiiieeeee e 119

5.7.4. Step 4: Select Mailing ADAresS........eeeiiiiiiiiiiieee e 120

5.7.5. Status SECHON .......coe i 123

5.7.6. Step 5: Save Card REQUESL...........ooiiiiiiiiiiiiiiiiiiieeeeeeeee e 125

5.8. Requesting a VHIC for a Veteran within ten (10) days of a previous VHIC request...128

6. Card Deactivations............ccceeeeeiiiimreeecinr s r e e e ennas 129
A 2 =1 o Yo o - 130
8. Troubleshooting........ccccooiimiiiiimir e 130

Table of Figures

Figure 2-1: Example of what the VHIC 100ks like.........cccccoiiiiiiiimiiieeeree s 4
Figure 2-2: VHIC Navigation BUttONsS............cccoiiiiieeecciiirrrrrcesss s s s ssssssss s s s s s e s 5
Figure 2-3: VHIC Administrator and VHIC Technical Administrator (Tier 3) menu.............. 6
Figure 2-4: VHIC Associate and VHIC Supervisor Menu.........c...ccevviimmmrecencsnnssesesessssssssneens 6
Figure 2-5: VHIC Auditor and VHIC Read-Only User menu...........ccceeeeeeecnnnneressesssssssseenenes 6
Figure 3-1: SSOi LOGIN SCIreeN.......ccciiiiieeeeiiiiirrrrrsesssss s s s srrsmssssss s s s e s s s snmsssssssssssesnmnsssssssssnnnns 8
Figure 3-2: VHIC Administrator and VHIC Technical Administrator (Tier 3) Home screen. 9
Figure 3-3: VHIC Associate and VHIC Supervisor Home screen........cccceeeeeceiiiirreeeccnnnnnnnn. 10
Figure 3-4: VHIC Auditor and VHIC Read-Only User Home screen.......ccccccccceevirirrreccnnnnnnnn. 10
Figure 3-5: VHIC System Status Banner............oooeeeciiiiiiiiicccsss e s e e s e sssmssssssseenes 1
Figure 4-1: Identity Management Toolkit SSOi Logon Screen...........cccoeeeeeeceiiieerreecennnnnnnn 12
Figure 4-2: Step 1: Enter Search Terms with Identity Management Toolkit hyperlink....... 13
Figure 13. Deceased Veteran Search ResuUlts..........cceueciiiiiiiiiceccccni s e 14
Figure 4-4: Step 5 - Save Card Request with Identity Management Toolkit hyperlink ....... 15
Figure 4-5: Log Off link located in the menu bar ... 15
Figure 4-6: Log Off link located in the Navigation pane..........ccccccmmiiiiiiniiiinnnee 16
Figure 4-7: Identity Management Toolkit Idle message..........ccccccummmmmmmmmnnnnnnn, 16
Figure 4-8: Identity Management Toolkit Search Screen ..........cccccccmriiiiiiniciiiienineees 17
Figure 4-9: Identity Management Toolkit Quick Search with Traits..........ccccoccmmrrriiiiiiiinnns 18
Figure 4-10: Identity Management Toolkit Quick Search - MVI Search Results ................. 18
Figure 4-11: Identity Management Toolkit Quick Search with ICN ...........ccccomiiiiiiiiiiiinnes 19
Figure 4-12: Identity Management Toolkit Search Screen; Click Search............cccoeeeunnees 19
Figure 4-13: Identity Management Toolkit Search For Person screen ..........cccccciiiiiiiinnnns 20
Figure 4-14: Identity Management Toolkit Search For Person screen; Click Search.......... 20
Figure 4-15: Identity Management Toolkit Primary View Screen...........cccoovvmmmriiiiinniciiinnnns 21
Figure 4-16: Tasks/Requests tab highlighted ..............comimmmiccc e 22
Figure 4-17: Tasks/Requests screen; click Proofing Tab........ccceucciiiiimiiicccccineerereec, 22
Figure 4-18: New Proofing Task Button Selected...........c.mmirmecciiiiiirrssccsr e 22
Figure 4-19: Identification Confirmation Message..........cc.commrrmmecciiiiiirrrsce e 23

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request vi February 2020



Figure 4-20: Task Details screen; Click Person Verification...........ccccocoviinniiinrinniiienennnns 23
Figure 4-21: Identity Management Toolkit Person Verification screen ..........cccccceviiinnnees 24
Figure 4-22: Data Review Tab Trait Verification...........cccccveiiiiiiciiiii e 25
Figure 4-23: Data Verification Indicator ... 25
Figure 4-24: Verification Document Instruction............cccceiiiiiiiiiiiin s 26
Figure 4-25: Verification Document Section; Enter document details ..........cccccceeiviiinnnees 27
Figure 4-26: Task Complete Pop Up MeSSaQe ......cceuuuiiiirirmrrcmnnnssnsserrrrnmssssssseesssssmnssssssssenes 27
Figure 4-27: Person Verification Updated Message .........ccceeeeeciiiiimrrrecenssns e esesecmsssnneenes 28
Figure 4-28: Refresh View button ... e 28
Figure 4-29: Task/Request Tab; Resolved Tasks ..........ccccmrremmmccniiiimrrrscessss e s s s ssssssssseenes 29
Figure 4-30: The Veteran's ICN is highlighted.............cccoommmmiimcccn e 29
Figure 4-31: Step 1: Enter Search Terms - ICN has been entered ..........ccooeeeceiirrrirrecnnnnnnnn. 30
Figure 4-32: The Veteran's ICN is highlighted.............cccoommimiicccc e 30
Figure 4-33: Step 1: Enter Search Terms - ICN has been entered ..........cceeeeeiiiiririecnnnnnnnn. 31
Figure 4-34: Person Verification Task; Trait Edit Needed ............cccoommirirecceii s 32
Figure 4-35: Processing Error MeSSAQe ........cccurrrremmuniiiiiirrrrmmssssssssssssssmsssssssssessssmsssssssssssnnes 32
Figure 4-36: Person Verification; Task Notes Tab Selection ............cvreeecceiiiiirrrececcen, 33
Figure 4-37: Unassign Person Verification Task .........cccooimmimieccniiissrssceccss e es e e csssssssseenns 34
Figure 5-1: Card Request Navigation Bar...........cccoccciimmmmiicceerrre e 35
Figure 5-2: Navigation Bar Step appearance by state.............ccooovmmmriiincciise s 35
Figure 5-3: Enter Search Terms SCreen.........cciiiiiieeinnn s 37
Figure 5-4: Help iCON.......uuiiiiiieiieiieeee s 37
Figure 5-5: Enter Search Terms SCreen........iiiiieeinnn s 38
Figure 5-6: Invalid ICN Error MesSage.........ccccerriiriiniinnmmmmnsssinnssssssssss s ssssssss s s 39
Figure 13. Deceased Veteran Search Results............ccccceiiiiiniiiiieinneerre s 40
Figure 5-7: Select Veteran SCreen.........ccccceeieriiiiiiiiiinsserrr s 40
Figure 5-8: Capture Veteran Image SCreen............cccovmemmmiiiiinicinsssssssns s 41
Figure 5-9: Capture Veteran Image screen — Take New Picture............cccevmmmmmrriiinniiiiinnnns 42
Figure 5-10: Capture Veteran Image screen — Capture Image .........cccccoeevimmmmmenniinnnncininnnns 43
Figure 5-11: Capture Veteran Image screen — Accept new photo; click Next..................... 44
Figure 5-12: Capture Veteran Image screen — Upload from File........ccccoeeeeeceiiiirireccnnnn, 45
Figure 5-13: Capture Veteran Image screen — Upload photo; click Browse .........cccccc........ 46
Figure 5-14: Capture Veteran Image screen — Upload photo; click Upload........................ 47
Figure 5-15: Capture Veteran Image screen — Edit photo; click Next.......ccccccccovrmmmrremnnnnnnnn. 48
Figure 5-16: Capture Veteran Image screen — Reuse Existing Photo; click Next............... 49
Figure 5-17: Capture Veteran Image screen — Reuse Existing Photo; click OK ................. 50
Figure 5-18: Select Mailing Address SCreen........cceeeeceiiiiirirecencss s e e sssseeenes 51
Figure 5-19: Save Card Request review SCreen..........ccccoviimireemncsissssrsssmsssssssseesssesssssssssseens 53
Figure 5-20: Branch of Service Selection..........ooeeecciiiiiiiiicccrr e 54
Figure 5-21: New Card Request Submitted..........ccoeeeciiiiiiiiiccccr e 55
Figure 5-22: Help iCON.... ..o iirrrr s s s s s s s s e s s s s s s e e e e e mmma s s s s e r e e s mmmnnnsnssnnnnns 56
Figure 5-23: Enter Search Terms SCreen..........cceeeeeecrsirrrrmrmemsssssssserrrrsmsssssssseesssssmsssssssssenes 57
Figure 5-24: Select Veteran SCreen........ccccceeeiiiiiiiiiciisssinnr s 58
Figure 5-25: Step 3 - Capture Veteran Image SCreen..........ccccccviummmmmiiiiinnsccssssssnne s 59

Veteran Health Identification Card 4.11

User Guide — Volume 1 Card Request

vii February 2020



Figure 5-26:
Figure 5-27:
Figure 5-28:
Figure 5-29:
Figure 5-30:
Figure 5-31:
Figure 5-32:
Figure 5-33:
Figure 5-34:
Figure 5-35:
Figure 5-36:
Figure 5-37:
Figure 5-38:
Figure 5-39:
Figure 5-40:
Figure 5-41:
Figure 5-42:
Figure 5-43:
Figure 5-44:
Figure 5-45:
Figure 5-46:
Figure 5-47:
Figure 5-48:
Figure 5-49:
Figure 5-50:
Figure 5-51:
Figure 5-52:
Figure 5-53:
Figure 5-54:
Figure 5-55:
Figure 5-56:
Figure 5-57:
Figure 5-58:
Figure 5-59:
Figure 5-60:
Figure 5-61:
Figure 5-62:
Figure 5-63:
Figure 5-64:
Figure 5-65:
Figure 5-66:
Figure 5-67:
Figure 5-68:
Figure 5-69:

Capture Veteran Image screen — Take New Picture...........cccooeeiiiiiiiiicccccnccnnns 60
Capture Veteran Image screen — Capture Image ..........ccccceeeiciiinnnnnnssssssssssnnnnns 61
Capture Veteran Image screen — Accept new photo; click Next..................... 62
Select Mailing Address SCreen..........oiviiiirinesnnn s 64
Save Card Request review SCreen.........cccccceeerrrnnnnnssssssssssssss s ss s s s 66
Branch of Service Selection............eeeemeeeemmmmmm e 67
Card Request Saved on Hold — Veteran Not Proofed........cccccceeeiiimrrrecnnnnnnnnn. 69
1= o 2T oo o S 70
Enter Search Terms SCreeN...........ueeeeeeeeemmmmmmmnnnnennnsnssss s sssssnaas 7

Select Veteran SCreeN.........ccccccciirrnrnnnn s 72
Capture Veteran Image screen — Reuse Existing Photo; click Next............... 73
Capture Veteran Image screen — Reuse Existing Photo; click OK ................. 73
Select Mailing Address SCreenN........c...cceiiiirreeeeecssss e rer s e e s s rssssssssseeesennnes 75
Branch of Service Selection.........ccccuuuueeemimiemimiiimmii s 77
Saving a VHIC Card in Hold Status...........cccceeeeecciiiiiirri e rer e e e eeeeees 77
On Hold Pop Up RemMinder .........ccceeeeeciiiiiirrrcceecsss s s re s s sessssss s s e s esenmsssssssseesssnnnns 78
Save Card Request review screen; click Submit.........ccceeeeeciiiriiiiicccccinieeees 79
Card Request Submitted ... 80
1= o T o 81
Enter Search Terms SCreeN.........cuueeeeeieeeemeeememeenennnnennnnnsnnnsnnnnnnnsnnnssnnsnsssssssnsnnnns 82
Select Veteran SCreen..........ccociiiiiiiiiiiiiiiissssseesss s s s s s s s s s s s s s s e s e s e e e s s e s sssnnnes 83
Step 3 - Capture Veteran Image SCreen.........ccccccvviiiiiiiiinnnnssssssssss s s ssssssens 84
Capture Veteran Image screen — Take New Picture..........ccccoviiiiinennnnniinnnnes 85
Capture Veteran Image screen — Capture Image .........ccccceeriiiiiiiineennnncnnnnnes 86
Capture Veteran Image screen — Accept new photo; click Next..................... 87
Capture Veteran Image screen — Upload from File..........nnnnnees 88
Capture Veteran Image screen — Upload photo; click Browse ....................... 89
Capture Veteran Image screen — Upload photo; click Upload......................... 20
Capture Veteran Image screen — Edit photo; click Next...........ccccceeeiiiiiinnnnee. 91
Capture Veteran Image screen — Reuse Existing Photo; click Next............... 92
Capture Veteran Image screen — Reuse Existing Photo; click OK ................. 93
Select Mailing address SCreen.........cceeuceiiiiiirrcceccsn s e s s s 94
Card Request Status section ..........occeecciiiiiiriccccr e 96
Replacement Reason drop-down list............ccooommiiieeiccii s e 97
Poor Quality Replacement Reasons.............uuuueemmmmmmmmmmmnnmnmnnnnnnnssnsssssssnnnaes 97
Damaged Replacement Reasons.........ccceeueciiiiiiiriicescssn s e s e e e e ssmmsssnas 97
Incorrect Information Replacement Reasons ...........cccovimmmiiecccciinisercccennnnn, 98
Save Card Request reVview SCreeN ...........ccccvviiirieeeescssnsesrrrscssssss s eessssmsssssssssenns 929
Branch of Service Selection...........c.cuuuueieeememimiiiimmnei s 100
Replacement Card Request Submitted .............ooomreeeeccri e, 101
[ 1= o oo o OO 102
Enter Search Terms SCreeN..........cuueeeeeeieemmmemmemnnnnnnnnnesssnsssssssssssssssasssassasaaaaaaes 103
ST=Y L= o AR VL=Y (=T = 1 T o =Y 104
Capture Veteran Image screen — Reuse Existing Photo; click Next............. 104

Veteran Health Identification Card 4.11

User Guide — Volume 1 Card Request

viii February 2020



Figure 5-70:
Figure 5-71:

Capture Veteran Image screen — Reuse Existing Photo; click OK................ 105
Select Mailing Address SCreen..........cuiirieeenne e 106

Figure 5-72: Card Request Status Section ............cccoieiiiiiccn s 108
Figure 5-73: Replacement Reason drop-down list...........ccceemmiiiiiiimmiissiccn s 108
Figure 5-74: Poor Quality Replacement Reasons...........cccccviiiiimeiminncccssesen s 109
Figure 5-75: Damaged Replacement REaSONS ............eeeeemmmmmmmmmmmmmmmmmmmnnnnnnsnnnnsnssaaa. 109
Figure 5-76: Incorrect Information Replacement Reasons ............cccccvreeecciiniereeeecennnnn, 110
Figure 5-77: Save Card Request review SCreen..........cccovrreeemenccssssersrssssssssssessssssssssssssseens 111
Figure 5-78: Replacement Card Request Saved On Hold............cccoormmmrrreccciincirserecen, 113
Figure 5-79: Veteran Not Proofed Warning message on Step 4: Select Mailing Address114
Figure 5-80: Reason for Hold: Veteran Not Proofed..........cccccemeciiiiiirirrcccccr e, 114
Figure 5-81: Card Request Status: On Hold - Veteran Not Proofed.........ccc.ccccorrmmrrrmnnnnnnnn. 114
Figure 5-82: Reason for Hold: Enroliment Unavailable........cccccueoiiiimmricccecerrrre, 115
Figure 5-83: Reason for Hold: Eligibility Pending............ccovmremcciiiiiireecccc e 115
Figure 5-84: Reason for Hold: Bad Data — Name Spelled Wrong........cccceeeceiiiiirrrecennnnnnnn, 116
Figure 5-85: Card Request Status: Replacement on Hold - Bad Data: Name Spelled Wrong

........................................................................................................................................ 116
Figure 5-86: Reason for Hold: Bad Data Unchecked............ccccommnnnes 116
Figure 5-87: Help ICON.......cuiiiiiiieiieiiiieiieeennnenes s 117
Figure 5-88: Enter Search Terms SCreeN...........cuuueeeeeeeiemmmmmmmmmnnnnnsnnsssssnssnsssssssnssnsssssssassaaana 118
Figure 5-89: Select Veteran SCreen...........uuuuieiiiiiieeeimiineeeeeesssesssesssssssssss e 118
Figure 5-90: Capture Veteran Image screen — Reuse Existing Photo; click Next............. 119
Figure 5-91: Capture Veteran Image screen — Reuse Existing Photo; click OK................ 120
Figure 5-92: Select Mailing Address SCreeN............cueuuemmmmmmmnnnnn s 121
Figure 5-93: Card Request Status Section .........ccccevviimmimmiieimiimiein s 123
Figure 5-94: Replacement Reason drop-down list.............cccccmmmmmmmmmnes 124
Figure 5-95: Poor Quality Replacement Reasons............cccoccvimmmmmmniinnncccssssssnne s 124
Figure 5-96: Damaged Replacement ReasoNns............ccccuummmmmmmmmmmnnns 124
Figure 5-97: Incorrect Information Replacement Reasons ..........ccccccviiiiiiiesnnnennes 125
Figure 5-98: Save Card Request review screen; Uncheck Bad Data checkbox................ 126
Figure 5-99: Save Card Request review screen; click Submit............cocoiiiiniiiicciines 127
Figure 5-100: Replacement Card Request Submitted .............ceeemmmmmmmmmemmmeeemneeeeeennneennnnnnns 128
Figure 5-101: Replacement Card has been requested within the past 10 days................ 129

Table of Tables

Table 1: Documentation Symbols and Descriptions ..........ccccciiiiiiiiiciieenine e 3
Table 2: Enterprise Service Desk Contact Information ... 4
Table 3: Who can process a card requUest?...........ccreeemsceninrrrersssssssssssessssssssssssssessessssssssnns 35

Veteran Health Identification Card 4.11

User Guide — Volume 1 Card Request

X February 2020



1. Introduction
1.1. Purpose

The purpose of this User Guide is to provide general system information, as well as accessibility
and user roles with the VHIC application. This User Guide will provide a detailed walkthrough
of creating a Veteran Health Identification Card request using the VHIC application. This User
Guide will also provide the detailed steps on how VHIC Administrators can deactivate all of the
VHICs associated to a selected Veteran.

1.2. Document Orientation

1.2.1. Organization of the Manual

This User Guide is divided into four sections to allow you to obtain quickly the information you
need.

The first section will provide an overview of what a VHIC is and what the eligibility
requirements are, and the various user roles and their accessibility within the VHIC application.

In order to be able to receive a VHIC, a Veteran must meet the following eligibility criteria:

e Be eligible for VA medical benefits
e Be enrolled in the VA Healthcare system
e Be Level 2 proofed at a VA medical facility

e Veteran identity must be recognized in the Master Veteran Index (MVI), which is
managed by the Identity and Access Management (IAM) of the VA

NOTE: The level 2 proofing process is a method to verify the identity of Veterans. VA
requires Veterans to provide approved identification documents to access Personal
Identifiable Information (PII), Personal Health Information (PHI) and request a Veterans Health

Identification Card (VHIC).

The second and third sections will walk the user through the steps needed to access the VHIC
application, as well as some general guidelines on using the VHIC application.

The fourth section will give the user step-by-step details of how to complete the Identity
Proofing process before starting a card request for a Veteran. The VHIC user must verify the
Veteran’s Identity Proofing Level is at Level 2 in the Identity Management Toolkit.
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The fifth section explains the process involved with creating a VHIC for a Veteran. A step-by-
step process will navigate the VHIC Associate through the screens in the VHIC application.
Once all of the required information has been provided, the final step in the process will allow a
VHIC request to be submitted for processing.

Each day, these card requests are transmitted from the VHIC system to a vendor to print and mail
the cards to the Veterans, the preferred facility, or the requesting facility. Typically, the cards are
received in 7-10 business days from date of request. To ensure the VHIC is received at the
appropriate address, the VHIC Associate must verify that the correct address is used, and the
Print Vendor verifies that the address is valid. If the U.S. Postal Service cannot deliver the card,
it is returned to the requesting facility.

The sixth section covers how to request card deactivation all of the VHICs for a specific Veteran.

The seventh section will provide information on the different reports available to VHIC
Associates and the types of metrics that can be obtained.

The last section covers some troubleshooting issues and solutions that will help the VHIC user to
better able to support the Veteran and ensure that the VHIC requests are processed properly.

1.2.2. Assumptions
This guide has been written with the following assumed experience/skills of the audience:
e User has basic knowledge of the operating system (such as the use of commands, menu
options, and navigation tools).
e User has been provided the appropriate active roles required for the VHIC application.

e User is using Internet Explorer to do their job of either Creating a VHIC Card Request,
Running Reports, or Managing VHICs depending on user roles.

e User has validated access to the VHIC application.

e User has completed any prerequisite training.

1.2.3. Disclaimers
1.2.3.1. Software Disclaimer

This software was developed at the Department of Veterans Affairs (VA) by employees of the
Federal Government in the course of their official duties. Pursuant to title 17 Section 105 of the
United States Code this software is not subject to copyright protection and is in the public
domain. VA assumes no responsibility whatsoever for its use by other parties, and makes no
guarantees, expressed or implied, about its quality, reliability, or any other characteristic. We
would appreciate acknowledgement if the software is used. This software can be redistributed
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and/or modified freely provided that any derivative works bear some notice that they are derived
from it, and any modified versions bear some notice that they have been modified.

1.2.3.2. Documentation Disclaimer

The appearance of external hyperlink references in this manual does not constitute endorsement
by the Department of Veterans Affairs (VA) of this Web site or the information, products, or
services contained therein. The VA does not exercise any editorial control over the information
you may find at these locations. Such links are provided and are consistent with the stated
purpose of the VA.

1.2.4. Documentation Conventions
This manual uses several methods to highlight different aspects of the material.

e Various symbols are used throughout the documentation to alert the reader to special
information. The following table gives a description of each of these symbols:

Table 1: Documentation Symbols and Descriptions

Symbol | Description

NOTE: Used to inform the reader of general information including references to additional
reading material

e Descriptive text is presented in a proportional font (as represented by this font).

e “Screenshots” of computer online displays (i.e., character-based screen captures/dialogs)
and are shown in a non-proportional font and enclosed within a box. Also included are
Graphical User Interface (GUI) Microsoft Windows images (i.e., dialogs or forms).

e User's responses to online prompts (e.g., manual entry, taps, clicks, etc.) will be
[boldface] type and enclosed in brackets.

1.3. Enterprise Service Desk and Organizational Contacts

The support contact information documented herein is intended to restore normal service
operation as quickly as possible and minimize the adverse impact on business operations,
ensuring that the best possible levels of service quality and availability are maintained.

The following table lists the contact information needed by site users for troubleshooting
purposes. Support contacts are listed by description of the incident escalation and contact
information (phone number and options to select).
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Table 2: Enterprise Service Desk Contact Information

Issue Contact Info

For Provisioning Issues Contact the Enterprise Service Desk at (855) 673-4357,
option 3 (Applications), then option 1.

When contacted by a support specialist, be ready to
supply the employee’s full name, VA user ID and email
address.

For Proofing Issues Contact the Enterprise Service Desk at (855) 673-4357,
option 3 (Applications), then option 1.

When contacted by a support specialist, be ready to
supply the Veterans' full name, full SSN, and DOB.

For All Other VHIC System Issues Contact the Enterprise Service Desk at (855) 673-4357,
option 3 (Applications), then option 1

When contacted by a support specialist, be ready to
supply the Veterans' full name, full SSN, and DOB.

2. Veteran Health Identification Card — What is it?

The VHIC serves as an identification mechanism for Veterans that are enrolled in the VA
Healthcare system and supports efficiencies at VA medical facilities throughout the United
States. Although not required by Veterans to receive medical care at a VA facility, it does
enable Veterans to check in for VA appointments more quickly. The VHIC system is a web-
based application that VHIC Associates use to issue VHICs to enrolled Veterans.

F pal @ credii cand TEEITCODICP 33203

LLS. Department
w4 ol Veterans Alfairs

For Guestions Concaming Heakh Banslits
% 1-877-222-VETS (8387)

Member 1D Card Expros: 001000000 www va govihealthbenefits
1234567890 VA HEAL THCARE ENROLLEE Veterans Crisis Line 1-800-273-8255
Plan |0 (80840) LI %J SERVICE CONNECTED Foreign Madical Program 1-877-345-8179
1234 567 B30 |, i MEDAL OF HonaR In emergency call 911 or go to nearest medical facility
Member LLS. IR FORCE FORMER POV Report any emergency care to your Wi treatment team within 72 hours.
JAMNE D SAMPLE For guestions concerning non-health care WA benefits 1-800-827-1000
Proparty afthe US. Government I found, drop in nearast .5, mail o
0100 O POSTWASTER . RETURN T0:
Health Eligibiliy Center, 2957 Claimant Road, Suite 200, Atlapta, G4 30320

A

Figure 2-1: Example of what the VHIC looks like

2.1. Accessing the VHIC Application

VHIC is a web-based application that users will access via a web browser. The recommended
browser is Internet Explorer (currently version 11). The VHIC URL is
https://vic.iam.va.gov/VIC/faces/index.jsf and is case sensitive — it must be entered exactly as
shown. After successfully logging in to the VHIC application, users should bookmark this site
for easy access in the future. Instructions on how to do just that can be found here:
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http://windows.microsoft.com/en-us/internet-explorer/add-view-organize-favorites#ie=ie-11-
win-7.

The best time to bookmark the site is after the user is in the application itself rather than
attempting to bookmark the Login screen.

2.2. Browser

Once users are logged into their VA desktop, they will access VHIC using Internet Explorer (IE)
by either entering the URL listed above or via the bookmark saved during an earlier session.
Please do NOT use the Refresh button at the top of your browser window if you mistype the
VHIC URL. The Refresh button will redirect you to the VA website. Please re-enter the VHIC
URL and try again.

2.21. Browser Incompatibility Issue

In some instances, users may experience image misplacement or misalignment. This is most
likely due to the current browser compatibility settings. You will want to ensure that the browser
is not set to Compatibility View. This process is explained in the Veteran Health Identification
Card (VHIC 4.11) User Guide - Volume 4 - Troubleshooting document.

2.3. Proper Navigation of the VHIC Application

The correct way to navigate through the VHIC application is to use the [Back] and [Next]
buttons that are located at the bottom of each screen instead of using the Browser’s built in Back
button. Please do NOT use the [Back] button at the top of your browser window to navigate
back to a previous screen; this will cause errors to occur.

Back MNext

Figure 2-2: VHIC Navigation Buttons

The VHIC user can also navigate to the different features within the VHIC application by
clicking on one of the navigation links located in the header near the top left of the screen. The
user’s assigned role will determine which links are available as seen below. To see the full home
screens for each user role, refer to the 3.2 System Menu section.
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UNITED STATES Vs
DEPARTMENT OF VETERANS AFFAIRS {

Veteran Health Identification Card (VHIC) '
Home Card Request Reports Card Management Logged in as:

Skip to Content

Figure 2-3: VHIC Administrator and VHIC Technical Administrator (Tier 3) menu

UNITED STATES i
DEPARTMENT OF VETERANS AFFAIRS
Veteran Health Identification Card (VHIC) I
Home Card Request Reports Logged in as:

Skip to Content

Figure 2-4: VHIC Associate and VHIC Supervisor menu

UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS {

Veteran Health Identification C 3 Skip to Content

Home Reports Logged in as:

Figure 2-5: VHIC Auditor and VHIC Read-Only User menu

2.4. Roles within VHIC

The VHIC application is built to accommodate a specific set of pre-established user roles.
During the provisioning process, the VHIC user will have a role assigned to them, which will
determine what aspects of the VHIC application are available to them. The following breaks
down the specific roles and the areas of access that accompany each role.

If, while utilizing the VHIC application, a user finds they do not have access to items they feel
they should have access to or find that they have access to items they should not, based on the
definitions listed below, the VHIC user should report this information to their VHIC Supervisor.
The VHIC Supervisor should then verify that the proper role has been assigned.

2.41. VHIC Associate

The VHIC Associate role shall be assigned to individuals responsible for processing a card
request and resolving card request issues. Associates have the ability to create a card request and
have access to a limited number of reports.

2.4.2. VHIC Supervisor

The VHIC Supervisor shall automatically inherit all access and privileges given to the VHIC
Associate. The VHIC Supervisor role is allowed to submit a request for user access to the VHIC
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application. VHIC Supervisors have the ability to create a card request and have access to most
available reports (excluding national versions).

2.4.3. VHIC Administrator

The VHIC Administrator role is reserved for the VHIC Business (HEC) team members
responsible for the creation and maintenance of all other VHIC accounts/roles. The VHIC
Administrator shall automatically inherit privileges given to the VHIC Supervisor.
Administrators have the ability to create a card request, manage cards, and have access to all
available reports.

2.4.4. VHIC Technical Administrator (Tier 3)

The VHIC Technical Administrator (Tier 3) automatically inherits all access and privileges given
to the VHIC Administrator. Technical Administrators (Tier 3) have the ability to create a card
request and have access to all available reports as well as access to the Administration page.

2.4.5. VHIC Auditor

The VHIC Auditor role shall be assigned to users with read-only access to the VHIC System.
The VHIC Auditor does not have the ability to create a card request but does have access to all
available reports.

24.6. VHIC Read-Only User

The VHIC Read-Only User role shall be assigned to users with read-only access to the VHIC
System. The VHIC Read-Only user does not have the ability to create a card request but does
have access to a limited number of reports.

2.4.7. VHIC Card Replacement Enroliment Services Users

The VHIC Card Replacement User role shall be assigned to Enrollment System (ES) users with
limited access to the VHIC System. The VHIC Card Replacement user does not have the ability
to create a new card request but does have access to the Card Replacement functionality.

Detailed information on VHIC Roles and Access levels can be found in the Veteran Health
Identification Card (VHIC) Roles and Access Guide document.
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3. Getting Started
3.1. Single Sign-On Internal (SSOi)

Once users are logged into their VA desktop, they will access VHIC using Internet Explorer (IE)
by either entering the URL listed above or via the bookmark saved during an earlier session.

Users will be presented with the Single Sign On — internal (SSO1) login screen (shown below).

Here the VHIC user will need to use their PIV card to log into the VHIC application.

U.S. Department
of Veterans Affairs

A Single Sign-On | About | Contact Us

VA SINGLE SIGN-ON

Sign in to continue to

IAM Provisioning (Prov) Sign In
with VA PIV Card

View Other Sign-in Options

WARNING: You have accessed a United States Government computer. Unauthorized use of this computer is a violation of federal law and may subject you to civil and criminal penalties. This computer
and automated systems which run on it, are monitored. Individuals are not guaranteed privacy while using government computers and should, therefore, not expect it. Communications made
using this system may be disclosed as allowed by federal law.

VAHOME | PRIVACY | FOIA
U.S. Departm fairs | . NW Washington DC 20420

Figure 3-1: SSOi Login Screen

3.2. Logging On

The VHIC application is built to accommodate a specific set of pre-established user roles.
During the provisioning process, the VHIC user will have a role assigned to them, which will
determine what aspects of the VHIC application are available to them. The roles are listed below.
For more information on the areas of access that accompanies each role, please refer to VHIC
Roles and Access document.

3.3. System Menu

Depending on the VHIC users’ role, they will be presented different Home screens upon logging
into the VHIC application.
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3.3.1. VHIC Administrator and Technical Administrator Tier 3

The VHIC Administrator and VHIC Technical Administrator Tier 3 users will be presented with
three menu options: Card Request, Reports and Card Management. They can navigate to each
of these application modules by either clicking on one of the links located in the header at the top
left of the screen or by clicking on one of the icon buttons in the middle of the screen.

UNITED STATES ‘e
DEPARTMENT OF VETERANS AFFAIRS {

Veteran Health Identification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as:

L) ‘%‘3‘*‘
VA‘M@) oy I a% A
{0 TL TR AT AR TR TR IR T J
CARD
CARD REQUEST REPORTS MANAGEMENT
_J ¥

Figure 3-2: VHIC Administrator and VHIC Technical Administrator (Tier 3) Home screen

3.3.2. VHIC Associate and Supervisor

The VHIC Associate and VHIC Supervisor users will be presented with two menu options: Card
Request and Reports. They can navigate to each of these application modules by either clicking
on one of the links located in the header at the top left of the screen or by clicking on one of the
icon buttons in the middle of the screen.
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UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS

Veteran Health Identification Card (VHIC) ' ' ' Skip to Content
Home Card Request Reports Logged in as:

=

U0 O O

CARD REQUEST REPORTS

Figure 3-3: VHIC Associate and VHIC Supervisor Home screen

3.3.3. VHIC Auditor and Read-Only User

The VHIC Auditor and VHIC Read-Only users will be presented with the Reports menu option.
They can navigate to Reports by clicking on the icon button in the middle of the screen.

UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS

e T T T R R T RN T e T T o A e e T e

Veteran Health Identification Card (VHIC) Skip to Content

Home Reports Logged in as:

REPORTS

Figure 3-4: VHIC Auditor and VHIC Read-Only User Home screen
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3.4. VHIC System Status Banner

The VHIC System will display a Status Banner at the top of the screen to notify users of reported
issues with the system and/or during maintenance activities that do not require downtime.

We are currently experiencing high volume. You may notice some performance issues. Report other issues to the
VA Help Desk at (855) 673-4357.

UNITED STATES
DEPARTMENT OF VETERANS AFFAIR

PRSP PR R T e S R e

Veteran Health |dentification Card (VHIC) Skip to Content

Home Card Request Reports Card Management Site Management

VA&;@ .I ' %
- A

J
|00 0

CARD
MANAGEMENT

CARD REQUEST REPORTS

Figure 3-5: VHIC System Status Banner

3.5. Changing User ID and Password

If you have any questions or need help with your User ID or your Password; Contact the
Enterprise Service Desk at (855) 673-4357, option 1 (Account or Password Reset), then option 1.

4. Proofing Veteran before Requesting a VHIC Card
4.1. Accessing the Identity Management Toolkit

4.1.1. Accessing the Identity Management Toolkit Directly

The VHIC user will need to go to the Identity Management Toolkit application to look up the
Veteran and verify their proofing level and if needed complete the proofing process. The Identity
Management Toolkit can be accessed by using the URL in the next section entitled “SSOi1.”
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41.1.1. SSOi

SSOi: https:/mvitkssoi-prod.aac.va.gov/imdquiWeb/login.do

U.S. Department
of Veterans Affairs

A Single Sign-On | About | Contact Us

VA SINGLE SIGN-ON

Sign in to continue to

IAM Provisioning (Prov) Sign In
with VA PIV Card

View Other Sign-in Options

WARNING: You have accessed a United States Government computer. Unauthorized use of this computer is a violation of federal law and may subject you to civil and criminal penalties. This computer
and automated systems which run on it, are monitored. Individuals are not guaranteed privacy while using government computers and should, therefore, not expect it. Communications made
using this system may be disclosed as allowed by federal law.

VAHOME | PRIVACY | FOIA
U.S. Department of Veterans Affairs | 810 Vermont Avenue, NV Washington DC 20420

Figure 4-1: Identity Management Toolkit SSOi Logon Screen

The URLSs are case sensitive — they must be entered exactly as shown. After successfully logging
into the Identity Management Toolkit application, users should bookmark this site for easy
access in the future. Instructions on how to do just that can be found here:
http://windows.microsoft.com/en-us/internet-explorer/add-view-organize-favorites#ie=ie-11-
win-7.

The best time to bookmark the site is after the user is in the application itself rather than
attempting to bookmark the Login screen.

4.1.2. Accessing ldentity Management Toolkit from within the VHIC
Application

41.21. Step 1 of the VHIC Application

When the VHIC user starts the Card Request process, they will see a message on Step 1: Enter
Search Terms. “IMPORTANT: Have you Identity Proofed the Veteran in Identity
Management Toolkit? (Click here to open Identity Management Toolkit in another window)”

The VHIC user can click on the blue words “Identity Management Toolkit” which is a hyperlink
that will take the user to the Identity Management Toolkit application.
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Veleran Health |de cation Card (VHIC) Skip to Content

Home Card Request Reports Card Management Logged in as:
step1 (Y
Enter

Search Terms

IMPORTANT Have you ldentity Proofed the Veteran in Identity Management Toolkit?
(Click here 1o Open identity Management Toelkit in another window)

For optimal search resulls, copy the Veleran's |CH from identity Management Toolkit and paste into the ICH field on this
screen. Other ssarch methods includs:

The Member 10 from the front of the Veteran's VHIC,

Last Narme, First Name, DOB and 53N,

Mots: If using LWFN/DOBRISSN combination, st a minimum, supply the Veteran's Last Name, plus values from at least
two of the other three sections (Person, Address, Identification).

Name Person
Last Name Date of Birth (N30 et YY)
First Name Gender |
Middle Name Home Phone
Address Identification
Street Address SSN fomat sesseses
City EDIPI / Member ID
Stafte ICN
Zip Code

Figure 4-2: Step 1: Enter Search Terms with Identity Management Toolkit hyperlink
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NOTE: Should the search result in a deceased Veteran, a message will show at the top of
the screen.

UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS

S e N T S

Veteran Health Identification Card (VHIC) Skip to Content

Home Card Request Reports Card Management Site Management Logged in as:
Step 2 (J
Select
Veteran

Card requests for deceased veteran(s) are not allowed.
All Cards for deceased veteran(s) have been deactivated in VHIC and unlinked in MVI.

Picture Full Name SSN DOB DOD Gender

I
E‘ﬁ JILL JACK KHKA-KK-0067 10/10/1958 1116/2019 MALE

@ Back

Figure 3. Deceased Veteran Search Results

4.1.2.2. Step 5 of the VHIC Application

The VHIC user will also see a message at the bottom of the Step 5: Save Card Request AFTER a
card request has been saved on hold due to Veteran Not Proofed.

IMPORTANT: This Veteran still needs to have their Identity Proofing completed.
Follow the steps below:

1. Copy the Veteran’s ICN above and click here to open the Identity Management Toolkit in another
window.

2. Complete Proofing for the Veteran in Identity Management Toolkit.
Enter the Veteran’s ICN on Step 1 of the VHIC Card Request Process.
4. Complete card request process and submit.

W
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The VHIC user can click on the blue words “Identity Management Toolkit” which is a hyperlink
that will take the user to the Identity Management Toolkit application.

Veteran Health Idenfification Card (VHIC) . Skip to Content
Home Card Request Reporis Card Management L_l:igge-:'j imas
Step & Q
Save
Card Request
Veteran Card Details
R Service Connected M Card Number 6855
g i Medal of Homor M Member ID
Purple Heart N ICN 1012894961WT80816
Prisoner of War M Plan ID T346-243-588
WISM T
LI TURCE BEERTOE RTE RLGRIA A Facility s08
Mame as it will appear on card: Date of Birth 100101851
JIM BENSON Expiration Date
Address card will be mailed to:
ATLANTA VAME Card Status Saved On Hold
1670 CLAIRMONT RD Card Request Date  07/05/2017

DECATUR, GA 30033 USA

‘Veteran Declines Branch of Service Logo
Replacement Reason: g

Mot & replacement card
Reason for Hold:

elefan vol proofed

IMPORTANT: This Vetaran still needs to have their ldentity Proofing completed.
Follow the sieps below:

1. Copy the Veteran's ICN above and click here lo open Identity Managemant ToclKifin ancther window.
2. Complete Proofing for the Veteran in Identity Management ToolKit.

3. Enter Veteran's ICH on Step 1 of tha VHIC Cand Reguast Process.

4. Complets card request process and submit

Figure 4-4: Step 5 - Save Card Request with Identity Management Toolkit hyperlink

4.1.3. Logging out of Identity Management Toolkit

To Log Off:

5. Click Log off in the menu bar. You can log off from most of the pages except the logon screen.
Logoff'is also available from the Navigation Bars.

Help L lij
Heln | Lo o P [y

Figure 4-5: Log Off link located in the menu bar
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Home
Reminders

Paint Of Contact Management

= Person Search
Search

= Manage Tasks
Search
My Tazk=()

Log off

Figure 4-6: Log Off link located in the Navigation pane

6. IdM TK has a built-in idle feature. After 60 minutes of inactivity, the idle warning message is
displayed as seen in Figure 4-6. Identity Management Toolkit Idle message. Enter your password
and click Submit. After you log back on, you are returned to the screen you were previously
working on. If you do not have a password, exit the browser and log in through VHIC link/SSOi
again.

Your ge==ion has been idle. Pleage re-enter vour
pas=word or you you will be logged out of the
Toolkit.
User
Hame

Password

I Submit I [ Lngoﬁ]

Figure 4-7: Identity Management Toolkit Idle message

4.2. Proofing Process and Steps

This section will give the VHIC user the step-by-step details of the proofing process in the
Identity Management Toolkit.

Veteran Health Identification Card 4.11
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4.2.1. Looking up the Veteran

When you first log into the Identity Management Toolkit application, you will be able to
search for the Veteran by either entering the Veteran’s ICN or their Identity traits in the Quick
Search section. You can also click on the [Search] link on the left side of the screen to be taken
to the full identity traits search page to enter more traits as needed.

Identity Management Toolkit Tuesday March 27th, 2018
. Help Lag off Search

Point Of Contact Management

= Person Search
Search

= Manage Tasks
Search
My Tasks()
Log off

Quick Search -

o |[co
TRAITS: | s | First| | pos{’ | ssnl | [ search

Task Search
ICN: | ]
NUMBER:
Search

Figure 4-8: Identity Management Toolkit Search Screen

4.21.1. Quick Search

421.11. Quick Search with Identity Traits

Enter the Identity Traits for the Veteran that you want to start an Identity Proofing for. Once you
have entered the traits and click the [Search] button.

Veteran Health Identification Card 4.11
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My Tasks [0] | Task Queues

Quick Search -

= [oo]
TRAITS: | ast{ MVIPATIENT | First|THREE | boB[02261992 | ssn{ee6111128 | [ search |
ICN:| |

TASK ]
NUMBER:

Figure 4-9: Identity Management Toolkit Quick Search with Traits

MVI requires at least two additional traits other than middle name for a valid search and will
take you the Primary View screen for the Veteran located. More details will be provided in the
section entitled Primary View.

Identity Management Toolkit Tuesday March 27th, 2018
Help Logoff Search

I Tasks(0)/Requasts(2) ” l;nrn:!allnnsfﬂl Print |
- 71N 1013020501V803479 1D STATE: PERMANENT
MVIPATIENT, MISS THREE
MIDDLE Mame MVIPATIENT, MISS THREE MIDDLE
S5N  666-11-1128 55N Verification Status:

Level of Assurance:

Lreale OVE Task

PRIMARY VIEW DATA - Updated: DEC 18, 2017@15:44:06

FieldMame  [Value_
ICH 1013020501 S034 79
ID State PERMANENT
Last Name MVIPATIENT
First Name THREE
B Manage Tasks Middie Name MIDDLE
(Zoanch Frefix MISS i
My Tasks()
Suffix
Log off Preferred Hame
55N 666-11-1128
DOB 02/26/1992
MBI
Birth Sex FEMALE
Date of Death
| Source of Netification
|- Notification Provider
|- Supperting Document

I- iata | et | Indatadt

Figure 4-10: Identity Management Toolkit Quick Search - MVI Search Results
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4.21.1.2. Quick Search with ICN

Enter the Veteran’s ICN in the ICN field then click the [GO] button. This will take you the
Primary View screen for the selected Veteran as shown in the section entitled Primary View.

My Tasks [0] | Task Queues

Quick Search -
'N: [013020501ve03479 || GO |
Lasti | Firsl:l ‘ DOB| | SSN| J | Search |

Task Search

ICN: J ‘

TRAITS:

TASK { ‘
NUMBER:

Figure 4-11: Identity Management Toolkit Quick Search with ICN

4.2.1.2. Person Search

When you are on the Home screen of the Identity Management Toolkit and you want to be able
to enter more identity traits to search for the Veteran, click on the Search link on the left side of
the screen.

Identity Management Toolkit Tuesday March 27th, 2018

Search

Home
Reminders

Point Of Contact Manager ..t
= Person Search

Search
=Manage Tasks

Search

My Tasks()

Log off

L]
JRAITS:! ace] | First] | bos] | ssnf | [ search
ICN: ’—
NUMBER:

Figure 4-12: Identity Management Toolkit Search Screen; Click Search

This will take you to the Search For Person screen. On this screen you can either enter only the
Veteran’s ICN and click the [Search] button, or enter as many of the Veteran’s Identity Traits
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that you need in order to find the Veteran record that you are looking for and click the [Search]
button.

If you are using a criteria-based search, the Last name plus two other fields (not including
Middle Name) are required.

Search For Person

* IEN/Station Numherl J /] v” GO ‘

* ICNl |

* Last Name

First Name

Middle Name | ‘

Date of Birth Month Day Year
B sx

Mother's Maiden Name | ‘
POB City | ‘
POB State | vl

Street Address
Line 1

Line 2
Line 3

= |
State I V)

Zip Code

- —

| Search “ Clear H Car;uel ‘

* At least one of these fields is required. For criteria-based searches, Last Name plus two other fields (not including Middle Name) are required. Providing additional traits
will improve your search results.

Figure 4-13: Identity Management Toolkit Search For Person screen

Once you have entered the search criteria for the Veteran you are looking for, click the [Search]
button. This will take you the Primary View screen for the selected Veteran as shown below in
section the section entitled Primary View.

Search For Person

* |EN/Station Number‘ ‘ I | VH GO ‘

* ICN‘ ‘

SSM (666111128
* LastName [pyiPATIENT |
First Name THREE

Middle Name

Dateof Birth Month|  ~|Day| | vear| V]
Birth Sex

Mother's Maiden Name ]

POB City | J

POB State | v]

Street Address
Line 1

Line 2
Line 3
City ‘ |
State ‘ 7 ™)
Zip Code

Phone

{ Search || Clear ‘ Cancel ‘

* At least one of these fields is required. For criteria-based searches, Last Name plus two other fields {not including Middle Name) are required. Providing additional traits
will improve your search results.

Figure 4-14: Identity Management Toolkit Search For Person screen; Click Search
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4.2.2. Primary View

Once you have looked up the Veteran that you are searching for, you will be taken to the
Primary View Data screen. Verify that the traits displayed in the Primary View Data section is
correct and take note of the Level of Assurance.

| Tasks(0)/Requests(#) H Correlations(#) |

Y£ICN 1013020501v/903479  ID STATE: PERMANENT

Name MVIPATIENT, MISS THREE MIDDLE
SSN £66-11-1128 SSN Verification Status: \

Level of Assurance:
Cresie OVR Task E]

PRIMARY VIEW DATA - Updated: DEC 18, 2017@15:44:06 /

Field Name. |vaiue |Authority Score
ICN 1013020501Vv903479

ID state PERMANENT

Last Name MVIPATIENT

First Name THREE

Middle Name MIDDLE

Prefix MISS 0
Suffix

Preferred Name

SSN 666-11-1128

DOB 02/26/1992

MBI

Birth Sex FEMALE

Date of Death

-- Source of Notification
- Netification Provider
- Supporting Document

-- Date Last Updated

-- Entered By

- Edited By

-- Status

MMN

TIN

FIN

File/Claim Number

POB City RIVERTON
POB State VIRGINIA
POB Province

POB Country 0
1D interoperability Type

Address Line 1 123 SESAME STREET

Address Line 2

Address Line 3

City RIVERTON

State VIRGINIA

Zip Code 22630

Province

Country UNITED STATES

Postal Code

Phene

ID Theft

Self Identified Gender Identity

Alias

oo

Name SSN
NO ALIASES FOUND

ICN Creation Data

Entered By: PSIM
Date Entered: DEC 18, 2017@15:33:15
Facility of Original Creation: ENROLLMENT SYSTEM REDESIGN

Refresh View

Figure 4-15: Identity Management Toolkit Primary View Screen

4.2.3. If Level of Assurance is Level 1 — Complete Proofing

If the traits in the Primary View are correct and the Level of Assurance is displayed as Level 1,

1

click on the or on the Tasks/Requests tab at the top of the screen to complete the
proofing process. NOTE: You will be verifying identity traits with supporting documentation.
Any identity traits that are incorrect or have legally changed need to be indicated below. If the
address needs to be updated, see the Enrollment System POC. If Identity Traits need to be
updated, see your MVI POC.
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[ Tasks(0)/Requests(#) mCorrelations(#) I Print

TYICN 101300000 V005479  ID STATE: PERMANENT

Name MVIPATIENT, MISS THREE MIDDLE
SSN  666-11-1128 SSN Verification Status:

Create OVR Task

Figure 4-16: Tasks/Requests tab highlighted

Once you are on the Tasks/Requests screen, click on the Proofing Tab button.

Primary View | RETIE (VLTS S ()] |Correlations(#)“ Print |

TrICN 1013020501v903479  ID STATE: PERMANENT

Name MVIPATIENT, MISS THREE MIDDLE
SSN  666-11-1128 SSN Verification Status:

mem

Active Tasks

THERE ARE NO ACTIVE TASKS.

Related Requests(0)

THERE ARE NO RELATED REQUESTS.

Figure 4-17: Tasks/Requests screen; click Proofing Tab

With the Proofing Tab selected, you will be able to see a list of all Verification Tasks (if any)
and a list of Active Tasks for the selected ICN. In order to create a new Proofing Task, select the
New Proofing Task button.

Primary View | REE S FLEL TS E ()] ICorrelations(#}l Print

¥7ICcN 1013020501v903479  ID STATE: PERMANENT

Name MVIPATIENT, MISS THREE MIDDLE
SSN  666-11-1128 SSN Verification Status:

|
Verification Tasks
Request VA CSP Proof History

THERE ARE NO PROOFING TASKS.

New Proofing Task
Active Tasks

THERE ARE NO ACTIVE TASKS

Figure 4-18: New Proofing Task Button Selected
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You will see a pop-up reminder to confirm receipt of valid Identification for trait changes.

Message from webpage @

Documentation is required to continue with the Task and will
&' have to be attached if identity trait changes are made.

[ 0K ] | Cancel

Figure 4-19: Identification Confirmation Message

Selecting “OK” creates a Person Verification Task and takes you to the Task Details screen.
Now click on the Person Verification tab at the top of the screen in order to work the Task.

Task Details [ Resolved Tasks I | Task Notesl ‘ Task Audit ‘ ‘ Person Verification I Print
<y Task # 671343511 Date Reported 03/27/2018 13:54 Task Status ASSIGNED
Priority Date Resolved
Task Type 1993 - PERSON VERIFICATION Caseworker -VHIC
Task Description PERSON VERIFICATION AND IDENTITY TRAIT EDIT Time Spent 0 Days, 0 Hours, 0 Minutes
Task Lock Owner ~VHIC Threshold Score
1013020501v903479 [P] 1013020501V903479*NI*200M USVHA | MVIPATIENT, MISS THREE MIDDLE | 666-11-1128 02/26/1992

Figure 4-20: Task Details screen; Click Person Verification

When you get to the Person Verification screen, you will see the Veteran’s information from
the Primary View screen populated under MVI Value column. Notice that there are multiple
tabs on the Person Verification screen. You will need to walk through and complete each tab in
order to complete the Person Verification process.

NOTE: If any changes need to be made to the Veteran’s Identity Information, those
changes will need to be updated before the proofing process can be completed.
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Task Details ‘ i Resolved Tasks ‘ | Task Motes HTask Audit |

¢ Task# 671343511 Date Reported 03/27/2018 13:54 Task Status ASSIGNED
Priority Date Resolved
Task Type 1998 - PERSON VERIFICATION Caseworker VHIC
Task Description PERSON VERIFICATION AND IDENTITY TRAIT EDIT. Time Spent 0 Days, 0 Hours, 0 Minutes
Task Lock Owner VHIC Threshold Score

1013020501v303479 [P] 1013020501v903479"NI"200M*USVHA | MVIPATIENT, MISS THREE MIDDLE 666-11-1126 | 02/26/1992

PRIMARY VIEW DATA - Updated: MAR 27, 2018@14:54:14 Check External Identity Verification Tool

ICN 1013020501v903479

Last Name MVIPATIENT 0| |

First Name THREE O\ |

Middle Name MIDDLE ajll |

Suffix O] |

DOB FEBRUARY 26,1992 [ | Month| V| pay[ V] vear| v
Birth Sex FEMALE O

SSN 666111128 ol ]

SSN Verification Status

Save Draft H Submit ‘

- To delete the current MVI Value, enter "@" in the New Value column for the field that should be null.

Figure 4-21: Identity Management Toolkit Person Verification screen

Next you will need to verify the information in the MVI Value column with the information on

the documents that were submitted for proof of identity.

Select the check box in the Verify column that corresponds to the appropriate trait. The cell in
the Verify column will turn green to indicate that they have been authenticated. You do not need
to select the verification box if there is no value for a trait in the Primary View such as the
Suffix field in the below example. Once the traits are verified, you will have the options to

Submit, or Save a Draft of your work.
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Task Details | | Resolved Tasks | | Task Notes” Task Audit | Print

<, Task# 671703954 Date Reported 03/30/2018 10:02 Task Status ASSIGNED
Priority Date Resolved
Task Type 1998 - PERSON VERIFICATION Caseworker AVHIC
Task Description PERSON VERIFICATION AND IDENTITY TRAIT EDIT. Time Spent 0 Days, 0 Hours, 0Minutes
Task Lock Owner L-VHIC Threshold Score
1013020501Vv903479 [P] 1013020501v803473*NI"200M*USVHA MVIPATIENT. MISS THREE MIDDLE 666-11-1128 02/26/1992

PRIMARY VIEW DATA - Updated: MAR 30, 2018@11:02:01 Check External Identity Verification Tool

You will be verifying identity traits with supporting documentation. Any identity traits that are incorrect or have legall

changed need to be indicated below. If the address needs to be updated, see the Enrollment System POC.

Data Review FA Documentation #2 §FApproval

ICN 1013020501v903479

Last Name MVIPATIENT m

First Name THREE | m

Middle Name MIDDLE | =

Suffix mi

DOB FEBRUARY 26,1992 ‘ Month Vv Day| ¥ Year v
Birth Sex FEMALE [ =] v

SSN 666111128 [ m

SSN Verification Status

Save Drait || Submit |

- To delete the current MVI Value, enter "@" in the New Value column for the field that should be null.

Figure 4-22: Data Review Tab Trait Verification

Once you click submit, you will be moved to the second tab, Documentation. Please note that
the Data Review tab now contains a green check mark. This indicates that the information has
been submitted and that you are ready to move on to the next step in the process. You will not be
able to Submit or Save Draft on the Documentation tab until the verification on the Data
Review tab has been submitted.

| Task Details HResulved Tasks I ‘ Task Notes | | Task Audit | Print
4 Task# 671343511 Date Reported 03/27/2018 13:54 Task Status ASSIGNED
Priority Date Resolved
Task Type 1998 - PERSON VERIFICATION Caseworker . ~VHIC
Task Description PERSON VERIFICATION AND IDENTITY TRAIT EDIT Time Spent 0 Days, 0 Hours, 0 Minutes
Task Lock Owner -VHIC Threshold Score

-

1013020501V903479  [P] 1013020501V30347 9 NI*200M*USVHA MVIPATIENT, MISS THREE MIDDLE | 666-11-1128 02/26/1992

PRIMARY VIEW DATA - Updated: MAR 27, 2018@14:54:14 Check External Identity Verification Tool

traits with supporting documentation. Any identity traits that are incorrect or have legally
cated below. If the address needs to be updated, see the Enrollment System POC.

Documentation Z: Approval

Figure 4-23: Data Verification Indicator

changed need to be j
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On the Documentation tab you will see the verified Identity Traits, a Verification Document(s)
Instruction section, and a Verification Document(s) section.

The Verification Document(s) Instruction section lists the documents allowed by the VA for
the support of a change, such as Level of Assurance.

v

Data Review &

ICN 1013020501v903479 | 1013020501v903479 . I . ;
Please select one Primary Identification document (State-Issued Driver's License;

Last Name  MVIPATIENT MVIPATIENT Passport; Federal, State, or Local Government-issued photo ID with Name and DOB).
First Name  THREE THREE =

- Changed Field Allowed Documents
Middle Name MIDDLE MIDDLE
Suffi . State-lssued Driver's License

-+ Passpo

Lubs Level of Assurance + Fede?al State, or Local Government-issued photo ID containing name
DOB 02/26/1992 02/26/1992 an
Birth Sex FEMALE FEMALE
SSN 666-11-1128 B66-11-1128
SSN_ ; [ State-Issued Driver's License
Verification
Status [] Passport

Eadaral &tata nr |l aral Ravarnmant.icenad nhata IR rantainins nama and

Figure 4-24: Verification Document Instruction

Once you have selected the check box indicating the type of Verification Document you
reviewed, enter the details of those documents in the fields provided. Note the Green Check in
the Allowed Documents box. This is a system check indicating that this is a valid document type
for this action. You may Save a Draft at this time or click Submit to move forward with the
Identity Proofing.
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traits that are incorrect or have legall

changed need to be indicated below. If the address needs to be updated, see the Enroliment System POC.

W Documentation :: Approval

ICN 1013020501v903479  1013020501v903479 5 : . 5 -
Please select one Primary Identification document (State-Issued Driver's License;
Last Name  MVIPATIENT MVIPATIENT Passport; Federal, State, or Local Government-issued photo ID with Name and DOB).
First Name  THREE THREE -
Changed Field Allowed Documents
Middle Name MIDDLE MIDDLE
Suffi gtate-ls;ued Driver's License
£

kb Level of Assurance "3" . Fede?al State. or Local Government-issued photo ID containing
DOB 02/26/1992 02/26/1992 name and OB
Birth Sex FEMALE FEMALE
SSI«_I o [vi State-lssued Driver's License
Verification

Status _ 1234567890 - 03/20/2024 Cwa

-:l-—l

_ 1 Driver's License * REQUIRED

Passport

Federal, State, or Local Government-issued photo ID containing name and
DOB

Social Security Card

Court Order for a Name Change

Letter from SSA with updated SSN

Birth Certificate

Court Order for Gender Change /
Signed Licensed Physicians Statement on Office Letterhead

Save Draft | Submit

Ooonoaio) o d

Figure 4-25: Verification Document Section; Enter document details

After you click the submit button, you will get a pop-up message stating that your Task is
complete.

Message from webpage X

Task complete. Person Verification updated.

Figure 4-26: Task Complete Pop Up Message
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After clicking the OK button, you will be returned to the Primary View screen where you will
see a message at the top of the screen saying, “Task complete and resolved” and you can confirm
that the Level of Assurance has been updated to 2.

Tasks(4)/Requests(#) || Correlations(#) | [ Print
Timary View ‘ asks| equests| H orrelations| | yl _/

- Task complete. Person traits verified.

¥ ICN 1013020501V0903479  ID STATE: PERMANENT
Name MVIPATIENT, MISS THREE MIDDLE
SSN  B866-11-1128 SSN Verification Status:

\EVH of Assurance:
Create QVR Task

PRIMARY VIEW DATA - Updated: MAR 30, 2018@11:44:14
ICN 1013020501v903479
ID State PERMANENT
Last Name MVIPATIENT
First Name THREE
Middle Name MIDDLE
Prefix MISS 0
Suffix
Preferred Name
SSN 666-11-1128
DOB 02/26/19392
MBI

Birth Sex FEMALE

Figure 4-27: Person Verification Updated Message

If for some reason the Level of Assurance is still showing as Level 1, then scroll to the bottom of
the Primary View screen and click on the [Refresh View] button. The Level of Assurance should
then be updated to Level 2.

Alias
NO ALIASES FOUND
ICN Creation Data
Entered By: PSiM
Date Entered: DEC 18, 2017@15:33:15

Facility of Original Creation: ENROLLMENT SYSTEM REDESIGN

—
Figure 4-28: Refresh View button
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Selecting the Tasks/Requests Tab will show the list of Resolved Tasks, you may confirm the resolution
of your Person Verification Task here as well.

Primary View | RES SO TG U Ea = ()] | Correlations(#) | |P"—“t‘

77ICN 1013020501v903479  ID STATE: PERMANENT

Name MVIPATIENT, MISS THREE MIDDLE
55N 666-11-1128 SSN Verification Status:

Active Tasks

THERE ARE NO ACTIVE TASKS.

Resolved Tasks

671343511 03/27/2018 1998 - PERSON RESOLVED 032872018
VERIFICATION

Related Requests(0)

THERE ARE NO RELATED REQUESTS.

Figure 4-29: Task/Request Tab; Resolved Tasks

Once the proofing task has been completed and the Level of Assurance has been updated to
Level 2, highlight the Veteran’s ICN at the top of the screen and copy it, either by clicking [Ctrl
+ C] or right clicking on the highlighted number and selecting copy from the menu that displays.

| Tasks(1)/Requests(#) H Correlations(#) ‘ Print Close

e 11013020501V903479 STATE: PERMANENT
Name MVIPATIENT, MISS THREE MI

SSN  666-11-1128 SSN Verification Status:

Figure 4-30: The Veteran's ICN is highlighted
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Now you will log into the VHIC application and start the card request. On Step 1: Enter Search
Terms of the Card Request process; you will paste the Veteran’s ICN that you copied, from the
Primary View screen in the Identity Management Toolkit application, into the /CN field in the
lower right side of the screen.

Veteran Health Identification Card (VHIC) Skip to Contant
Home Card Request Reporis  Card Management Logged in as

Step 1 Q]

Enter

Searnch Temmns

IMPORTANT Have you |dentity Proofed the Veteran in Identity Management Toolkit?
(Click here to Open identity Management ToclKit in another window)

For optimal search results, copy the Veteran's ICN from Identity Management Toolkit and paste into the ICH field on this
acrean. Other search methods include:

Thie Mamber 1D from the front of the Veteran's VHIC,

» Last Name, First Name, DOB and 58N,
Mote: if using LNFNDOB/58M combination, at a minimum, supply the Veteran's Last Name, plus values from at least
twa of the other three sections (Persen, Address, ldentification).

Name Person
Last Mame Date of Birth DO format. Y YMICD
First Name Gender v
Middle Name Home Phone
Address Identification
Streat Address 55N Pomuat semawamar
City EDIFI / Member 1D
State
Zip Code

o Ciear | Search

Figure 4-31: Step 1: Enter Search Terms - ICN has been entered

4.2.4. |If Level of Assurance is Level 2 — Continue to Issue VHIC

If the Level of Assurance is displayed as Level 2 on the Primary View screen, copy the Veteran’s
ICN from the top of the Identity Management Toolkit screen so you can use that to search for the
Veteran on Step 1: Enter Search Terms of the Card Request process in the VHIC application.

|Tasks(1)/Reque5ts(#) ||Currelatiun5(#)| ‘ Print | | Close |

b1 [Y11013020501v903479 STATE: PERMANENT
Name MVIPATIENT, MISS THREE MI

SSN  666-11-1128 SSN Verification Status:

Figure 4-32: The Veteran's ICN is highlighted
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Veteran Health |dentification Card (WHIC) Skip to Content

Home Cord Request Reports  Card Management Logged in as
Step 1 QI
Enter
Search Terms

IMPORTANT Have you Identity Proofed the Veteran in Identity Management Toolkit?
(Click here to Open identity Management Tecikit in anather window)

For optimal search results, copy the Veteran's ICH from Identity Management Toolkit and paste into the ICN field on this
screen. Other search methods include:

The Member 1D from the front of the Veteran's VHIC,

= Last Narme, First Name, DOB and S5N.
Mote: If using LNFN/DOB/SEN combination, at a minimurn, supply the Veteran's Last Name, plus values from at least
ftwo of the other three sections (Person, Address, Identification].

Marma Patson
Last Name Date of Birth OB forrmak. ¥ YMMIOD)
First Mame Gender v
Middle Mame Home Phone
Address Identification
Street Address SSN Bormal samewesar)
City EDIPI { Member ID
Zip Code

o Clear Sparch

Figure 4-33: Step 1: Enter Search Terms - ICN has been entered

4.2.5. Proofing Task Opened in Error, Trait Edit Needed

VHIC Proofers do not possess the access levels in the MVI Toolkit that are required for
making changes to identity traits. If you open a Person Verification Task before verifying the
Veteran’s address and identity traits and realize that a Trait Change such as Middle Name
correction is needed as shown in the below example, please follow the process below.

Verify the correct information by selecting the corresponding check boxes in the Verify column.
Enter the correct information in the New Value column and Save Draft. You will not be able to
submit this change.
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Task Details I[ Resolved Tasks ‘ | Task Notes” Task Audit | Person Verification |[oV2gatS Print

vy Task# 671707582 Date Reported (03/30/2018 11:08 Task Status ASSIGNED
Priority Date Resolved
Task Type 1998 - PERSON VERIFICATION Caseworker WHIC
Task Description PERSON VERIFICATION AND IDENTITY TRAIT EDIT. Time Spent 0 Days, 0 Hours, 0 Minutes
Task Lock Owner -VHIC Threshold Score
1013020501v203479 [P] 1013020501V903479 NI*200M*USVHA MVIPATIENT, MISS THREE MIDDLE | 666-11-1128 02/26/1992

PRIMARY VIEW DATA - Updated: MAR 30, 2018@12:09:05 Check External Identity Verification Tool

ICN 1013020501V903479
Last Name MVIPATIENT

First Name THREE

Middle Name MIDDLE _
Suffix ‘

DOB FEBRUARY 26,1992 Month v Day V| Year v
Birth Sex FEMALE v

SSN 666111128

SSN Verification Status

Save Draft ” Submit ]

- To delete the current MVI Value, enter "@" in the New Value column for the field that should be null.

Figure 4-34: Person Verification Task; Trait Edit Needed

Clicking the Submit button will result in the following Pop-up Message and you will not be
able to move forward with completing the Person Verification Task, nor will you be able to
close the newly opened Task.

Message from webpage E

/g Error processing action: You must attach the support
j !d'*, documentation for the Identity Traits to be updated.
vaausapppsméb30.aacva.gov - 2018-03-30 11:16:23

Figure 4-35: Processing Error Message
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Selecting “OK” on the Pop-up Message will return you to the Person Verification Tab. Select
the Task Notes tab at the top of the screen.

[Task Details| [Resolved Tasks| [ Task Notes | [ Task Audit| [ Eanb il | Override Print

¢ Task# 671707582 Date Reported (03/30/2018 11:09 Task Status ASSIGNED
Priority Date Resolved
Task Type 1998 - PERSON VERIFIO{TION Caseworkel VHIC
Task Description PERSON VERIFICATION IDENTITY TRAIT EDIT Time Spent 0 Days, 0 Hours, 0 Minutes

Task Lock Owner APRIL-VHIC Threshold Score

1013020501v903479 [P] 1013020501VS03479*NI*200M " USVHA  MVIPATIENT, MISS THREE MIDDLE | 666-11-1128 02/26/1992

PRIMARY VIEW DATA - Updated: MAR 30, 2018@12:09:05 Check External Identity Verification Tool

You will be verifying identity traits with supporting documentation. Any identity traits that are incorrect or have legally
changed need to be indicated below. If the address needs to be updated, see the Enrollment System POC.

Data Review Z Documentation P Approval P 4

ICN 1013020501V903479
Last Name MVIPATIENT O \

First Name THREE O|| \

Middle Name MIDDLE O|| ‘

Suffix O] |

poB FEBRUARY 26,1992 ] Month| V| pay[ V| vear| v
Birth Sex FEMALE O

SSN 666111128 7

SSN Verification Status

Save Draft ” Submit |

+ To delete the current MVI Value, enter "@" in the New Value column for the field that should be null.

Figure 4-36: Person Verification; Task Notes Tab Selection
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On the Task Notes tab, highlight the Task Number at the top of the screen and copy it, either by
clicking [Ctrl + C] or right clicking on the highlighted number and selecting copy from the
menu that displays. You will need to supply this number to your the appropriate POC (MVI for
Identity Trait edits or Enrollment System POC for Address change.) Under New Status,
change the status of your Person Verification Task to Unassign and select Save.

|Task Details ” Resolved Tasksl Task Notes |Task Audit ” Person Verification H Overridel Save Print
Task # Priority Current Status Task Role Group Caseworker New Status.
671707582 & ASSIGNED |vHIC v [ LVHIC ( VHIC) v] B -
Time Spent: ﬁiﬁg:@n
Task Type 1995 - PERSON VERIFICATION Days[0 ~] Hours W e E::iiﬂé LocalMerge ||

Date Reported 03/30/20138 11.09

Task Lock
Owner

-VHIC Date Resolved Threshold Score

1013020501v903479 [P} '1013020501V903479*NI*200M"USVHA MVIPATIENT. MISS THREE MIDDLE | 666-11-1128 | 02/26/1992

Task Notes

Figure 4-37: Unassign Person Verification Task

Contact the appropriate POC. Provide them with the Task Number and details. They will assign
the Task to themselves and complete the Trait Edit.
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5. Creating a VHIC Card — The Card Request Process

Table 3: Who can process a card request?

At a Glance...

Who can process a card Administrator, Supervisor, Associate, Tech Admin (Tier 3)
request?

This section will walk the VHIC user through the process of creating a card for a Veteran.
During the card request process, issues may arise that will require the card to be put on hold.
These cases will be covered in section 5.6 On Hold Reasons Explained.

The card issuance process follows numbered steps shown next.

7. Enter Search Terms

8. Select Veteran

9. Capture Veteran Image
10. Select Mailing Address
11. Save Card Request

Step 1 (J

Enter
Search Terms

Figure 5-1: Card Request Navigation Bar

NOTE The appearance of the step block will change to indicate the step you are
currently working by appearing to be the brightest. See the illustration below.

Step 3 g

Capture
Veteran Image

! T

| Current Step | Previous and Future
Step

Figure 5-2: Navigation Bar Step appearance by state

These steps are fully explained below. We will now walk through each of the steps required to
complete a VHIC card request for New VHICs and Replacement VHICs. We will also go over
the steps for placing a card request on hold as well as taking a card request off hold.
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5.1. New VHIC: Veteran Level 2 Proofed through Identity
Management Toolkit

5.1.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.

However, for optimal search results, copy the Veteran’s ICN from the Identity Management
Toolkit and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned.

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request 36 February 2020



Veteran Health Identification Card (VHIC) Skip to Content

Home Card Request Reports Logged in as:

Step 1

Enter
Search Terms

IMPORTANT Have you Identity Proofed the Veteran in Identity Management Toolkit?
(Click here to open Identity Management ToolKit in another window)

For optimal search results, copy the Veteran's ICN from ldentity Management Toolkit and paste into the ICN field on this
screen. Other search methods include:

= The Member ID from the front of the Veteran’s VHIC.

= Last Name, First Name, DOB and SSN.
Note: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last Name, plus values from at least
two of the other three sections (Person, Address, ldentification).

Name Person

Y e N L —
FirstName[ | Gender v
MiddeName[ ] | HomePhone ]

Address Identification

StreetAddress| ] S5N 000 | emaadEn
City[ ] EDIPI/MemberID[ ]
i L —
ZpCode |

@ Clear Search

VA Home | Privacy | FOIA | Regulations | Web Policies | No FEAR Act| Site Index | Inspector General
U.S. Department of Veterans Affairs — 8§10 Vermont Avenue, NW — Washington, DC 20420
VHIC 4.10.1 bld 18

Card Request: Search Screen

Figure 5-3: Enter Search Terms screen

Additional guidance is also available on-screen by clicking on the blue circle containing a
question mark.

Figure 5-4: Help icon
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This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.

Once the information has been entered into the required fields, click on [Search] to proceed to
the next step.

‘Veteran Health Identification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as

Step 1 Q]

Enter

Search Terms

IMPORTANT Have you |dentity Proofed the Veteran in Identity Management Toolkit?
{Click here to open identity Management Toolkit in another window)

For optimal search results, copy the Veteran's ICN from Identity Management Toolkit and paste into the ICN field on this
scresn. Other search methods include:

The Member I from the frant of the Veleran's VHIC.

* Last Name, First Name, DOB and 38N,
Hote: If using LWFN/DOB! 58N combination, at a minimurn, supply the Veteran's Last Name, plus values from at least
two of the other thres sections (Person, Address, ientification).

Name Person

Last Name Date of Birth D08 fsrman. VY YYMUDO

First Mame Gender

Middle Name Home Phone
Address Identification
Street Address S5N ]
City EQIPI / Member 1D
State ICH 112661460V 1474 x|
Zip Code

0 -

Figure 5-5: Enter Search Terms screen

0 NOTE:

Entering an Invalid ICN will result in an error message such as the one seen in Figure 5-6:
Invalid ICN Error Message. Examples of errors include:

e Invalid ICN. ICN must be 17 characters
e Invalid ICN. ICN must not contain special characters
e Invalid ICN format. Please enter valid ICN format, 17 chars (10 digits + V + 6 digits)

Veteran Health Identification Card 4.11
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UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS {{®

Veteran Health Identification Card (VHIC) Skip to Content
Home e Logged in as:

Step 1 Q

Enter

Search Terms

\ Invalid ICN. ICN must be 17 characters

IMPORTANT Have you Identity Proofed the Veteran in Identity Management Toolkit?
(Click here to open identity Management TeolKit IN ANCther window)

For optimal search results, copy the Veteran's ICN from Identity Management Toolkit and paste into the ICN field on this
screen. Other search methods include:

= The Member ID from the front of the Veteran's VHIC.

= Last Mame, First Mame, DOB and 55N.
Mote: If using LN/FN/DOEBE/5 5N combination, at a minimum, supply the Veteran's Last Name, plus values from at least
two of the other three sections (Person, Address, |dentification).

Name Person

LastMame| ] Date of Bith [ | (et vvvviaan)
FirstName[ ] Gender 7
widde Name[ ] || Home Phone [ ]

Address |dentification

Street Address| | SSN[_ | o weusam
cty[ ] EDIPI/Member D[ ]
State[ ] ICN [1212283756280
ZpCode |

@ Clear Search

Figure 5-6: Invalid ICN Error Message
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NOTE: Should the search result in a deceased Veteran, a message will show at the top of
the screen.

Step 2

Select
Veteran

Card requests for deceased veteran(s) are not allowed.
All Cards for deceased veteran(s) have been deactivated in VHIC and unlinked in MVI.

Picture Full Name SSN DOB DoD Gender

JILL JACK KHX-XX-0067 10/10/1958 11/16/2019 MALE

@ Back

Figure 7. Deceased Veteran Search Results

5.1.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.

Step 2 g

Select
Veteran

Picture Full Name SSN DOB DoD Gender

A WILSON BROWN XOOH-XX-0069 10/M10/1952 MALE
@ Back

Figure 5-8: Select Veteran screen

5.1.3. Step 3: Capture Veteran Image

Once a selection has been made, the next step in the process is to capture the Veteran image.
VHIC provides several ways to handle this operation: Take New Picture, Upload from file, or
Reuse Existing Image.
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Veteran Health ldentific >ard (VHIC) Skip to Contant

me Card Request Card Managerment Logoed in as:

Step 3

Capture
Vleran Image

Face must ba straight forward
= Mo closed eyes

No dark glasses (cannot see eyes) 2
= Tinted glasses OK (can see eyes)

Mot more than one face in image \ 7
» No open mouth 4 R - |

Face cannot touch edge of photo (hair can, but not face) d d

If you are happy with the existing picture, clicking next will
move on to the next step in the process

Phato was added on the following date : 06/08/2017

Uplcad from File Take New Piture

Back Hext

Figure 5-9: Capture Veteran Image screen
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5.1.3.1. Take New Picture

Upon arriving to the Capture Veteran Image page, if there is no useable image for the Veteran
already on file, a “No Photo” image will appear in the image capture area. Click [Take New
Picture] to capture the Veteran’s image. The camera should become active and the Veteran
should be visible in the image capture window. (If the Veteran and background is not visible,
refer to section 8.4.3. Adobe Flash Permissions of the VHIC User Guide - Volume 4 -
Troubleshooting to ensure your camera settings are correct.)

Veteran Health ldentification Card (VHIC) Skip to Contant

Home Card Request FReports Card Management Logged in as:

Step 3 Q]

Capture
Vateran Image

Face must be straight forward
= Mo closed eyes
No dark glasses (cannct see eyes)
= Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth
Face cannot touch adge of photo (hair can, but nat face)

If you are happy with the existing picture, clicking next will
rricwd on 1o the next step in the protess

Photo was added on the following date : 06/09/2017

Upload from File Take New Piciure

Back MNext

Figure 5-10: Capture Veteran Image screen — Take New Picture
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Using the provided silhouette, ensure that that the Veteran is lined up properly. Prior to clicking
[Capture Image] ensure the additional image capture guidelines provided on screen are met:

e Face must be straight forward

e No closed eyes

e No dark glasses (cannot see eyes)
e Tinted glasses OK (can see eyes)
e Not more than one face in image

e No open mouth

e Face cannot touch edge of photo (hair can, but not face)

Veteran Health identification Card (WHIC) Skip to Content

Home Card Request Reports Card M.al'-mpenunl Logged in as:

Step 3 (:

Capture
Veleran Image

Face must be straight forward

" Noclosed eyes ‘Adabe Flagh Flayes Sefings
* No dark glasses (cannot see eyes) [ pr———
Tinted glasses OK (can see eyes) Secas e s a0k e B

ot mere than one face in image Fou chek Mo, you miay be reconded
Mo open mouth
Face cannet touch edge of photo (hair can, but not face)

-+ T & Dany

Back

Figure 5-11: Capture Veteran Image screen — Capture Image
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Once the image is captured, take a moment to review that the image meets all desired guidelines
before proceeding. If the image is acceptable, click [Next] to continue on to the next step.

Veteran Health |dentification Card (VHIC) Skip to Content

Home Card Request Reports Card Management Logged in as:

Step 3 g

Caplure
Veleran Image

Face must be straight forward

No closed eyes

No dark glasses (cannot see eyes)

Tinted glasses OK (can see eyes)

Mot more than one face in image

Mo apen meouth

Face cannot touch edge of pholo (hair can, but not face)

Photo taken on : 07/03/2017

0 w [=]

Figure 5-12: Capture Veteran Image screen — Accept new photo; click Next

NOTE: If the image does not meet the guidelines or the Veteran would prefer a new
photo be taken or uploaded, this can be done at this point as well by clicking the [Back]
button to take a new picture or upload a photo.
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5.1.3.2. Upload from File

In some cases, it may be necessary to upload an image for a Veteran (i.e., they are unable to be
present during the card request process due to health issues, etc.) In these cases, VHIC offers the
option to upload a photo by selecting the [Upload from File] option.

Veteran Health ldentification Card (VHIC) Skip to Content
Home Card Request Reporis Card Management Logoed in as:

Step 3 (z]

Capture

Vleran Image

Face must ba straight forward
= Mo closed eyes
No dark glasses (cannot see eyes)
= Tinted glasses OK (can see eyes)
Not more than one face in image
= Mo open mauth
Face cannot touch edge of photo (hair can, but not face)

If you are happy with the existing picture, clicking next will
move on to the next step in the process

Phato was added on the following date : 06/08/2017

Uplcad from File Take New Piture

Back Hext

Figure 5-13: Capture Veteran Image screen — Upload from File
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Once this option is selected, a [Browse...] button will appear next to a text field. Clicking this
button will open up another window to allow for the desired image to be located and selected.
The accepted file formats are JPG, GIF, PNG, and BMP. For best results use a 400x400 pixel
JPG image. It should also be noted that any adjustments that need to be made to the image to
meet the specified guidelines, such as crop and resize, this should be done before the image is
uploaded.

eteran Health Identification Card (WVHIC) Skip to Contant
Home Card Request Reporis Card Management Logged in as:

Step 3 Q

Caplure

Veteran Image

Face must be straight forward
= Me closed eyes
Mo dark glasses (cannot see eyes)
- Tinted glasses OK (can see eyes)
Mot mare than one face in image
= Mo open mouth
Face cannaot touch edge of photo (hair can, but not face)

Accepted formats are JPG, GIF, PNG, and BMP. For best
resulis use a 400x400 pixel JPG

Figure 5-14: Capture Veteran Image screen — Upload photo; click Browse
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Once the file has been selected, an [Upload] button will become available. Clicking this will
import the image and it will now be visible in the image capture area.

Veteran Health Identification Card (VHIC) Skip to Content

Home Caord Reguest Reports Card Management Logged in as

Step 3 Q]

Capture
Veteran Image

Face must be straight forward
= No closed eyes
No dark glasses (cannot see eyes)
» Tinted glasses OK (can see eyes)
Not more than one face in image
+ No open mouth
Face cannot touch edge of phota (hair can, but not face)

Accepted formats are JPG, GIF, PNG, and BMP, For best
results use a 400x400 pixel JPG.

Figure 5-15: Capture Veteran Image screen — Upload photo; click Upload
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The user can move the slider below the image window to zoom the image in or out to match the
silhouette, the image can also be dragged to line the Veteran’s face inside the silhouette as well.

Once again, be sure to review the image to ensure it meets the specified guidelines before
clicking the [Next] button to continue.

nH - ~ e ———— —— 'Shiﬁa-tc';'i‘.n-ﬁtéﬁ't”
Card Request  Repor Logged in as:

Step 3

Capture

Vateran Image

= Face must be straight forward
Mo closed eyes
= Mo dark glasses (cannot see eyes)
Tinted glasses OK (can see eyes)
= Mot maore than one face in image
Mo open mouth
= Face cannol touch edge of photo (hair can, but not face)

Azcepted formats are JPG, GIF, PNG, and BMP. For best
results use a 400x400 pixel JPG

Photo uploaded on : o{mme

Figure 5-16: Capture Veteran Image screen — Edit photo; click Next
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5.1.3.3. Reuse Existing Image

In the event the Veteran has an existing photo in the system that is less than ten years old, this
will appear in the image capture area upon entry to Step 3. If this image meets the required
guidelines, it may be reused for the current card request process. Simply click [Next] to continue
on to Step 4.

Vielera
Home Card Request Reports Card Management Logged in as

Step 3 g:]

Capture
Veteran Image

Face must be straight forward

Mo closed eyes

Mo dark glasses (cannol see eyes)

Tinted glasses OK (can see ayes)

Mot more than one face in image

Mo open mouth

Face cannot touch edge of photo (hair can, but not face)

If yau are happy with the existing picture, clicking next will
meve on ie the next step in the process.

Photo was added on the following date : 08072017

Upload from Fig Take Maw Picture

(L]

Figure 5-17: Capture Veteran Image screen — Reuse Existing Photo; click Next
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The VHIC application will ask the user to confirm that they want to reuse the existing photo for
this Veteran. Click the [OK] button to continue to Step 4: Verify Identity Attributes.

Veteran Health Identification Can C) Skip to Content

Home Card Request Reports Card Managervent Logged in as;

Step 3

Capture
Vateran Image

Face must be straight forward
= Mo closed eyes
No dark glasses (cannct see eyes)
= Tinted glasses OK (can see eyes) 1
Mot more than one face in image Message from webpage el
No open maouth
= Face cannot touch edge of phota (ha)

9 Ase you sure you want 1o reuse the photo?

If you are happy with the existing picl

move on to the next step in the procd Cances

Phete was added on the following date ; D8/09/2017
Upload from File Take New Pictrs

Back haxd

Figure 5-18: Capture Veteran Image screen — Reuse Existing Photo; click OK

NOTE: If the image does not meet the guidelines or the Veteran would prefer a new
photo be taken or uploaded, this can be done at this point as well by selecting either
[Upload from File] or [Take New Picture].
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5.1.4. Step 4: Select Mailing Address

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to verify the
displayed information, and to determine where the Veteran’s card should be mailed.

~ Skip to Content

Step 4

Select Mailing
Address

Veteran ldentity Confirmation

Status
Card Request Status MNew

Wateran ldentity Attibutes
First Name FOUR |
Last Name RVIPATIENT |
Date of Birth ET22100% ]

Requasting Facility Address
Facility Name [TEANTAVANG |
Facility Address [TBI0CLAIRMONT RD l
[DECATUR, GA 30033 USA |

Addrass

Mail card 19 &) prdregs recatvad fom Ensclimant Searvices
Address received from M
Requestng facdity
Pradpmed faciity

Recipient [FOUR ONE MVIPATIENT 1T ]
Street 1 [[23 SEGAME STREET ]
Streat 2 [ ]
Streat 3 | l

City [FRONT ROYAL |
State A |
|

]

]

]

Zip Code 22630
Province |
Postal Code |
Country USA

I5 the address displayed on SCreen wiide the Valeran is 1o recerna Rishor new VHIC
7

cand
® [

Figure 5-19: Select Mailing Address screen
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This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the preferred facility

NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as

well as additional guidance on how to proceed, will be displayed near the top of the
screen. At this point, if the Veteran opts to not update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.

NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad, a message stating why, as well as additional guidance
on how to proceed, will be displayed near the top of the screen. The Associate MUST choose
one of the remaining viable address options for mailing the card in order to proceed with the card
request process. Selecting a radio button will automatically update the address information based
on the selection. The process cannot continue until the appropriate radio button has been
selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then the VHIC user would need to
request help with correcting the address by contacting the Enterprise Service Desk at (855) 673-
4357, option 3 (Applications), then option 1. Alternately, send an email message to ESD DEV
OPS (ESD@yva.gov) with correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.
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5.1.5.

Status Section

At the top of the Step 4 screen is the Status section. When going through the card request
process, one of the following Card Request Status options will be displayed: New, Replacement,
or On Hold. Since this is a new card request the status displayed is New.

5.1.6.

Step 5: Save Card Request

Step 5 — Save Card Request — gives the VHIC user and the Veteran one more opportunity to
review all of the information on the screen for accuracy.

" Skip to Content

Logged in as:
Step & g\_-l
Save
Card Requast

LIRTETE B TR B BRI ]

Name as it will appear on card:

WILSON BROWN

Address card will be mailed to:

WILSON BROWN
10007 F STREET
HERNDON, WA 20171 USA

Replacement Reason:
Mot a replacement card

Vetaran Card Details

Service Connected N

Card Mumber

Medal of Honor N Member ID 1607956576
Purple Heart 1] ICH 1012694958\625264
Prisoner of War ] Plan ID T346-243-588
WISN 7
Facility 508
Date of Binth 1001001952
Card Status Pending

Card Request Date

Branch Of Senvice

Aty

* \otoran Doclnes Branch of Serdce Logo

Reason for Hold:
Bad data

Figure 5-20: Save Card Request review screen

This screen contains the following information for review:

Name as it will appear on card

Address card will be mailed to (this also contains the name as it will appear in the

mailing address)

Replacement reason (if applicable)

Reason for hold (if applicable)
Service connected status

Medal of Honor status

Purple Heart status
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e Prisoner of War status
e Branch of Service selection
e Date of Birth

Other fields that either will be populated or will populate upon final submission are:

e Card Number (populates upon final submission)

e Member ID

e ICN

e Member Benefit Plan ID

e VISN and Facility where request is being processed

5.1.6.1. Branch of Service

If available, the Veteran’s Branch of Service options will be displayed on screen. The Veteran
should be given the opportunity to select which logo they would prefer to appear on their card or
if they would like to decline the logo option altogether (default). The appropriate radio button
should be selected based upon the Veteran’s preference. Only those branches of service that are
listed in the Enrollment System and in which the Veteran has served will be shown. This will
need to be chosen before submitting the card request.

NOTE: Only one Branch of Service logo can appear on the card; those with more than one
branch will have to select one, or decline to show any logo.

Branch Of Service
@ Arrmy
2 Weteran Declines Branch of Semvice Logo

(2]

Figure 5-21: Branch of Service Selection
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5.1.6.2. Save Card Request: New

If the card is a new request, meaning the Veteran has never had a VHIC prior to this request; the
Replacement Reason section will state the following: Not a replacement card.

Upon submission, a Card Number will be generated as well as an Expiration Date and Card
Request Date. The colored field will change from yellow to green and the corresponding Card
Status will change from Pending to Submitted.

Veteran Health ldentification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as:
Step 1 Step 2 Step 3 Step 4 Step 5 g:]
" Save
Card Request

Veteran Card Details

Service Connected N Card Number 6856

VA \P = . Medal of Honer N Member ID 1607956576
f é mag Purple Heart N ICN 1012894958V625284

Prisoner of War N Plan 1D 7346-243-588
VISN 7
LA R E T Facility 508
Name as it will appear on card: Date of Birth 10101852
WILSON BROWN Expiration Date  7/5/2027

Address card will be mailed to:
WILSON BROWN
10007 F STREET

HERNDOM, VA 20171 USA

Veteran Declines Branch of Service Logo
Replacement Reason: ! e Log

Nat a replacement card

Reason for Hold:
Nat Applicable

Figure 5-22: New Card Request Submitted
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5.2. New VHIC: Veteran has NOT been Level 2 Proofed
through Identity Management Toolkit

5.2.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.

However, for optimal search results, copy the Veteran’s ICN from the Identity Management
Toolkit and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned. Additional guidance is also
available on-screen by clicking on the blue circle containing a question mark.

Figure 5-23: Help icon

This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.
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Once the information has been entered into the required fields, click on [Search] to proceed to
the next step.

Veteran Health Identificati 2) Skip to Content
Home Card Request Logoed in as:

Step 1 Q]

Enter

Search Terms

IMPORTANT Have you |dentity Proofed the Veteran in Identity Management Toolkit?
{Click here to open identity Management Tasliit in Another window)

For eptimal search results, copy the Veleran's ICN fram ldentity Management Toelkit and paste inte the ICN field on this
screen, Other search methods include:

= The Member |D from the front of the Weteran's VHIC,
Last Name, First Name, DO and S5N.
Note: If using LNFNDOE/ S5N combination, at & minimam, supply the Veteran's Last Name, plus values from at [sast
two of the other three sections (Person, Address, Identification).

MNare Person

Last Name Date of Birth LGB format: Y YNMDD)

First Name Gender ~

Middle Name Home Phone
Address ldentificaton
Street Address 55N Permat: aamanans)
City EDIPI / Member ID
State ICM [ 2661460147448
Zip Code

° =

Figure 5-24: Enter Search Terms screen
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5.2.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.

Step 2
Select
Veteran
Picture Full Name SSN DOB DOD Gender
M’- WILSON BROWN HOHX-XX-0069 10/10/1952 MALE

@ Back

Figure 5-25: Select Veteran screen
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5.2.3. Step 3: Capture Veteran Image

Once a selection has been made, the next step in the process is to capture the Veteran image.
VHIC provides several ways to handle this operation: Take New Picture, Upload from file, or
Reuse Existing Image.

- — — — — R————————— - ..Sh.i.pt.t.,cﬂ.nh;;‘t..

Home Card Request Reports Card M;Fmgnmnl Legged in as:

Step 3 g‘_q

Capture
Valeran Image

Face must be straight forward
= Mo closed eyes
Mo dark glasses (cannot see eyes)
= Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth
Face cannot touch edge of photo (hair can, but not face)

If you are happy with the existing picture. clicking next will
mowve on to the next step in the process

Uplead from File Take New Prture

Back Hexi

Figure 5-26: Step 3 - Capture Veteran Image screen
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5.2.3.1. Take New Picture

Upon arriving to the Capture Veteran Image page, if there is no useable image for the Veteran
already on file, a “No Photo” image will appear in the image capture area. Click [Take New
Picture] to capture the Veteran’s image. The camera should become active and the Veteran
should be visible in the image capture window. (If the Veteran and background is not visible,
refer to Section 8.4.3. Adobe Flash Permissions of the VHIC User Guide - Volume 4 -
Troubleshooting to ensure your camera settings are correct.)

ran Health Identification Card (VHIC)

v J )
Home Card Request Reports Card Management Logged in as.

Step 3 Q_ﬂ

Capture
Vateran Image

Face must be straight forward
= Mo closed eyes
Mo dark glasses (cannot see eyes)
- Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth
Face cannot touch edge of photo (hair can, but not face)

If you are happy with the existing picture. clicking next will
mowe on to the next step in the process

Upload from File Take New Piciure

Back Mext

Figure 5-27: Capture Veteran Image screen — Take New Picture
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Using the provided silhouette, ensure that that the Veteran is lined up properly. Prior to clicking
[Capture Image] ensure the additional image capture guidelines provided on screen are met:

e Face must be straight forward

e No closed eyes

e No dark glasses (cannot see eyes)

e Tinted glasses OK (can see eyes)

e Not more than one face in image

e No open mouth

e Face cannot touch edge of photo (hair can, but not face)

.‘.‘;hi;;.tn ;:Il{:ntnntl h

Home (Card Request Reports Card Management Logged in as

Step 3 (:I

Capiure
‘Veteran Image

Face must be straight forward

No closed eyes #doie Flash Player Selngs

No dark glasses (cannot see eyes) Camira and MiTaphens Access W

Tinted glasses OK (can see eyes) e s 1
vou clicis Allow, you may e recorded

Mot more than one face in image
No open maouth
Face cannot touch edge of photo (hair can, but not face)

g, 0w T

Capbure Image

Figure 5-28: Capture Veteran Image screen — Capture Image
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Once the image is captured, take a moment to review that the image meets all desired guidelines
before proceeding. If the image is acceptable, click [Next] to continue on to the next step.

Veteran Health Identification Card (WVHIC) Skip to Content

Home Card Request Reports Card Management Logged in as:

Step 3

Capture
Vateran Image

= Face must be straight forward

= No closed eyes

= Mo dark glasses (cannot see eyes)

= Tinted glasses OK (can see eyes)

= Mot more than one face in image

= Mo open mouth

= Face cannot touch edge of photo (hair can, but not face)

Photo taken on : 07/03/2017

0 = [=]

Figure 5-29: Capture Veteran Image screen — Accept new photo; click Next

NOTE: If the image does not meet the guidelines or the Veteran would prefer a new
photo be taken or uploaded, this can be done at this point as well by clicking the [Back]
button to take a new picture or upload a photo.
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5.2.4. Step 4: Select Mailing Address

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to verify the
displayed information, and to determine where the Veteran’s card should be mailed.

If the Veteran was not LOA 2 Proofed through the Identity Management Toolkit before the
starting the card request process, the VHIC user will see the message:

“WARNING: Veteran not Identity Proofed”
(Select the address to have the card mailed to and click Next to place the card request on hold.)

The VHIC user will need to select the address to have the card mailed to, click the [Next] button,
and save the card request on hold.
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UNITED STATES

DEPARTMENT OF VETERANS AFFAIRS

n Heallh Identify (VHIC) ) e ) B ) . i Sliip Py o——
Card Request rd Managemant Logged in as
Step 2 Step 3 Step 4 g Step 5
Select Mailing
Address

Veteran ldentity Confirmation

Status
Card Request Status New

Weteran [dentity Attributes
First Neme [FOUR |
Last Name IEN |

Date of Birth [EZ2A0ES ]

Requesting Facility Address
Facility Name [ETIANTANVAMG |
Facility Address [T670 CLAIRMONT RD |
DECATUR, GA 30033 USA |

Address

Mail card t0: @ Addrass recarved from Envollment Servces
Address recerved from M1
Riequesting fatility
Preferred facdity

Recipient [FOUR ONE MVIPATIENT Il |
Street 1 [123 SESAME STREET. |
Street 2 | |
Street 3 | |

City FRONT ROYAL ]
State WA |
|

|

|

|

Zip Code [F2630
Province |
Postal Code |
Country ps,e.

Is the address displayed on screen where the Veteran is to receive hissher new VHIC
card?

Figure 5-30: Select Mailing Address screen

This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the preferred facility

NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as

well as additional guidance on how to proceed, will be displayed near the top of the
screen. At this point, if the Veteran opts to not update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.
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NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad, a message stating why, as well as additional guidance
on how to proceed, will be displayed near the top of the screen. The Associate MUST choose
one of the remaining viable address options for mailing the card in order to proceed with the card
request process. Selecting a radio button will automatically update the address information based
on the selection. The process cannot continue until the appropriate radio button has been
selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then the VHIC user would need to
request help with correcting the address by calling the Enterprise Service Desk at 855-673-4357,
option 3, option 3. Alternately, send an email message to ESD DEV OPS (ESD@va.gov) with
correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.

5.2.5. Status Section

At the top of the Step 4 screen is the Status section. When going through the card request
process, one of the following Card Request Status options will be displayed: New, Replacement,
or On Hold. Since this is a new card request the status displayed is New.
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5.2.6. Step 5: Save Card Request

Step 5 — Save Card Request — gives the VHIC user and the Veteran one more opportunity to
review all of the information on the screen for accuracy.

‘eteran Health |dentification Card (WVHIC) Skip to Content
Home Cord Request Reports Card Management Logged in as
Step 5 Q]
Save
Card Request
Veteran Card Details
Service Connected N Card Number
VA - Medal of Honor N Member ID
Purple Heart N ICN 1012895141V395618
Priscner of War N Plan |D T346-243-588
EnmmImEnEEnRImEr e VISN 7
Facility 08
Name as it will appear on card: Date of Birth 1001011956
MARY ALIX
Address card will be mailed to: F
ATLANTA VAMC Card Status Pending
1670 CLAIRMONT RD Card Request Date
DECATUR, GA 30033 USA
o Branch Of Service
Agriy
Replacement Reason: = Vaberan Declines Branch of Sanvice Logo
Mot a replacement card o

Reason for Hold:

“ataran not proofed

Bad data

Figure 5-31: Save Card Request review screen

This screen contains the following information for review:

e Name as it will appear on card

e Address card will be mailed to (this also contains the name as it will appear in the
mailing address)

e Replacement reason (if applicable)
e Reason for hold (if applicable)

e Service connected status

e Medal of Honor status

e Purple Heart status

e Prisoner of War status

e Branch of Service selection

e Date of Birth
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Other fields that either will be populated or will populate upon final submission are:

e Card Number (populates upon final submission)

e Member ID

e ICN

e Member Benefit Plan ID

e VISN and Facility where request is being processed

5.2.6.1. Branch of Service

If available, the Veteran’s Branch of Service options will be displayed on screen. The Veteran
should be given the opportunity to select which logo they would prefer to appear on their card or
if they would like to decline the logo option altogether (default). The appropriate radio button
should be selected based upon the Veteran’s preference. Only those branches of service that are
listed in the Enrollment System and in which the Veteran has served will be shown. This will
need to be chosen before submitting the card request.

NOTE: Only one Branch of Service logo can appear on the card; those with more than one
branch will have to select one, or decline to show any logo.

Branch Of Service
a Arrmy
2 Weteran Declines Branch of Service Logo

(2]

Figure 5-32: Branch of Service Selection
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5.2.6.2. Save Card Request: New

If the card is a new request, meaning the Veteran has never had a VHIC prior to this request; the
Replacement Reason section will state the following: Not a replacement card.

Since this Veteran has NOT had their Identity Proofing completed in the Identity Management
Toolkit prior to starting the card request process, the Reason for Hold section will state the
following: Veteran Not Proofed. The VHIC user will only be presented with the [Back] and
[Hold] buttons.

Upon submission, a Card Number will be generated as well as the Card Request Date. The
colored field will change from yellow to orange and the corresponding Card Status will change
from Pending to Saved on Hold.

Since the Veteran that this card request was for still needs to be proofed, the VHIC system will
display the message below that will include the next steps that the VHIC clerk will need to
follow to complete the proofing process.

IMPORTANT: This Veteran still needs to have their Identity Proofing completed.

Follow the steps below:

1. Copy the Veteran's ICN above and click here to open the Identity Management Toolkit in
another window.

2. Complete Proofing for the Veteran in Identity Management Toolkit.
Enter Veteran's ICN on Step 1 of the VHIC Card Request Process.
4. Complete card request process and submit.

(98]
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The words Identity Management Toolkit are a hyperlink that the VHIC user can click on to be
able to open the Identity Management Toolkit application in another browser window.

Veteran Health Identification Card (VHIC) ) Skip to Content
Home Card Request Reporis Card Management Logged in as:
Step 5 Q_@
Save
Card Request
Veteran Card Details
o Service Connected N Card Mumber 8855
VA - Medal of Honor N Member ID
: Purple Heart N ICN 1012894961V780816
Prisoner of War N Plan 1D T346-243-588
LI DIRED BLURTE BTSRRI VISN !
Facility 508
Mame as it will appear on card: Date of Birth 1071071951
JIM BENSON Expiration Date
Address card will be mailed to:
ATLANTA VAMG Card Status Saved On Hold
1670 CLAIRMONT RD Card Request Date  07/05/2017

DECATUR, GA 30033 USA

Veteran Declines Branch of Service Logo
Replacement Reason: ' ce Log

Not a raplacement card
Reason for Hold:

“alaran not prosled

IMPORTANT: This Veteran still needs to have their [dentity Proofing completed.
Follow the steps below:

Copy the Veteran's ICH above and click here 1o open thelldentity Management ToolKifin anether windew.
Complete Proafing for the Veteran in Identity Management ToolKit,

. Enter Vateran's ICH on Step 1 of the VHIC Card Request Process.

Complete card request process and submit

o

Figure 5-33: Card Request Saved on Hold — Veteran Not Proofed
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5.3. Resuming an On Hold VHIC Request: Veteran NOT
Level 2 Proofed Hold Reason

When the Associate resumes a card request that has been placed On Hold, they will still be taken
through the same steps as though it was a New Card or a Replacement. The Associate won’t be
shown that this is an On Hold Request until they get to Step 4.

5.3.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.

However, for optimal search results, copy the Veteran’s ICN from the Identity Management
Toolkit and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned. Additional guidance is also
available on-screen by clicking on the blue circle containing a question mark.

Figure 5-34: Help icon

This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.
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Since the VHIC user would have just completed the Identity Proofing process in the Identity
Management Toolkit application, the VHIC user can paste the Veteran’s ICN in this screen that
was copied from Identity Management Toolkit, then click on [Search] to proceed to the next
step.

Skip to Contant

Veteran Health Identification Card (WVHIC)

Home Card Request Reports Cand Management Lagged in as:
Step 1 < N
Enter

Search Terms

IMPORTANT Have you Identity Proofed the Veteran in Identity Management Toolkit?
(Click here to open identity Management Tooliit in anather window)

For optimal search results, copy the Veteran®s ICN from Identity Management Toolkit and paste into the ICN fleld on this
screen. Other search methods include:

The Member 1D from the frent of the Vaterans WHIC.

: Last Mame, First Name, DOB and S5N.
Hote: If using LNFNDOB/SSH combination, at a minimum, supply the Veteran's Last Name, plus values from at least
twa of the ather three sections (Person, Address, |dentification).

Name Person

Last Name Date of Birth D08 format: " YILIMOD)

First Name Gender |

Middle Name Home Phaone
Address Identifization
Street Address SSN Sormuat asersasas
City EDIPI f Member ID
State ICM[ i 2661460147440 )
Zip Code

° =

Figure 5-35: Enter Search Terms screen
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5.3.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.

Step 2 <:,

Select
Veteran

Picture Full Name SSN DOB DOD Gender

Ma WILSON BROWN FOO-XX-0069 10/10/1952 MALE

@ Back

Figure 5-36: Select Veteran screen

5.3.3. Reuse Existing Image

In the event the Veteran has an existing photo in the system that is less than ten years old, this
will appear in the image capture area upon entry to Step 3. If this image meets the required
guidelines, it may be reused for the current card request process. Simply click [Next] to continue
on to Step 4.

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request 72 February 2020



on Card (VHIC) R B ) "~ Skip to Content

Card Management

Step 3 <;:|

Caplure
Visteran Image

Face must be straight forward

No closed eyes

Mo dark glasses (cannot see eyes)

Tinted glasses OK (can see ayes)

Mot more than one face in image

No apen mouth

Face cannot touch edge of photo (hair can, but not face)

If ywou are happy with the existing picture, clicking nesxt will
maove on to the next step in the process

Phioto was added on the following date : 06092017

Upload from Fite Take Naw Picture
-

Figure 5-37: Capture Veteran Image screen — Reuse Existing Photo; click Next

VHIC will then ask the user to confirm that they want to reuse the existing photo and then they
would click [OK] to continue on to the next step.

ran Health Identification Cal z Skip to Content

Home Card Request Reports Logged in as;

Step 3 Q]

Capture
Vateran Image

Face must be straight forward
= Mo closed eyes
No dark glasses (cannct see eyes)
= Tinted glasses OK (can see eyes) | 1
Mot more than one face in image Message from webpage el
No open maouth
= Face cannot touch edge of phota (ha)

9 Ase you sure you want 1o reuse the photo?

If you are happy with the existing picl

move on to the next step in the procd Cances

Phete was added on the following date ; D8/09/2017
Upload from File Take New Pictrs

Back haxd

Figure 5-38: Capture Veteran Image screen — Reuse Existing Photo; click OK
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5.3.4. Step 4: Select Mailing Address

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to determine
where the Veteran’s card should be mailed.

At the top of the Step 4 screen is the Status section. Since this card request for the Veteran was
placed on hold due to Veteran Not Proofed, the status of On Hold will be listed along with the
On Hold reason of Veteran Not Proofed.

"-".I_'1I;'!;-J.fl Haalth |dentification Card (VHIC) . sk p to Content
Home Card Request Reports  Card Logged in as:
Step 1 Slep 2 Step 3 Step 4
Select Mailing
Addrass

Veteran ldentity Confirmation

Status
Card Request Stalus On Held

Vateran not proofed

Veteran ldentity Atiributes
First Mame FOUR |
Last Mame VIPATIENT |
Date of Birth [EZ2HGE5 |

Requesting Facility Address
Faciity Name [ETEANTAVANGC |
Facility Address [1670 CLAIRMONT RD |
DECATUR, GA 30033 USA |

Address
Mail card 100 8 Addrece received from Enroliment Senvices
-/ Address received from MWV
.:'Requas'n; facility
Prafermed facility

Recipient FOUR ONE MVIPATIENT Il |
Street 1 [{23 SESAME STREET |
Street 2 | |
Street 3 | |

City FRONTROYAL |
State VA ]
|

|

|

]

Zip Code [2630
Province |
Poslal Code |

Country [USA

Is the address displayed on screen where the Vieteran is to receive hisher new VHIC

card?
g Back Next
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Figure 5-39: Select Mailing Address screen

This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the Preferred Facility

NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as

well as additional guidance on how to proceed, will be displayed near the top of the
screen. At this point, if the Veteran opts net to update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.

NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad, a message stating why, as well as additional guidance
on how to proceed, will be displayed near the top of the screen. The Associate MUST choose
one of the remaining viable address options for mailing the card in order to proceed with the card
request process. Selecting a radio button will automatically update the address information based
on the selection. The process cannot continue until the appropriate radio button has been
selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then the VHIC user would need to
request help with correcting the address by contacting the Enterprise Service Desk at (855) 673-
4357, option 3 (Applications), then option 1. Alternately, send an email message to ESD DEV
OPS (ESD@yva.gov) with correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.
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5.3.56. Status Section

At the top of the Step 4 screen is the Status section. Since this card request for the Veteran was
placed on hold, the status of On Hold will be listed along with the On Hold reason.

5.3.6. Step 5: Save Card Request

This brings us to Step 5 — Save Card Request. This screen allows the VHIC User to verify all of
the information shown on the screen as being correct.

This screen contains the following information for review:

e Name as it will appear on card

e Address card will be mailed to (this also contains the name as it will appear in the
mailing address)

e Replacement reason (if applicable)
e Reason for hold (if applicable)

e Service connected status

e Medal of Honor status

e Purple Heart status

e Prisoner of War status

e Branch of Service selection

e Date of Birth

Other fields that either will be populated or will populate upon final submission are:

e (Card Number (populates upon final submission)

e Member ID

e ICN

e Member Benefit Plan ID

e VISN and Facility where request is being processed

5.3.6.1. Branch of Service

If available, the Veteran’s Branch of Service options will be displayed on screen. The Veteran
should be given the opportunity to select which logo they would prefer to appear on their card or
if they would like to decline the logo option altogether (default). The appropriate radio button
should be selected based upon the Veteran’s preference. Only those branches of service that are
listed in the Enrollment System and in which the Veteran has served will be shown. This will
need to be chosen before submitting the card request.
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NOTE: Only one Branch of Service logo can appear on the card; those with more than one
branch will have to select one, or decline to show any logo.

Branch Of Service
& Army
2 Veteran Declines Branch of Service Logo

(7

Figure 5-40: Branch of Service Selection

If a Branch of Service option is available to the Veteran, the VHIC associate will see that on this
screen and will need to ask the Veteran’s preference for which, if any, BoS they would like to
appear on the card.

5.3.6.1.1. Placing the Card on Hold

Proceeding with the request and placing the card in Hold status, the user would click on the
[Hold] button.

n Health Identifi )
Home Card Request Reporis  Card Management Logged in as

Skip to Content

Step 5 g
Save
Card Request

Veteran Card Details

Service Connecled N Card Number

g] =" Medal of Honor N Member ID
Purple Heart N ICN 1012805141V305616
N

Prisoner of War Flan ID 7346-243-588
I I T W e o -
Facility 508
Mame as it will appear on card: Date of Buth 101001956
MARY ALIX
Address card will be mailed to:
SR Card Status Saved On Hold
10008 F STREET Card Request Date  07/06/2017
HERNDON, VA 20171 USA
0 Branch Of Service
. Ay
Replacement Reason: Veteran Declines Branch of Senace Logo
Mot a replacement card @

Reason for Hold:
Bad daia

e E

Figure 5-41: Saving a VHIC Card in Hold Status
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A pop-up message will appear informing the user that a manual release will be required for the
card in order to complete the card request process. The user will click the [OK] button to
continue to put the card on hold.

Home ©C T 5 ard Management Logged in as

Step 1 Stap 2 Step 3 Step 4 Step 5

Save
Card Request

Veteran Card Details

Service Conneclad N Card Number

ﬁ E Medal of Honor M Member ID
age Purple Heart M ICN 1012805141V305616

Prisoner of War N Plan 1D 7346-243-588
VISN 7
LI JUERE BT RRTAE RN DT iy Facility 508
Name as it will appear on card: Date of Birth 101001956
MARY AL
Address e
e Message from webpage .
10008 F
HERNDC

'9 Card requests placed on-hold require manual release due to one
* or more of the following reasons:
ES is unavailable, eligibility pending, or bad data.

Replace:

Not a rep The On-Hold report under the Reports tab is available for

tracking these requests,

[ 0K ] Cancel

Back Heakd

Figure 5-42: On Hold Pop Up Reminder
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5.3.6.1.2. Completing the Card Request

Proceeding with the card request, VHIC user can now click [Submit] to complete the card
request.

Skip to Content

Logged in as

Step 1 Step 2 Step 3 Step 4 Step 5 ﬁ

Save
Card Request

Veteran Card Details

Service Connected N Card Number

ﬁ_ = Medal of Honar M Member ID
€ Purple Heart N ICN 1012805141V305616

Prisoner of War N Flan ID T346-243-538
VISN 7
I W T e Facilty 508
Name as it will appear on card: Date of Birth 101001956

MARY ALLX

Address card will be mailed to:
MARY ALLX

10008 F STREET

HERNDON, VA 20171 USA

Branch Of Senice
= Arrny

Replacement Reason: “Veteran Declings Branch of Service Logo

Not a replacement cand e

Reason for Held:
Bad data

Bac..

Figure 5-43: Save Card Request review screen; click Submit
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This screen shows that the Card Request was submitted successfully.

If a Branch of Service was selected on the previous screen. The designated choice will appear
here, as well as the Expiration Date and the Replacement Reason.

fealth id Card (VHIC) Skip to Content
nad in B

WHIC
ard Request Card Management

Step 1 Step 2 Step 3 Step 4 Step 5 ﬁ
nt t | t M Save
Card Request

Veteran Card Details

Senvice Connected N Card Number 6857

otara Medal of Honor N Member ID
mage Purple Haart N ICN 1012805141V305616
Prisoner of War N Plan ID T346-243-588
VISN 7
(R BRI TR R B RTT Facility 508
Name as it will appear on card: Date of Birth 10101956
MARY ALIX Expiration Date  7/6/2027

Address card will be mailed to:
MARY ALIX
10008 F STREET

HERMNDOMN, WA 20171 USA

Replacement Reason: Ay

Mot a raplacement card
Reason for Hold:
Not Applicable

Figure 5-44: Card Request Submitted
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5.4. Replacement VHIC: Veteran Level 2 Proofed through
Identity Management Toolkit

5.4.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.

However, for optimal search results, copy the Veteran’s ICN from the Identity Management
Toolkit and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned. Additional guidance is also
available on-screen by clicking on the blue circle containing a question mark.

Figure 5-45: Help icon

This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request 81 February 2020



Once the information has been entered into the required fields, click on [Search] to proceed to
the next step.

Veteran Health Identification Card (WVHIC) Skip to Contant
Home Card Request Reports Card Management Logged in as:

step1 (M

Enter

Search Terms

IMPORTANT Have you Identity Proofed the Veteran in Identity Management Toolkit?
(Click here to open identity Management TeolKit iN anather window)

For optimal search results, copy the Veteran's ICN from Identity Management Toolkit and paste into the ICN fleld on this
screen. Other search methods include:

The Mamber ID from the frant of the Veteran's VHIC.

* Last Mame, First Name, DOB and 835N,
Hote: If using LNFNIDOBISSH combination, at a minimum, supply the Veteran's Last Name, plus values from at least
s of the othar thres sections (Person, Address, (dentification).

Mame Persan

Last Name Date of Birth DOB ferrrt: NYIIOD)

First Mame Gender v|

Micddle Name Home Phone
Address Identification
Street Address SSN ormat Aassanas)
City EDIPI f Member ID
State ICM i 2661260v14T445 )
Zip Code

° =

Figure 5-46: Enter Search Terms screen
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5.4.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.

Step 2

Select
Veteran

Picture Full Name SSN DOB DOD Gender

Ma WILSON BROWN FOO-XX-0069 10/10/1952 MALE

@ Back

Figure 5-47: Select Veteran screen

5.4.3. Step 3: Capture Veteran Image

Once a selection has been made, the next step in the process is to capture the Veteran image.
VHIC provides several ways to handle this operation: Take New Picture, Upload from file, or
Reuse Existing Image.
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Veteran Health identificatio

Home Card Request Reports Logged in as:

stp3 M

Capture
Veteran Image

Face must be straight forwand
= Mo closed eves
Mo dark glasses (cannot see eyes)
= Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth
Face cannot touch edge of photo (hair can, but nat face)

If you are happy with the existing picture, clicking next will
mave on to the next step in the process

Upload from File Take New Pciure

Back Hexd

Figure 5-48: Step 3 - Capture Veteran Image screen

5.4.31. Take New Picture

Upon arriving to the Capture Veteran Image page, if there is no useable image for the Veteran
already on file, a “No Photo” image will appear in the image capture area. Click [Take New
Picture] to capture the Veteran’s image. The camera should become active and the Veteran
should be visible in the image capture window. (If the Veteran and background is not visible,
refer to section 8.4.3. Adobe Flash Permissions of the VHIC User Guide - Volume 4 -
Troubleshooting to ensure your camera settings are correct.)
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Veteran Health Identificatio ) Skip to Content

Home Card Request Logged in as;

Step 3 g:]

Capture
Valeran Image

Face must be straight forward
= Mo closed eyes
Mo dark glasses (cannot see eyes)
= Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth
Face cannot touch edge of photo (hair can, but not face)

If you are happy with the existing picture. clicking next will
mowve on to the next step in the process

Uplead from File Take New Piture

Back Hexi

Figure 5-49: Capture Veteran Image screen — Take New Picture
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Using the provided silhouette, ensure that that the Veteran is lined up properly. Prior to clicking
[Capture Image] ensure the additional image capture guidelines provided on screen are met:

e Face must be straight forward

e No closed eyes

e No dark glasses (cannot see eyes)

e Tinted glasses OK (can see eyes)

e Not more than one face in image

e No open mouth

e Face cannot touch edge of photo (hair can, but not face)

§hip; to Content

Home (Card Request Reports Card Management Logged in as

Step 3 (:I

Capiure
‘Veteran Image

Face must be straight forward

No closed eyes #doie Flash Player Selngs

No dark glasses (cannot see eyes) Camira and MiTaphens Access W

Tinted glasses OK (can see eyes) e s 1
vou clicis Allow, you may e recorded

Mot more than one face in image
No open maouth
Face cannot touch edge of photo (hair can, but not face)

g, 0w T

Capbure Image

Figure 5-50: Capture Veteran Image screen — Capture Image
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Once the image is captured, take a moment to review that the image meets all desired guidelines
before proceeding. If the image is acceptable, click [Next] to continue on to the next step.

Veteran Health Identification Card (VHIC) Skip to Content

Home Card Request Reports Card Management Legged in as:

step3 Y
Capture
Veteran Image

= Face must be straight forward

= Mo closed eyes

No dark glasses (cannot see eyes)

= Tinted glasses OK (can see ayes)

= Mot mare than one face in image

= No cpen mouth

= Face cannot touch edge of photo (hair can, but not face)

Photo taken on ; 07/03/2017

0 = [=]

Figure 5-51: Capture Veteran Image screen — Accept new photo; click Next

NOTE: If the image does not meet the guidelines or the Veteran would prefer a new
photo be taken or uploaded, this can be done at this point as well by clicking the [Back]
button to take a new picture or upload a photo.
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5.4.3.2. Upload from File

In some cases, it may be necessary to upload an image for a Veteran (i.e., they are unable to be
present during the card request process due to health issues, etc.) In these cases, VHIC offers the
option to upload a photo by selecting the [Upload from File] option.

Veteran Health Identification Card (VHIC) Skip to Content
Home Caord Reguest Reports Card Management Logged in as

Step 3 Q]

Capture

Veteran Image

Face must be straight forward

No closed eyes

No dark glasses (cannot see eyes)

Tinted glasses OK (can see eyes)

Not more than one face in image

No open mouth

Face cannot touch edge of phota (hair can, but not face)

Accepted formats are JPG, GIF, PNG, and BMP, For best
results use a 400x400 pixel JPG.

Figure 5-52: Capture Veteran Image screen — Upload from File
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Once this option is selected, a [Browse...] button will appear next to a text field. Clicking this
button will open up another window to allow for the desired image to be located and selected.
The accepted file formats are JPG, GIF, PNG, and BMP. For best results use a 400x400 pixel
JPG image. It should also be noted that any adjustments that need to be made to the image to
meet the specified guidelines, such as crop and resize, this should be done before the image is
uploaded.

eteran Health Identification Card (WVHIC) Skip to Contant
Home Card Request Reporis Card Management Logged in as:

Step 3 Q

Caplure

Veteran Image

Face must be straight forward
= Me closed eyes
Mo dark glasses (cannot see eyes)
- Tinted glasses OK (can see eyes)
Mot mare than one face in image
= Mo open mouth
Face cannaot touch edge of photo (hair can, but not face)

Accepted formats are JPG, GIF, PNG, and BMP. For best
resulis use a 400x400 pixel JPG

Figure 5-53: Capture Veteran Image screen — Upload photo; click Browse
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Once the file has been selected, an [Upload] button will become available. Clicking this will
import the image and it will now be visible in the image capture area.

Veteran Health Identification Card (VHIC) Skip to Content

Home Caord Reguest Reports Card Management Logged in as

Step 3 Q]

Capture
Veteran Image

Face must be straight forward
= No closed eyes
No dark glasses (cannot see eyes)
» Tinted glasses OK (can see eyes)
Not more than one face in image
+ No open mouth
Face cannot touch edge of phota (hair can, but not face)

Accepted formats are JPG, GIF, PNG, and BMP, For best
results use a 400x400 pixel JPG.

Figure 5-54: Capture Veteran Image screen — Upload photo; click Upload
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The user can move the slider below the image window to zoom the image in or out to match the
silhouette, the image can also be dragged to line the Veteran’s face inside the silhouette as well.

Once again, be sure to review the image to ensure it meets the specified guidelines before
clicking the [Next] button to continue.

nH : ~ e ———— —— .Sui-;;tc.xncéﬁtéi-ﬂ”
Card Request  Repor Logged in as:

Step 3

Capture

Vateran Image

= Face must be straight forward
Mo closed eyes
= Mo dark glasses (cannot see eyes)
Tinted glasses OK (can see eyes)
= Mot maore than one face in image
Mo open mouth
= Face cannol touch edge of photo (hair can, but not face)

Azcepted formats are JPG, GIF, PNG, and BMP. For best
results use a 400x400 pixel JPG

Photo uploaded on : o{mme

Figure 5-55: Capture Veteran Image screen — Edit photo; click Next
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5.4.3.3. Reuse Existing Image

In the event the Veteran has an existing photo in the system that is less than ten years old, this
will appear in the image capture area upon entry to Step 3. If this image meets the required
guidelines, it may be reused for the current card request process. Simply click [Next] to continue
on to Step 4.

Vielera
Home Card Request Reports Card Management Logged in as

Step 3 g:]

Capture
Veteran Image

Face must be straight forward

Mo closed eyes

Mo dark glasses (cannol see eyes)

Tinted glasses OK (can see ayes)

Mot more than one face in image

Mo open mouth

Face cannot touch edge of photo (hair can, but not face)

If yau are happy with the existing picture, clicking next will
meve on ie the next step in the process.

Photo was added on the following date : 08/02/2017

Upload from Fig Take Maw Picture

(L]

Figure 5-56: Capture Veteran Image screen — Reuse Existing Photo; click Next
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The VHIC application will ask the user to confirm that they want to reuse the existing photo for
this Veteran. Click the [OK] button to continue to Step 4: Verify Identity Attributes.

Veteran Health Identification Can C) Skip to Content

Home Card Request Reports Card Managervent Logged in as;

Step 3

Capture
Vateran Image

Face must be straight forward
= Mo closed eyes
No dark glasses (cannct see eyes)
= Tinted glasses OK (can see eyes) 1
Mot more than one face in image Message from webpage el
No open maouth
= Face cannot touch edge of phota (ha)

9 Ase you sure you want 1o reuse the photo?

If you are happy with the existing picl

move on to the next step in the procd Cances

Phete was added on the following date ; D8/09/2017
Upload from File Take New Pictrs

Back haxd

Figure 5-57: Capture Veteran Image screen — Reuse Existing Photo; click OK

NOTE: If the image does not meet the guidelines or the Veteran would prefer a new
photo be taken or uploaded, this can be done at this point as well by selecting either
[Upload from File] or [Take New Picture].
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5.4.4. Step 4: Verify Identity Attributes

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to determine
where the Veteran’s card should be mailed.

Py —

Step 1 Step 2 Step 3 Step 4

Salect Mailing
Address

‘Veteran identity Confirmation

Stalus
Card Request Status  New

‘ateran idenlity Attributes
First Name FOUR ]
Last Name MVIPATIENT |
Date of Birth BFZZNG8S ]

Requesting Facility Address
Facility Mame RTLANTA VAMC |
Facility Address [iGT0 CLAIRMONT RD ]
DECATUR, GA 30033 USA |

Address

Mail card 100 &) Address recedved from Enecllment Servces
Address received from MV
Requirsting faciity
Predesmed facility

Recipient [FOUR ONE MVIPATIENT Il ]
Streat 1 123 SESAME STREET ]
Streat 2 | |
Sireat 3 | |

City [FRONT ROYAL |
State WA |
|

]

]

]

Zip Code P2630
Province |
Postal Code [
Country !JS.I’I

Is the address displayed on screen whire the Viteran is to recene hisher new VHIC

card?
e Back Hoxt

Figure 5-58: Select Mailing address screen
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This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the Preferred Facility

NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as

well as additional guidance on how to proceed, will be displayed near the top of the
screen. At this point, if the Veteran opts to not update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.

NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad in the VHIC system, a message stating why, as well as
additional guidance on how to proceed, will be displayed near the top of the screen. The
Associate MUST choose one of the remaining viable address options for mailing the card in
order to proceed with the card request process. Selecting a radio button will automatically update
the address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then the VHIC user would need to
request help with correcting the address by contacting the Enterprise Service Desk at (855) 673-
4357, option 3 (Applications), then option 1. Alternately, send an email message to ESD DEV
OPS (ESD@yva.gov) with correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.
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5.4.5. Status Section

At the top of the Step 4 screen is the Status section. When going through the card request
process, one of the following Card Request Status options will be displayed: New, Replacement,
or On Hold. If the card was previously placed on hold, the reason it was placed on hold will be
listed here as well. If this is not the first card for the Veteran, the status of Replacement will be
listed along with a drop-down list for selecting a Replacement Reason.

Status

Card Request Status Replacement
Replacement Reason NOT SELECTED ﬂ

Figure 5-59: Card Request Status section

If the Card Request Status is Replacement, a selection must be made from the drop-down list as
to why the card is being replaced. The available options are: Damaged, Expired, Incorrect
Information, Lost, Poor Quality, or Stolen.

545.1. Replacement Options

If the Card Request Status is Replacement, a Replacement Reason will have to be provided
before the card request process can continue. Based on the primary replacement reason selected,
a secondary reason may need to be provided. The options selected here will appear on the final
Step 5 screen under Replacement Reason.

The following are the available primary replacement reasons:

e Damaged

e Deactivated

e Expired

e Incorrect information
e Lost

e Poor Quality

e Stolen
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Card Request Status Replacement
Replacement Reason

Damaged

Expired

i | t Inf ti

Veteran Identity Attriby Lnﬂc:;:trrrec nformation
First Name |Poor Quality

Stolen
| ast Name e

Figure 5-60: Replacement Reason drop-down list

If Poor Quality is selected as a primary replacement reason, one of the following must be
selected:

e Photo
e Text
e Other

Card Request Status Replacement
Replacement Reason |Poor Quality V|
Poor Quality

Other
Photo

Weteran |dentity Attribi Text

Figure 5-61: Poor Quality Replacement Reasons

If Damaged is selected as a primary replacement reason, one of the following must be selected:

e Barcode not working
e Magnetic stripe not working
e Other physical damage

Card Request Status Replacement
Replacement Reason |Damaged v
Damaged

Barcode not working
Magnetic stripe not working

Veteran |dentity AttribCther physical damage

Figure 5-62: Damaged Replacement Reasons
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If Incorrect Information is selected as a primary replacement reason, one of the following must

be selected:

e Branch of Service
e Date of Birth

e Member ID

e ICN

e Member Benefit Plan ID
e Name

e Photo

e Prisoner of War

e Purple Heart

e Service Connected
e Other

Card Request Status Replacement
Replacement Reason |Incorrect Information |

Incorrect Information I8 =0

Branch of Service
Date of Birth

Veteran |dentity AttribyICN

First Name |\1ember 1D
Last Name |Name
Date of Birth |Photo

Prisoner of War
Purple Heart
Address Service Connected

Member Benefit Plan ID |

Other L

Figure 5-63: Incorrect Information Replacement Reasons
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5.4.6. Step 5: Save Card Request

This brings us to Step 5 — Save Card Request. This screen allows the VHIC Admin to verify all
of the information shown on the screen as being correct.

Veteran Health Identification Card (VHIC)
Home Carnd Request Reports Cand Management

Skip to Content

VA

Name as it will appear on card:
WILSON BROWN

Address card will be mailed to:
WILSON BROWN

10007 F STREET
HERNDON, WA 20171 USA

Replacement Reason:
Lost

Figure 5-64: Save Card Request review screen

Veteran Card Details

Service Connected N
Medal of Honor N
Purple Heart M
Prisoner of War N

Eard Status

Logged in as:
Step & Q
Save
Card Request
Card Number
Member ID 1607958576
ICH 1012894958VE25284
Plan ID T346-243-538
VISN 7
Facility 508

Date of Birth 101101852

Pending

ard Request Date

Branch Of Service
- Alm\,'

YWateran Declines Branch of Semvice Logo

Reason for Hold:
Bad data
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This screen contains the following information for review:

e Name as it will appear on card

e Address card will be mailed to (this also contains the name as it will appear in the
mailing address)

e Replacement reason (if applicable)
e Reason for hold (if applicable)

e Service connected status

e Medal of Honor status

e Purple Heart status

e Prisoner of War status

e Branch of Service selection

e Date of Birth

Other fields that either will be populated or will populate upon final submission are:

e (Card Number (populates upon final submission)

e Member ID

e ICN

e Member Benefit Plan ID

e VISN and Facility where request is being processed

5.4.6.1. Branch of Service

If available, the Veteran’s Branch of Service options will be displayed on screen. The Veteran
should be given the opportunity to select which logo they would prefer to appear on their card or
if they would like to decline the logo option altogether (default). The appropriate radio button
should be selected based upon the Veteran’s preference. Only those branches of service that are
listed in the Enrollment System and in which the Veteran has served will be shown. This will
need to be chosen before submitting the card request.

NOTE: Only one Branch of Service logo can appear on the card; those with more than one
branch will have to select one, or decline to show any logo.

Branch Of Service
@ Army
_ Veteran Declines Branch of Service Logo

(2]

Figure 5-65: Branch of Service Selection
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5.4.6.2. Save Card Request: Replacement

Saving and submitting a replacement card request is essentially the same as submitting a new
card request. The only variation will be the replacement reason. The selections made earlier in
Step 4 will be reflected on this screen under the Replacement Reason section.

Veteran Health |dentification Card (VHIC) Skip to Content
Home Card Request Reports  Card Management Logged in as:
stps ()
Save
Card Request
Veteran Card Detalls
Service Connected N Card Number 6BE2
%ﬁ_ == MedalcfHenor N MemberiD 1607956576
Purple Heart M ICN 1012884958V625284
Prisoner of War N Plan ID T346-243-588
VISN T
LR RRTE TR B BRI Facility =08
Mame as it will appear on card: Diate of Birth 10M0r1952
WILSON BROWMN Expiration Date  7/5/2027

Address card will be mailed to:
WILSON BROWN
10007 F STREET

HERNDON, WA 20171 USA

Arrmy
Replacement Reason: Y

Last

Reason for Hold:
Not Applicable

Figure 5-66: Replacement Card Request Submitted

5.5. Placing a Replacement VHIC Request On Hold
Manually: Veteran Level 2 Proofed

This section will show how the process flow should go when the VHIC associate enters in a
Veteran who is listed in MVI, ES, has a Proofing level of 2 and requesting a new card. During
the process the Associate notices some of the Data is not correct.

5.5.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.
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However, for optimal search results, copy the Veteran’s ICN from Identity Management Toolkit
and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned. Additional guidance is also
available on-screen by clicking on the blue circle containing a question mark.

Figure 5-67: Help icon

This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.
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Once the information has been entered into the required fields, click on [Search] to proceed to
the next step.

Veteran Health |dentification Card (WVHIC) Skip to Contant
Home Card Request Reports Card Management Logged in as

Step 1 QI

Enter

Search Terms

IMPORTANT Have you |dentity Proofed the Veteran in Identity Management Toolkit?
(Click here to open identity Management Toolkit in another window)

For optimal search results, copy the Veteran's ICH from Identity Management Toolkit and paste into the ICH fisld on this
screen. Other search methods inclede:

The Member ID fram the front of the Veteran's VHIC.

- Last Hame, First Name, DOB and $3M,
Hote: If using LWFN/DOB/S 3N combination, at a minimum, supply the Veteran's Last Name, plus values from at least
twio of the other thres sections (Person, Address, identification).

Name Parson
Last Name Date of Birth DB format. VY VYMMED)
First Mame Gender v
Middle Name Home Phone
Address Identification
Street Address 55N Jormat samemarax
City EDIPI/ Member ID
Zip Code

0 -

Figure 5-68: Enter Search Terms screen

5.5.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.
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Step 2 <:,

Select
Veteran

Picture Full Name SSN DOB DOD Gender

A WILSON BROWN XXX-XX-0069 10/10/1952 MALE
@ Back

Figure 5-69: Select Veteran screen

5.5.3. Reuse Existing Image

In the event the Veteran has an existing photo in the system that is less than ten years old, this
will appear in the image capture area upon entry to Step 3. If this image meets the required
guidelines, it may be reused for the current card request process. Simply click [Next] to continue
on to Step 4.

Veteran Health |dentification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as:

Step 3 g

Capture

Veleran Image

Face must be straight forward

No closed eyes

Mo dark glasses (cannot see eyes)

Tinted glasses OK (can see eyes)

Mot more than one face in image

Mo apen meouth

Face cannot touch edge of pholo (hair can, but not face)

Photo taken on : 07/03/2017

0 w [=]

Figure 5-70: Capture Veteran Image screen — Reuse Existing Photo; click Next
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VHIC will then ask the user to confirm that they want to reuse the existing photo and then they

would click [OK] to continue on to the next step.

o~

Veteran Health ldentification Card (VHIC)

(VHIC)
Home Card Request Reporis Card Managerment

Logged in as;

Skip to Content

Step 3 Q_’]

Capture
Valeran Image

[ Mietzage rom webipage
Face must be straight forward
= Mo closed eyes

Mo dark glasses (cannot see eyes) 9 AT YOu SR YOU Want 10 reuse the phata?

= Tinted glasses OK (can see eyes)
Mot more than one face in image
= Mo open mouth .
Face cannot touch edge of photo (h Lo

If you are happy with the existing picture. clicking next will
mowve on to the next step in the process

Figure 5-71: Capture Veteran Image screen — Reuse Existing Photo; click OK
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5.5.4. Step 4: Select Mailing Address

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to determine
where the Veteran’s card should be mailed.

‘Veteran Health Identification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as

Step 4

Select Mailing

Address

Veteran Identity Confirmation

Status
Card Request Status Replacement
Replacement Reason |Lost '

Vateran |dentity Attnbutes

First Mame @

Last Name WATIENT

Date of Birth 221085

Requesting Facility Address
Facilty Name [RTLANTA VANG |
Facility Address [I670 CLAIRMONT RD ]

DECATUR, GA 30033 USA ]

Address

Mail card 10 &) pddress racerved from Enfoliment Servces
Mddress recedved from VI
Requesting taeikty
Prafgrred faciity

Recpient FOUR ONE MVIPATIENT 11l |
Street 1 [123 SESAME STREET |
Straet 2 | |
Street 3 | |

City FRONT ROYAL |

|
|
|
|
|

State 7R

Zip Code B2630
Province [
Postal Code |
Country [DSA

Is the address displayed on screen where the Vieteran is to receive hisher new VHIC

card?
e Back Maxt

Figure 5-72: Select Mailing Address screen
This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the Preferred Facility

o NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as

well as additional guidance on how to proceed, will be displayed near the top of the
screen. At this point, if the Veteran opts to not update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.
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NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad, a message stating why, as well as additional guidance
on how to proceed, will be displayed near the top of the screen. The Associate MUST choose
one of the remaining viable address options for mailing the card in order to proceed with the card
request process. Selecting a radio button will automatically update the address information based
on the selection. The process cannot continue until the appropriate radio button has been
selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then the VHIC user would need to
request help with correcting the address by contacting the Enterprise Service Desk at (855) 673-
4357, option 3 (Applications), then option 1. Alternately, send an email message to ESD DEV
OPS (ESD@yva.gov) with correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.
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5.5.5. Status Section

At the top of the Step 4 screen is the Status section. When going through the card request
process, one of the following Card Request Status options will be displayed: New, Replacement,
or On Hold. If the card was previously placed on hold, the reason it was placed on hold will be
listed here as well. If this is not the first card for the Veteran, the status of Replacement will be
listed along with a drop-down list for selecting a Replacement Reason.

Status

Card Request Status Replacement
Replacement Reasaon NOT SELECTED ﬂ

Figure 5-73: Card Request Status section

If the Card Request Status is Replacement, a selection must be made from the drop-down list as
to why the card is being replaced. The available options are: Damaged, Expired, Incorrect
Information, Lost, Poor Quality, or Stolen.

5.5.5.1. Replacement Options

If the Card Request Status should be Replacement, a Replacement Reason will have to be
provided before the card request process can continue. Based on the primary replacement reason
selected, a secondary reason may need to be provided. The options selected here will appear on
the final Step 6 screen under Replacement Reason.

The following are the available primary replacement reasons:
e Damaged
e Deactivated
e Expired
e Incorrect information
e Lost
e Poor Quality
e Stolen

Card Request Status Replacement
Replacement Reason

Damaged

Expired

i -l t Inf ti

Veteran Identity Attriby, oy oo
First Name |Poor Quality

Staol
| ast Name e

Figure 5-74: Replacement Reason drop-down list
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If Poor Quality is selected as a primary replacement reason, one of the following must be

selected:
e Photo
o Text
e Other

Card Request Status Replacement

Replacement Reason |Poor Quality

vi

Poor Quality

Other
Photo

Weteran |dentity AttribText

Figure 5-75: Poor Quality Replacement Reasons

If Damaged is selected as a primary replacement reason, one of the following must be selected:

e Barcode not working
e Magnetic stripe not working
e Other physical damage

Card Request Status Replacement

Replacement Reason |Damaged

v

Damaged

Barcode not working
Magnetic stripe not working

Veteran Identity AttribyCther physical damage

Figure 5-76: Damaged Replacement Reasons
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If Incorrect Information is selected as a primary replacement reason, one of the following must

be selected:

e Branch of Service
e Date of Birth

e Member ID

e ICN

e Member Benefit Plan ID
e Name

e Photo

e Prisoner of War

e Purple Heart

e Service Connected
e Other

Card Request Status Replacement
Replacement Reason |Incorrect Information |

Incorrect Information I8 =0

Branch of Service
Date of Birth

Veteran |dentity AttribyICN

First Name |\1ember 1D
Last Name |Name
Date of Birth |Photo

Prisoner of War
Purple Heart
Address Service Connected

Member Benefit Plan ID |

Other L

Figure 5-77: Incorrect Information Replacement Reasons
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5.5.6. Step 5: Save Card Request

This brings us to Step 5 — Save Card Request. This screen allows the VHIC Admin to verify all
of the information shown on the screen as being correct.

Veteran Health Identification Card (VHIC) Skip to Content
Home Card Request FReports Card Management Logged in as:
Step 5
Save
Card Request
Veteran Card Details
. Service Connected N Card Number
g.‘ Medalof Honor N Member ID 1607956576
Purple Heart N ICN 1012884958V625284
Prisoner of War M Plan ID T346.243.588
| I " WVISN 7
HInmimEr NN Faclity 508
Mame as it will appear on card: Date of Birth 10M10/1852
WILSON BROWN
Address card will be mailed to: =
WILSGN BROWN Card Status Pending
10007 F STREET Card Request Date
HERNOOMN, VA 20171 USA
o Branch Of Service
= Armery
Replacement Reason: “eleran Dechines Branch of Seraca Logo
Lost )
Reason for Hold:
Bad data W
Details: Mama spelod wrong
Buack Hold

Figure 5-78: Save Card Request review screen
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This screen contains the following information for review:

e Name as it will appear on card

e Address card will be mailed to (this also contains the name as it will appear in the
mailing address)

e Replacement reason (if applicable)
e Reason for hold (if applicable)

e Service connected status

e Medal of Honor status

e Purple Heart status

e Prisoner of War status

e Branch of Service selection

e Date of Birth

Other fields that either will be populated or will populate upon final submission are:

e (Card Number (populates upon final submission)

e Member ID

e ICN

e Member Benefit Plan ID

e VISN and Facility where request is being processed

If a Branch of Service option is available to the Veteran, the VHIC associate will see that on this
screen and will need to ask the Veteran’s preference for which, if any, BoS they would like to
appear on the card.

If, after review, the Veteran states that an item is listed incorrectly (i.e., proper Branch of Service
is not listed, Medal of Honor status is incorrect, etc.) the VHIC user can check the Bad data
checkbox.

When this option is selected, the VHIC user must list the details of the bad data in the provided
Details field. This information will be stored in the system and will appear upon submission as
well as on Step 4 when this particular request is removed from hold.

The option to Submit is no longer available. Instead the VHIC user will click [Hold] to place the
card request on hold.
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5.5.6.1. Save Card Request: Manually saved On Hold

Upon submission, the colored field will change from yellow to orange indicating the card request
was placed on hold. A Card Number will be generated as well as the Card Request Date.

The Expiration Date field will now be visible but will not be populated as the card request is not
complete at this time. The Card Status is listed as Saved on Hold.

‘:J'E-t;rarll.Hea.hh i-:lar:!iﬁr_-.a.{_-:r;.f:s.l.'-:l [’;.fl'l—il.r_‘.] A T . Ship. tDlCDlntnlr.\t N
Home Card Request Reports  Card Management Legged in as:
step5 (Y
Save
Card Request
Veteran Card Detalls
) Service Connected N Card Number 6865
VA ) MedalofHonor N Member ID 1607956576
Purple Heart N ICN 1012894058VE25284
Prisoner of War M Plan 1D T348-243-588
WVISN T
L1 UL BRI RO BRI Facility 508
Mame as it will appear on card: Date of Birth 101101952
WILSON BROWN Expiration Date  7/5/2027
Address card will be mailed to:
WILSON BROWN Card Status Saved On Hold
10007 F STREET Card Request Date  07/07/2017

HERNDON, VA 20171 USA

Al
Replacement Reason: my
Lost

Reason for Hold:
Bad data: Name spelled wrong.

Figure 5-79: Replacement Card Request Saved On Hold
5.6. On Hold Reasons Explained

5.6.1. Veteran Not Proofed

User did NOT complete the proofing process using the Identity Management Toolkit
application PRIOR to creating a VHIC request

If the VHIC user started the VHIC card request BEFORE going into the Identity Management
Toolkit application and completing the proofing process, the VHIC application will display the
Warning message on Step 4 of the card request process indicating that the Veteran has NOT been
Identity Proofed. The VHIC user will see Veteran not proofed as the Reason for Hold on Step 5.
The VHIC application will allow you to save the card request on hold. The card request will be
saved for 30 days.
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Veteran Health Identification Card (WVHIC) Skip to Content
H

lome Card Request Reports  Card Management Logged in as:

Step 4

Select Mailing
Address

WARNING: Veteran not ldentity Proofed
(Select the address to have card mailed to and click Next to place the card request on hold)

Figure 5-80: Veteran Not Proofed Warning message on Step 4: Select Mailing Address

Reason for Hold:

Veteran not proofed

Bad data O

Figure 5-81: Reason for Hold: Veteran Not Proofed

Once the VHIC user completes the Identity Proofing in the Identity Management Toolkit
application, they can return to the VHIC application to take the card request off hold. The VHIC
user will start a card request as they would normally. The VHIC user will see the On Hold
Reason — Veteran Not Proofed displayed on Step 4 of the card request process.

Veteran Identity Confirmation

Status
Card Request Status On Hold

Veteran not proofed

Figure 5-82: Card Request Status: On Hold - Veteran Not Proofed

Continue with the card request process and submit the card request as outlined in section 4.3
Resuming an On Hold VHIC Request: Veteran NOT Level 2 Proofed Hold Reason

NOTE: There is a background job that runs every morning at 8:00am Eastern Time that
will check the proofing status of any cards placed on hold. As long as there are no other
issues with the card request, the job will submit the card request to the print vendor.

5.6.2. Enrollment Services Unavailable

If you get to Step 6 and see the message “Enrollment Unavailable” displayed under Reason for
Hold, which means that VHIC is unable to communicate to Enrollment Services at this time,
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select the Branch of Service (if available) and click on the [Hold] button. This will save the card
request for 30 days.

Reason for Hold:

Enrollment unavailable

Bad data [ ]

Figure 5-83: Reason for Hold: Enroliment Unavailable

Next, log a ticket by calling the Enterprise Service Desk at 855-673-4357, option #3
(Applications), then option #1 or send an email message to ESD DEV OPS (ESD@va.gov) to
log a trouble ticket.

NOTE: There is a background job that runs every morning at 8:00am Eastern Time that
will check the eligibility status of any cards placed on hold.

e I[fthe Eligibility status is confirmed as “Eligible” and there are no other issues with the
card request, the job will submit the card request to the print vendor.

o Ifthe Eligibility status is confirmed as “Not Eligible”, the card request will be terminated,
and no card will be issued.

5.6.3. Eligibility Pending

If you get to Step 6 and see the message “Eligibility Pending” displayed under Reason for Hold,
which means that Enrollment Services has returned an eligibility status of “Pending” at this time,
select the Branch of Service (if available) and click on the [Hold] button. This will save the card
request for seven (7) days.

Reason for Hold:

Eligibility Pending

Bad data []

Figure 5-84: Reason for Hold: Eligibility Pending

NOTE: The Veteran should go to Enrollment Services to have the record updated as
needed. There is a background job that runs every morning at 8:00am Eastern Time that
will check the eligibility status of any cards placed on hold.

e I[fthe Eligibility status is confirmed as “Eligible” and there are no other issues with the
card request, the job will submit the card request to the print vendor.

e I[fthe Eligibility status is confirmed as “Not Eligible” or is not updated within Seven (7)
days, the card request will be terminated, and no card will be issued.
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5.6.4. Bad Data — Other

If you get to Step 6: Save Card Request and any information that is displayed on the screen needs
to get changed/updated, click the checkbox next to Bad Data under Reason for Hold. A Details
field with be displayed and you can enter a description on what information needs to be updated.
Then select the Branch of Service (if available) and click on the [Hold] button. This will save the
card request for 30 days.

Reason for Hold:

Bad data |
Details: MName Spelled Wrong

Figure 5-85: Reason for Hold: Bad Data — Name Spelled Wrong

The Veteran should go to Enrollment Services to have the record updated as needed. A card
request placed on hold with Bad Data as the Reason for Hold will NOT be updated and
submitted by the background job.

The Veteran will need to return to complete the card request after they have had the information
updated. You will need to start a card request as you would normally. On Step 4 of the card
request process, you will see the On Hold Reason — Bad Data: (reason entered when saved)
displayed.

Veteran Identity Confirmation

Status
Card Request Status| Replacement On Hold

| Bad Data: Name spelled wrong.|

Figure 5-86: Card Request Status: Replacement on Hold - Bad Data: Name Spelled Wrong

Continue with the card request process. When you get to Step 6, you will need to uncheck the
checkbox next to Bad Data in order to be able to submit the card request.

Reason for Hold:
Bad data [

Figure 5-87: Reason for Hold: Bad Data Unchecked
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5.7. Resuming an On Hold Replacement VHIC Request:
Veteran Level 2 Proofed

When the Associate resumes a card request that has been placed On Hold, they will still be taken
through the same steps as though it was a New Card or a Replacement. The Associate won’t be
shown that this is an On Hold Request until they get to Step 4.

5.7.1. Step 1: Enter Search Terms

The first step in the process is to find the Veteran in the system. This is accomplished by entering
enough search criteria to trigger a match within Master Veteran Index (MVI). The top of the
screen offers guidance regarding the set of traits recommended to ensure a best match is found.
These are guidelines and not necessarily the required set of traits that must be entered.

However, for optimal search results, copy the Veteran’s ICN from Identity Management Toolkit
and paste it into the ICN field on this screen.

Other search methods include:

e The Member ID from the front of the Veteran’s VHIC.
e Last Name, First Name, DOB and SSN.

6 NOTE: If using LN/FN/DOB/SSN combination, at a minimum, supply the Veteran's Last
Name, plus values from at least two of the other three sections (Person, Address, and
Identification).

The more traits entered, the more likely a match will be returned. Additional guidance is also
available on-screen by clicking on the blue circle containing a question mark.

Figure 5-88: Help icon

This type of help is available throughout the application and will provide additional detail or
clarification for that particular step or section.

Once the information has been entered into the required fields, click on [Search] to proceed to
the next step.
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Veteran Health Identification Card (VHIC) Skip to Content

Home Card Request Reports  Card Management Logged in as
Step 1 Q’I
Enter

Search Terms

IMPORTANT Have you |dentity Proofed the Veteran in Identity Management Toolkit?
(Click here to open identity Management ToolKit in another window)

For aptimal search results, copy the Veteran's ICN from Identity Management Toolkit and paste into the ICN field on this
Acrean. Other saarch mathods incluse:

The Member ID from the front of the Veteran's VHIC,

= Last Name, First Name, DOB and SSN.
Mote: If using LWFN/DOR/SSN combination, at a minimuim, supply the Veteran's Last Name, plus valses from at least
oo of the other thres sections (Person, Address, isentification).

hName Person
Last Name Date of Birth DO format 1Y VMM
First Name Gender w
Middle Mame Home Phone
Address Identification
Street Address SEN Bormal senevavar;
City EDIPI / Member IO
Zip Code

o -

Figure 5-89: Enter Search Terms screen

5.7.2. Step 2: Select Veteran

Once the search has completed, the results of that search will be displayed on screen. From the
list provided (up to 10 matches may be returned), select the appropriate Veteran by clicking on
the Veteran’s name which is hyperlinked.

If the correct Veteran is not in the list, click the [Back] button and verify the traits entered are
correct. If the traits are correct, try adding additional information to aid in triggering a match.

Veteran Health Identification Card (WVHIC) Skip to Contant
Home Card Request Reports  Card Management Logged in as:
Step 2 Q
Select
Vateran
Picture Full Hama 55M Doa Gandar
KENNETH FERGUSON HOO0-XM-1254 3211963 MALE

Figure 5-90: Select Veteran screen
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5.7.3. Reuse Existing Image

In the event the Veteran has an existing photo in the system that is less than ten years old, this
will appear in the image capture area upon entry to Step 3. If this image meets the required
guidelines, it may be reused for the current card request process. Simply click [Next] to continue
on to Step 4.

Veteran Health |dentification Card (VHIC) Skip to Content
Home Card Request Reports Card Management Logged in as:

Step 3

Caplure

Veteran Image

Face must be straight forward

No closed eyes

Mo dark glasses (cannot see eyes)

Tinted glasses OK (can sea ayes)

Mot more than one face in image

Mo apen meuth

Face cannot touch edge of pholo (hair can, but not face)

Photo taken on ; O7/03/2017

0  [=]

Figure 5-91: Capture Veteran Image screen — Reuse Existing Photo; click Next
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VHIC will then ask the user to confirm that they want to reuse the existing photo and then they
would click [OK] to continue on to the next step.

" Skip to Content

Home Card Request Reports Card Management Logged in as.

Step 3 Q_q

Capture
Vateran Image

Metage from webpage =
Face must be straight forward
= Mo closed eyes
Mo dark glasses (cannot see eyes) 9 Ane yOu SR YOU WaRT t0 neuse the phata
- Tinted glasses OK (can see eyes)
Mot more than one face in image

= Mo open mouth =
Face cannot touch edge of photo (h ] e

If you are happy with the existing picture. clicking next will
mowe on to the next step in the process

Upload from File Take New Piciure

Back Mext

Figure 5-92: Capture Veteran Image screen — Reuse Existing Photo; click OK

5.7.4. Step 4: Select Mailing Address

This screen displays the information retrieved from the Master Veteran Index (MVI) and the
Enrollment System (ES) for the selected Veteran. The purpose of this screen is to determine
where the Veteran’s card should be mailed.
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At the top of the Step 4 screen is the Status section. Since this card request for the Veteran was
placed on hold, the status of Replacement On Hold will be listed along with the On Hold reason.
There is also a drop-down list for selecting a Replacement Reason.

‘Veteran Health Ide tion Card (WVHIC) Skip to Content

Home Card Reque: eports  Card Management Logged in as;

Step 2 Stap 3 Step 4 Q]
Seldect Mailng
Address

Bad preferred facility address for Facility 1D 984 - no address available
Veteran ldentity Confirmation

Status
Card Request Status Replacement On Hold

Bad Data: Name spelied wrong.

Replacement Reason Lost W

Veteran ldentity Attributes
First Name [WICSON ]
Last Name [BROWN |
Date of Birth [I0AN1952 |

Requesting Facility Address

Facility Name [RTCANTA VAMG |
Facility Address [I670 CLAIRMONT RD |
DECATUR, GA 30033

Address

Mail card to! &) address received from Enralimend Services
Ackiress received o MV
Requesting faciley
Profermod facility

Recigient WILSOM BROWN ]
Street 1 [10007 F STREET |
Street 2 | |
Street 3 | |

city HERNDON |

State VA |

|
]
|
|

Zip Code BOITA
Province: |
Postal Code |

Country [USA

Is the address displayed on screen where the Veteran is to receive hiser new VHIC

card?
@

Figure 5-93: Select Mailing Address screen

This step provides several mailing options for the card:

e Mail to the address received from Enrollment Services
e Mail to the address received from MVI

e Mail to the requesting facility

e Mail to the Preferred Facility

NOTE: If Enrollment has flagged the Veteran’s address as bad, a message stating why, as
well as additional guidance on how to proceed, will be displayed near the top of the
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screen. At this point, if the Veteran opts to not update their information with ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process.

NOTE: If MVI has flagged the Veteran’s address as bad, a message stating why, as well

as additional guidance on how to proceed, will be displayed near the top of the screen. At
this point, if the Veteran opts not to update their information with MVI or ES, the Associate
MUST choose one of the remaining viable address options for mailing the card in order to
proceed with the card request process. Selecting a radio button will automatically update the
address information based on the selection. The process cannot continue until the appropriate
radio button has been selected.

NOTE: If no preferred facility information has been received from ES or the preferred

facility address is flagged as bad, a message stating why, as well as additional guidance
on how to proceed, will be displayed near the top of the screen. The Associate MUST choose
one of the remaining viable address options for mailing the card in order to proceed with the card
request process. Selecting a radio button will automatically update the address information based
on the selection. The process cannot continue until the appropriate radio button has been
selected.

Selecting a radio button will automatically update the address information based on the selection.
The process cannot continue until the appropriate radio button has been selected.

If the address for the Requesting Facility is not correct, then VHIC user would need to request
help with correcting the address by calling the Enterprise Service Desk at 855-673-4357, option
3 (Applications), then option 1. Alternately, send an email message to ESD DEV OPS
(ESD@va.gov) with correction details.

If the information on the screen is a correct match, select the [Next] button in the lower right
hand to move forward.
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5.7.5. Status Section

At the top of the Step 4 screen is the Status section. Since this card request for the Veteran was
placed on hold, the status of Replacement On Hold will be listed along with the On Hold reason.
There is also a drop-down list for selecting a Replacement Reason.

Status
Card Request Status Replacement On Hold

Bad Data: Name spelled wrong.

Replacement Reason |Lost v

Figure 5-94: Card Request Status section

Since the Card Request Status is Replacement On Hold, a selection must be made from the drop-
down list as to why the card is being replaced. The available options are: Damaged, Expired,
Incorrect Information, Lost, Poor Quality, or Stolen.

5.7.5.1. Replacement Options

If the Card Request Status should be Replacement, a Replacement Reason will have to be
provided before the card request process can continue. Based on the primary replacement reason
selected, a secondary reason may need to be provided. The options selected here will appear on
the final Step 6 screen under Replacement Reason.

The following are the available primary replacement reasons:

e Damaged

e Deactivated

e Expired

e Incorrect information
e Lost

e Poor Quality

e Stolen
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Card Request Status Replacement
Replacement Reason

Damaged

Expired

i | t Inf ti

Veteran Identity Attriby Lnﬂc:;:trrrec nformation
First Name |Poor Quality

Stolen
| ast Name e

Figure 5-95: Replacement Reason drop-down list

If Poor Quality is selected as a primary replacement reason, one of the following must be
selected:

e Photo
e Text
e Other

Card Request Status Replacement
Replacement Reason |Poor Quality V|
Poor Quality

Other
Photo

Weteran |dentity Attribi Text

Figure 5-96: Poor Quality Replacement Reasons

If Damaged is selected as a primary replacement reason, one of the following must be selected:

e Barcode not working
e Magnetic stripe not working
e Other physical damage

Card Request Status Replacement
Replacement Reason |Damaged v|
Damaged

Barcode not working
Magnetic stnipe not working

Veteran |dentity AttribCther physical damage

Figure 5-97: Damaged Replacement Reasons
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If Incorrect Information is selected as a primary replacement reason, one of the following must
be selected:

e Branch of Service
e Date of Birth

e Member ID

e ICN

e Member Benefit Plan ID
e Name

e Photo

e Prisoner of War

e Purple Heart

e Service Connected
e Other

Card Request Status Replacement
Replacement Reason |Incorrect Information |

Incorrect Information I8 =0

Branch of Service
Date of Birth
Veteran |dentity AttribyICN

. Member Benefit Plan ID |
First Name |\1ember 1D

Last Name |Name
Other L

Date of Birth |Phota

Prisoner of War
Purple Heart
Address Service Connected

Figure 5-98: Incorrect Information Replacement Reasons

5.7.6. Step 5: Save Card Request

This brings us to Step 5 — Save Card Request. This screen allows the VHIC Admin to verify all
of the information shown on the screen as being correct.

If a Branch of Service option is available to the Veteran, the VHIC associate will see that on this
screen and will need to ask the Veteran’s preference for which, if any, BoS they would like to
appear on the card.

If, after review, the Veteran states that all items are listed correctly now, the VHIC user can
uncheck the Bad data checkbox.
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When the Bad data checkbox is unchecked, the [Hold] button will change to the [Submit]

button.

Veteran Health identification Card )

Home Card Request Reports Card Management

Skip to Content
Logged in as:

Step & Q]

Save
Card Request
Veteran Card Details
. Service Connected Y Card Number 6867
%@_;_f MedalofHonor ¥ MemberlD 1608267783
: Purple Heart Y ICN 1012663658'V3T0100
Prisoner of War Y Plan 1D T348-243-588
VISN 7
W mrEEnnm e Faclity 508

MName as it will appear on card: Date of Birth TIT1857
WOLFESCHLE X
HAUSENBERGERDORFF
Address card will be mailed to:
WOLPESCHLE X Card Status Saved On Hold
HAUSENBERGERDORFF Card Request Date 07/12/2017
1601 4TH PLAIN BLVD BUILDING 17
4TH FLOOR, SUITE 402
GLASGOW, LANARKSHIRE H2 3RN Branch Of Service
GER Caast Guard
o ) valaran Declines Branch of Semice Logo

L]
Replacement Reason:
Lost Reason for Hold:

Bad data =

Details: Mame Spalled Wrong

Binch Hoild

Figure 5-99: Save Card Request review screen; Uncheck Bad Data checkbox
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The VHIC user can now click [Submit] to complete the card request.

feteran Health |dentification Card (WVHIC) Skip to Content
ome Cord Request Reports  Card Management Logged in as
Step 5 @
Save
Card Request
Veteran Card Details
. Service Conmected Y Card Number Ga67
%\ o Medal of Honor b Member ID 1606267793
i Purple Heart Y ICN 1012663658V3T0100
Prisgner of War ¥ Plan ID T346-243-588
L WOTE R TRIA B BTN A VISN !
Fagility 508
Mame as it will appear on card: Date of Birth 771857
WOLFESCHLE X
HAUSENBERGERDORFF
Address card will be mailed to:
WOLPESOHLE X Card Status Saved On Hold
HAUSENBERGERDORFF Card Request Date  07/12/2017
1601 4TH PLAIN BLVD BUILDING 17
4TH FLOOR, SUITE 402
GLASGOW, LANARKSHIRE HZ 3RN Branch OFf Service
GBR Coast Guard
o ® Veteran Declines Branch of Sarvice Logo
o
Replacement Reason:
Lost Reason for Hold:
Bad data

Figure 5-100: Save Card Request review screen; click Submit
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This screen shows that the Card Request was submitted successfully.

If a Branch of Service was selected on the previous screen. The designated choice will appear
here, as well as the Expiration Date and the Replacement Reason.

‘Veteran Health Identification Card (VHIC) Skip to Content
Home Card Request Reporis Card Management Logged in as:
Step 2 Step 3 Step 4 Step &6 Q]
Save
Card Request

Veteran Card Details

Service Connected Y Card Number BaB7

%\ = : Medalof Honar ¥ Member IO 1606267793
' nag Purple Heart Y ICN 1012663658V3T0100
Prisoner of War ¥ Plan ID T346-243-588
I ITRTE BITARTH ROE ARTR A VISN !
Facility 08
Name as it will appear on card: Date of Birth 771857
WOLFESCHLE X Expiration Date  7/12/2027

HAUSENBERGERDORFF

Address card will be mailed to:
WOLFESCHLE X
HAUSENEERGERDORFF

1601 4TH PLAIN BLVD BUILDING 17

4TH FLOOR, SINTE 402

g;-;SGOW. LANARKSHIRE H2 3RN  veteran Declines Branch of Service Logo

Reason for Held:

Repl t R -
eplacement Reason Nt Applicable

Lost

Figure 5-101: Replacement Card Request Submitted

5.8. Requesting a VHIC for a Veteran within ten (10) days of

a previous VHIC request
VHIC Users will not be able to request a new VHIC for a Veteran if there has been a previous

request made within the past ten (10) days. They will be shown a message on Step 2 of the VHIC
card request process stating:

“This Veteran has a recent VHIC request in process. Please remind the Veteran the VHIC
should be received with 10 days after the request was submitted.”
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Step 2 g

Select
Veteran

IThis Veteran has a recent VHIC request in process. Please remind the Veteran the VHIC should be received within 10 days after the reques
was submitted.

Picture Full Name SSN DOB DOD Gender

ar*‘ii
MA WILSON BROWN XXX-XX-0069 10/10/1952 MALE
@ Back

Figure 5-102: Replacement Card has been requested within the past 10 days

If for some reason a new VHIC request must be made to include any changes within 10 days of
the previous card request, ONLY the VHIC Administrator will be able to submit a new card
request. In this instance, the VHIC user will need to submit a request to the VHA HEC VHIC
Program Team mail group via an encrypted message to deactivate the submitted card request.
Once the VHIC user is notified that their card request has been deactivated, they can submit a
new card request with the corrected information

Information to include in the request are listed below:

e Veteran’s First and Last Name

e Member ID and/or Card Number

e Site Point of Contact

e Reason for needing a new card requested within 10 days of the previous request.

NOTE: If the Member ID and/or Card Number are not available, provide the Date of
Birth and SSN instead.

6. Card Deactivations

Card deactivations can ONLY be completed by the VHIC Administrator. The VHIC user will
need to submit a request to the VHA HEC VHIC Program Team mail group via an encrypted
message.

Information to include in the request are listed below:

e Veteran’s First and Last Name

e Member ID and/or Card Number

e Site Point of Contact

¢ One of the following deactivation reasons:
o Cancelled/Declined (enrollment)
o Damaged
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Deceased

Identity Theft

Lost

Stolen

Other — With detailed explanation

0O O O O O

NOTE: If the Member ID and/or Card Number are not available, provide the Date of
Birth and SSN instead.

NOTE: Once the VHIC user is notified that their card request has been deactivated, they
can submit a new card request with the corrected information.

VHIC Administrators can find detailed information on how to deactivate all of the VHICs for a
given Veteran in the Veteran Health Identification Card (VHIC 4.11) User Guide - Volume
3 — Admins document.

7. Reports

A comprehensive walkthrough of all of the different reports that are available to VHIC users and
the types of metrics that can be obtained, as well as an explanation of the user role permissions
for accessing the reports are included in the Veteran Health Identification Card (VHIC 4.11)
User Guide - Volume 2 - Reports document.

8. Troubleshooting

For a through set of troubleshooting guidelines, please refer to the Veteran Health
Identification Card (VHIC 4.11) User Guide - Volume 4 - Troubleshooting document.

Veteran Health Identification Card 4.11
User Guide — Volume 1 Card Request 130 February 2020



	1. Introduction
	1.1. Purpose
	1.2. Document Orientation
	1.2.1. Organization of the Manual
	1.2.2. Assumptions
	1.2.3. Disclaimers
	1.2.3.1. Software Disclaimer
	1.2.3.2. Documentation Disclaimer

	1.2.4. Documentation Conventions

	1.3. Enterprise Service Desk and Organizational Contacts

	2. Veteran Health Identification Card – What is it?
	2.1. Accessing the VHIC Application
	2.2. Browser
	2.2.1. Browser Incompatibility Issue

	2.3. Proper Navigation of the VHIC Application
	2.4. Roles within VHIC
	2.4.1. VHIC Associate
	2.4.2. VHIC Supervisor
	2.4.3. VHIC Administrator
	2.4.4. VHIC Technical Administrator (Tier 3)
	2.4.5. VHIC Auditor
	2.4.6. VHIC Read-Only User
	2.4.7. VHIC Card Replacement Enrollment Services Users


	3. Getting Started
	3.1. Single Sign-On Internal (SSOi)
	3.2. Logging On
	3.3. System Menu
	3.3.1. VHIC Administrator and Technical Administrator Tier 3
	3.3.2. VHIC Associate and Supervisor
	3.3.3. VHIC Auditor and Read-Only User

	3.4. VHIC System Status Banner
	3.5. Changing User ID and Password

	4. Proofing Veteran before Requesting a VHIC Card
	4.1. Accessing the Identity Management Toolkit
	4.1.1. Accessing the Identity Management Toolkit Directly
	4.1.1.1. SSOi

	4.1.2. Accessing Identity Management Toolkit from within the VHIC Application
	4.1.2.1. Step 1 of the VHIC Application
	4.1.2.2. Step 5 of the VHIC Application

	4.1.3. Logging out of Identity Management Toolkit

	4.2. Proofing Process and Steps
	4.2.1. Looking up the Veteran
	4.2.1.1. Quick Search
	4.2.1.1.1. Quick Search with Identity Traits
	4.2.1.1.2. Quick Search with ICN

	4.2.1.2. Person Search

	4.2.2. Primary View
	4.2.3. If Level of Assurance is Level 1 – Complete Proofing
	4.2.4. If Level of Assurance is Level 2 – Continue to Issue VHIC
	4.2.5. Proofing Task Opened in Error, Trait Edit Needed


	5. Creating a VHIC Card – The Card Request Process
	5.1. New VHIC: Veteran Level 2 Proofed through Identity Management Toolkit
	5.1.1. Step 1: Enter Search Terms
	5.1.2. Step 2: Select Veteran
	5.1.3. Step 3: Capture Veteran Image
	5.1.3.1. Take New Picture
	5.1.3.2. Upload from File
	5.1.3.3. Reuse Existing Image

	5.1.4. Step 4: Select Mailing Address
	5.1.5. Status Section
	5.1.6. Step 5: Save Card Request
	5.1.6.1. Branch of Service
	5.1.6.2. Save Card Request: New


	5.2. New VHIC: Veteran has NOT been Level 2 Proofed through Identity Management Toolkit
	5.2.1. Step 1: Enter Search Terms
	5.2.2. Step 2: Select Veteran
	5.2.3. Step 3: Capture Veteran Image
	5.2.3.1. Take New Picture

	5.2.4. Step 4: Select Mailing Address
	5.2.5. Status Section
	5.2.6. Step 5: Save Card Request
	5.2.6.1. Branch of Service
	5.2.6.2. Save Card Request: New


	5.3. Resuming an On Hold VHIC Request: Veteran NOT Level 2 Proofed Hold Reason
	5.3.1. Step 1: Enter Search Terms
	5.3.2. Step 2: Select Veteran
	5.3.3. Reuse Existing Image
	5.3.4. Step 4: Select Mailing Address
	5.3.5. Status Section
	5.3.6. Step 5: Save Card Request
	5.3.6.1. Branch of Service
	5.3.6.1.1. Placing the Card on Hold
	5.3.6.1.2. Completing the Card Request



	5.4. Replacement VHIC: Veteran Level 2 Proofed through Identity Management Toolkit
	5.4.1. Step 1: Enter Search Terms
	5.4.2. Step 2: Select Veteran
	5.4.3. Step 3: Capture Veteran Image
	5.4.3.1. Take New Picture
	5.4.3.2. Upload from File
	5.4.3.3. Reuse Existing Image

	5.4.4. Step 4: Verify Identity Attributes
	5.4.5. Status Section
	5.4.5.1. Replacement Options

	5.4.6. Step 5: Save Card Request
	5.4.6.1. Branch of Service
	5.4.6.2. Save Card Request: Replacement


	5.5. Placing a Replacement VHIC Request On Hold Manually: Veteran Level 2 Proofed
	5.5.1. Step 1: Enter Search Terms
	5.5.2. Step 2: Select Veteran
	5.5.3. Reuse Existing Image
	5.5.4. Step 4: Select Mailing Address
	5.5.5. Status Section
	5.5.5.1. Replacement Options

	5.5.6. Step 5: Save Card Request
	5.5.6.1. Save Card Request: Manually saved On Hold


	5.6. On Hold Reasons Explained
	5.6.1. Veteran Not Proofed
	5.6.2. Enrollment Services Unavailable
	5.6.3. Eligibility Pending
	5.6.4. Bad Data – Other

	5.7. Resuming an On Hold Replacement VHIC Request: Veteran Level 2 Proofed
	5.7.1. Step 1: Enter Search Terms
	5.7.2. Step 2: Select Veteran
	5.7.3. Reuse Existing Image
	5.7.4. Step 4: Select Mailing Address
	5.7.5. Status Section
	5.7.5.1. Replacement Options

	5.7.6. Step 5: Save Card Request

	5.8. Requesting a VHIC for a Veteran within ten (10) days of a previous VHIC request

	6. Card Deactivations
	7. Reports
	8. Troubleshooting

