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o REF: For an orientation to this manual, please refer to the “Orientation” section
in the Kernel 8.0 Developer's Guide: Main Directory User Guide.
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1

Introduction

The Kernel 8.0 Developer’s Guide: Domain Name Service (DNS) Developer Tools User
Guide is part of the Kernel 8.0 and Kernel Toolkit 7.3 Developer's Guide.

1.1 Overview

The Domain Name System (DNS) is a fundamental component of the internet
infrastructure that translates human-readable domain names (like www.example.com)
into numerical IP addresses (such as 192.0.2.1) that computers use to identify each
other on the network. This translation is crucial because, while domain names are easy
for humans to remember, computers and network devices use IP addresses to locate
and communicate with each other.

Key Functions of DNS include:

Domain Name Resolution: The primary function of DNS is to resolve domain
names to IP addresses. When a user types a domain name into a web browser,
the DNS system translates this domain name into an IP address that the browser
can use to locate the web server. This process involves several steps and different
types of DNS servers, including recursive resolvers, root name servers, TLD (Top-
Level Domain) servers, and authoritative name servers.

Hierarchical and Distributed System: DNS is designed as a hierarchical and
distributed system to ensure scalability and reliability. The DNS hierarchy starts
from the root level, followed by TLDs (such as .com, .org), and then second-level
domains (like example.com). Each level can delegate authority to lower levels,
allowing for a distributed management of domain names.

Caching: To improve efficiency and reduce the load on DNS servers, DNS
responses are often cached. This means that once a DNS resolver has translated a
domain name to an IP address, it stores this information for a certain period.
Subsequent requests for the same domain name can be answered from the
cache, speeding up the resolution process.

Load Balancing and Redundancy: DNS can be used to distribute traffic across
multiple servers by associating a domain name with multiple IP addresses. This
load balancing enhances the reliability and performance of websites and services.
Additionally, DNS can provide redundancy by directing traffic to alternative
servers if one server becomes unavailable.

Security: DNS plays a role in internet security through mechanisms like DNSSEC
(DNS Security Extensions), which helps prevent attacks such as DNS spoofing and
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cache poisoning. DNSSEC adds a layer of security by enabling the verification of
DNS data authenticity.

e Global Accessibility: DNS is a global system that allows users from anywhere in
the world to access websites and services using domain names. This global reach
is essential for the functioning of the internet as a unified network.
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2 Application Programming Interfaces (APIs)

Several Domain Name Service (DNS) APIs and Extrinsic Functions are available for
developers. These APIs and Extrinsic Functions are described below.

2.1 $$ADDRESSAXLFNSLK(): Convert Domain Name to IP
Addresses

Reference Type: Supported

Category: Domain Name Service (DNS)
ICR #: 3056
Description: The $$ADDRESSAXLFNSLK extrinsic function calls the Domain

Name Service (DNS) to convert a domain name into its IP
addresses. The IP addresses of the DNS being called are in the DNS
IP (#8989.3,51) field in the KERNEL SYSTEM PARAMETERS (#8989.3)
file.

0 NOTE: This APl is IPv6 compliant.

Format: $$ADDRESS "XLFNSLK (domain_name[,type])

Input Parameters: domain_name: (required) This is the fully qualified domain name
(such as <REDACTED>.VA.GOV).

type: (optional) This input parameter is from the set A:
IPv4 address (the default), AAAA: IPv6 address,
CNAME: alias.
Output: returns: Returns a comma-separated list of IP addresses

that are associated with the input domain.
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2.1.1 Examples

2.1.1.1 Example 1

Figure 1: $5ADDRESS A XLFNSLK APl—Example 1

>8 X=$$ADDRESS " XLFNSLK ( "<REDACTED>.VA.GOV")

>H X
99.9.99.999

2.1.1.2 Example 2

Figure 2: $5ADDRESS”AXLFNSLK APl—Example 2

>8 X=$$ADDRESS"XLFNSLK ("www.google.com", "AAAA" )

>N X
2607:F8B0:400E:0C02:0000:0000:0000:0067

2.2 MAILAXLFNSLK(): Get IP Addresses for a Domain Name
Reference Type: Supported

Category: Domain Name Service (DNS)
ICR #: 3056
Description: The MAILAXLFNSLK API calls the Domain Name Service (DNS) to

get the MX records for a domain name with its IP addresses.

6 NOTE: This APl is IPv6 compliant.

Format: MAIL"XLFNSLK(.return,domain_name)

Input Parameters: .return: (required) A local variable passed by reference to
hold the return array.

domain_name: (required) This parameter is a fully qualified
domain name (such as <REDACTED>.VA.GOV).

Output Parameters: .return: Returns data in the array passed in by
reference. The data is subscripted by priority. The
domain_name parameter is a fully qualified
domain name (such as <REDACTED>.VA.GOV).
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2.2.1 Examples

2.2.1.1 IPv4 Example

Figure 3: MAILAXLFNSLK API Example: IPv4

>K ZX D MAIL"XLFNSLK(.ZX, "I<REDACTED>VA.GOV") ZW ZX
ZX=2

ZX(5)=a2.<REDACTED>.VA.GOV."99.9.99.99
ZX(10)=a1.<REDACTED>.VA.GOV."99.9.99.99

2.2.1.2 IPv6 Example

Figure 4: MAILAXLFNSLK API Example: IPv6

>K ZX D MAIL"XLFNSLK(.ZX,"GMAIL.COM") ZW ZX

ZX=5

ZX(5)="gmail-smtp-in.1l.google.COM."2607:F8B0:4001:0C0E:0000:0000:0000:001A"

ZX(10)="alt1.gmail-smtp-in.1l.google.COM. " "2607:F8B0:400D:0C0C:0000:0000:0000:001B"

ZX(20)="alt2.gmail-smtp-in.1l.google.COM."2607:F8B0:400C:0C0A:0000:0000:0000:001B"

ZX(30)="alt3.gmail-smtp-in.1l.google.COM. "2A00:1450:400C:0C08:0000:0000:0000:001B"

ZX(40)="alt4.gmail-smtp-in.1l.google.COM. "2A00:1450:400B:0C03:0000:0000:0000:001B"
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3 Appendix A—Revision History Archive

This section should be used to show all document revision history prior to the current
year.

0 REF: For the most recent, current year document revision history, see the
“Revision History” section.

Date Revision | Description Author
TBD TBD TBD TBD
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Glossary

o REF: For a glossary of terms specific to Kernel, see the "Glossary” section in the
Kernel 8.0 Developer's Guide: Main Directory User Guide.

o REF: For a list of commonly used terms and acronyms, see the VA Glossary
Power App.
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