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Orientation

o REF: For an orientation to this manual, please refer to the “"Orientation” section
in the Kernel 8.0 Developer's Guide: Main Directory User Guide.
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1 Introduction

The Kernel 8.0 Developer’s Guide: File Access Security Developer Tools User Guide is part
of the Kernel 8.0 and Kernel Toolkit 7.3 Developer’s Guide.

1.1 Overview

The File Access Security system is an optional Kernel module. It provides an enhanced
security mechanism for controlling user access to VA FileMan files.

ﬂ REF: For an overview of the functionality provided by the File Access Security
system, see the “File Access Security” section in the Kernel 8.0 Systems
Management: Signon/Security User Guide.

2 Developer Tools

Several File Access Security developer tools are available for developers. These
developer tools are described below.

2.1 Field Level Protection

The DUZ(0) check is not performed when a user traverses fields in a DR string or in a
template; field-level protection is checked during the template-building process, but not
subsequently when the template is invoked by a user. If you want to make the
presentation of fields conditional, based on a user's DUZ(0), branching logic may be
used as described in the VA FileMan Developer’s Guide.

2.2 File Navigation

Edit-type options that navigate to a second file do so by calling VA FileMan and, hence,
depending on the type of navigation and the existing file protection, requires that the
user have:

e WRITE access to change data in the pointed-to file.
e DELETE access to delete an entry.
e (Perhaps) LAYGO access to add a new entry.
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Adding new entries when navigating to a file is controlled by LAYGO access. If a
pointing field allows Learn As You Go (LAYGO), as specified in the data dictionary, and
the pointed-to file also allows LAYGO, the user does not need explicit file access to add
entries. If the pointed-to file is protected, however, the user needs explicit LAYGO
access to the file. DELETE access is checked when the user tries to delete a file entry.

When coding calls, if DIC(0) contains L, DIC allows the user to add a new entry if one of
three conditions is met:

e The user has been granted LAYGO access to the file.
e The user's DUZ(0) is equal to @.
e The DLAYGO variable is defined equal to the file number.

2.3 Use of DLAYGO When Navigating to Files

Use of input templates or VA FileMan ADIE calls as part of edit-type options permits
user access to the first file. However, if navigation to a second file is involved, LAYGO
access is not automatically granted. One of the three conditions mentioned above must
be met to allow navigation to the second file:

e LAYGO access is granted.
e DUZ(0)=@.
e DLAYGO variable is set.

Providing LAYGO access by using the DLAYGO variable obviates the need for system
administrators to grant LAYGO file access to the pointed-to file through the File Access
system. An example of setting DLAYGO in a template is shown in Figure 1.
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Figure 1: File Access Security—Setting DLAYGO in a Template

A file pointed-to by the Line Item file. I

INPUT TO WHAT FILE: RENTAL

EDIT WHICH FIELD: TRANSACTION NUMBER
THEN EDIT FIELD: DATE RENTED

THEN EDIT FIELD: 8 DLAYGO=800265

| Set DLAYGO to the number of the file to be navigated-to by backward pointing. I

THEN EDIT FIELD: LINE ITEM:

By 'LINE ITEM', do you mean the LINE ITEM File,

pointing via its 'RENTAL TRANSACTION' Field? YES// Y <Enter> (YES)

WILL TERMINAL USER BE ALLOWED TO SELECT PROPER ENTRY IN 'LINE ITEM' FILE? YES//
<Enter> (YES)
DO YOU WANT TO PERMIT ADDING A NEW 'LINE ITEM' ENTRY? NO// Y <Enter> (YES)
WELL THEN, DO YOU WANT TO **FORCE** ADDING A NEW ENTRY EVERY TIME? NO// <Enter>
(NO)
DO YOU WANT AN 'ADDING A NEW LINE ITEM' MESSAGE? NO// N <Enter> (NO)

EDIT WHICH LINE ITEM FIELD: LINE ITEM

THEN EDIT LINE ITEM FIELD: RENTAL TRANSACTION

THEN EDIT LINE ITEM FIELD: K DLAYGO

| KILL DLAYGO upon exit.

THEN EDIT LINE ITEM FIELD:

2.4 Use of DLAYGO in ADIC Calls

When a user attempts to add an entry at the top level of a file in a VA FileMan ADIC call,
their file access security is checked for LAYGO access to the file. Developers can override
this check (and save the site from having to grant explicit LAYGO access) by setting
DLAYGO to the file number in question.

0 REF: For more information on DLAYGO as used in ADIC calls, see the VA FileMan
Developer’s Guide.
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2.5 Use of DIDEL in ADIE Calls

When a user attempts to delete an entry at the top level of a file in a VA FileMan ADIE
call, their file access security is checked for DELETE access to the file. Developers can
override this check (and save the site from having to grant explicit DELETE access) by
setting DIDEL to the file number in question. Use of DIDEL does not override a file's
"DEL" nodes, however.

o REF: For more information on DIDEL as used in ADIE calls, see the VA FileMan
Developer’s Guide.
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3 Appendix A—Revision History Archive

This section should be used to show all document revision history prior to the current
year.

0 REF: For the most recent, current year document revision history, see the
“Revision History” section.

Date Revision | Description Author
TBD TBD TBD TBD
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Glossary

o REF: For a glossary of terms specific to Kernel, see the "Glossary” section in the
Kernel 8.0 Developer's Guide: Main Directory User Guide.

o REF: For a list of commonly used terms and acronyms, see the VA Glossary
Power App.
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