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1 Introduction
The Kernel 8.0 Developer’s Guide: Transport Layer Security (TLS) is part of the Kernel 8.0 
and Kernel Toolkit 7.3 Developer’s Guide.

1.1 Overview
Transport Layer Security (TLS) is a core security protocol used across the internet to 
provide encrypted communication between clients and servers. TLS ensures that data 
sent over a network—such as web browsing, email, and RPC Broker traffic—is protected 
from eavesdropping, tampering, and impersonation. While users may not see TLS 
directly, it underpins the secure connections indicated by “https://” in their browsers and 
is critical for safeguarding sensitive information on a network such as the VA’s.

Key functions of TLS include:

· Encryption of Data in Transit: The primary function of TLS is to encrypt data 
exchanged between two endpoints. When a client connects to a server, TLS 
establishes a secure session so that information—such as login credentials, 
personal data, or financial details—cannot be read by unauthorized parties.

· Authentication Through Certificates: TLS uses digital certificates to verify the 
identity of servers (and optionally clients). This prevents users from unknowingly 
connecting to malicious or impersonating systems. Certificate authorities (CAs) 
issue and validate these certificates, enabling trusted communication across the 
internet.

· Integrity Protection: TLS ensures that data is not altered during transmission. 
Integrity checks detect any tampering or corruption and allow the client or server 
to reject compromised data, maintaining trustworthy communication.

· Negotiation of Cryptographic Parameters: TLS is designed to negotiate 
encryption algorithms, key sizes, and protocol versions through a process known 
as the TLS handshake. This flexibility allows systems to use the strongest mutually 
supported configuration while maintaining backward compatibility where 
necessary.

· Performance Optimization Through Session Resumption: To reduce latency 
and computational overhead, TLS supports session caching and session tickets. 
These mechanisms allow clients and servers to resume previously established 
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secure sessions without performing a full handshake, improving efficiency for 
repeated connections.

· Support for Modern Security Standards: TLS plays a vital role in enforcing 
contemporary security practices through features like strong cipher suites, Perfect 
Forward Secrecy (PFS), and TLS 1.3 optimizations. These capabilities help mitigate 
threats such as eavesdropping, downgrade attacks, and replay attacks.

· Global Adoption and Interoperability: TLS is universally deployed across 
browsers, applications, and networked systems. Its global interoperability ensures 
that secure communication works consistently across devices, platforms, and 
geographic regions, making it foundational to the modern secure internet.
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2 Application Programming Interfaces ﴾APIs﴿
Several Transport Layer Security APIs and Extrinsic Functions are available for 
developers. These APIs and Extrinsic Functions are described below.

2.1 $$INIT^XUTLS(): Initialize Transport Layer Security 
Socket

Reference Type: Supported

Category: Transport Layer Security

ICR #: 7616

Description: The $$INIT^XUTLS extrinsic function initializes a Transport Layer 
Security (TLS) socket. This API supports explicit or implicit TLS.

Format: $$INIT^XUTLS(ACOMMAND,ADEVICENAME,ATLSCONFIGNAME, 
ATIMEOUT,ASCREEN,ALOGGER)

Input Parameters: ACOMMAND: (required) Valid inputs are USE or OPEN. A 
developer should pass OPEN to use implicit TLS. 
Otherwise pass USE for explicit TLS.

ADEVICENAME: (required) A string of the form |TCP| followed by 
some number of numeric digits. The numeric 
portion of the device name is called the device 
identifier. This device identifier must be a unique 
TCP port number.

ATLSCONFIGNAME: (optional) If provided, use the TLS configuration 
name as defined in InterSystems IRIS. If a value is 
not provided it will default to use the VistA 
system’s pre-configured TLS server configuration 
as set up in the Kernel System Parameters.

ATIMEOUT: (optional) If the ACOMMAND is OPEN and 
ATIMEOUT value is passed this specifies the 
number of seconds before an OPEN timeout will 
occur. If a value is not provided it will default to 
10 seconds.

ASCREEN: (optional, indirection) This parameter accepts a 
string of M code to help determine if logging 
should be performed. If the string of M code 
results in $T = 1 then logging will be performed.
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For example, passing the string “XWBDEBUG>1” 
when calling $$INIT^XUTLS through an 
unencrypted RPC debug session will cause 
$$INIT^XUTLS to log an event.

ALOGGER: (optional, indirection) This parameter accepts a 
string of a subroutine to perform the actual 
logging. For example, passing 
“MYLOG^ZZCHRIS(message)” will call MYLOG 
and pass the message. You must pass the 
variable named message as the first parameter in 
the M string function.

Output: returns: 0^INIT^XUTLS^Error: <message>

1^INIT^XUTLS^<TLSCommand>

Returns a string that describes the status of the 
$$INIT extrinsic function. If the string begins with 
a 1, then the Kernel was able to successfully 
open a TLS server socket. If the string begins 
with a 0 then VistA was unable to open a TLS 
server socket.

2.1.1 Examples

2.1.1.1 Implicit TLS Example 1

This example assumes that the $PRINCIPAL device exists as shown below.

Figure 1: $$INIT^XUTLS ‐ OPEN / Implicit TLS Example 1

>W $P
|TCP|1|3223308
>S X=$$INIT^XUTLS(“OPEN”,$P)

>W X
1^INIT^XUTLS^O "|TCP|1|3223308":(::/TLS="tls_encrypt_server")

2.1.1.2 Explicit TLS Example 2

This example assumes that the $PRINCIPAL device exists as shown below.



Kernel 8.0 Developer’s Guide: 5 March  2026
Transport Layer Security (TLS)

Figure 2: $$INIT^XUTLS ‐ USE / Explicit TLS Example 2

>W $P
|TCP|1|3223308
>S X=$$INIT^XUTLS(“USE”,$P)

>W X
1^INIT^XUTLS^U "|TCP|1|3223308":(::/TLS="tls_encrypt_server")

2.1.1.3 Bad Config TLS Example 3

This example assumes that the $PRINCIPAL device exists as shown below.

Figure 3: $$INIT^XUTLS ‐ Bad TLS Example 3

>W $P
|TCP|1|3223308
>S X=$$INIT^XUTLS(“USE”,$P,”BAD_CONFIG”)

>W X
0^INIT^XUTLS^Error: Invalid TLS configuration name: 'BAD_CONFIG'.

2.2 $$ISTLSCLIENTCONF^XUSUDO(): Verify Client TLS 
Configuration

Reference Type: Supported

Category: Transport Layer Security

ICR #: 7617

Description: The $$ISTLSCLIENTCONF^XUSUDO API verifies that the given 
client TLS configuration exists and is of type client. 

Format: $$ISTLSCLIENTCONF^XUSUDO(ACONFNAME)

Input Parameters: ACONFNAME: (required) A TLS configuration name as it is 
described in the IRIS System Management Portal.

Output: returns: 1^encrypt_only_all is of type client

0^tls_encrypt_server is NOT of type client

Returns a string that describes the TLS 
configuration. If the string starts with a 1 then 
the given configuration exists, and it is of type 
client. Otherwise, the string starts with a 0 
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meaning the configuration does not exist or is 
not of type client.

2.2.1 Examples

2.2.1.1 Known client configuration example

Figure 4: $$ISTLSCLIENTCONF^XUSUDO ‐ Known client configuration

>W $$ISTLSCLIENTCONF^XUSUDO("encrypt_only_all")
1^encrypt_only_all is of type client

2.2.1.2 Known server configuration example

Figure 5: $$ISTLSCLIENTCONF^XUSUDO ‐ Known server configuration

>W $$ISTLSCLIENTCONF^XUSUDO("tls_encrypt_server")
0^tls_encrypt_server is NOT of type client

2.2.1.3 Nonexistent configuration example

Figure 6: $$ISTLSCLIENTCONF^XUSUDO ‐ Nonexistent configuration

>W $$ISTLSCLIENTCONF^XUSUDO("TEST")
0^TLS Configuration: "TEST", does NOT exist

2.3 $$ISTLSSERVERCONF^XUSUDO(): Verify Server TLS 
Configuration

Reference Type: Supported

Category: Transport Layer Security

ICR #: 7617

Description: The $$ISTLSSERVERCONF^XUSUDO API verifies that the given 
server TLS configuration exists and is of type server. 

Format: $$ISTLSSERVERCONF^XUSUDO(ACONFNAME)

Input Parameters: ACONFNAME: (required) A TLS configuration name as it is 
described in the IRIS System Management Portal.

Output: returns: 1^tls_encrypt_server is of type server

0^encrypt_only_all is NOT of type server
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Returns a string that describes the TLS 
configuration. If the string starts with a 1 then 
the given configuration exists, and it is of type 
server. Otherwise, the string starts with a 0 
meaning the configuration does not exist or is 
not of type server.

2.3.1 Examples

2.3.1.1 Known server configuration example

Figure 7: $$ISTLSSERVERCONF^XUSUDO ‐ Known client configuration

>W $$ISTLSSERVERCONF^XUSUDO("tls_encrypt_server")
1^tls_encrypt_server is of type server

2.3.1.2 Known server configuration example

Figure 8: $$ISTLSSERVERCONF^XUSUDO ‐ Known server configuration

>W $$ISTLSSERVERCONF^XUSUDO("encrypt_only_all")
0^encrypt_only_all is NOT of type server

2.3.1.3 Nonexistent configuration example

Figure 9: $$ISTLSSERVERCONF^XUSUDO ‐ Nonexistent configuration

>W $$ISTLSSERVERCONF^XUSUDO("TEST")
0^TLS Configuration: "TEST", does NOT exist
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2.4 $$HASTLSCONF^XUSUDO(): Verify TLS Configuration 
Exists

Reference Type: Supported

Category: Transport Layer Security

ICR #: 7617

Description: The $$HASTLSCONF^XUSUDO API verifies that the given TLS 
configuration exists in InterSystems IRIS. If it exists, the second 
parameter will return the type of TLS configuration.

Format: $$HASTLSCONF^XUSUDO(ACONFNAME,.ACONFTYPE)

Input Parameters: ACONFNAME: (required) A TLS configuration name as it is 
described in the IRIS System Management Portal.

.ACONFTYPE: (optional, pass by reference) The type of TLS 
configuration as it’s configured in the IRIS 
System Management Portal. If a configuration is 
found this value will either be ‘client’ or 
‘server’. 

Output: returns: 1^Configuration "encrypt_only_all" does 
exist

0^Configuration: "test" does NOT exist

Returns a string that describes whether the TLS 
configuration exists. If the string starts with a 1 
then the given configuration exists. Otherwise, 
the string starts with a 0 meaning the 
configuration does not exist.

2.4.1 Examples

2.4.1.1 Known configuration example

Figure 10: $$HASTLSCONF^XUSUDO ‐ Known configuration

>W $$HASTLSCONF^XUSUDO("tls_encrypt_server",.type)
1^Configuration "tls_encrypt_server" does exist
>W type
server
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2.4.1.2 Nonexistent configuration example

Figure 11: $$HASTLSCONF^XUSUDO ‐ Nonexistent configuration

>W $$HASTLSCONF^XUSUDO("no_such_config",.type)
0^Configuration: "no_such_config" does NOT exist
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3 Appendix A—Revision History Archive
This section should be used to show all document revision history prior to the current 
year.

REF: For the most recent, current year document revision history, see the 
“Revision History” section.

Date Revision Description Author

TBD TBD TBD TBD
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Glossary

REF: For a glossary of terms specific to Kernel, see the “Glossary” section in the 
Kernel 8.0 Developer's Guide: Main Directory User Guide.

REF: For a list of commonly used terms and acronyms, see the VA Glossary 
Power App.

https://www.va.gov/vdl/documents/Infrastructure/Kernel/krn_8_0_sm.pdf#Main_Glossary
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