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1. Introduction

This Server Setup Guide explains how to install National Utilization Management Integration
(NUMI).

1.1. Purpose

The purpose of this document is to explain the hardware and software requirements and tasks
that must be performed before and after the installation process.

1.2. Scope

The scope of this document includes explanations of the appropriate steps to install the NUMI
software, and the steps that are needed to be completed before and after the installation
process is started.

1.3. Target Audience

This document is intended for the Information Technology Team and the individuals who
install software in your organization.

2. Deployment Overview

The following process is followed to request permission to do a National Deployment.

2.1. National Deployment Request

The ProPath Release Management processes govern the request for a National Deployment.
Refer to ProPath for guidance on requesting a release. This process must be complete before
installation of services on the NUMI servers.

2.2. Installing NUMI on the Servers

The steps to install NUMI on the servers are described below. The middle tier of NUMI is the
Veterans Information Systems Technology Architecture (VistA) Integration Adapter (VIA), which
is a hosted service and is not part of the NUMI deployment. The primary NUMI application
servers are located at the Austin Information Technology Center (AITC) facility in Austin, Texas.
The application servers run on an Internet Information Services (IIS) Application Server. The
NUMI application requires Microsoft (MS) ASP.NET 2.0 Ajax Extensions 1.0 and Web Services
Enhancements 3.0 to enable the interactions with the Web Services.

2.2.1 Database Server

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
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database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database.

Database Platform installation, and Database Restoration Procedures

1.
2.
3.

2.2.2

Install Windows Server 2019 on the database server platform
Download and install any critical patches for the Operating System
Install the 64-bit MS Structured Query Language (SQL) Server 2019 application
according to local "best practices”
a. MS's Full Text Search is required for the NUMI installation
b. Replication is necessary for the NUMI installation to use the alternate database
reporting capability of NUMI
c. Reporting Services is not necessary for installation on the NUMI database
server
d. NUMI's database will function properly in cluster, but clustering is not required
for the NUMI application
Apply all appropriate patches (according to local best practices) to MS SQL Server
2019
Install / restore the database components according to the instructions in section 4.1
Instructions for Installing Database Components.

Web Server

To install NUMI Exchange software on the Web Server (Server 2):

o vk wn =

2.2.3

Install Windows Server 2019 on the web server platform

Download and install any critical patches for the Operating System on all web servers
Install MS ASP.NET 2.0 Ajax Extensions 1.0

Install Web Services Enhancements 3.0

Install NUMI Exchange

Change the web.config file settings as needed

Application Server

To install NUMI application software on the Application Server (Server 3)

1.

Install Windows Server 2019 on the application server platform

2. Download and install any critical patches for the Operating System on all application
servers
3. Install the Care Enhance Review Management Enterprise (CERMe) 22.0 InterQual View
2025 application
4. Install the NUMI application
5. Change the web.config file settings as needed
NUMI Version 1.1 2 March 2026
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3. Pre-Installation Instructions and Preparation

The Pre-Installation Instructions and Preparation section explains the tasks that need to be
performed before installing NUMI software. Before proceeding with the installation procedures,
consult the list of requirements below.

3.1 Installation Process Requirements

An assumption is made that the person responsible for doing installations at your site has
performed appropriate pre-installation planning.

3.1.1  Minimum Software Version

Operating System: Windows Server 2019
Database: SQL Server 2019

3.1.2 Resources Required
Sys Admin, DBA

3.1.3 CPU Capacity

64GB RAM, Dual 2.20 GHz Intel Xeon®E5-2698 v4 — Database Server
12GB RAM, Dual 2.20 GHz Intel Xeon® E5-2698 v4 — Application Server
12GB RAM, Dual 2.20 GHz Intel Xeon®E5-2698 v4 — Web Server

3.1.4 Disk Space
Application server — 100 GB Web Services server — 100 GB

Database — E:900 GB, F:700 GB, L:200 GB, O:400 GB (This includes space needed for the
backups and data storage.)

3.1.5 Devices (Servers, etc.)
1 Database Server
2 Application Servers
2 Web Servers
1 Data Warehouse Server 1 SQL Reporting Server

3.1.6 VistA Rights Needed for NUMI Users

Each NUMI user must have Computerized Patient Record System (CPRS) access in their VistA
menu structure, such as in their secondary menu tree. The VistA menu name is CPRSChart (or
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CPRS Graphical User Interface CHART). Table 1 and Table 2 identify the menus, options and
settings these user accounts will need to have assigned.

It is also highly recommended that the VIAB WEB SERVICES OPTION be added to the System
Command Options [XUCOMMAND] menu in each site’s VistA system. If you do not add this to
the Common Menu, you will need to add it to the secondary menu of each individual NUMI
user.

Table 1: CPRS Rights

CPRS Rights

Primary Menu: XMUSER

Primary Menu: MailMan Menu

Secondary Menu: [OR CPRS GUI CHART]
Secondary Menu: CPRSChart Release 1.0.30.72
Keys Held

Patient Selection

Restrict? NO

OE/RR List

Table 2: CPRS Access Tabs
Name Description Effective Date Expiration Date
RPT Reports tab Sept. 2, 2008 N/A

3.2 Install Software in Test Environments

The software will be installed in the Test environments before installing in Production.
3.3 Generate Pre-Installation Reports

Not applicable.

3.4 Coordinate Installation with Other Teams

The Installation Team will need to involve the Implementation/Architecture Team.
3.5 Install Sequence Information for Multiple Patches

Not applicable.

3.6 Logoff During Installation

End users do not need to be logged off during installation (during the act of copying files and
installation executions to the server(s)). However, the users must be logged off for any updates
to the software (running the executions and/or configuring the software and configuration
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files).
Logging off during software updates is no different from any other logoff that a user may do.

3.7 Average Amount of Time Required to Complete the
Installation

The average amount of time required to complete the NUMI installation is 2 days.
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4. Database Information

Refer to the NUMI Systems Management Guide for information about the structure and
components of the NUMI database.

4.1. Instructions for Installing Database Components

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database.

4.1.1 Database Installation / Restoration Procedures

1. Copy a backup of an existing NUMI database(s) of appropriate size and content to the
new NUMI database server
a. The application database (typically called NUMI) is necessary for proper
function of the application
b. The "auditing” database (typically called LogSyncDb) is necessary for proper
functioning of the application and the synchronizer
c. The CERMe database can be restored from an existing backup, or can be built
from scratch from the CERMe installation media
i. If the CERMe database is restored from an existing backup, verify that
the application configuration files reference a database authenticated
user that has DBO privilege on the CERMe database for proper
functioning of the NUMI application
ii. If the CERMe database is installed from media, follow the instructions
provided by Change Healthcare for installation
2. Restore the database backup to the existing server
a. File paths will have to be altered according to local best practices
b. User accounts may be, but are not required to be, restored with the database.
NUMI requires the numi_user account to be setup.
c. Database ownership may be altered so that the owning account for the
NUMIdatabase complies with local best practices
d. A database authenticated user for the application should be configured, and
granted DBO privileges on the NUMI database
3. Run the Install_XX.sql if it was provided with the build, where XX is the database
version for the NUMI build. This will apply changes to the database necessary for the
version of NUMI that is being installed
4. Install the NUMI Synchronizer according to the instructions in section 17 Installing
NUMI Synchronizer on the DB Server
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5. Installation Procedure for Server 2019

This section identifies the installation procedures that shall be followed.

5.1. Patch the Operating System
This applies to all servers.

1. Open up an instance of Internet Explorer.

2. Select menu item <Tools/Windows Update>.

3. Follow the instructions on MS's website. (NOTE: A restart of the servers may be
necessary).

6. SQL Server Setup (Windows Server 2019)
6.1. Role Setup

The role set-up in this section applies to the SQL database server. Use Server Manager to install
the File Services with the role services shown in Figure 1: SQL Server Role Services.
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Figure 1: SQL Server Role Services

Installation Type Roles

Server Selection
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[ ] Work Folders

a1
=

[ ] Metwork Policy and Access Services

[] Print and Document Services

7. Web Server Setup (Windows Server 2019)

7.1. Role Setup

The role setup in this section applies to the NUMI Exchange web server.

Use Server Manager to install the File Services and Web Server (IIS) roles with the role services

shown in Figure 2: NUMI Exchange Role Services and

Figure 3: NUMI Exchange (lIS).
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Figure 2: NUMI Exchange Role Services
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Figure 3: NUMI Exchange (lIS)
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7.2. ASP.NET 2.0 AJAX Extensions 1.0 Setup

Install the ASP.NET 2.0 Ajax Extensions 1.0 as detailed in section 8.3, Install MS ASP.NET 2.0
Ajax Extensions 1.0.

7.3. MS Web Services Enhancements (WSE) 3.0 Setup
Install MS WSE 3.0 as detailed in section 8.4 Install MS Web Services Enhancements 3.0.

8. Application Server Setup (Windows Server 2019)
8.1. Role Setup

The role setup in this section applies to the NUMI app servers. Use Server Manager to install
the File Services and Web Server (IIS) roles with the role services shown in Error! Not a valid
bookmark self-reference. and Figure 5: NUMI Web Services IIS.

Figure 4: NUMI Role Services

TNSCINZTOT TYpe Roles
Server Salection Ll L3 server A
[] Fax Server
Faztures 4 [H] File and Storage Services (2 of 12 installed)
FIRLINFile and i5CS| Services (1 of 11 installed
w| File Server (Installed)

[] BranchCache for Metwerk Files

[] Data Deduplication

[] DFS Mamespaces

[] DFs Replication

[] File Server Resource Manager

[] File Server VS5 Agent Service

[] iSCSI Target Server

[] isCSI Target Storage Provider (VDS and VS5 hardwa
[] server for NFS

[] Werk Folders

| Storage Services (Installed
L] Hyper-v
[ ] Metwork Policy and Access Services
I I O S 1Y ) -
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Figure 5: NUMI Web Services IIS
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Centralized SSL Certificate Support (Installed
Client Certificate Mapping Authentication (In
Digest Authentication (Installed)
115 Client Certificate Mapping Authentication|
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8.2. Feature Delegation

Select the main node in IIS, with the server name. Then double click on “Feature Delegation”
item. Change the “Feature Delegation” settings for the server, as shown in Figure 6: 1IS Feature

Delegation.

Figure 6: 1IS Feature Delegation
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MAPPS1 (YHAMASTER

03' VAAUSNUMAPPE1 Home
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ASP.NET
=n .&/:' G f-i =] ) ;ﬁ ;ﬁ—:H 2
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B g e & & B
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g: i H e = # Ay
Logging MIME Tvpes Modules Qukput Request Server “Warker
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E
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Editar

=
H

Ll
ﬂi Configure the default delegation state for features at lower levels in IS Manager

Make sure all authentication rules are set to Read/Write as shown in Figure 7: Feature
Delegation Selection.
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Figure 7: Feature Delegation Selection

Ufgl_ Feature Delegation

Use this feature to configure the default delegation state for features at lower levels in IS Manager.
Group by: Mo Grouping %7

MName - Delegation

i NET Authorization Rules Read/Write
MET Compilation Read/Write
.MET Error Pages Read/Write
MET Globalization Read/Write
.MET Profile Read/Write
.NET Roles Configuration Read/Write
MET Trust Levels Read,/Write
NET Users Configuration Read/Write
Application Settings Read/Write
ASP.NET ImEersonation Re_ad_-'Write
Authentication - Anonymous Read/Write
Authentication - Basic Read/Write
Authentication - Digest Read/Write
Authentication - Forms Read/Write
Authentication - Windows Read/Write
RUTRCTIZate N rues eR Ve
Compression Read/Write
Connection Strings Read/Write
Default Document Read/Write
Directory Browsing Read,/Write
Error Pages Read/Write
Feature Delegation Read/Write
Handler Mappings Read/Write
HTTP Response Headers Read/Write

IP Address and Domain Restrictions Read Only
ISAPI Filters Read Only
Logging Not Delegated
Machine Key Read/Write
MIME Types Read/Write
BAndilar Baadhirita

8.3. Install MS ASP.Net 2.0 AJAX Extensions 1.0

Installing MS ASP.NET 2.0 Ajax Extensions 1.0 applies to the web servers only.

1. Download the MS ASP.NET 2.0 Ajax Extensions 1.0 from MS's website.

2. Run the ASPAJAXExtSetup.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 8: MS ASP.Net 2.0 File Download-Security Warning Window).
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Figure 8: MS ASP.Net 2.0 File Download-Security Warning Window

File Download - Security Warning | X |

Do you want to run or save this file?

EE! Mame: ASPAJAYExtSetup.msi
Type: Windows Installer Package, 1,36 MB

From: vhaannweb2.v11.med.va.gov

....................................

Bun Save i Lancel

....................................

potentially harm your computer. If you do not trust the source, do not

O ‘while files from the Intemnet can be useful, this file type can
- run or save this software. What's the risk?

4. When the Internet Explorer — Security Warning window displays, click the <Run>
button (shown in Figure 9: MS ASP.Net 2.0 Internet Explorer-Security Warning
Window).

Figure 9: MS ASP.Net 2.0 Internet Explorer-Security Warning Window

Internet Explorer - Security Warning |

Do you want to run this software?

j T i
Publisher: Microsoft Corporation

¥ | More options Bun

' ‘While Files fram the Internet can be useful, this file type can potentially harm
L2 wour computer, Only run software From publishers wou trusk, What's the risk?

5. When the MS ASP.NET 2.0 AJAX Extensions 1.0 Setup window displays, click the
<Next> button (shown in Figure 10: MS ASP.NET 2.0 AJAX Extensions 1.0 Setup
Wizard Window).
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Figure 10: MS ASP.NET 2.0 AJAX Extensions 1.0 Setup Wizard Window

|'§ Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup

Welcome to the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Setup Wizard

The Setup Wizard will install Microsoft ASP.NET 2.0 AJAY
| Extensions 1.0 on your computer. Click Next to continue or
’ Cancel bo exit the: Setup Wizard,

Cancel |

Click the “I accept the terms in the License Agreement” checkboyx, as illustrated in Figure 11:
MS ASP.NET 2.0 AJAX License Agreement Window.

1. Click the <Next> button.

Figure 11: MS ASP.NET 2.0 AJAX License Agreement Window

{i§ Microsoflt ASP.NET 2.0 AJAX Extensions 1.0 Setup M= |

End-User License Agreement
Pleasa read the folowing icense agresment carefully

MICROSOFT SOFTWARE SUPPLEMENT il
LICENSE TERMS

MICROSOFT ASP.NET 2.0 AJAX
EXTEMNSIONS
Microsoft Corporation (or based on where you live, one of its affiliates)

licerses this supplement to you. I you are licensed to use Miorosoft
Wlindows operating system software (the “software™), you may use this :l

¥ 1 zccept the terms in the License Agreement]

gt | ek [ mew | concel |

2. Click the <Install> button (shown in Figure 12: MS ASP.NET 2.0 AJAX Installation
Window).
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Figure 12: MS ASP.NET 2.0 AJAX Installation Window

{5 Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E |

Ready to install Microsoft ASP.NET 2.0 AJAX Extensions 1.0

Chick Install ko begin the installation. Click Back to review or change any of your
installation settings. Chick Cancel bo exit the wizard.

3. The installation is complete. Select the <Finish> button by clicking on it to exit the
installation wizard, as depicted in Figure 13: MS ASP.NET 2.0 AJAX Completion
window.

[t

If you do not wish to view the release notes, un-check the “Display MS ASP.NET 2.0 AJAX
Extensions 1.0 Release Notes” checkbox.
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Figure 13: MS ASP.NET 2.0 AJAX Completion window

{ii Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E3

Completed the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Setup Wizard

lick the Finish button to exit the Setup Wizard,

7 Display Microsoft ASP.MNET 2.0 AJAx Extensions 1.0
Release Mokes

Back

Cance| |

8.4. Install MS Web Services Enhancements 3.0

Installing MS Web Services Enhancements 3.0 applies to the web servers only.

1. Download the MS Web Services Enhancements 3.0 from MS's website.
2. Run the MS WSE 3.0.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 14: MS WSE 3.0 File Download-Security Warning Window).

Figure 14: MS WSE 3.0 File Download-Security Warning Window

File Download - Security Warning |
Do you want to run or save this file?
ED! Marre: Micrasaft WSE 3.0.msi
Type: Windows Installer Package, 11.4 MEB
From: whaanrwebz v11.med.va.gov

Bun Save

Wwihile files fram the Internet can be useful, this file type can
@ potentially harm your computer. [F you da not trust the source, do not
rur af 2ave this saftware, What's the nsk?

4. When the Internet Explorer — Security Warning window displays, click the <Run>
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button (shown in Figure 15: MS WSE 3.0 Internet Explorer-Security Warning Window).

Figure 15: MS WSE 3.0 Internet Explorer-Security Warning Window

Internet Explorer - Security Warning |

Do you want to run this software?

— Mame: Web Services Enhancements 3.0 SDK Installation Pac, ..

"_ Publisher: Microsoft Corporation

u |Mu:ure options Run Don't Run

' ‘While files From the Internet can be useful, this file bype can potentially harm
L5 wour computer, Only run sofbware Fram publishers wou trust, \What's the risk?

5. When the MS WSE 3.0 — InstallShield Wizard window displays, click the <Next> button

(shown in Figure 16: MS WSE 3.0 InstallShield Wizard Welcome Window).

Figure 16: MS WSE 3.0 InstallShield Wizard Welcome Window

ﬂ? Microsoft WSE 3.0 - InstallShield Wizard

Welcome to the InstallShield Wizard for
Microsoft WSE 3.0

Thee InstalShield(R) Wizard will inst all Microsoft WSE 3.0 on
your computer. To continue, dick Mext.

WARNING: This program i prokected by copyrightz law and
international treaties,

6. Click the "l accept the terms in the license agreement” checkbox, as illustrated in
Figure 17: MS WSE 3.0 License Agreement Window.
7. Click the <Next> button.
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Figure 17: MS WSE 3.0 License Agreement Window

|'§Hicr-:rsc-lt WSE 3.0 - InstallShield Wizard

be installed, the berms of this agresment must be accepbed.

License Agreenent
Pleaze read the Following boense sgreement carefully. Before this software can

WEB SERVICES ENHANCEMENTS 3.0 FOR
MICROSOFT.NET SOFTWARE DEVELOPMENT KIT
These licensa terms are an agreement between Microsoft Corporation (or

based on where you lhve, one of its affillates) and you. Please read them.
They apply 0 the software named above, which includes the media on which

" I donot accept the berms in the icense agreement

<pack | Next > Concel

MICROSOFT SOFTWARE LICENSE TERMS E

w1 rereved it if s The terons alen annhe o ane Mireosnft :J

= the berms in the lic | [
I gecept in EN1SE agreement -

|

8. Click the <Administrator> radio button, as illustrated in Figure 18: MS WSE 3.0
InstallShield Wizard Window.
9. Click the <Next> button.

Figure 18: MS WSE 3.0 InstallShield Wizard Window

i Microsoft WSE 3.0 - Installshield Wizard

Setbup Type
Choose the sstup bype that best suks your needs.

Please select & sebup bype:

" Runtime Irestalls the runtime Files only,

gl s, ator] Runtime install plus standalone tools. Sukable for a deployment
————— FaYOT! ccenario where the took are needed for configuration,

- .NET Framework. SDK 2.0 or Microsoft Wisual Studio 2005 are
Developer required to view the documentation. Microsoft Visual Studio 2005 is

required to buld and run the samples.
¢~ ¥isual Studio  Developer install plus Visual Studia Tocks. Micrasoft Visual Studio
Developer 2005 is required for this installation kyps.
- Choose which program feabures you wank installed and where they
Cugtom will be installed. Recommended For advanced users.

<gack [ Hea> | cancel

10. Click the <Install> button (shown in Figure 19: MS WSE 3.0 Installation Window).
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Figure 19: MS WSE 3.0 Installation Window

ﬁ;- Microsoft WSE 3.0 - Installshield Wizard

Ready to Install the Program E‘
The wizard is ready to begin instalation, L
Chick: Iristall ko begin the installation.

IF yous want bo reviews or change any of your installstion settings, click Back. Chck Cancel ko
exit the wazand.

< pack

11. Click the <Finish> button (shown in Figure 20: MS WSE 3.0 Completion Window).
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Figure 20: MS WSE 3.0 Completion Window

[@ Microsoft WSE 3.0 - InstallShield Wizard

Installshield Wizard Completed

The InstallShield Wizard has successfully installed Microsaft
WSE 3.0, Chick Finish bo exit the wizard.

Installing or Removing the Microsoft WSE 3.0 Runkine
components updates the configuration settings For the
Micrasoft JNET Framework. It is recommendad that you restart
ASPMET before using the product,

9. Install SQL Server

Install the MS SQL Server 2019 Database Server software only on the database server, applying
both MS installation instructions and local best practices.

Additional service packs or patches may be installed subsequent to application testing, and in
accordance with local best practices.

All production NUMI databases should be run in Simple Recovery mode, to enable replication
to function, and to maximize the recoverability of the databases. In non-production
environments, any recovery mode is acceptable, and simple recovery mode is encouraged for
development and QA testing environments due to ease of administration.

9.1. Download all SQL Server Patches

Downloading all SQL Server Patches applies to the database server only.

9.2. Restore the Appropriate Databases for the NUMI Application

Restoring the Appropriate Databases for the NUMI Application applies to the database server
only.

Follow the instructions in section 4 Instructions for Installing Database Components.
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10. Installing NUMI Exchange on Server 2019

HHHH

Before doing this, you must make a backup copy of the web.config file (if this is an
upgrade). Settings may need to be extracted from this in the future.

10.1. Unzip/Install NUMI Exchange Distribution

1. Using Windows Explorer, create the NumiExchange folder on the D drive, if available;
otherwise create on the C drive. E.g., D:\NumiExchange

2. Unzip the NUMI Exchange files into the NumiExchange folder created above.

3. Update the application settings in the NUMI Exchange web.config file, located in the
directory created above. Typically, this would involve updating the database
connection string.

10.2. NUMI Exchange Website Configuration

Using IIS Manager, add a new website and select the Secure Socket Layer (SSL) certificate as
shown in Figure 21: Add NUMI Exchange Website.

Figure 21: Add NUMI Exchange Website

Add Web Site EE3 |
Sike name: Application pool:

INumiExchange INumiExu:hange Select, . |

—i_ontenk Direckory

Physical path:
ID:'I,N|.|miExchange'I,NLIMI_IncrementEu_SprintZ_BuiId_E |

Pass-through authentication

Connect as... | Teskt Setkings. ..

—Binding
Tvpe: IP address: Port:
Ihttps j I.ﬁ.ll Unassigned j |443
Hosk narne;

531 certificate:
|vAAUSNUMWEBS1 . aac. dva.va. gov | iew... |

[T sStart web site immediately

(] 4 I Zancel
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Figure 22: NUMI Exchange Website
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Figure 23: NUMI Exchange Basic Settings

Bieste U EE|

Site name: Application pool;

MurniExchange INumiExchange Select, .. |

Phwsical path:
ID:'l,r'-.lumiEx-:hange'l,NLIMI_IncrementE_Sprint2_Bui|d_2 |

Pass-through authentication

Connect as,.. Test Sethings...

Ik I Cancel

Figure 24: NUMI Advanced Settings

Advanced Settings EE
= {General)
Application Pool MumiExchange
Bindings hkbps:*i443:
I 2
N rchange

Phyysical Path
Physical Path

D:\NumiExchangeNUMI_Increments_SprintZ_Build_2013042
Credentials

Physical Path Credentials Logon Type ClearText
Start Automatically True
E Behavior
Connection Limits
Enabled Prokocols htkp
Name

[name] & unigue name Faor the sike.

oK | Cancel |

4

The NUMI Exchange web site bindings are shown in Figure 25: NUMI Exchange Bindings.
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Site Bindings

Figure 25: NUMI Exchange Bindings

Tvpe | Hosk Mame

| Part | IP Address

| Binding Informakion |

add. ..

https

443 *

Edit. ..
Remoyve

Browse

AL

Close

The NUMI Exchange web site authentication settings are shown in Figure 26: NUMI Exchange

Authentication Settings.

Figure 26: NUMI Exchange Authentication Settings

'!Elnternet Information Services (IIS) Manager M=
@ & [ € » VAAUSHUMWEB4Z  Sites b NumiExchangs b | R (7 e
File  Wiew Help
Gl Authentication _
€- A |8 @ @ Hep
: H‘ﬂ Start Page OrifelEy
565 VAAUSHUMWEEAZ (vHamasT| | TP byt Mo Grodping v
‘;’ Application Pools Mameg ~ | Status | Response Type |
[E-[&] Sites Anonymous Authentication Enabled
% Default Web Site ASPMET Impersonation Disablzd
@ Mowst_2 Forms Authentication Disabled HTTP 302 Login/Redirect
9 HumiExchange windows Authentication Disabled HTTP 401 Challenge
Configuration: 'MumiExchange’ web.config G::I.:E

The NUMI Exchange website SSL settings are shown in Figure 27: NUMI Exchange SSL Settings.
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Figure 27: NUMI Exchange SSL Settings

"!E Internet Information Services (IIS) Manager =] E3
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10.2.1 Application Pool Configuration

The NUMI Exchange application pool setup is shown in Figure 28: Application Pool Window.
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Figure 28: Application Pool Window
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@ DefaultAppPool Started wd.0 Integrated ApplicationPooll Recycling...
L@ MumniExchange Started vd.0 Integrated ApplicationPooll Advanced Settings...
Rename
x Remowve
View Applications
@ Help
<] m >
< n >] [ Features View |22 Content View

The NUMI Exchange application pool basic settings are shown in Figure 29: NUMI Exchange
Application Pool Basic Settings.

Figure 29: NUMI Exchange Application Pool Basic Settings

MName:

|NumiExchange

MET CLR verzion:
| MET CLR Version v4.0.30319

Managed pipeline mode:

| Integrated W |

[v] Start application pool immediately

‘ oK

The NUMI Exchange application pool advanced settings are shown in Figure 30: NUMI
Exchange Pool Advanced Settings.
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Figure 30: NUMI Exchange Pool Advanced Settings

va ings
4 (General) ~
.MET CLR Version vd.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Mame MumiExchange =5
Queue Length 1000
Start Mode OnDemand
4 CPU
Limnit (percent) 0
Lirnit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit option) 4204967295
Process Model
Generate Process Model Event Log Entry
Idle Time-out Reached True
Identity ApplicationPoolldentity
Idle Time-out (minutes) 20 ™
Idle Time-out Action Terminate ~
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True

Ping Maximurm Response Time (seconds) 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) a0

4 Process Orphaning
Enabled False
Executable
Executable Parameters

4 Rapid-Fail Protection

"Service Unavailable” Response Type HttpLevel

Enabled True

Failure Interval (minutes) 5

Maximum Failures 5

Shutdown Executable

Shutdown Executable Parameters A
4 Recycling

Disable Overlapped Recycle False

Disable Recycling for Configuration Chang False
[ Generate Recycle Event Log Entry

Private Memory Limit (KB) 0
Regular Time Interval (minutes) 1740 =
Request Limit 0
I Specific Times TimeSpan[] Array
Virtual Memory Limit (KB) 0

NUMI Version 1.1 29 March 2026
Server Setup Guide



11. Installing NUMI on Server 2019

11.1. Software Copy Instructions

Right click on the zip file, select the “"Unblock” if active, and select O.K. Some security schemes
will block certain files from being unpacked, typically the Java files under the “web” directory.
Setting the file to Unblock eliminates this problem.

Figure 31: Unblocking Restricted Files in Installation ZIP File

NMUMI_Main_1.1.15.0_Build_20121019.1.zip Propetrties

Help
Folders | Elv General | Securit_l,ll Summary
)
[lflh INLIMI_Main_'I 5.0 Build 201210191 .zip
_Mame -

2 INUMI_Main_1.1.15.0_Build_20121019.1.zip

Type af file:  Compreszzed [zipped] Folder

Opens with: &] Comprezsed [zipped] F Change...
Location: C:hTemp
Size: 18.8 ME [19.817.151 butesz]

Size on digk;  18.9 MB [19.820,544 bwtes)

Created: “esterday, October 22, 2012, 9:41:45 AR
b odified: “esterday, October 22, 2012, 9:41:45 Ak
Accessed: Today, October 23, 20012, 3:17:24 A

Attibutes: [~ Bead-onld ™ Hidden Advanced...
Security; Thiz file came from anather

computer and might be blocked to
help protect thiz computer.

| —— i i

It is recommended that NUMI be installed in the D:\NUMI folder. Using Windows Explorer,
create a NUMI folder in D drive, if available, otherwise create in C drive. E.g., DANUMI.

Unzip the NumiWebApp folder from the NUMI distribution zip file into the D:\NUMI folder.
Rename the NumiWebApp folder using the build name of the distribution zip file.
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11.2. NUMI Web Site Configuration

Using IIS Manager, add a new web site as shown in Figure 32: Add NUMI Website.

Figure 32: Add NUMI Website

Add Web site K E4 |

Site name: Application pool:
[ruraz [murT Select. ..
— _onktent Direckary
Phwsical path:
ID:'I,NLIMI'I,::instaII_cIir::- |
Pass-through authentication
_onneck as. .. | Tesk Setkings...
—Binding
Tvpe: IP address: Port:
http j All Unassigned x| g0
Host name:
Example: v, contoso.com or marketing. contoso, com
™ Start Web site imrnediakely
] 4 —ancel

The NUMI web site basic and advanced settings are shown in Figure 33: NUMI Basic Settings

and Figure 34: NUMI Advanced Settings.
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Figure 33: NUMI Basic Settings

R @R

Site name: Application pool:
INLIMI INI_IMI Select. .. |

Physical path:

ID:'l,NLIMI'I,-ﬂ:insl:aII_dir:b |

Pass-through authentication

i_onnect as... Test Settings. ..

Ik Zancel
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Figure 34: NUMI Advanced Settings
Advanced Settings EE4

B {General}

Application Pool NUMI

Bindings hkkps*i11132:, htkps:*:18132:
D 4

Marme PUMI_Prod_1_1 13 _Z
Physical Path D:WNUMI <install _dir =

Physical Path Credentials
Physical Path Credentials Logon Type  ClearText
Skart Automatically True
E Behavior
Connection Limiks
Enabled Protocols htkp
Failed Request Tracing

Application Pool
[applicationPool] Configures this application to run in the specified application pool,

(04 Zancel

The NUMI web site bindings are shown in Figure 35: NUMI Bindings.
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Figure 35: NUMI Bindings

Site Bindings 7]

Type | Hosk Mame | Port | IP Address | Binding Information | Gdd. .
http &0 *
https 443 * Edit. ..
net.kc ang.*

.|:| Bemoye
nek. pipe *
nek.m. .. localhost Browse
msmdq... localhiosk

Close

The NUMI web site authentication settings are shown in Figure 36: NUMI Authentication
Setting. Make sure Forms Authentication is the only one enabled.

Figure 36: NUMI Authentication Settings

! Internet Information Services (I1S) Manager |;|£-
’@_ | @ » VAAUSVAEAPPED » Sites » NUMI-SSO » |@ ~ 2 @-

File  View Help

Connections Actions
Qe |28 @ Authentication @ Hep
" HTE‘ Start Page Group by: Mo Grouping 2
493 VAAUSVAEAPPSD (DVA\vacopottupl) <
; ‘3 Application Pools MName Status Response Type
1.8 Sites Anonymous Authentication Disabled
[';_% Default Web Site ASP.MET Impersonation Disabled
P@ NUMI143 Basic Authentication Disabled HTTP 401 Challenge
P@ MUMIT5.0 Digest Authentication Disabled HTTP 401 Challenge
p@ MUMI-SCR-14.5.1 i Forms Authentication Enabled HTTP 302 Login/Redirect
D@ MNUMI-SCR-Pre-Iteration-|ll Windows Authentication Disabled HTTP 401 Challenge
4 € NUMI-550
b bin
b7 €SS
|> | ErrorHandling
|> | Images
-1 Includes
b-B Inpatient
b lib
- Scripts
[}--,_; siteminderagent
b - sre
b~ Web
. - Content View
Configuration: 'NUMI-550" web.config ﬁj
The NUMI website SSL settings are shown in Figure 37: NUMI SSL Settings.
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Figure 37: NUMI SSL Settings

""-E Internet Information Services (I15) Manager M=l EE
@ cy [653 ¥ YAAUSNUMAPPZZ b Sites » NUMI » ] G @ -

Fle Wiew Help

——e S5L Settings
CHETEAT) = g Y sorly
-5 Start Page . ) ) ) - =¢ Cancel
EI---G_EJ YAALISHUMARPZZ (VHAMASTER This page leks you modify the 551 settings For the content of a Web site or application, B
.;* Application Pools V¥ Reguire SSL @ Help
El-[&] Sites i i nline Help
% LML Client certificates:
o Ignore
i Accepk
" Require

1] | 3 . - Content Yiew

Configuration: 'localhost’ applicationHost config , <location path="MUMI" =

ei:i

The NUMI web site compression settings are shown in Figure 38: NUMI Compression Settings.
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Figure 38: NUMI Compression Settings

"'-!E Internet Information Services (IIS) Manager M=
@ &y [ @ » VABLUSNUMAPPZZ b Sikes b NUMI » CE 5@ -
Eile  Yiew Help
TF | Compression _
&,' Lm l 4| l&, @ p @ Use of dynamic compression
- "Tf] Start Page meiy increasedpro;essorh
i i i i i i tilization and reduce the
KE Use this feature bo configure settings for compression of responses, This can improve the u
= —-:-| \-'AAUSN.LIM.\?.F‘P22 (VHAMASTER perceived performance of a Web site greatly reduce bandwidth-related charges, overall perfarmance of the
ol Application Pools SEFYEr,
= %&;UMI ¥ Enatle dynaniic content compression @ The dynamic content
¥ Enatle static conkent compression iy e module is ot
installed,
S/ Apply
= Cancel
'@' Help
Online Help
4 | | v IE] Features View [, ﬁ Content Yigt
Configuration: 'MUMI' web, config 3_5]_:5

11.3. Application Pool Configuration
The NUMI application pool setup is shown in Figure 39: Application Pool Window.
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Figure 39: Application Pool Window

'!Elnternet Information Services (IIS) Manager [_ O] x|
@ = [ ..::'" b YAAUSMNUMAPPZZ  »  Application Pools

EEEICE

File  Wiew Help

@ Application Pools _
g_g. =4 Add Application Poal, .
Set application Pool Defaults. ..
This page lets you view and manage the list of application pacls an the server. Application poals are R
assaociated with worker processes, contain one or maore applications, and provide isolation amang .@. Help
different applications. -
Online Help
-5 MUME Filter: - 0G0 - Gshow Al | Group by: Mo Grouping -
Mame = | Skatus | .MET Frame... | Managed Pipeli. .. | Identit | Applic
QASP.NET w4.0 Started w40 Integrated ApplicationPocliden... 0O
QASP.NET w4.0Cl.. Started w40 Classic ApplicationPocliden... 0O
chassic .MET &pp... Started wZ.0 Classic ApplicationPocliden... 0O
QDeFaultF\ppPool Started w20 Integrated ApplicationPocliden,.. 0O
QNUMI Started w20 Classic ApplicationPoollden.., 1
d | o
Ready

The NUMI application pool basic settings are shown in Figure 40: NUMI Application Pool Basic
Settings.
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Figure 40: NUMI Application Pool Basic Settings

Edit Application Pool K

Marme:

oo

MET Eramewnork, wersion:

MET Framewaork, w2.0,50727

Managed pipeline mode:

Zlassic j

v Start application pool immediately

K, I Cancel

The NUMI application pool advanced settings are shown in Error! Not a valid bookmark self-

reference..
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Figure 41: NUMI Application Pool Advanced Settings

GD
'NET Framez w2 -
Emzble 32-Bit Applications Falsa
Managed Fipeline Mode Claszic
Mame MUl
Quewe Length 1000
Start Automatically True
El CPU
limit 0
limit Action MoAction
limit Interval (minutes) 3
Processor Affinity Enabled Fals=
Processor Affinity Mask 4294967295

El Process Model
Identity
Idle Time-out (minutes)
load Uszar Profile
Maximum Warker Processes
Fing Enabled
Ping Maximum Response Time (seconds)
Fing Peicd (seconds)
Shutdown Timelimit (seconds)
Startup Timelimit (seconds)
Process Crphaning
Enabled
Exacutabls
Executable Parameters
Rapid-FailProtection
"ZerviceUnsvailsble" Response Type
Enabled
Failure Interval{minutes)
Maximum Failures
Shutdown Executable
Shutdown Executable Parameters
El Recycling
Disable verdzpped Recycle
Disable Recycling for Configuration Changes
IB Generate Recycle Event log Entry
Private Memory Limit [KB)
Regulsr Timelnterval({minutes)
Reguest limit
IB Specific Times
VimealMemory Limt (KB)

E

E

Application Poolldentity
20
True

True
20
30
20
20

Falza

Hitplewel
True

Falze
False

1]

120

0

TimeSpan[] Array
1]

NET Framework Version

[managedRuntimeversion] Configures the application poolto loed a specific version ofthe NET
Framework. Selecting "Mo Mansged Code” willkcause sllASP.MET reguests to fail.
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12. Microsoft Entrald Application Registration for the Web
Server Configuration

Microsoft Entrald is the network based authentication method and pattern used by NUMI.
Users must be authenticated with Microsoft Entrald to use NUMI. There are several key
configurations from the Entrald Application Registration that need to be in the NUMI Web
Server Configuration

12.1. Microsoft Entrald Application Registration

Each NUMI environment has its own Application Registration. The key values needed are
Clientld, Tenantld, ClientSecret, and RedirectUri.

The values can be found on the Entrald portal in these sections: REDACTED

Figure 42: Microsoft Entrald Application Registration
iz NUMI [1453] [NonProd] Dev =

|)-'j Search | ¥ 'S" Deactivate f Delete @'3 Endpoints [#4 Preview features

i  overview

. Essentials
Quickstart
Display name : NUMI [1453]_ [MonProd] Dev
" Integration assistant - _

Application (client) 1D : ceb38826-d7c6-4b02-3886-288e01d3b8a8

K N 144

A Diagnose and solve problems Object ID : d0e94fc3-0c3e-4750-0b31-9edo7a5ad6db

Manage Directory (tenant) ID : 295f1b23-2baf-45ee-821d-b7ab251ab3bf

Supported account types : My organization only

& Branding & properties
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Figure 43: Application Registration Client Secret

NUMI [1453] [NonProd] Dev | Certificates & secrets =

| /' Search

| i

=

Overview

e

Quickstart

-

Integration assistant

# Diagnose and solve problems

Manage

B2 Branding & properties

3 Authentication (Praview)
Certificates & secrets

ill Token configuration

-2+ API permissions

& Expose an API

S5 App roles

42 Owners

&t Roles and administrators

M Manifest

Support + Troubleshooting

& New support request
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R'_“‘ Got feedback?

o Some actions may be disabled due to your permissions. To request access, contact the application owner(s) or your ad
administrators.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (4) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as applicatii

Description Expires Value ©

test-pankaj 6/14/2026 [ e — )

NUMI Dev Secret 6/27/2026 s s .

WEBS20 8/12/2026 s Rt (

test] 8/16/2026 Gt (
41 March 2026



Figure 44: Entrald Application Registration Redirect URIs
3 NUMI [1453] [NonProd] Dev | Authentication (Preview) =

|/.'.'J search | < & Got feedback?

B overview

Quickstart
o ‘Welcome to the new and improved experience for authentication. To switch to the old experience, please click here.

#  Integration assistant

#. Diagnose and solve problems o Some actions may be disabled due to your permissions. To request access, contact the application owner(s) or your administrater. View applic

Manage .
Redirect URI configuration  Supported accounts Settings

B2 Branding & properties

A redirect URI, or reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully
—:‘) Authentication (Preview) URIED

Certificates & secrets
"

Token configuration

9 AP| permissions ﬂ If you want to view or change implicit grant and hybrid flows settings or front-channel logout URL, please visit the settings tab.

& Expose zn AP

2 Start typing a reply url to filter these results

App roles

[] Platform Type T Redirect URI T4
4b Owners
[~ web
al. Roles and administrators
D Web https://vaausappnum920.aac.dva.va.gov/signin-oidc
BN Manifest
D Web https://localhost:44300/signin-oidc
Support + Troubleshooting O] Web https://localnost44368/
i New support request M Web https:/fvaauswebnumo20.aac.dvava.gov/

The values are then added to the NUMI Web App Config.
<l-- Microsoft Entra ID (Azure AD) Configuration -->
<add key="owin:AutomaticAppStartup” value="true" />
<add key="ida:Clientld" value="ceb38826-d7c6-4b02-a886-288e01d3b8a8" />
<add key="ida:Tenantld" value="e95f1b23-abaf-45ee-821d-b7ab251ab3bf" />
<!--Client expires August 12th 2026 must be changed on the entraid side -->
<add key="ida:ClientSecret" value="REDACTED" />
<add key="ida:RedirectUri" value=" REDACTED " />
<add key="ida:PostLogoutRedirectUri" value="REDACTED /" />
<add key="EntraldSTSScope" value="api://idev.sts.va.gov/token"/>

Important note, the ClientSecret is only viewable in the portal in the session it was created, it
must be copied and passed along. The secret also expires annually.
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13. Secure Token Service Integration for SSOi

NUMI supports secure token service implementation through SSOi. Full details of the
implementation can be found at REDACTED.

13.1. Download Certificate Chain from appropriate endpoint

Downloading the chain can be done from any computer but installing the chain must be done
as the local computer account of the server being set up.

o IDEV: REDACTED

e SQA: REDACTED
o PREPROD: REDACTED
e PROD: REDACTED

1. Install the full certification chain from the matching IAM environment(s). This can be
obtained by visiting the link and clicking the lock icon and choosing “View Certificates”.
REDACTED

|@ https://preprod.services.eauth.va.gov:9301/STS/RequestSet p - a O‘

1 2 ACS 5QL DB 5501 Trafts \:7 Website Identification =
<?xml version="1.0" encq
- <soapenv:Envelope xmin  DigiCert Global Root G2 addr
xmins: soapenv ="http: pe /"
- <soapenv:Header> )
_ <nsl:Security soapd preprod.services.eauth.va.gov Y /da

- <ns2:Timestamp %|  This connection to the server is encrypted. WSS
<ns2:Created>2
</ns2:Timestamp>
</nsi:Security >
</soapenv:Header> View certificates
- <spapenv:Body >
- <wst:RequestSecurityTokenResponse >
<wst:RequestType=http://schemas.xmlsoap.org/ws/2005/
<wst: TokenType=>http://docs.oasis-open.org/wss /oasis-ws
- <wst:Status>
<wst: Code>http://docs.oasis-open.org/ws-sx/ws-trust/:
<wst:Reason>BACK_END_CONNECTION_FAILED: Back End J
</wst:Status>
</wst:RequestSecurity TokenResponse >
</soapenv:Body >
</soapenv:Envelope>

Should I trust this site?
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a ( .
| |
-

@ https://preprod.services.eauth.va.gov:9301/STS/RequestSet p v a O‘

7= (2] ACS SQL DB SSOi Traits

<?xml version="1.0" encq
- <spapenv:Envelope xmin|
xmins: soapenv ="htip:
- <sopapenv:Header>
- «<nsl:Security soapg
- <ns2:Timestamp x
<ns2:Created>2
</ns2:Timestamp>
</nsi:Security >
</soapenv:Header>
- <sopapenv:Body>

= 5 Website Identification

DigiCert Global Root G2

has identified this site as:

preprod.services.eauth.va.gov

This connection to the server is encrypted.

Should I trust this site?

View certificates

n.Con

addr
pefll

{ /da
wWss

- <wst:RequestSecurityTokenResponse>
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/
<wst: TokenType=>http://docs.oasis-open.org /wss /oasis-ws

- <wst:Status>

<wst: Code>http://docs.oasis-open.org/ws-sx/ws-trust/.
<wst:Reason>BACK_END_CONNECTION_FAILED: Back End J

</wst:Status>

</wst:RequestSecurity TokenResponse >

</soapenv:Body >
</soapenv:Envelope>

2. Click on the Details tab and select "Copy to file”, choose PKCS and include all certificates

in the path if possible

Certificate

General ‘ Details |Certiﬁcat\on Path

| EI Mail - Jason.Confer@va
|

L
£
3

Certificate Export Wizard

ut}
&

Export File Format

I3

Certificates can be exported in a variety of file formats.

X

=iy

fi) ) ] ) 2] ) ) f)

| §

Lear!

Select the format you want to use:
(") DER encoded binary X.509 (.CER)
(") Base-64 encoded X.509 (.CER)

(@) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

< Back H Next > ][ Cancel
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3. Save file as <endpointname_date>, click next then finish.

Certificate Export Wizard

File to Export

Specify the name of the file you want to export

File name:

sts_preprod_8 24 2019

Browse...

< Back H Next > l ’ Cancel

4. Optional — Reuse this file if another web server requires this STS endpoint’s certificate.

5. In MMC, right click Computer-Personal store and import the certificate created in Step

9.

& Hle Action View Favortes  Window Help

*= =m0/ 6= BE

Y

~| Console Root lssued To Issued By
4 5l Certificates (Local Computer) Sl dev.services.eauthva.gov VA-Internal-5:
4 || Personal llocalhost localhost
| Certifid = — e
. All Tasks 2 Request New Certificate...
- || Trusted Rg al-5z
b || Enterprise View » | Import... s
b — Intermediz New Window from Here Advanced Operations bobpes:
[; - E:';ZLZL New Taskpad View... [Internal-52-RCA1-v1 VA-Internal-5:
- N5ve-VAAUSNUMWEBS20 WSve-VAAL
b || Third-Part] Refresh
I+ n Trusted Pe Export List...
i | Client Autl
b || Other Peol Help
b || Operations Manager ||

6. Import for local machine
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Next.

7. Browse to file created in step 10 and click Next

File to Import
Spedify the file you want to import,

File name:
Ci\Ueers\WHAISDCONFEIO \Desktop\SS0i-INT_CertChain.p7b | | Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (.55T)

8. Place all certificates in the Personal store, click next and finish
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(€) = Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
®) Place all certificates in the following store

Certificate store:

Personal | ‘ Browse. ..

9. The imported certificate should now be in the store (refreshing may be required). It will
follow the naming convention xxxx.services.eauth.va.gov

Consolel - [Console Root\Certificates (Local Comput
File Action  View  Favorites  Window  Help

e am FR| XEE

| Console Root Issued To - Issued By Expiration Date |
4 [ Certificates (Local Computer) B4 dev.services.eauth.va.gov VA-Internal-52-1CAT-v1 4/25/2020 -
4 [ Personal Tallocalhost localhost 2/8/2023 ¢
[ Certificates I VAAUSNUMWEBB20.AAC.DVA....  VA-Internal-S2-ICAT-v1 1/8/2021 (
B — Trusted Root Certification Authorities kL:i,;.sgl'uri:h':lu5»r1urr1we|::|SZD.aac.cl'ura.\ra.go'ur VA-Internal-52-1CAT-v1 11/5/2019 i
B — Enterprise Trust i:iﬁJvaau5r1umwebBED.aac.dva.va.gov VA-Internal-52-1CAT-v1 11/3/2019 f
b [ Intermediate Certification Authorities ] VA-Internal-52-ICAT-v1 VA-Intenal-52-RCAT-v1 10/25/2026
b [ Trusted Publishers 5] VA-Internal-52-RCAT-v1 VA-Internal-52-RCAT-v1 10/26/2036
b [ Untrusted Certificates || BlWMSve-VAAUSNUMWEBS20  WMSve-VAAUSNUMWEBS20 1/6/2028 ‘
[ || Third-Party Root Certification Authorities
13.2. Export server cert to .pfx

This is a copy of the .cer installed locally to the computer/personal account. It should be the
one served by IIS when you navigate to the website.

13.2.1 Load the Microsoft Management Console, Certificate Snap-in, for the
local computer

1. Find the server cert in the personal folder
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- L NI I

L owow e L3 | mmm isan

| Console Root Issued To
4 @] Certificates (Local Computer)

a4 | Personal

[ Certificates

p | Trusted Root Certification Authorities

I- [ ] Enterprise Trust

p | Intermediate Certification Authorities

p | Trusted Publishers

p | Untrusted Certificates

I- [ ] Third-Party Root Certification Authorities

I [°] Trusted Pecple

2. Right click and export the certificate

Elocalhost lecalhost

S VAAUSNUMWEBS20.AAC.DVA....  VA-Internal-52-ICA1-v1
Evaausnumweb&?ﬂ.aac.dva.va.gw VA-Internal-52-ICAT-v1
%mvaausnumweb&?ﬁ.aac.dva.va.gw VA-Internal-52-ICAT-v1
[ZIvA-Internal-52-1CAT-v1 VA-Internal-52-RCAT-v1
[ZlvA-Internal-52-RCAT-v1 VA-Internal-52-RCAT-v1
EWMSVC-VMUSNUMWEBSEO WMSve-VAAUSNUMWEB220

-

|5 dev.services.eauth.va.gov

%mlocalhost

S VAAUSNUMWEBS20.AAC.DVA. ...
%mvaausnumweb&?ﬁ.aac.dva.va.gw
Evaausnumweb&?ﬂ.aac.dva.va.gw
[FIVA-Internal-52-1CAT-v1
[SIvA-Internal-52-RCAT-v1
EWM Sve-VAALUSNUMWEBS20

2/8/2023
1/8/2021

lssued By Expiration Date
VA-Internal-52-1CAT-v1 4/25/2020
localhost 2/8/2023

VA-Internal-52-1CA1-vw1

1/8/2021

VA-Internal-52-1CAT-v1 11/5/2019
VA-Internal-52-1CAT-v1 11/5/2019
Va-Internal-52-RCAT-v1 10/25/2026
V&-Internal-52-RCAT-v1 10/26/2036
WMSve-VAAUSNUMWEBE20 1/6/2028
Server Authenticati.. 115 Express Develop...

Client Authenticati...

VAAUSMNUMWEBSEZ...

3. Select “Yes, export private key” and choose next

Export Private Key

‘fou can choose to export the private key with the certificate.

() Mo, do not export the private key

certificate, you must type a password on a later page.
Do you want to export the private key with the certificate?

(®) Yes, export the private key

4. Select "Export all extended properties” and choose next
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All Tasks 2 Open
Cut Request Certificate with Mew Key...
Copy Renew Certificate with New Key...
Delete Manage Private Keys...
Properties Advanced Operations 2
Help | Export...
Private keys are password protected. If you want to export the private key with the
48 March 2026



Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X, 509 (.CER)

() Base-64 encoded X.509 (,CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[Jindude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)
[#] Indude all certificates in the certification path if possible

[]Delete the private key if the export is successful
[#] Expart all extended properties

() Microsoft Serialized Certificate Store (.S5T)

5. Select a strong password. This password will go into NumiWebApp.config later in this
guide.

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names {recommended)

Add

Remove

[]Password:
! |
Confirm password:

6. Select a filename for the exported certificate and save it as a .pfx. Select a folder not
specific to a version of NUMI as this cert will be valid for future versions of the
applications until expiration. For example, if the folder structure for website is
NUMI/NUMI_15.9 select the /NUMI folder for the cert and not the specific /NUMI_15.9
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folder. This file path will go into NumiWebApp.config later in this guide.
13.3. NumiWebApp.config keys

<!-- STS SERVICE CONFIGURATION -->

<ADD KEY="STSENDPOINT" VALUE="REDACTED"/>

<ADD KEY="STSENABLED" VALUE="TRUE"/> <!-- SET "TRUE" TO ENABLE STS SERVICE INTEGRATION -->
<ADD KEY="STSCERTIFICATEPATH" VALUE="D:\\NUMI WEB820.PFX"/>

<ADD KEY="STSCERTIFICATEPASSWORD" VALUE="NUMI123"/>

STSEnabled — anything but “true” will disable STS and revert to access/verify

14. Installing CERMe Software and Database from CERMe
Installation CD

Refer to the RM Install Guide PDF file on the CERMe (COTS product) setup CD for detailed
instructions on how to set up CERMe (DBA assistance may be required to setup the database,
which must be done before application setup).

14.1. Install CERMe on the Application Server

NOTE: Change Healthcare provides version updates several times a year. The example below
may not be the latest version

CERMe Review Manager (RM) 21.0.1 InterQual 2022 for NUMI 15.10 will be installed based on
an existing installation of CERMe 20.1. The CERMe installation would be performed using a
dump of the existing CERMe 20.1 database. Listed below are the steps to restore the database
and install CERME:

1. Restore CERMe 20.1 data from the CERMe database dump obtained from the current
CERMe pre-Prod/Production servers. Create database logins for orphaned users in the
restored database. Write down the credentials for the new logins created. This will be
required for the CERMe install.

2. Navigate to the CERMe install image and double click the install.htm file in the root
directory to open the setup welcome page. This will open the CERMe install page in
EDGE Browser.

3. Click on the Install Review Manager 21.0.1 / InterQual View 2022 link on the
installation page. This will prompt to save or run the file, select Run. This will start the
CERMe Install wizard.

4. Accept the license agreement and click Next.

5. On the License Information screen, enter the license information given above and click
Next.

6. On the Select Review Manager Enterprise screen, select “Review Manager Enterprise”
and click Next.

7. On the Installation Type screen, select “New Installation” and click Next.

8. Select an installation directory.
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9. On the Choose Components screen, keep the default selection (i.e., all selected) and
click Next.
10. On the Database Information page, enter the following info and click Next.

e Database type: SQL Server
e Server Name: Name of the SQL database server
e Database: Name of the database to which the dump restored in step 1
e Port Number: SQL Server
e Instance: leave blank
e User ID: SQL Server user ID with access to the CERMe database restored above
e Password: Password for the SQL Server user used above
11. On separate database to store report data screen, select No and click Next.
12.On the Install Jetty window, select Yes to install Jetty.
13. On the next screen, enter 8357 for Port Number.
14. On the next screen, select the hardware architecture.
15. Review the selections, and click Install to start the installation.
16. Once the installation completes, go to the URL: http://<servername>:8357/rm/login.
This is should open the CERMe login page.
17. Now follow the steps below to update CERMe to CERMe 21.0.1.
18. Stop the CERMe Service from the Windows Services.
19. Create a backup of the CERMe Installation folder and the CERMe database.
20. Make the changes to the file (below)on the CERMe Jetty Server:

File: <CERMe Install Folder>\Jetty\etc\webdefault.xml

Add the following element to <session-config> element.

<COOKIE-CONFIG>
<HTTP-ONLY>TRUE</HTTP-ONLY>
</COOKIE -CONFIG>

Session Config element should look like the following after the change:

<SESSION-CONFIG>
<SESSION-TIMEOUT>30</SESSION-TIMEOUT>
<COOKIE-CONFIG>
<HTTP-ONLY>TRUE</HTTP-ONLY>
</COOKIE-CONFIG>

</SESSION-CONFIG>

File: <CERMe Install Folder?\Jetty\etc\jetty-rewrite.xml

Add the following <Call> element to the end of the <New> element.
<CALL NAME="ADDRULE">

<ARG>
<NEW CLASS="ORG.ECLIPSE.JETTY.REWRITE.HANDLER.HEADERPATTERNRULE">
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<SET NAME="PATTERN">/*</SET>

<SET NAME="NAME">STRICT-TRANSPORT-SECURITY</SET>

<SET NAME="VALUE">MAX-AGE=31536000; INCLUDESUBDOMAINS</SET>
</NEW>

</ARG>

</CALL>

The file will look like the following after the change:

<SET NAME="HANDLER">

<NEW ID="REWRITE"
CLASS="ORG.ECLIPSE.JETTY.REWRITE.HANDLER.REWRITEHANDLER">

<SET NAME="HANDLER"><REF REFID="OLDHANDLER"/></SET>

<SET NAME="REWRITEREQUESTURI"><PROPERTY
NAME="REWRITE.REWRITEREQUESTURI" DEFAULT="TRUE"/></SET>

<SET NAME="REWRITEPATHINFO"><PROPERTY NAME="REWRITE.REWRITEPATHINFO"
DEFAULT="FALSE" /></SET>

<SET NAME="ORIGINALPATHATTRIBUTE"><PROPERTY
NAME="REWRITE.ORIGINALPATHATTRIBUTE" DEFAULT="REQUESTEDPATH"/></SET>
<CALL NAME="ADDRULE">

<ARG>

<NEW CLASS="ORG.ECLIPSE.JETTY.REWRITE.HANDLER.HEADERPATTERNRULE">
<SET NAME="PATTERN">/*</SET>

<SET NAME="NAME">STRICT-TRANSPORT-SECURITY</SET>

<SET NAME="VALUE">MAX-AGE=31536000; INCLUDESUBDOMAINS</SET>
</NEW>

</ARG>

</CALL>

</NEW>

</SET>

File: <CERMe Install Folder>\Jetty\start.ini

Add the following new section to the bottom of the file:

OPTIONS=REWRITE
ETC/JETTY-REWRITE.XML

File: <CERMe Install Folder>\Jetty\ReviewManager.xml

Add the content below to the end of the < Config > element

<INTEGRATEDLOGIN ENABLED="TRUE" COOKIENAME="UNIFIEDKEY"
UNIFIEDKEY="8RZVNFLWJHNHVPCTAEN9DW=="

NUMI Version 1.1 52 March 2026
Server Setup Guide



AUTHENTICATIONFAILURL="/IQM/HTML/RM INTEGRATED AUTHENTICATION FAILED
.HTM" GUIDUSERCID="IQ_1" GUID="A1B0B165-3C18-4561-935F-5FB81BD42128"
AUTHENTICATEWS="FALSE" />

The modified file will look like the following:

<PATH PREFIX="/RM"/>

<LOGIN CHECK="TRUE" />

<INTEGRATEDI OGIN ENABLED="TRUE" COOKIENAME="UNIFIEDKEY"
UNIFIEDKEY="8RZVNELWJHNHVPCTAEN9DW=="
AUTHENTICATIONFAILURL="/IQM/HTML/RM_ INTEGRATED AUTHENTICATION FAILED
.HTM" GUIDUSERCID="IQ_1" GUID="A1B0B165-3C18-4561-935F-5FB81BD42128"
AUTHENTICATEWS="FALSE" />

</CONFIG>

</REVIEWMANAGER>

21. Start CERMe Service from the Windows Services.

22. Go to CERMe URL: http://<server>:8357/rm/login Login with the credential provided,
and go to the menu Help > About. It should show Version InterQual Review
Manager™ 21.0.1 (Build 4).

23. This completes the installation of the CERMe RM 21.0.1 InterQual View 2022.

14.2. Install CERMe SSL Certificate

NUMI will need SSL certificates for CERMe (for Jetty). NUMI uses the SSL certificate for the
server that CERMe is running on. If the sever does not have a SSL certificate installed, follow
the normal VA processes for obtaining SSL Certificates and install it.

1. Use lIS Manager to export the current certificate to a .pfx file. Select the server name in
the Connections pane and double click on the Server Certificates in the IS pane as
shown in Figure 45.
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Figure 45: IS Server Certificates
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2. Select the certificate to export and click on the “Export...” link in the Actions pane, as
shown in Figure 46.
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Figure 46: 1IS Server Certificate Selection
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3. Set the name of the .pfx file. Set the password, e.g., use numi (all lowercase) for the
password, as shown in Figure 47. This password will be used in subsequent steps.
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Figure 47: IS Certificate Details

Export Certificate EE
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Password:
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(0] Zancel

NOTE: For the following, the password can be whatever you choose, but please make a note of
them, as they will be used later. For this example, D:\Certs\NUMI.pfx is the file name and the
password, the one that you used to export the .pfx file, e.g., numi (all lowercase).

4. Open a command prompt window and change the current directory to the location of
the keytool executable. In this example it would be:

D:\PROGRAM FILES (X86)\CHANGE HEALTHCARE\CERME\JRE\BIN\KEYTOOL.EXE

5. Execute the following command:

KEYTOOL -IMPORTKEYSTORE -SRCSTORETYPE PKCS12 -SRCKEYSTORE
"D:\CERTS\NUMI.PFX" -DESTKEYSTORE "D:\CERTS\CERME.KS"

NOTE: -srckeystore value will be the .pfx path and filename above, -destkeystore can be
whatever you choose; again, passwords can be whatever you choose, but please make a note
of them. The word “secret” is used as the keystore password in this example.

6. Execute the following command:
KEYTOOL [JLIST -KEYSTORE "D:\CERTS\CERME.KS[]

Make a note of the long, auto-generated alphanumeric value circled in red below.
Recommended actions are to copy, paste the entire command prompt output to notepad to
copy, and paste this value.
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Figure 48: keytool -keystore "C:\Certs\CERME.ks" -list

e G WINDOWS  system 32 cmd.exe
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Enter destination keystore password:

Re—enter new password:

Enter source keystore password:

Entry for alias 3dch?f87feSfle?bbdll5aB6albc8Bde_cd444ct8—dBf —4c3b—Phe2-TabhV23a
72cBl successzfully imported.

Import command completed: 1 entries successfully imported. B entries failed or
cancelled

GisProgram FilessMcKessonWCERMESJresbinskeytool —keystore "GCisHUMINGertswCERME.K

R £
Enter keuystore password:

Keystore type: JHE
Keystore provider: SUM

Your keystore contains 1 entry
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7. Execute the following command:

KEYTOOL -CHANGEALIAS -KEYSTORE "D:\CERTS\CERME.KS" -DESTALIAS NUMI []
ALTIAS <ALPHANUMERIC VALUE>

NOTE: Replace <alphanumeric value> with the value noted and circled from the step above.
The keystore password is the password specified when creating the keystore above, secret in
our example. The key password is the password specified when creating the pfx file, numi in
our example.

8. Execute the following command:
KEYTOOL -KEYPASSWD -KEYSTORE "D:\CERTS\CERME.KS" -ALIAS NUMI

NOTE: With this command, we are changing the key password to “reallysecret” for this
example.

9. Next, copy the keystore, (D:\Certs\CERME ks), to the Jetty\etc directory. For this
example, it would be here: D:\Program Files (x86)\Change
Healthcare\CERME\Jetty\etc.

10. Modify <Jetty-home>\start.ini. Uncomment the relevant lines in the SSL Context and
HTTPS Connector sections of start.ini file (as shown in the example below).

# SSL CONTEXT
# CREATE THE KEYSTORE AND TRUST STORE FOR USE BY
# HTTPS AND SPDY
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JETTY.KEYSTORE=ETC/KEYSTORE
JETTY.KEYSTORE . PASSWORD=(YOUR PASSWORD)
JETTY .KEYMANAGER . PASSWORD=(YOUR PASSWORD)
JETTY.TRUSTSTORE=ETC/KEYSTORE
JETTY.TRUSTSTORE . PASSWORD=(YOUR PASSWORD)
JETTY.SECURE.PORT=(YOUR SSL PORT NUMBER)
ETC/JETTY-SSL.XML

# HTTPS CONNECTOR
# MUST BE USED WITH JETTY-SSL.XML

JETTY.HTTPS.PORT=(YOUR SSL PORT NUMBER)
ETC/JETTY-HTTPS. XML

11. Open the windows services management console, (START->RUN->services.msc->OK),
and restart the CERMe service. It will take about 20 to 30 seconds for the service to
restart completely but you should be able to browse directly to the secure CERMe.
Use whatever URL is used to access NUMI, e.g.,, REDACTED

12. Replace the "/web/home.aspx” portion with CERMe' s secure port, (8443 by default),
e.g REDACTED

The CERMe website should be displayed and you should not have been warned of the security
certificate problem.

15. Setting up NUMI Section in the Windows Event Log

1. Change Directory - Go to command prompt (run as Administrator) and change current
directory to Framework v2.0 bit folder e.g., CAWINDOWS\MS.NET\Framework\v4.5.x

2. Install Command - Type InstallUtil.exe /I < source folder full path
>\bin\NumiWebApp.dll under Framework v4.5 folder and press enter.

e.g., INSTALLUTIL.EXE /I D:\NUMI\<INSTALL DIR>\BIN\NUMIWEBAPP.DLL

3. This should create a NUMI section in the Windows Event log.
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Figure 49: Creating a NUMI section in the Windows Event Log
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4. NUMI Event Folder Properties
a. Go to NUMI Properties by right mouse.
b. Click on General Tab under NUMI Properties dialog box window. Check/Click
on Overwrite events as needed.
c. Press <Apply> button (if needed) and Press <OK> button.
d. Verify Event View, if any error logs occurred during the installation.

15.1. Validate XML Configuration File Settings

Verify that all XML configuration file settings are correct. Validate NUMI XML Configuration File
Settings.

1. Edit the application settings in the web.config file in the NUMI folder. E.g.,
D:\NUM\<install_dir>\web.config

Settings to update:

<!-- CHANGE THIS SETTING TO POINT TO THE APPROPRIATE CONFIG FILE FOR
THE DEPLOYMENT. -->
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<APPSETTINGS
CONFIGSOURCE="SRC\ \MAIN\ \RESOURCES\ \ XML \ \DEPLOYMENT \ \NUMIWEBAPP . CONF

m n />
<CONNECTIONSTRINGS/>

Figure 50: Updating Settings in NUMI XML Configuration File
‘Weh.cunﬁg - Motepad =] E3

File Edit Farmat View Help

<7xml wersion="1.0" encoding="UTF-8"7>
<configuration xmlns="http:/ schemas.microsoft. com/. NetConfiguration sz, 0"
<configsections:
<sectionGroup name="system.weh.extensions” type="system.web.configuration. systemwebExtensionssect
<sectionGroup name="scripting” type="system.weh.Configuration.scriptingsectionsroup, System.web
<section name="scriptResourceHandler” type="System.weh.Configuration.scriptingscriptResourced
<sectionGroup names="wehsServices" tType="System.web.Configuration.scriptingwebservicessectionar
<section name="jsonserialization” type="System.web.Configuration.scriptinglsonserialization
<section name="profileservice” type:'System.web.cnnfﬁEuratian.ScriptﬁngPeriTeServiceSectiD
<section name="authenticationservice" type="System.web.Configuration.scriptingauthenticatio |
< sectioncroups
</sectionGroups
</sectionGroup>

|

</configsectionss
<l—— change this setting Lo point Lo the appropriate config T1le Tor the deployment. —-x
<appsettings configSource="srchymainssresour: 0] oymenty s Wumiwebapp. config” A=

<sysTem. webs>
<httpRuntime executionTimeout="300" />
<l——<trace enabled="false" pagecutput="false" requestLimit="100" f>-->»
<! ——<identity impersonate="true" />--»
<l ——<zessionstate timeout="2"/>—->
<pages validaterequest="false">»
<controls>
<add assembly="eworld.UI" namespace="eworld.UI" tagPrefix="ew" />
<add assembly="NumiwebApp" namespace="gov.wva.medora.numi.utilities" tagPrefix="CustomControls
<add assemb1y=”5ystem.weg.Extensinns, version=l.0.61025.0, Culture=neutral, PublickeyToken=31
<add assembly="AJjaxControlToolkit" namespace="ajaxControlToolkit" tagPrefix="ajax" /»
<add src="~/Inpatient/Controls/Tabselect.ascx" tagWame="tab" tagrrefix="CustomZontrols" /=
<add src="~/Inpatient/Controls/Menu. ascx” taguames="menu” tagPrefix="CustomControls" /=
<add src="~/Inpatient/Controls/FilterTable.ascx" tagName="FilterTahle" tagPrefix="CustomContr
<fcontrolss
</ pages> =

4| | H

2. Edit the application settings in the config file indicated in the previous entry. Make
sure to enter the VIA configuration properties listed below and the NUMI database
server names, and the NUMI database password as indicated.

D:ANUMN<install_dir>\src\main\resources\xml\deployment\numiweb app.config Settings to
update:

<!-- SERVICE CONFIGURATION -->

<ADD KEY="SERVICEURL" VALUE="<VIA SERVICE URL>" />

<ADD KEY="REQUESTINGAPP" VALUE="<REQUESTING APP ID TO BE IDENTIFIED
IN VIA>"/>

<ADD KEY="ISSYNCHRONIZER" VALUE="TRUE"/>

<ADD KEY="WSDLUSERNAME" VALUE="<VIA WSDL USERNAME>"/>

<ADD KEY="WSDLPASSWORD" VALUE="<VIA WSDL PASSWORD>"/>

<ADD KEY="NUMIDBCONNECTIONSTRING" VALUE="DATA
SOURCE=<ENTER_DATABASE_SERVER>; DATABASE=NUMI ; USER

ID=NUMI_ USER ; PASSWORD=XXXXXXXX; TRUSTED CONNECTION=FALSE" />
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3. Follow the steps below to encrypt the updated NumiWebApp.config
A. Open a command prompt and change to .Net Framework 4.x directory (e.g.
C:\WINDOWS\MS.NET\FRAMEWORK64\V4.X.X)
b. Run command :
. \ASPNET REGIIS.EXE -PEF "APPSETTINGS"
D:\NUMI\<INSTALL DIR>
c. The command should execute successfully and give the following message:
ENCRYPTING CONFIGURATION SECTION...
SUCCEEDED!
d. VERIFY THAT THE
SRC\ \MAIN\ \RESOURCES\ \ XML\ \DEPLOYMENT\ \NUMIWEBAPP.CONFIG
file does not contain any plain text passwords any more.

NOTE:

Important: Make sure there is no unencrypted copy of the NumiWebApp config file in

the server
To make any future changes to the
src\\main\\resources\\xml\\deployment\\NumiWebApp.config first decrypt the file by
running command:

. \ASPNET REGIIS.EXE -PDF "APPSETTINGS" D:\NUMI\<INSTALL DIR>

Make changes to the configuration as needed and follow the above steps to encrypt it again.

16. Perform Restart

Restart IS

Click <Start>.
Click the Command Prompt (or <Run>, depending on the Operating System)
Type: lISReset
Click <Enter>.

Hwn =

17. Test NUMI Web Site Functionality
Open Internet Explorer and type REDACTED e.g., REDACTED
18. Installing NUMI Synchronizer on the Web Server

18.1. Installation Instructions
For a new installation:

1. Open CMD in Administrator mode
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Enter ‘cd C:\Windows\Microsoft.NET\Framework\v4.0.30319’
Enter ‘InstallUtil.exe DA\NUMN\Synchronizer\Synchronizer2.exe’

View the NUMI Synchronizer service on services.msc

AN S A

Close the CMD prompt

6. Verify/Update the Synchronizer2.exe.config data

<!-- SERVICE CONFIGURATION -->

<!-- VISTA SERVICE CONFIGURATION -->

<ADD KEY="SERVICEURL" VALUE=" REDACTED

<ADD KEY="REQUESTINGAPP" VALUE="NUMI_SYNC"/>
<ADD KEY="ISSYNCHRONIZER" VALUE="TRUE"/>
<ADD KEY="WSDLUSERNAME" VALUE="VWSL NUMI"/>
<ADD KEY="WSDLPASSWORD" VALUE="<PW>"/>

<!--STS CONFIGURATION-->

<ADD KEY="STSENDPOINT" VALUE=" REDACTED

<ADD KEY="STSENABLED" VALUE="TRUE"/>

<ADD KEY="STSCERTIFICATEPATH"
VALUE="D:\\NUMI\SYNCHRONIZER\NUMISYNCSQA.PFX" />
<ADD KEY="STSCERTIFICATEPASSWORD" VALUE="<PW>"/>

<!--DATABASE CONNECTIONS-->

<ADD KEY="NUMIDBCONNECTIONSTRING" VALUE="DATA
SOURCE=VAAUSSQLNUM### .AAC.DVA.VA.GOV ; DATABASE=NUMI ; USER
ID=NUMI_ USER;PASSWORD=<PW>; TRUSTED CONNECTION=FALSE" />
<ADD KEY="REPORTDBCONNECTIONSTRING" VALUE="DATA
SOURCE=VAAUSSQLNUM### .AAC.DVA.VA.GOV;DATABASE=NUMI ; USER
ID=NUMI USER;PASSWORD=<PW>; TRUSTED CONNECTION=FALSE" />

7. Start the service from services.msc

o 1 S = bl s ronizer - Regularly pells conf... Automatic Local System
5 Offline Files Start ‘iles service performs mainte... Disabled Local Systern
5L OpensSSH Authe Stop d private keys used for publi... Disabled Local Systern

For an upgrade in place:

1. Stop the existing service from services.msc
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NUMI Synchrong gronizer - Regularly pells conf... Automatic Local System
£k Offline Files Start “iles service performs rnainte... Dizabled Local System

5L OpenSSH Authe Stop d private keys used for publi... Disabled Local Systern

2. Copy the Sychronizer distribution folder/files to the intended environment in the NUMI
directory. This folder will be provided by Tier 3 maintenance and should be stored on each
environment

This PC APPS (D:) MNLIMI Synchronizer - Copy
B MName Dat:
mmon.dll
Lagging.dil

. C non.pdb
E Inpatient.dll

. Inpatient.

Program Deb

Applicatio

3. Start the service from services.msc

P MUMI Synchrong
(5L Offline Files Start ‘iles service performs rmainte... Dizabled Local Systern
£ OpenSSH Authe Stop d private keys used for publi... Dizabled Local System

gronizer - Regularly pells conf... Automatic Local Systemn

18.2. Uninstall:

If you need to uninstall the NUMI Synchronizer services use services.msc and right click on the
synchronizer to stop it. Then right click the Synchronizer and go to properties and disable it.
Then open CMD in Admin mode and enter ‘sc delete “NUMI Synchronizer™'.

18.3. Validate Installation:

To confirm the synchronizer installation
Open MS SQL Server Management Studio after 2 hours. Open a new query and type:

USE NUMI GO.
SELECT TOP 1000 * FROM PATIENTSTAY.

Click the <Execute> button to run the query. New records shall display.

18.4. Add Jobs to the SQL Server
There are 3 jobs that must be added to the SQL Server:
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1. NUMI_PhysicianAdvisorPatientReview_AutoExpire
2. LogSynchDB_ValidateSynchronizer
3. NUMI_AlterIndex_Rebuild

These jobs can be installed from scripts (included in the build) or, if you are transferring from
another server, you can right click on each job and script as DROP and CREATE.

Backup the jobs before you run the scripts. Modify the scripts to replace the
@owner_|login_name with the owner login name appropriate for your installation, if necessary.

NUMI_PhysicianAdvisorPatientReview_AutoExpire is a job that executes the Stored Procedure
usp_PhysicianAdvisorPatientReview_AutoExpire every day at midnight. The Stored Procedure
looks for Physician UM Advisor (PUMA) Reviews that have not been completed within 14 days
and marks them as Completed with a reason description of Expired.

LogSynchDB_ValidateSynchronizer is job that executed the stored procedure
LogSyncDB.dbo.usp_LogSync_ValidateSynchronizer every hour. This stored procedure confirms
imported stays within the last 3 hours and reports the problem to a pre-defined e- mail
distribution list determined by the needs of the installation.

NUMI_Alterindex_Rebuild is a job that executes the stored procedure
NUMI.dbo.usp_Alterindex_Rebuild. This stored procedure rebuilds the indexes for the tables in
the NUMI database.

19. Post-Installation Considerations

If there are post-installation considerations for NUMI, this information will be provided by the
appropriate project teams.
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20. Acronyms and Descriptions

Acronym Description

CERMe Care Enhance Review Management Enterprise
CPRS Computerized Patient Record System

CPU Central Processing Unit

|HTTP HyperText Transfer Protocol

|HTTPS HyperText Transfer Protocol Secure

|IAM Identity and Access Management

|IIS Internet Information Services

|MDWS Medical Domain Web Services

|NUMI National Utilization Management Integration
|PM Project Manager

[PUMA Physician UM Advisor

QA Quality Assurance

SQL Standard Query Language

SSL Secure Socket Layer

SSO Single Sign On

|UM Utilization Management

[URL Uniform Resource Locator

VIA VistA Integration Adaptor

VistA Veterans Information Systems Technology Architecture

21. NUMI Comparison Table

NUMI CERMe RM InterQual Windows MS SQL

Version View Server Server

15.4 16.1 2017.2 2012 R2 2012

15.5 17 2018.1 2012 R2 2012

15.6 17 2018.1 2012 R2 2012
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15.8 18.1 2019.1 2012 R2 2012
15.9 19.0 2020 2012 R2 2012
15.9.1 20.0 2021 2019 2019
15.10 21.0.1 2022 2019 2019
15.11 21.0.1 2022 2019 2019
15.14 21.0.1 2022 2019 2019
15.15 22.0 2024 2019 2019
15.16 22.0 2024 2019 2019
15.17 22.0 2025 2019 2019
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