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[bookmark: _Toc127369189]Introduction
[bookmark: _Toc520380586]The Veterans Health Information System Technology Architecture (VistA) Audit Solution (VAS) is a real-time web-based interface.
It provides a nationwide Health Insurance Portability and Accountability Act (HIPAA) compliant Audit Tracking Solution with the ability to track and report on access logs for patient's Personal Identifiable Information (PII)/Protected Health Information (PHI) data across all VistA instances. VAS end-users are Privacy Officers, Information Systems Security Officers (ISSO), and their authorized representatives who need the ability to view the log of Create, Read, Update and/or Delete (CRUD) operations on patient information to respond to Freedom of Information Act (FOIA), HIPAA, employee and Inspector General (IG) requests. This data originates from VistA and flows through in-memory database servers to be stored in the Veterans Affairs Enterprise Cloud (VAEC) Amazon Web Services (AWS). The VAS web-based User Interface (UI) will access and display the data stored in AWS.
Authorized VAS users may view the patient data that was accessed and modified, as well as the individual that performed the actions.
[bookmark: _Toc127369190]Purpose
[bookmark: _Toc520380587]These release notes cover the new features and functions to VAS 1.0 User Interface (UI) for this release.
[bookmark: _Toc127369191]Audience
This document targets users and administrators of VAS, i.e. VA Privacy Officers, their authorized representatives, Health Information Governance (HIG) stakeholders, VistA team and site installers.
[bookmark: _Toc520380588][bookmark: _Toc127369192]This Release
This is the first release of VistA Audit Solution (VAS). Informational patches under the namespace of WEBS will be issued for the UI of VAS to describe the changes in functionality/features being released. WEBS*1*1 is the patch for the release of VAS 1.0.
The required VistA changes to implement VAS are released in the Admission, Discharge, Transfer (ADT)/Registration (DG) package made by the DG*5.3*964 patch.
The following sections provide a summary of the new features and functions added for the UI release of VAS 1.0.
[bookmark: _Toc127369193][bookmark: _Toc7775918]New Features and Functions Added
The VAS UI is hosted in VA Enterprise Cloud (VAEC) Amazon Web Services (AWS) GovCloud. The system is only accessible within the VA intranet to Privacy Officers (POs) and authorized representatives to query activity on patient’s records.
VAS provides a nationwide, HIPAA compliant audit tracking solution to track and report on accesses to VA patient PII/PHI across all VistA instances. VAS provides information on users who accessed VA patient data, when and what patient data was accessed.
This section describes the steps for accessing the VAS User Interface.
To gain access to the VAS UI, users will need:
· VAS URL
· Active PIV card with PIN number
· To be Whitelisted
· Access the VAS UI using either Google Chrome or Microsoft Edge
The following are the VAS 1.0 features and functions:
· Ability to log-in using SSO (Single-Sign-on) and integration with PIV card
· Ability to perform a full-search or a partial search on patient records
· Error handling and notification on entering incorrect information for search
· Display of the output based on the search criteria
· Display of list of users accessing the same patient record
· Ability to view the audit trail of each user action by the authorized VAS users
[bookmark: _Toc70332456][bookmark: _Toc70332786][bookmark: _Toc70332457][bookmark: _Toc70332787][bookmark: _Toc70332458][bookmark: _Toc70332788][bookmark: _Toc70332459][bookmark: _Toc70332789][bookmark: _Toc70332460][bookmark: _Toc70332790][bookmark: _Toc70332504][bookmark: _Toc70332834][bookmark: _Toc70332505][bookmark: _Toc70332835][bookmark: _Toc70332506][bookmark: _Toc70332836][bookmark: _Toc70332507][bookmark: _Toc70332837][bookmark: _Toc70332508][bookmark: _Toc70332838][bookmark: _Toc70332509][bookmark: _Toc70332839][bookmark: _Toc70332510][bookmark: _Toc70332840][bookmark: _Toc70332511][bookmark: _Toc70332841][bookmark: _Toc70332512][bookmark: _Toc70332842][bookmark: _Toc70332513][bookmark: _Toc70332843][bookmark: _Toc70332514][bookmark: _Toc70332844][bookmark: _Toc70332515][bookmark: _Toc70332845][bookmark: _Toc70332516][bookmark: _Toc70332846][bookmark: _Toc70332517][bookmark: _Toc70332847][bookmark: _Toc70332518][bookmark: _Toc70332848][bookmark: _Toc70332519][bookmark: _Toc70332849][bookmark: _Toc70332520][bookmark: _Toc70332850][bookmark: _Toc70332521][bookmark: _Toc70332851][bookmark: _Toc70332522][bookmark: _Toc70332852][bookmark: _Toc70332523][bookmark: _Toc70332853][bookmark: _Toc70332524][bookmark: _Toc70332854][bookmark: _Toc70332525][bookmark: _Toc70332855][bookmark: _Toc70332526][bookmark: _Toc70332856][bookmark: _Toc70332527][bookmark: _Toc70332857][bookmark: _Toc70332528][bookmark: _Toc70332858][bookmark: _Toc70332529][bookmark: _Toc70332859][bookmark: _Toc70332530][bookmark: _Toc70332860][bookmark: _Toc70332531][bookmark: _Toc70332861][bookmark: _Toc70332532][bookmark: _Toc70332862][bookmark: _Toc70332533][bookmark: _Toc70332863][bookmark: _Toc70332534][bookmark: _Toc70332864][bookmark: _Toc70332535][bookmark: _Toc70332865][bookmark: _Toc70332536][bookmark: _Toc70332866][bookmark: _Toc70332537][bookmark: _Toc70332867][bookmark: _Toc70332538][bookmark: _Toc70332868][bookmark: _Toc70332539][bookmark: _Toc70332869][bookmark: _Toc70332540][bookmark: _Toc70332870][bookmark: _Toc70332541][bookmark: _Toc70332871][bookmark: _Toc70332542][bookmark: _Toc70332872][bookmark: _Toc70332543][bookmark: _Toc70332873][bookmark: _Toc70332544][bookmark: _Toc70332874][bookmark: _Toc70332545][bookmark: _Toc70332875][bookmark: _Toc70332550][bookmark: _Toc70332880][bookmark: _Toc70332552][bookmark: _Toc70332882][bookmark: _Toc70332554][bookmark: _Toc70332884][bookmark: _Toc70332556][bookmark: _Toc70332886][bookmark: _Toc70332558][bookmark: _Toc70332888][bookmark: _Toc70332560][bookmark: _Toc70332890][bookmark: _Toc70332562][bookmark: _Toc70332892][bookmark: _Toc70332564][bookmark: _Toc70332894][bookmark: _Toc70332566][bookmark: _Toc70332896][bookmark: _Toc70332567][bookmark: _Toc70332897][bookmark: _Toc70332568][bookmark: _Toc70332898][bookmark: _Toc70332569][bookmark: _Toc70332899][bookmark: _Toc70332570][bookmark: _Toc70332900][bookmark: _Toc70332571][bookmark: _Toc70332901][bookmark: _Toc70332572][bookmark: _Toc70332902][bookmark: _Toc70332577][bookmark: _Toc70332907][bookmark: _Toc70332579][bookmark: _Toc70332909][bookmark: _Toc70332581][bookmark: _Toc70332911][bookmark: _Toc70332583][bookmark: _Toc70332913][bookmark: _Toc70332585][bookmark: _Toc70332915][bookmark: _Toc70332587][bookmark: _Toc70332917][bookmark: _Toc70332589][bookmark: _Toc70332919][bookmark: _Toc70332591][bookmark: _Toc70332921][bookmark: _Toc70332593][bookmark: _Toc70332923][bookmark: _Toc70332595][bookmark: _Toc70332925][bookmark: _Toc70332597][bookmark: _Toc70332927][bookmark: _Toc70332599][bookmark: _Toc70332929][bookmark: _Toc70332601][bookmark: _Toc70332931][bookmark: _Toc70332602][bookmark: _Toc70332932][bookmark: _Toc70332603][bookmark: _Toc70332933][bookmark: _Toc70332604][bookmark: _Toc70332934][bookmark: _Toc70332605][bookmark: _Toc70332935][bookmark: _Toc70332606][bookmark: _Toc70332936][bookmark: _Toc70332607][bookmark: _Toc70332937][bookmark: _Toc70332608][bookmark: _Toc70332938][bookmark: _Toc70332609][bookmark: _Toc70332939][bookmark: _Toc70332610][bookmark: _Toc70332940][bookmark: _Toc70332611][bookmark: _Toc70332941][bookmark: _Toc70332612][bookmark: _Toc70332942][bookmark: _Toc70332613][bookmark: _Toc70332943][bookmark: _Toc70332614][bookmark: _Toc70332944][bookmark: _Toc70332615][bookmark: _Toc70332945][bookmark: _Toc70332616][bookmark: _Toc70332946][bookmark: _Toc70332617][bookmark: _Toc70332947][bookmark: _Toc70332618][bookmark: _Toc70332948][bookmark: _Toc70332619][bookmark: _Toc70332949][bookmark: _Toc70332620][bookmark: _Toc70332950][bookmark: _Toc70332621][bookmark: _Toc70332951][bookmark: _Toc70332622][bookmark: _Toc70332952][bookmark: _Toc70332623][bookmark: _Toc70332953][bookmark: _Toc70332624][bookmark: _Toc70332954][bookmark: _Toc70332625][bookmark: _Toc70332955][bookmark: _Toc70332626][bookmark: _Toc70332956][bookmark: _Toc70332627][bookmark: _Toc70332957][bookmark: _Toc70332628][bookmark: _Toc70332958][bookmark: _Toc70332629][bookmark: _Toc70332959][bookmark: _Toc70332630][bookmark: _Toc70332960][bookmark: _Toc70332631][bookmark: _Toc70332961][bookmark: _Toc70332632][bookmark: _Toc70332962][bookmark: _Toc70332633][bookmark: _Toc70332963][bookmark: _Toc70332634][bookmark: _Toc70332964][bookmark: _Toc70332635][bookmark: _Toc70332965][bookmark: _Toc70332636][bookmark: _Toc70332966][bookmark: _Toc70332637][bookmark: _Toc70332967][bookmark: _Toc70332638][bookmark: _Toc70332968][bookmark: _Toc70332639][bookmark: _Toc70332969][bookmark: _Toc70332640][bookmark: _Toc70332970][bookmark: _Toc70332641][bookmark: _Toc70332971][bookmark: _Toc70332642][bookmark: _Toc70332972][bookmark: _Toc70332643][bookmark: _Toc70332973][bookmark: _Toc70332644][bookmark: _Toc70332974][bookmark: _Toc70332645][bookmark: _Toc70332975][bookmark: _Toc70332646][bookmark: _Toc70332976][bookmark: _Toc70332647][bookmark: _Toc70332977][bookmark: _Toc70332648][bookmark: _Toc70332978][bookmark: _Toc70332649][bookmark: _Toc70332979][bookmark: _Toc70332650][bookmark: _Toc70332980][bookmark: _Toc70332651][bookmark: _Toc70332981][bookmark: _Toc70332652][bookmark: _Toc70332982][bookmark: _Toc70332653][bookmark: _Toc70332983][bookmark: _Toc70332654][bookmark: _Toc70332984][bookmark: _Toc70332655][bookmark: _Toc70332985][bookmark: _Toc70332656][bookmark: _Toc70332986][bookmark: _Toc70332657][bookmark: _Toc70332987][bookmark: _Toc70332658][bookmark: _Toc70332988][bookmark: _Toc70332659][bookmark: _Toc70332989][bookmark: _Toc70332660][bookmark: _Toc70332990][bookmark: _Toc70332661][bookmark: _Toc70332991][bookmark: _Toc70332662][bookmark: _Toc70332992][bookmark: _Toc70332663][bookmark: _Toc70332993][bookmark: _Toc70332664][bookmark: _Toc70332994][bookmark: _Toc70332665][bookmark: _Toc70332995][bookmark: _Toc70332666][bookmark: _Toc70332996][bookmark: _Toc70332667][bookmark: _Toc70332997][bookmark: _Toc70332668][bookmark: _Toc70332998][bookmark: _Toc70332669][bookmark: _Toc70332999][bookmark: _Toc70332670][bookmark: _Toc70333000][bookmark: _Toc70332671][bookmark: _Toc70333001][bookmark: _Toc70332672][bookmark: _Toc70333002][bookmark: _Toc70332673][bookmark: _Toc70333003][bookmark: _Toc70332674][bookmark: _Toc70333004][bookmark: _Toc70332675][bookmark: _Toc70333005][bookmark: _Toc70332676][bookmark: _Toc70333006][bookmark: _Toc70332677][bookmark: _Toc70333007][bookmark: _Toc70332678][bookmark: _Toc70333008][bookmark: _Toc70332679][bookmark: _Toc70333009][bookmark: _Toc70332680][bookmark: _Toc70333010][bookmark: _Toc70332681][bookmark: _Toc70333011][bookmark: _Toc70332682][bookmark: _Toc70333012][bookmark: _Toc70332683][bookmark: _Toc70333013][bookmark: _Toc70332684][bookmark: _Toc70333014][bookmark: _Toc70332685][bookmark: _Toc70333015][bookmark: _Toc70332686][bookmark: _Toc70333016][bookmark: _Toc70332687][bookmark: _Toc70333017][bookmark: _Toc70332688][bookmark: _Toc70333018][bookmark: _Toc70332689][bookmark: _Toc70333019][bookmark: _Toc70332690][bookmark: _Toc70333020][bookmark: _Toc70332712][bookmark: _Toc70333042][bookmark: _Toc70332713][bookmark: _Toc70333043][bookmark: _Toc70332714][bookmark: _Toc70333044][bookmark: _Toc70332715][bookmark: _Toc70333045][bookmark: _Toc70332716][bookmark: _Toc70333046][bookmark: _Toc70332717][bookmark: _Toc70333047][bookmark: _Toc70332718][bookmark: _Toc70333048][bookmark: _Toc70332719][bookmark: _Toc70333049][bookmark: _Toc70332720][bookmark: _Toc70333050][bookmark: _Toc70332721][bookmark: _Toc70333051][bookmark: _Toc70332722][bookmark: _Toc70333052][bookmark: _Toc70332723][bookmark: _Toc70333053][bookmark: _Toc70332724][bookmark: _Toc70333054][bookmark: _Toc70332725][bookmark: _Toc70333055][bookmark: _Toc70332726][bookmark: _Toc70333056][bookmark: _Toc70332727][bookmark: _Toc70333057][bookmark: _Toc70332728][bookmark: _Toc70333058][bookmark: _Toc70332729][bookmark: _Toc70333059][bookmark: _Toc70332730][bookmark: _Toc70333060][bookmark: _Toc70332731][bookmark: _Toc70333061][bookmark: _Toc70332732][bookmark: _Toc70333062][bookmark: _Toc70332733][bookmark: _Toc70333063][bookmark: _Toc70332734][bookmark: _Toc70333064][bookmark: _Toc70332735][bookmark: _Toc70333065][bookmark: _Toc70332736][bookmark: _Toc70333066][bookmark: _Toc70332737][bookmark: _Toc70333067][bookmark: _Toc70332738][bookmark: _Toc70333068][bookmark: _Toc70332748][bookmark: _Toc70333078][bookmark: _Toc70332749][bookmark: _Toc70333079][bookmark: _Toc70332750][bookmark: _Toc70333080][bookmark: _Toc70332751][bookmark: _Toc70333081][bookmark: _Toc70332752][bookmark: _Toc70333082][bookmark: _Toc70332753][bookmark: _Toc70333083][bookmark: _Toc70332754][bookmark: _Toc70333084][bookmark: _Toc70332755][bookmark: _Toc70333085][bookmark: _Toc70332756][bookmark: _Toc70333086][bookmark: _Toc70332757][bookmark: _Toc70333087][bookmark: _Toc70332758][bookmark: _Toc70333088][bookmark: _Toc70332759][bookmark: _Toc70333089][bookmark: _Toc70332760][bookmark: _Toc70333090][bookmark: _Toc70332761][bookmark: _Toc70333091][bookmark: _Toc70332762][bookmark: _Toc70333092][bookmark: _Toc70332763][bookmark: _Toc70333093][bookmark: _Toc70332764][bookmark: _Toc70333094][bookmark: _Toc70332765][bookmark: _Toc70333095][bookmark: _Toc70332775][bookmark: _Toc70333105][bookmark: _Toc127369194][bookmark: _Hlk45627395]VAS UI Production Defects and Fixes
This is the initial release of VistA Audit Solution (VAS) 1.0, therefore there are no production defects and fixes.
[bookmark: _Toc127369195]VAS UI Sustainment Defects and Fixes
[bookmark: _Toc520380592]This is the first release of VistA Audit Solution (VAS) 1.0, consequently there are no sustainment defects and fixes.
[bookmark: _Toc127369196]Known Issues
There are no known or open issues at this time.
[bookmark: _Toc71712203][bookmark: _Toc127369197]Product Documentation
The following documents apply to this release:
VAS 1.0 Release Notes
VAS 1.0 Technical Manual
VAS 1.0 User Guide
WEBS*1*1 Patch Description
DG*5.3*964 Patch Description
DG*5.3*964 DIBRG (Deployment, Installation, Backout, Rollback Guide)
DG*5.3*964 Release Notes
PIMS (Patient Information Management System) Version 5.3 Technical Manual
PIMS ADT Module User Manual-Security Officer Menu


[bookmark: _Toc83337097][bookmark: _Toc127369198]Appendix A - Acronyms
	Acronym
	Definition

	ADT
	Admission/Discharge/Transfer

	API
	Application Programmer Interfaces

	AWS
	Amazon Web Services

	CRUD
	Create, Read, Update and/or Delete

	DG/DGEN
	Data Gathering/Developer Generated

	DIBRG
	Deployment, Installation, Back-Out, and Rollback Guide

	FOIA
	Freedom Of Information Act

	HIG
	Health Information Governance

	HIPPA
	Health Insurance Portability and Accountability Act

	IG
	Inspector General

	ISSO
	Information Systems Security Officer

	OIT
	Office of Information and Technology

	PHI
	Protected Health Information

	PII
	Personally Identifiable Information

	PIMS
	Patient Information Management System

	PIV
	Personal Identity Verification

	PO
	Privacy Officer

	SSO
	Single-Sign-on

	UI
	User Interface

	URL
	Uniform Resource Locator

	VA
	Department of Veteran Affairs

	VAEC
	Veterans Affairs Enterprise Cloud

	VAS
	VistA Audit Solution

	VistA
	Veterans Health Information Systems Technology Architecture
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